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Preface

The Apache web server isaremarkable piece of software. The basic package distributed by the Apache Software
Foundation is quite complete and very powerful, and alot of effort has goneinto keeping it from suffering software
bloat. One facet of the package makesit especialy remarkable: it includes extensbility by design. In short, if the
Apache package right out of the box does not do what you want, you can generally extend it so that it does. Dozens
of extensons (called modules) are included as part of the package distributed by the A pache Software Foundation.
And if one of these doesn't meet your needs, with several million users out there, there is an excellent chance
someone else has dready done your work for you, who has concocted arecipe of changes or enhancementsto the
server that will satisfy your requirements.

Thisbook isa collection of these recipes. Its sources include tips from the firehose of the USENET newsgroups, the
Apache FAQ, Apache-rdlated mailing lists, mail containing "how-to" questions, questions and problems posed on
IRC chat channels, and volunteered submissions.

All of theitemsin thisbook come from redl-life Stuations, encountered either by us or by other people who have
asked for our help. The topics range from basic compilation of the source code to complex problemsinvolving the
treatment of URL sthat require SSL encryption.

Welve collected more than ahundred different problems and their solutions, largely based on how often they
occurred, and have grouped them roughly by subject as shown in What'sin This Book.

Primarily, these recipes are useful to webmasters who are responsible for the entire server; however, many are
equdly applicable to users who want to customize the behavior in their own web directories through the use of
htaccessfiles

Weve written Apache Cookbook to be a practical reference, rather than atheoretica discourse: reading it recipe by
recipe, chapter by chapter, isn't going to reved aplot ("Roy Fielding in the Library with an RFC!"[1]). It'sintended
to provide point solutions to specific problems, located through the table of contents or the index.

[1] An obscure reference to aboard game called Clue and an obscure developer of HTTP.
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What'sin This Book

Because much of the materia in thisbook is drawn from question-and-answer discussions and consultations, we
have tried to make it as complete as possible. Of course, this means that we have included "recipes’ for some
questions to which there are currently no satisfactory answers (or at least to our knowledge). This has not been done
to tease, annoy, or frustrate you; such recipes areincluded to provide completeness, so that you will know those
problems have been considered rather than ignored.

Very few problemsremain insoluble forever, and these incompl ete recipes are the ones that will receive immediate
attention on the book's web site and in revisions of the book. If areader hasfigured out away to do something the
book mentions but doesn't explain, or omits mentioning entirely, our research team can be naotified, and that solution
will go on the web ste and in the next revision.

Who knows, you may be the one to provide such asolution!
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Platform Notes

The recipesin this book are geared toward two mgor platforms: Unixish ones (such as Linux, FreeBSD, and
Solaris) and Windows. There are many that have no platform-specific aspects, and for those any mention of the
underlying operating system or hardwareis gratefully omitted. Due to the authors personal preferences and
experiences, Unixish coverage is more complete than that for the Windows platforms. However, contributions,
suggestions, and corrections for Windows-specific recipes will be gladly considered for future revisons and incluson
ontheweb ste.
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Other Books

There are anumber of books currently in print that deal with the Apache web server and its operation. Among them
ae

Apache: The Definitive Guide, Third Edition (O'Rellly)

Apache Unleashed (Macmillan)

Apache Administrator's Handbook (Macmillan)

Y ou can aso keep an eye on a couple of web pagesthat track Apachetitles:

http://Apache-Server.Com/store.html

http://httpd.apache.org/info/apache_books.html
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Other Sour ces

In addition to books, thereisawedlth of information available online. There are web sites, mailing lists, and USENET

newsgroups devoted to the use and management of the Apache web server. The web sites are limitless, but here are
some active and useful sources of information.

The comp.infosystemswww.servers.unix and comp.infosystemswww.serversms-dos USENET
newsgroups. Although these aren't dedicated to Apache specificaly, thereisalot of traffic concerning it, and
experienced Apache users hang out here. If you don't have access to news, or know how to reach
USENET, check out http://groups.google.comy.

The Apache Today web site, run by Internet. Com. This site regularly lists articles about the web server and
making themost of it. The URL is http://ApacheToday.Con.

The users@httpd.apache.org mailing list is populated with people who have varying degrees of experience
with the Apache software, and some of the A pache devel opers can be found there, too. Posting isonly
permitted to subscribed participants. Tojoin thelig, vidt http:/httpd.apache.org/userdist.html.

The #apache IRC channd on the irc.freenode.net network—or on many other IRC networks, for that
meatter. However, your chances of encountering us are most likely on the freenode network.

We must point out that none of theseisan "officid” support medium for the web server. In fact, thereisno "officia”
support path, since the softwareislargely developed by volunteers and isfree. However, these informa support
forums successfully answer many questions.
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How This Book Is Organized

Thisbook isbroken up into twelve chapters and two appendixes, asfollows:

Chapter 1 coversthe basics of ingtdling the vanilla Apache software, from source on Unixish systems, and on
Windows from the Microsoft Software Ingtdler (MS) package built by the Apache devel opers.

Chapter 2 describesthe details of ingtalling some of the most common third-party modules, and includes generic
ingructionsthat apply to many othersthat have less complex ingtallation needs.

Chapter 3 includes recipes about recording the visits to your web site(s), and Apache's error logging mechanism.
Chapter 4 tellsyou how to run multiple web Stesusing asingle Apache server and set of configuration files.

Chapter 5 describes how to manipulate URLS, how to control which filesthey refer to, how to change them from one
thing to another, and how to make them point to other web sites.

Chapter 6 covers some of the basicissues of securing your Apache server against penetration and exposure by the
nefarious e ements on the Internet.

Chapter 7 addresses the issues of making your Apache web server capable of handling secure transactions with
SSL_-capable browsers—amugt if you're going to be handling sensitive data such as money transfers or medical
records.

Chapter 8 tellsyou how to enhance your server with runtime scripts and make them operate as aparticular user.
Chapter 9 describes how to customize the web server's error messages to give your site its own unique flavor.

Chapter 10 describes how to configure your Apache server to act as aproxy between users and web pages and
make the processes as transparent and seamless as possible.

Chapter 11 includes a number of recipes for addressing performance bottlenecks and improving the overall function
of your Apache server.

Chapter 12 coversavariety of miscellaneous topicsthat didn't seem tofit into any of the other chapters.
Appendix A explains how regular expressions are used for pattern-matching in Apache directives.

Appendix B covers some basic troubleshooting techniques, whereto look for messages, common configuration
problems, etc.
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Conventions Used in This Book

Throughout thisbook certain stylistic conventions are followed. Once you are accustomed to them, you can easily
distinguish between comments, commands you need to type, values you need to supply, and so forth.

In some cases, the typeface of termsin the main text will be different and likewise in code examples. The details of
what the different styles (itdlic, boldface, etc.) mean are described in the following sections.

Programming Conventions
In thisbook, most case examples of code will bein theform of excerpts from scripts, rather than actual application
code. When commands need to be issued a a command-line prompt (such as an xterm for a Unixish syslem or a

DOS command prompt for Windows), they will look something likethis:

% find /usr/local -name apachectl -print
# /usr/| ocal / apache/ bi n/ apachect| gracef ul
C. >cd "\ Program Fi | es\ Apache G oup\ Apache\ bi n"

C:\ Program Fi | es\ Apache G oup\ Apache\ bi n>apache -k stop

On Unixish systems, command prompts that begin with # indicate that you need to be logged in as the superuser
(root username); if the prompt begins with %, then the command can be used by any user.

Typesetting Conventions

The following typographic conventions are used in this book:

Itdic

Used for commands, filenames, abbreviations, citations of books and articles, email addresses, URLSs, and USENET
group names.

Bold

Used for labeling menu choicesin agraphicd interface.

Congtant Width

Used for function names, command options, computer output, environment variable names, literd strings, and code
examples.

Constant Wdth Bol d

Used for user input in computer dialogues and examples.


http://httpd.apache.org/docs/mod/mod_auth.html
http://httpd.apache.org/docs/mod/directives.html
http://httpd.apache.org/docs/mod/mod_auth.html
http://httpd.apache.org/docs/mod/directives.html
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We'd LiketoHear from You

We have tested and verified the information in this book to the best of our ability, but you may find that features have
changed (which may in fact resemble bugs). Please et us know about any errorsyou find, aswell as your suggestions
for future editions, by writing to:

Please address comments and questions concerning this book to the publisher:
ORellly & Associates, Inc.1005 Gravenstein Highway NorthSebastopol, CA 95472(800) 998-9938 (in the United
States or Canada)(707) 829-0515 (international or local)(707) 829-0104 (fax)

We have aweb pagefor this book, where we list errata, examples, and any additiona information. Y ou can access
thispage a:
http://www.orellly.com/cata og/apacheckbk

To comment or ask technica questions about this book, send emall to:
bookquestions@oreilly.com

For more information about our books, conferences, Resource Centers, and the O'Rellly Network, see our web site
a
http:/AMww.orelly.com

We have aweb site for the book, where well list errataand plans for future editions. Here you'll aso find the source
code from the book available for download so you don't haveto typeit dl in:
http://A pache-Cookbook.Com/
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Chapter 1. Installation

For this cookbook to be useful, you need to ingtal the Apache web server software. So what better way to start than
with aset of recipesthat ded with theingtallation?

There are many ways of ingtalling this package; one of the features of open software like Apacheisthat anyone may
make an ingtallation kit. Thisalows vendors (such as Debian, FreeBSD, Red Hat, Mandrake, Hewlett-Packard, and
S0 on) to customi ze the A pache file locations and default configuration settings so that these settingsfit with the rest of
their software. Unfortunately, one of the consequences of customization isthat the various prepackaged installation
kitsare dmogt dl different from one another.

In addition to ingtdling it from a prepackaged kit, of which the variations are legion, there's dways the option of
building and ingtaling it from the source yourself. This has both advantages and disadvantages; on the one hand you
know exactly what you ingtalled and where you put it, but on the other hand, it'slikely that binary add-on packages
will expect filesto bein locations different than those you have chosen.

If setting up the web server is something you're going to do once and never again, using a packaged solution
prepared by your system vendor is probably the way to go. However, if you anticipate applying source patches,
adding or removing modules, or just fiddling with the server in generd, building it yourself from theground upis
probably the preferred method. (The authors of this book, being confirmed bit-twiddlers, always build from source.)

This chapter covers some of the more common prepackaged instdlation varieties and aso how to build them from
the source yoursdif.

Throughout the chapter, we assume that you will be using dynamic shared objects (DSOs) rather than building
modules satically into the server. The DSO approach is highly recommended; it not only makesit easy to update
individual modules without having to rebuild the entire server, but it aso makes adding or removing modules from the
sarver's configuration asmple matter of editing the configuration file.

DSOson Unixish systemstypicdly have a .so extension; on Windows they end with a .dll suffix.
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Recipe 1.1 Installing from Red Hat Linux's Packages

Problem

Y ou have aRed Hat Linux server and want to install or upgrade the Apache web server on it using the packages that
Red Hat prepares and maintains.

Solution

If you are amember of the Red Hat Network (RHN), Red Hat's subscription service, you can use Red Hat's
up2date tool to maintain your Apache package:
# up2date -ui apache apache-devel apache-nmanual

If you're running amore recent verson:
# up2date -ui httpd httpd-devel httpd-nmanual

If you aren't amember of RHN, you can still download the packages from one of Red Hat's servers (either
ftp://ftp.redhat.com/ or ftp://updates.redhat.conV), and ingdl it with the following command:

# rpm - Wh apache

Discussion

The -Uvh option to the rpm command tdllsit to:

Upgrade any exigting version of the package dready on the system or ingal it for thefirst timeif itisn'.

Explain the process, so you can receive positive feedback that the ingtallation is proceeding smoothly.

Display apretty line of octothorpes (#) across the screen, marking the progress of theinstalation.

If you use the packages Red Hat maintainsfor its own platform, you will benefit from asmple and rdatively sandard
ingtdlation. However, you can only update versionsthat Red Hat has put together an RPM package for, which
typicaly meansthat you may be lagging weeks to months behind the latest stable version.

Thereisdso theissue of platform compatibility; for instance, a some point the version of Apache provided for Red
Hat Linux changed from 1.3 to 2.0, and newer versions of the operating system will probably only havethe 2.0
packages available. Smilarly, if you run an older verson of Red Hat Linux, the newer packages will probably not
ingtd| properly on your system.

It'sagood ideato ingtal the apache-devel package aswdll. It's quite smdll, so it won't have much impact on your
disk usage; however, it includes files and features that alot of third-party moduleswill need to ingtal properly.

See Also


ftp://ftp.redhat.com/default.htm
ftp://updates.redhat.com/default.htm
ftp://ftp.redhat.com/default.htm
ftp://updates.redhat.com/default.htm
ftp://ftp.redhat.com/
ftp://updates.redhat.com/
ftp://ftp.redhat.com/
ftp://updates.redhat.com/
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Recipe 1.2 Installing Apache on Windows

Problem

Y ou want to ingtall the Apache web server software on aWindows platform.

%> 4. Ifyoudready have Apacheingtaled on your Windows system, removeit before ingtaling
4% anew verson. Failureto do thisresultsin unpredictable behavior. See Recipe 1.7.

Solution

Primarily, Windowsis agraphicaly oriented environment, so the Apacheingtall for Windowsis correspondingly
grephicd in nature.

The smplest way to ingtal Apacheisto download and execute the Microsoft Software Ingtaller (MSl) package from
the Apache web site at http://httpd.apache.org/download. The following screenshots come from an actud ingtdlation
meade using this method.

Each step of the ingtdlation processisdigtinct in the process and you can revise earlier decisions, until thefilesare
ingtaled. Thefirst screen (Figure 1-1) simply confirms what you're about to do and the version of the package you're
ingaling.

Figure 1-1. First screen of Apache M Sl install

Welcome to the Installation Wizard for
Apache HTTP Server 1.3.27

Thee Irestalation Wizard will instal Apache HTTP Server 1.3.27
on your camputer, To continue, dick Mext.

WARNING: This program is prabected by copyright lave and
inkernational reaties,

0]
=
0
w
1
a
4
L
4
4
>
14
L
0

Canoel

The second screen (Figure 1-2) presents the Apache license. Its basic tenets boil down to the following: do what you
want with the software, don't use the Apache marks (trademarks like the feather or the name Apache) without
permission, and provide proper attribution for anything you build based on Apache software. (Thisonly appliesif you
plan to distribute your package; if you useit drictly on an interna network, thisisn't required.) Y ou can't proceed
past this screen until you agreeto the license terms.


http://httpd.apache.org/download
http://oreilly.com/default.htm
http://www.oreilly.com/default.htm
http://www.apache.org/LICENSE
http://httpd.apache.org/download
http://oreilly.com/
http://www.oreilly.com/
http://www.apache.org/LICENSE
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Recipe 1.3 Downloading the Apache Sour ces

Problem

Y ou want to build the Apache web server yourself from the sources directly (see Recipe 1.4), but don't know how
to obtain them.

Solution

There are anumber of waysto obtain the sources. Y ou can access the latest version in close to redl-time by using
CVS, thetool used by the Apache developers for source control, you can download arelease tarball, or you can
install a source package prepared by adistributor, among others.

From a prepackaged tarball, download the tarball from http://httpd.apache.org/dist/, and then:

% tar xzvf apache_1.3.27.tar.gz

If your version of tar doesn't support the z option for processing zipped archives, use this command instead:
% gunzip -c < apache_1.3.27.tar.gz | tar xvf -

From the very latest up-to-the-minute Apache 1.3 source repository (not guaranteed to be completely functiona),
use

% cvs -d :pserver:anoncvs@VS. Apache. Org: / hone/ cvspublic |ogin
Password: anoncvs

% cvs -d :pserver:anoncvs@VS. Apache. Org:/ hone/ cvspubl i ¢ checkout apache-1.3

Y ou can fetch a particular release version instead of the bleeding edge code if you know the name the devel opers

gaveit. For example, thiswill pull the sources of the 1.3.27 release, which is expected to be stable, unlike the

up-to-the-minute version:

% cvs -d :pserver:anoncvs@CVS. Apache. Org: / hone/ cvspubl i ¢ checkout -r APACHE 1 3 27
apache-1.3

From the very latest up-to-the-minute Apache 2.0 source repository (not guaranteed to be completely functional),
use

% cvs -d :pserver:anoncvs@CVS. Apache. Org: / hone/ cvspublic |ogin
Password: anoncvs

% cvs -d :pserver:anoncvs@VS. Apache. Org: / hone/ cvspubl i ¢ checkout -r
APACHE_2_0_BRANCH httpd-2.0

%cd httpd-2.0/srclib

% cvs checkout apr apr-util

Aswith the method for the 1.3 version of the server, you can fetch a particular release of the 2.0 codeif you know
thenameassigned toitin CVS.

Y ou can find the names of the tags used in the source tree by visiting either
http://cvs.apache.org/viewcvs.cgi/apache-1.3/ or http://cvs.apache.org/viewcvs.cgi/httpd-2.0/ and pulling down the
Show filesusng tag ligt at the bottom of the page.

*+ 4. All sortsof tags are used by the devel opers for various purposes. The tags used to label
U verdonsof filesused for arelease are dways of theform APACHE _n_m e, so usethese



http://httpd.apache.org/dist/default.htm
http://cvs.apache.org/viewcvs.cgi/apache-1.3/default.htm
http://cvs.apache.org/viewcvs.cgi/httpd-2.0/default.htm
http://httpd.apache.org/dist/
http://cvs.apache.org/viewcvs.cgi/apache-1.3/
http://cvs.apache.org/viewcvs.cgi/httpd-2.0/
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Recipe 1.4 Building Apache from the Sour ces

Problem

Y ou want to build your Apache web server from the sources directly rather than ingalling it from a prepackaged kit.
Solution
Assuming that you aready have the Apache source tree, whether you ingtalled it from atarball, CV'S, or some

distribution package, the following commands, executed in the top directory of the tree, builds the server package
with most of the standard modules as DSOs.

Apache 1.3:

% ./configure --prefix= /usr/local/apache --with-I|ayout=Apache
- - enabl e- shar ed=max- - enabl e- nodul e=nost

% make

# make install

For Apache 2.0:

% . / bui | dconf

% ./configure --prefix= /usr/local/apache --with-Iayout=Apache --enabl e-
nodul es=nobst - -enabl e- nods- shar ed=al |

% nmake

# make install

If you want more detailed information about the various options and their meanings, you can use the following
command:

% ./configure --help

Discussion

Building the server from the sources can be complex and time-consuming, but it'srequired if you intend to make any
changesto the source code. It gives you much more control over things, such asthe use of shareable object libraries
and the database routines available to modules. Building from sourceisaso derigeur if you're developing your own

Apache modules.

The optionsto the configure script are many and varied; if you haven't used it before to build Apache, locate some
onlinetutorias (such asthose at http://Apache-Server.Comvtutorials/ or http:/httpd.apache.org/docs-2.0/ingal.html)
when you want to change the defaults. The default options generaly produce aworking server, dthough the
filesystem locations and modul e choices may not be what you'd like; they may include modules you don't want or
omit some you do. (See Chapter 2 for some examples.)

See Also
Recipe 1.3

http://Apache-Server.Comvtutorias/



http://apache-server.com/tutorials/default.htm
http://httpd.apache.org/docs-2.0/install.html
http://apache-server.com/tutorials/default.htm
http://httpd.apache.org/docs-2.0/install.html
http://Apache-Server.Com/tutorials/
http://httpd.apache.org/docs-2.0/install.html
http://Apache-Server.Com/tutorials/
http://httpd.apache.org/docs-2.0/install.html
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Recipe 1.5 Installing with ApacheT oolbox

Problem

Y ou have acomplicated collection of modules you want to ingtall correctly.

Solution

Download ApacheToolbox from hitp://mww.apachetool box.conV/. (Note that the verson numberswill probably be
different than these, which were the latest available when this section was written.) Unpack thefile:

% bunzi p2 Apachet ool box-1.5.65.tar. bz2
%tar xvf Apachetool box-1.5.65.tar

(Depending on your version of tar, you may be able to combine these operationsinto asingle tar xjvf command.)

Then run theingdlation script:
# cd Apachet ool box-1.5. 65
# ./install.sh

Discussion

ApacheToolbox is developed and maintained by Bryan Andrews. It isashell script that assstsin the configuration
and ingtdlation of Apache. It includes support for over 100 commonly used or standard modules.

When you run the script, you select modules from lists gppearing on various screens. Once you have decided on your
list of modules, ApacheToolbox downloads the third-party modules you have selected and the toolsthat you don't
have ingalled, and then runs the Apache configure script with any arguments needed to create the combination you
have requested.

Themain screen (see Figure 1-11) lists the most popular third-party modules that ApacheToolbox can ingtall. Select
or desdlect a particular module by typing the number next to that module's name.

Figure 1-11. Main screen of ApacheT oolbox install
Berm B =
Eferm Forit Background Termingl %]



http://www.apachetoolbox.com/default.htm
http://apachetoolbox.com/default.htm
http://www.apachetoolbox.com/
http://ApacheToolbox.Com/
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Recipe 1.6 Starting, Stopping, and Restarting Apache

Problem

Y ou want to be able to start and stop the server at need, using the appropriate tools.

Solution

On Unixish systems, use the apachect! script; on Windows, use the optionsin the Apache folder of the Start menu.

Discussion

The basic Apache package includes tools to make it easy to control the server. For Unixish systems, thisisusudly a
script caled apachectl, but prepackaged distributions may replace or renameit. It can only perform one action a a
time, and the action is specified by the argument on the command line. The options of interest are:

apachect! gtart

Thiswill gart the server if it isn't dready running. If it is running, this option has no effect and may produce awarning
message.
gpachect!| graceful

This option causes the server to reload its configuration files and gracefully restart its operation. Any current
connectionsin progress are alowed to complete. The server will be started if it isn't running.

apachect! restart

Likethe graceful option, this one makesthe server reload its configuration files. However, existing connections are
terminated immediately. If the server isn't running, this command will try to gart it.

apachect| stop

This shutsthe server down immediately. Any existing connections are terminated at once.

For Windows, the MSl ingtallation of Apache includes menu itemsfor controlling the server, asshownin Figure 1-13.

Fi
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Recipe 1.7 Uninstalling Apache

Problem

Y ou have the Apache software instaled on your system, and you want to removeit.

Solution

On Red Hat Linux, to remove an Apache version ingtalled with the RPM tool, use:
# rpm -ev apache

Other packaging systems may provide some similar mechanism.
On Windows, Apache can be typically removed like any other MS-installed software (see Figure 1-14).

Figure 1-14. Uningtalling the Apache softwar e
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Discussion

Unfortunately, there is no generic works-for-all remova method for Apache ingalations on Unixish systems. Some
packages, such as Red Hat's RPM, do remember what they installed so they can remove al the pieces, asshownin
the solution. However, if the software was installed by building from the sources (see Recipe 1.4), the burden of
knowing where fileswere put rests with the person who did the build and ingtall. The same appliesif the software
wasingtaled from source on aWindows system; it'sonly the M Sl or Install Shield packages that make the
appropriate connectionsto alow the use of the Add/Remove Software control panel.

See Also
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Chapter 2. Adding Common Modules

There are anumber of extremely popular modulesfor the Apache web server that are not included in the basic
distribution. Most of these are separate because of licensing or support reasons, some are not distributed by the
Apache Software Foundation because of adecision by the Apache devel opers, and some are integral parts of other
projects. For instance, mod_sd for Apache 1.3 is developed and maintained separately not only because of the U.S.
export control laws (which were more restrictive when the package was originally developed), but because it
requires changes to the core software that the Apache devel opers chose not to integrate.

This chapter provides recipes for ingtaling some of the most popular of these third-party modules, when available,
there are separate recipes for ingalation on Unixish systems and on Windows.

The most comprehensive ligt of third-party modules can be found in the Apache Module Regisiry at
http://modul es.gpache.org/. Some modules are so popular—or complex—that they have entire sites devoted to them,
asdo the oneslisted in this chapter.

Although hundreds of third-party modules are available, many module developers are only concerned with their single
module. This meansthat there are potentidly as many different sets of ingtalation instructions as there are modules.
Thefirst recipein this chapter describes an ingtdlation process that should work with many Apache 1.3 modules, but
you should check with the individud packages ingtructionsto seeif they have adifferent or more detailed process.

Many of the modules are available from organizations that prepackage or distribute Apache software, such asin the
form of an RPM from Mandrake or Red Hat, but such prebuilt module packages include the assumptions of the
packager. In other words, if you build the server from source and use custom locations for the files, don't be
aurprised if the ingdlation of apackaged modulefails.

All of the modules described in this chapter are supported with Apache 1.3 on Unixish systems. Status of support
with Apache 2.0 on Windowsisshownin Table 2-1.

Table 2-1. Module support status

Module name Windows Support on Apache2.0
mod_dav Yes Included; no ingtalation necessary
mod_per| Yes Yes

mod_php Yes Yes

mod_snake No Unknown



http://modules.apache.org/default.htm
http://modules.apache.org/
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Recipe 2.1 Installing a Generic Third-Party Module

Problem

Y ou have downloaded athird-party module that isn't listed in this chapter, and you want to ingtal it.

Solution

Move to the directory where the modul€'s source file was unpacked, and then:
% / pat h/ t o/ apache/ bin/apxs -cia mnodule.c

Discussion

In the case of athird-party module that conssts of asingle .c file, thereisagood chance that it can be built and
ingalled using the Solution. Modules that involve multiple source files should provide their own ingtalation instructions.

The -ciaoptions mean to compile, ingtdl, and activate. Thefirgt is pretty straightforward; install means put the .so file
in the place Apache expectsto find it, and activate means to add the module to the httpd.conf file

See Also

The apxs manpage, typicaly Server Root/man/man8/apxs.8
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Recipe 2.2 Installing mod_dav on a Unixish System

Problem

Y ou want to add or enable WebDAV capabilitiesto your server. WebDAV permits specific documentsto be
reliably and securely manipulated by remote users without the need for FTP, to perform such tasks as adding,
deleting, or updeting files.

Solution

If you're using Apache 2.0, mod_dav isautomaticaly available, athough you may need to enableit a compiletime
with —enable-dav.

If you are using Apache 1.3, download and unpack the mod_dav source package from http://webdav.org/mod_dav/,
and then:

%cd nod dav-1.0.3-1.3.6

% ./configure --with- apxs=/usr/local/ apache/bin/apxs

% make

# make install

Restart the server, and be sure to read Recipe 6.18.

Discussion

mod_dav is an encapsulated and well-behaved module that is easily built and added to an existing server. To test
that it has been properly ingtaled, you need to enable some location on the server for WebDAV management and
verify accessto that location with some WebDAV-capable tool. We recommend cadaver , which is an open source
command-line WebDAYV toal. (The URL for the cadaver tool isfound at the end of thisrecipe.)

To enable your server for WebDAV operations, you need to add at least two directivesto your httpd.conf file. The
first identifiesthe location of the locking database used by mod_dav to keep WebDAV operations from interfering
with each other; it needsto bein adirectory that iswritable by the server. For example:

# cd /usr/local /apache
# nkdir var
# chgrp nobody var

# chnod g+w var

Now add the following lineto your httpd.conf file, outsde any containers:

<| f Modul e nod_dav. c>
DAVLockDB var/ DAVI ock

</ | f Modul e>

= The DAVLockDB location must not be on an NFS-mounted filesystem, because NFS
doesn't support the sort of locking mod_dav requires. Putting the lock database on an
NFS filesystem may result in unpredictable results.

Next, create atemporary directory for testing WebDAYV functiondity:

T | Y Y I I R A R


http://webdav.org/mod_dav/default.htm
http://webdav.org/mod_dav/default.htm
http://webdav.org/cadaver/default.htm
http://webdav.org/mod_dav/
http://localhost/dav-test
http://webdav.org/mod_dav/
http://webdav.org/cadaver/
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Recipe 2.3 Installing mod_dav on Windows

Problem

Y ou want to enable WebDAYV capabilities on your existing Apache 1.3 server with mod_dav.

Solution

Apache 2.0 includes mod_dav as a standard module, so you do not need to download and build it.

Download and unpack the mod_dav Windows package from hitp://webdav.org/mod dav/win32/. Verify that your
Apacheingdlation dready hasthe xmlparse.dll and xmitok.dll filesinthe ServerRoot directory; if they aren't there,
check through the Apache directoriesto locate and copy them to the ServerRoot. mod_dav requires the Expat
package, which isincluded with versions of the Apache web server after 1.3.9; these files hook into Expat, which
mod_dav will use

Put the mod_dav DLL fileinto the directory where Apache kegpsits modules:

C \>cd nod_dav-1.0. 3-dev
C:\nod_dav-1. 0. 3-dev>copy nod_dav.dl | C:\Apache\ nodul es

C.\nod_dav-1. 0. 3-dev>cd \ Apache

Add thefollowing linesto your httpd.conf file
LoadModul e dav_nodul e nodul es/ nod_dav. dl |

Y ou may aso need to add an AddModule lineif your httpd.conf fileincludesa ClearModuleList directive and
re-adds the other modules. Alternatively, you can insert the LoadModule for mod_dav after the ClearModulelist
directive.

Discussion

mod_dav is an encapsulated and well-behaved module that is easily built and added to an existing server. To test
that it has been properly installed, you need to enable some location on the server for WebDAV management and
verify accessto that location with some WebDAV-capable tool, or browse to it in Windows Explorer, which knows
how to access WebDAYV locations (as of Windows 2000), or accessit from a different system where cadaver or
another WebDAYV tool isavailable.

To enable your server for WebDAYV operations, you need to add at |east two directivesto your
Server Root/conf/httpd.conf file. Thefirst identifies the location of the locking database used by mod_dav to keep
WebDAYV operations from interfering with each other; it needsto be in adirectory that iswritable by the server. For
example

C:\ Apache-1. 3>nkdi r var

Now add the following linesto your httpd.conf fileto enable WebDAV::

<| f Modul e nod_dav. c>
DAVLockDB " C:. / Apache- 1. 3/ var/ dav- 1| ock"

</ | f Modul e>

Create atemporary directory for testing mod_dav's ahility to function:

'\ Anarbe. 1 2srndedi r ht Aaccel Aavi_ + act


http://webdav.org/mod_dav/win32/default.htm
http://webdav.org/mod_dav/default.htm
http://webdav.org/mod_dav/win32/
http://127.0.0.1/dav-test/
http://webdav.org/mod_dav/
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Recipe 2.4 Installing mod_perl on a Unixish System

Problem

Y ou want to ingtall the mod_per| scripting module to alow better Perl script performance and easy integration with
the web server.

Solution

Download and unpack the mod_per| source package from http://perl.apache.org/. Then use the following command:
% per| Makefile.PL \

> USE_APXS=1 \

> W TH_APXS= /usr/| ocal / apache/ bi n/ apxs \
> EVERYTHI NG=1 \

> PERL_USELARGEFI LES=0

% make

% nmake install

Redtart your server.

Discussion

mod_per| isquite acomplex module, and there are severd different waysto add it to your server. Thisrecipeisthe
fastest and lowest-impact one; if it doesn't suit your needs, check the various README.* filesin the package
directory after unpacking. Becauseits primary language is Perl rather than C, theingtalation instructions are
sgnificantly different from those for most other modules.

Once you have restarted your server successfully, mod_per| should be available and configured as part of it. You
cantest it by making some changesto the httpd.conf file, adding afew scripts, and seeing whether the server
processes them correctly. Here isasample set of stepsto test mod_per|'s operation.

1.

Create adirectory where your mod_per| scriptscanlive:
# cd Server Root
# nkdir lib lib/perl 1ib/perl/Apache

2.
Create afile named startup.pl in your server's conf/ directory that will give mod_perl some startup
ingructions
#! [usr/ bin/ perl
BEG N {

use Apache ( );
use lib Apache->server root _relative('lib/perl');
}
use Apache::Registry ( );
use Apache:: Constants ( );
use CA gw -conpile :all);
use CAd::Carp ( );
1
3.

Next, create the lib/perl/Apache/Helloworld.pm file that will be used for our test:


http://perl.apache.org/default.htm
http://localhost/mod_perl/howdy
http://perl.apache.org/default.htm
http://perl.apache.org/
http://localhost/mod_perl/howdy
http://perl.apache.org/
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Recipe 2.5 Installing mod_php on a Unixish System

Problem

Y ou want to add the mod_php scripting module to your existing Apache web server.

Solution

Download the mod_php package source from the web site at hitp://php.net/ (follow thelinks for downloading) and
unpack it. Then:

% cd php-4.3.2

% ./ configure \

> --wi th-apxs= /usr/local /apache/ bi n/ apxs
% nmake

# make instal

Restart the server.

Discussion

To test that your ingtdlation was successful, create afile named info.php in your server's DocumentRoot;; thefile
should containthesingleline:
<?php phpinfo( ); ?>
Add the fallowing linesto your server's httpd.conf file
<| f Modul e nod_php4. c>
AddType application/x-httpd-php . php
AddHandl er appl i cation/x-httpd-php . php
</ | f Modul e>
After restarting your server, try fetching the document info.php using abrowser. Y ou should see adetailed
description of the PHP optionsthat are active.

There are numerous additiona options and extensons available for PHP; the recipe given hereisonly for the most
bascingdlation.

See Also

Recipe 8.15
Recipe 8.16

http://php.net/


http://php.net/default.htm
http://php.net/default.htm
http://php.net/
http://php.net/
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Recipe 2.6 Installing mod_php on Windows

Problem

Y ou want to add the mod_php scripting module to your existing Apache server on Windows.

Solution

This recipe needs to be described largdly in terms of actions rather than explicit commands to be issued.
1.

Download the PHP Windows binary .zip filewith API extensions (not the .exe file) from http://php.net/.

Unpack the .zip fileinto adirectory where you can keep its contents indefinitely (such as C:\PHP4). If you
use WinZip, be sure to select the Use folder names checkbox to preserve the directory structure insde the
zpfile

Copy the PHPA\SAPI\phpdapache.dll to the \modules\ directory under your Apache ingtdlation's
ServerRoot.

In acommand-prompt window, change to the PHP4 directory where you unpacked the .zip file, and type:
...\ PHP4>copy php.ini-di st %SYSTEMROOT% php. i ni
...\ PHP4>copy php4ts.dll Y%SYSTEMROOT%

(If ingtalling on Windows 95 or Windows 98, use %WINDOWS% instead of %SY STEMROOT%.)

Edit the %SYSTEMROOT%\php.ini file, locate the line that startswith extensons _dir, and change the value
to point to the PHP4\extensions directory. For ingtance, if you unpacked the .zip fileinto C:\PHP4, thisline
should look like:

extensions_dir = C \PHP4\ ext ensi ons

Edit the conf\httpd.conf file under the Apache ServerRoot and add the following lines near the other

LoadModule lines
LoadMbdul e php4_nodul e nodul es/ php4apache. dI

Add thefollowing linesin some scope where they will apply to your .php files
<| f Modul e nod_php4. c>
AddType application/x-httpd-php . php
</ | f Modul e>
7.

Restart the Apache server, and the PHP module should be active.

Discussion

The PHP module ingtallation on Windows requires alot of nit-picky manua steps. To test that your ingtalation was
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Recipe 2.7 Installing the mod_snake Python M odule

Problem

Y ou want to add the mod_snake Python scripting module to your existing Apache server.

Solution

Toingdl mod_snake on aUnixish system, download the source from the http://modsnake.sourceforge.net/ web site
(follow thelink for downloading), unpack it, and then:

% cd nod_snake-0.5.0

% ./configure --with-apxs= /usr/l|ocal/apache/bi n/ apxs

% nmake

# make install

Restart the server.

T+ 4. Atthetimeof thiswriting, mod_snake cannot be installed on Windows.

Discussion

mod_snake isafairly sandard Apache module; it can be added to an existing Apache ingtallation without any
source-level changes. It requiresthat you have Python installed, and that the apxs script has been properly configured
and installed as part of the web server package.

Seethe README and INSTALL filesin the unpacked package directory, and the HTML documentation in the
examples/tut/ directory, for additiona information, examples, and waysto test that your installation was successful.

See Also

Recipe2.1

http://modsnake.sourceforge.net/
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Recipe 2.8 Installing mod_ssl

Problem

Y ou want to add SSL support to your Apache server with the mod_sd secure HTTP module.

Solution
Windows

At thetime of thiswriting, thereisno supported meansof ingalling mod_ssl on Windows.
Apache 2.0

mod_sd isincluded with 2.0, dthough it is not automatically compiled nor ingtalled when you build from source. You
need to include the —enable-sd option on your ./configure line, and enableit with LoadModule and AddModule
directives.

Apache 1.3

Toingdl mod_sd on aUnixish system, download the tarball package from the http:/Aww.modsd.org/ web Site and
unpack it. Then:

% cd nod_ssl-2.8.14-1.3. 27
% ./ configure \

> --wi t h-apache=.. /apache_1.3.27 \
> --Wi t h- ss| =SYSTEM \

> --prefix= /usr/local/apache

%cd ../apache_1. 3. 27

% nmake

% nmake certificate

Discussion

Themod_sd package requires source-level changesto the base Apache code, and so the version of the mod_sdl
package you ingtall must match the version of the Apache distribution you have. If your Apache ingtalation doesn't
include the source (such asif you installed a binary-only RPM or other vendor distribution), you won't be ableto add
mod_sd toit.

In addition to the Apache source, mod_sd requiresthat you have Perl and the OpenSSL librariesingtaled. The
—with-sd option on the build configuration statement indicates where thisislocated; if it isin avendor distributed
directory, the specia keyword SY STEM tdlsthe build to look for it, and you don't haveto find it yourself.

Unlike most other Apache modules, when adding mod_sd you run the ./configure script that'sin mod_sdl ‘s directory
rather than the one in the Apache source directory; the modul€'s script makes changes to Apache's and then invokes
it directly.

Thisrecipeisthe bare basics, there are many optiona components and featuresthat mod_sd alows you to specify at
configuration time. For more information, consult the README and INSTALL filesinthe mod_sd source directory,
or the mod_sd web steat http:/mww.modsd.org/.

See Also


http://www.modssl.org/default.htm
http://www.modssl.org/default.htm
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Chapter 3. Logging

Apache can, and usudly does, record information about every request it processes. Controlling how thisis done and
extracting useful information out of these logs after the fact is at least asimportant as gathering the informationin the
first place.

Thelogfiles may record two types of data: information about the request itsalf, and possibly one or more messages
about abnormal conditions encountered during processing (such asfile permissions). Y ou, as the webmaster, have a
limited amount of control over thelogging of error conditions, but agreat deal of control over the format and amount
of information logged about request processing (activity logging). The server may log activity information about a
request in multiple formatsin mulitple log files, but it will only record asingle copy of an error message.

One aspect of activity logging you should be aware of isthat thelog entry isformatted and written after the request
has been completely processed. This meansthat the interval between the time arequest begins and when it finishes
may be long enough to make a difference.

For example, if your logfiles are rotated while a particularly largefile is being downloaded, the log entry for the
request will appear in the new logfile when the request completes, rather than in the old logfile when the request was
sarted. In contrast, an error message is written to the error log as soon as it is encountered.

The web server will continue to record information initslogfiles aslong asit's running. This can result in extremely
large logfilesfor abusy ste and uncomfortably large ones even for amodest Site. To keep thefile szesfrom growing
ever larger, most Sitesrotate or roll over their logfiles on asemi-regular basis. Rolling over alogfile smply means
persuading the server to stop writing to the current file and start recording to anew one. Dueto Apache's
determination to see that no records arelogt, cgjoling it to do this according to a specific timetable may require abit
of effort; some of the recipesin this chapter cover how to accomplish the task successfully and reliably (see Recipe

3.8 and Recipe 3.9).

The log declaration directives, CustomLog and ErrorLog, can appear indde <VirtualHost> containers, outsde
them (in what's called the main or global server, or sometimesthe global scope), or both. Entrieswill only be
logged in one set or the other; if a <VirtualHost> container appliesto the request or error and has an applicable log
directive, the message will be written only there and won't ppear in any globaly declared files. On the other hand, if
no <VirtualHost> log directive applies, the server will fal back on logging the entry according to the global
directives.

However, whichever scopeis used for determining what logging directivesto use, al CustomlLog directivesin that
scope are processed and treated independently. That is, if you have a CustomLog directive in the globa scopeand
twoindgdea<VirtualHost> container, both of these will be used. Smilarly, if a CustomLog directive usesthe env=
option, it has no effect on what requestswill be logged by other CustomLog directivesin the same scope.

Activity logging has been around since the Web first appeared, and it didn't take long for the origina usersto decide
what items of information they wanted logged. Theresult is cdled the common log format (CLF). In Apacheterms,
thisformat is:

"Oh W % % \"W\" %s %"

That is, it logs the client's hostname or | P address, the name of the user on the client (as defined by RFC 1413 and if


http://modules.apache.org/default.htm
ftp://ftp.isi.edu/in-notes/rfc2616.txt
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Recipe 3.1 Getting More Detailsin Your Log Entries

Problem

Y ou want to add alittle more detail to your accesslog entries.
Solution
Usethe combined log formet, rather than the common log format:

Custonlog | ogs/access_| og conbi ned
Discussion

The default Apache logfile enableslogging with the common log format, but it aso provides the combined log format
asapredefined LogFormat directive.

The combined log format offers two additional pieces of information not included in the common log format: the
Referer (where the client linked from) and the User-agent (what browser they are using).

Every mgor logfile parang software package is able to handle the combined format as well asthe common format,
and many of them give additiond statistics based on these added fields. So you lose nothing by using thisformat and
potentialy gain some additiond information.

See Also

http://httpd.apache.org/docsmod/mod log config.html

http://httpd.gpache.org/docs-2.0/mod/mod log_config.html
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Recipe 3.2 Getting More Detailed Errors

Problem

Y ou want more information in the error log in order to debug a problem.

Solution

Change (or add) the LogLevel lineinyour httpd.conf file. There are severd possible arguments, which are
enumerated below:

For example:
LogLevel Debug

Discussion

There are severd hierarchicd levels of error logging available, each identified by its own keyword. The default value
of LogLevel iswarn. Listed in descending order of importance, the possiblevaues are:
emerg

Emergencies, web server isunusable
dert

Action mugt be taken immediately
crit

Critical conditions

error

Error conditions
warn

Warning conditions
notice

Normd but sgnificant condition
info

Informationa

debug

Debug-level messages
emerg resultsin the least information being recorded and debug in the most. However, a debug level alot of

information will probably be recorded that is unrelated to the issue you'reinvestigating, so it'sagood ideato revert to
the previous setting when the problem is solved.

Even though the variouslogging levels are hierarchical in nature, one oddity isthat notice level messages are dways
logged regardless of the setting of the LogLevel directive.


http://httpd.apache.org/dev/default.htm
http://apache-cookbook.com/default.htm
http://httpd.apache.org/docs/mod/core.html#loglevel
http://httpd.apache.org/dev/
http://Apache-Cookbook.Com/
http://httpd.apache.org/docs/mod/core.html#loglevel
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Recipe 3.3 Logging POST Contents

Problem

Y ou want to record data submitted with the POST method, such asfrom aweb form.

Solution

Generdly not possiblein Apache 1.3 unless the POST-handling module explicitly records the data; possiblein
Apache 2.0 viainput filter functiondity, but no such filters are available a the time of thiswriting.

Discussion

InVersion 1.3 of Apache, only one module receives the chance to process the message body of arequest, which
containsthe POST variable settings, and it's up to this module to record them. The request information isread from

the network exactly once by the module chosen by the server to handle the response, and therefore, the information
isn't available to thelogging phase, which follows the content handling phase.

For example, if youreusng mod_perl, you may be able to record the information if the content handler that delivers
theresponseis a Perl script being handled by mod_perl.

See Also

Watch this book's web site for updates about the availability of an input filter to do this.
http://Apache-Cookbook.Com/

See various articles on the Web about Apache 2.0 filters, such as.
http://OnL AM P.Com/apache/ http://ApacheT oday.Com/
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Recipe 3.4 Logging a Proxied Client's |P Address

Problem

Y ou want to log the I P address of the actud client requesting your pages, even if they're being requested through a
proxy.

Solution

None.

Discussion

Unfortunately, the HT TP protocol itsdf prevents thisfrom being possible. From the client Side, proxies are intended
to be completely transparent; from the side of the origin server, where the content actualy resides, they are meant to
be amost utterly opague, concealing the identity of arequest.

Y our best option isto log the | P address from which the request came. If it came directly from abrowser, it will be
the client's address; if it came through one or more proxy servers, it will be the address of the one that actually
contacts your server.

Both the combined and common log formatsinclude the %h format effector, which represents the (remote) client's
identity. However, thismay be a hostname rather than an address, depending on the setting of your

HostNamelL ookups directive, among other things. If you dways want the client's | P address to be included in your
logfile, usethe %a effector instead.

See Also

The HTTP protocol specification at ftp:/ftp.is.edw/in-notes/rfc2616.txt
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Recipe 3.5 Logging Client MAC Addresses

Problem

Y ou want to record the MAC (hardware) address of clients that access your server.

Solution

This cannot be logged reliably in most network situations and not by Apache at dl.
Discussion
The MAC addressis not meaningful except on local area networks (LANS) and isnot avallable in wide-area

network transactions. When a network packet goes through arouter, such aswhen leaving aLAN, the router will
typicaly rewrite the MAC address field with the router's hardware address.

See Also

The TCP/IP protocol specifications (see http:/Aww.rfc-editor.org/cgi-bin/rfesearch.pl and search for "TCP"
inthetitlefield)
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Recipe 3.6 Logging Cookies

Problem

Y ou want to record dl the cookies sent to your server by clientsand all the cookies your server asksclientsto setin
their databases; this can be useful when debugging web applications that use cookies.

Solution

Tolog cookies received from the client:
CustomLog | ogs/cookies_in.log "% UNl QUE_| D}e % Cookie}i"
Cust onLog | ogs/ cookies2_in.log "% UNl QUE_I D} e 9% Cooki e2}i"

To log cookie values set and sent by the server to the client:
CustomLog | ogs/ cooki es_out.l og "% UNl QUE | D} e 9% Set - Cooki e} 0"
Cust omLog | ogs/ cooki es2_out.log "% UNI QUE | D}e % Set - Cooki e2} o"

Using the %{ Set-Cookie} o format effector for debugging is not recommended if multiple cookies are (or may be)
involved. Only the first one will be recorded in the logfile. See the Discussion text for an example.

% 4. Atthetimeof thiswriting, the Apache package includes no way to record al cookie
43" values, but one of the authors of this book isworking on one. Whenit's available, it should
be mentioned on this book'sweb site, http://Apache-Cookbook.Com/.

Discussion

Cookiefieldstend to be very long and complex, so the previous statements will create separate files for logging them.
The cookie log entries can be correl ated against the client request accesslog using the server-set UNIQUE _ID
environment variable (assuming that mod_unique _id isactivein the server and that the activity log format includes
the environment variable with a %{UNIQUE _ID}e format effector).

At the time of thiswriting, the Cookie and Set-Cookie header fields are most commonly used. The Cookie2 and
corresponding Set-Cookie2 fields are newer and have been designed to correct some of the shortcomingsin the
origind specifications, but they haven't yet achieved much penetration.

Because of the manner in which the syntax of the cookie header fields has changed over time, theselogging
ingtructions may or may not capture the complete details of the cookies.

Bear in mind that these logging directiveswill record al cookies, and not just the onesin which you may be

particularly interested. For example, hereisthelog entry for aclient request that included two cookies, one named

RFC2109-1 and one named RFC2109-2:

PNCSUs CoF2UAACI 3CZs RFC2109-1="This is an ol d-style cookie, with space characters
enbedded”; RFC2109-2=This_is_a _nornal _ol d-styl e _cookie

Evion that irnh tharde Andyy aona o cntins 11 contal ne 1nfoarmmati an ahar f i conlsi o


http://apache-cookbook.com/default.htm
ftp://ftp.isi.edu/in-notes/rfc2109.txt
ftp://ftp.isi.edu/in-notes/rfc2165.txt
http://home.netscape.com/newsref/std/cookie_spec.html
http://Apache-Cookbook.Com
ftp://ftp.isi.edu/in-notes/rfc2109.txt
ftp://ftp.isi.edu/in-notes/rfc2165.txt
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Recipe 3.7 Not L ogging I mage Requests from L ocal Pages

Problem

Y ou want to log requests for images on your site, except when they're requests from one of your own pages. Y ou
might want to do thisto keep your logfile Sze down, or possibly to track down stesthat are hijacking your artwork
and using it to adorn their pages.

Solution

Use SetEnvifNoCase to redtrict logging to only those requests from outside of your Ste:

<Fil esMatch \. (j pg| gi f]| png) $>
Set Envl f NoCase Referer "~http://ww.exanple.com " |ocal _referrer=1
</ Fi | esivat ch>

CustonlLog | ogs/ access_| og conbi ned env=!local referrer
Discussion

In many cases, documents on aweb server include references to images aso kept on the server, but the only item of
red interest for log analysisisthe referencing page itsaf. How can you keep the server from logging al the requests
for theimages that happen when such alocal page is accessed?

The SetEnvifNoCase will set an environment variable if the page that linked to the image isfrom the
www.example.com site (obvioudy you should replace that Site name with your own) and the request isfor aGIF,
PNG, or JPEG image.

> 4. SetEnvifNoCase isthe same as SetEnvif except that variable comparisons are doneina
0% caserinsendtive manner.

The CustomLog directive will log al requeststhat do not have that environment variable s, i.e., everything except
requests for images that come from links on your own pages.

Thisrecipe only worksfor clientsthat actually report the referring page. Some people regard the URL of thereferring
page to be no business of anyone but themselves, and some clients permit the user to select whether to include this
information or not. There are dso "anonymising” sites on the Internet that act as proxies and conced thisinformation.

See Also
Recipe 6.5
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Recipe 3.8 Logging Requests by Day or Hour

Problem

Y ou want to automatically roll over the Apache logs at specific times without having to shut down and restart the
server.

Solution

Use CustomL og and the rotatel ogs program:
Custonmlog "| /path/to/rotatel ogs /path/to/logs/access_| og. %r-%n % 86400" conbi ned

Discussion

The rotatelogs script is designed to use an Apache feature caled piped logging, whichisjust afancy namefor
sending log output to another program rather than to afile. By inserting the rotatel ogs script between the web server
and the actua logfiles on disk, you can avoid having to restart the server to create new files; the script automaticaly
opensanew file at the designated time and startswriting to it.

Thefirst argument to the rotatel ogs script isthe base name of the file to which records should be logged. If it
contains one or more % characters, it will be treated as a strftime(3) format string; otherwise, therollover time (in
seconds since 1 January 1970), in the form of a 10-digit number, will be appended to the base name. For example, a
base name of foo would result in logfile names like f00.1020297600, whereas a base name of f00.%Y-%m-%d
would cause the logfilesto be named something like f0o.2002-04-29.

The second argument isthe interval (in seconds) between rollovers. Rolloverswill occur whenever the system timeis
amultiple of thisvaue. For instance, a 24-hour day contains 86,400 seconds; if you specify arollover interval of
86400, anew logfile will be created every night at midnight—when the system time, which is based at representing
midnight on 1 January 1970, isamultiple of 24 hours.

%> 4. Notethat therollover interva isin actua clock seconds elgpsed, so when time changes
because of daylight savings, this does not in any way affect the interva between rollovers.

=

See Also

The rotatel ogs manpage; try
% man -M [/ path/to/ ServerRoot /nman rotatel ogs. 8

replacing the /path/to/Server Root with the actud vaue of your ingdlation's ServerRoot directivein
httpd.conf
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[ TeamLiB]

Recipe 3.9 Rotating Logs on the First of the Month

Problem

Y ou want to close the previous month's logs and open new ones on the first of each month.

Solution

The Apache distribution doesn't include a canned script to perform this duty, but you can find one on this book's
companion siteat http://Apache-Cookbook.Com/sources/ChapterO4/rotate-log-monthly.pl .

Y ou useit by piping the desired activity log through the script, such aswith:
CustomLog "| rotate-log-nmonthly.pl |ogs/access_| og- %r-%' CLF

The argument to the script isthe name of the logfile; the specia sequences beginning with % are passed to strftime(3)
to form the new logfile name.

Discussion
Aswith the other logging solutionsin this chapter, the solution given here addresses asingle specific need. If you want

to combine functions, such as splitting logfiles according to virtua host and rotating them on thefirst of each month,
you are going to need to use custom scripts.

The rotate-log-monthly.pl script isarather brute-force approach and may not be appropriate for extremely high
traffic servers dueto its sampling of the system time at each log entry. However, it illustrates the technique.

See Also

http://httpd.apache.org/docs/l ogs.html#piped
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Recipe 3.10 Logging Hostnames | nstead of |P Addresses

Problem

Y ou want to see hostnames in your activity log instead of 1P addresses.

Solution

Y ou can let the web server resolve the hostname when it processes the request by enabling runtime lookups with the
Apache directive:
Host naneLookups On

Or, you can let Apache use the | P address during normal processing and let a piped logging process resolve them as
part of recording the entry:

Host naneLookups O f

Customlog "| /path/to/logresolve -c >> /path/to/logs/access_| og. resol ved" comnbi ned

Or, you can let Apache use and log the | P addresses, and resolve them later when analyzing the logfile. Add thisto
http.conf:
Cust onlog /path/to/l ogs/access_| og. raw combi ned

And andyzethelog with:

% /path/to/l ogresolve -c < access_|log.raw > access_| og. resol ved
Discussion

The Apache activity logging mechanism can record either the client's | P address or its hostname (or both). Logging
the hostname directly requiresthat the server spend some timeto perform aDNS lookup to turn the | P address
(which it aready has) into a hostname. This can have some seriousimpact on the server's performance, however,
because it needs to consult the name service in order to turn the address into a name; and while a server child or
thread isbusy waiting for that, it isn't handling client requests. One dternative isto have the server record only the
client's 1P address and resol ve the address to a name during logfile postprocessing and analysis. At the very least,
defer it to a separate process that won't directly tie up the web server with the resolution overhead.

In theory thisisan excellent choice; in practice, however, there are some pitfals. For one thing, the logresolve
gpplication included with Apache (usudly ingtaled in the bin/ subdirectory under the ServerRoot) will only resolve IP
addresses that appear at the very beginning of thelog entry, and soit's not very flexible if you want tousea
nonstandard format for your logfile. For another, if too much time passes between the collection and resolution of the
| P addresses, the DNS may have changed sufficiently so that mideading or incorrect results may be obtained. Thisis
especidly aproblem with dynamicaly alocated | P addresses such asthoseissued by 1SPs.

An additiona shortcoming becomes apparent if you feed your log records directly to logresolve through a pipe: as of
Apache 1.3.24 at least, logresolve doesn't flush its output buffersimmediately, so there'sthe possibility of lost dataif
the logging process or the system should crash.

See Also

The logresolve manpage:
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Recipe 3.11 Maintaining Separate L ogs for Each Virtual Host

Problem

Y ou want to have separate activity logs for each of your virtua hosts, but you don't want to have dl the open files
that multiple CustomLog directiveswould use.

Solution

Usethe split-logfile program that comes with Apache. To split logfiles after they've been rolled over (replace
/path/to/Server Root with the correct path):

# cd /path/to /ServerRoot
# nmv | ogs/ access_| og | ogs/access_| og.old
# bin/apachect!| graceful
[wait for old logfile to be conpletely cl osed]
# cd | ogs
# ../bin/split-logfile < access_|og.old

To split records to the appropriate files as they're written, add thisline to your httpd.conf file
Custonmlog "| /path/to/split-logfile /usr/local/Apache/logs" conbined
Discussion

In order for split-logfile to work, thelogging format you're usng must beginwith " %v " (note the blank after thev).
Thisinsartsthe name of the virtud host at the beginning of each log entry; split-logfile will usethisto figure out to
which file the entry should be written. The hosthame will be removed from the record before it gets written.

There are two waysto split your accesslogfile: after it's been written, closed, and rolled over, or asthe entriesare
actualy being recorded. To split aclosed logfile, just feed it into the split-logfile script. To split the entriesinto
separate files asthey're actualy being written, modify your configuration to pipe the log messages directly to the
seript.

Each method has advantages and disadvantages. The rollover method requires twice as much disk space (for the
unsplit log plus the split ones) and that you verify that the logfileis completely closed. (Unfortunately thereisno
guaranteed, smple way of doing thiswithout actually shutting down the server or doing agraceless retart; it's entirely
possible that asow connection may keep the old logfile open for a considerable amount of time after agraceful
restart.) Splitting as the entries are recorded is sengitive to the logging process dying—although Apache will
automatically restart it, log messages waiting for it can pile up and condtipate the server.

See Also

Recipe 3.10
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Recipe 3.12 L ogging Proxy Requests

Problem

Y ou want to log requests that go through your proxy to adifferent file than the requests coming directly to your
server.

Solution

Usethe SetEnv directive to earmark those requests that came through the proxy server, in order to trigger
conditiond logging:
<Directory proxy:*>
SetEnv is_proxied 1
</ Directory>

CustonlLog | ogs/ proxy_ | og conbi ned env=i s_proxi ed
Discussion

Apache 1.3 has aspecid syntax for the <Directory> directive, which gpplies specificaly to requests passing through
the proxy module. Although the* makesit appear that wildcards can be used to match documents, it's mideading; it
isn't redly awildcard. Y ou may either match explicit paths, such as proxy:http://example.com/foo.html, or use* to
match everything. Y ou can not do something like proxy:http://example.com/*.html.

If you want to apply different directivesto different proxied paths, you need to take advantage of another module.
Because you're deding with requests that are passing through your server rather than being handled by it directly (i.e.,
your server isa proxy rather than an origin server), you can't use <Files> or <FilesMatch> containersto aoply
directivesto particular proxied documents. Nor can you use <Location> or <LocationMatch> stanzas, because
they can't appear insde a <Directory> container. Y ou can, however, use mod_rewrite's capabilitiesto make
decisions based on the path of the requested document. For instance, you can log proxied requestsfor imagesin a
separaefilewith something likethis

<Di rectory proxy:*>
Rewri t eEngi ne On

RewiteRule "\.(gif|png|jpg)$" "-" [ENV=proxied_i mge: 1]
RewriteCond "% ENV: proxi ed_i mage}" "!1"
RewiteRule "A" "-" [ENV=proxied_other: 1]

</Directory>
Cust onmLog | ogs/ proxy_i mage_|l og conbi ned env=proxi ed_i mage
Cust omLog | ogs/ proxy_ot her _| og conbi ned env=proxi ed_ot her

Directivesinthe <Directory proxy:*> container will only apply to requests going through your server. Thefirgt
RewriteRule directive sets an environment variable if the requested document endsin .gif, .png, or .jpg. The
RewriteCond directive teststo seeif that envarigbleisn't set, and the following RewriteRule will set adifferent
envaridbleif so. Thetwo CustomLog directives send the different types of requeststo different logfiles according to
the environment variables.

See Also

Themod_rewrite and mod_log_config documentation
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Recipe 3.13 Logging Errorsfor Virtual Hoststo Multiple Files

Problem
Unlike accesslogs, Apache only logs errorsto asingle location. Y ou want Apacheto log errorsthat refer to a
particular virtud host to the host's error log, aswell asto the globa error log.

Solution

There are at least two possible ways of doing this:

1.
Use piped logging to send entriesto a custom script that will copy and direct error messagesto the
gppropriatefiles.
2.
Use piped logging to duplicate log entries:
ErrorLog "| tee logfilel | tee logfile2 > |ogfile3"
Discussion

Unlike activity logs, Apache will log error messages only to asingle location. If the error isrelated to a particular
virtud host and thishost's < VirtualHost> container includes an ErrorLog entry, the error will belogged only inthis
file, and it won't appear in any globd error log. If the <VirtualHost> does not specify an ErrorLog directive, the
error will belogged only to the globd error log. (The globa error log isthelast ErrorLog directive encountered that
isntina<VirtualHost> container.)

Currently, the only workaround to thisisto have the necessary duplication performed by a separate process(i.e, by
using piped logging to send the error messages to the process as they occur). Of the two solutions given above, the
firgt, which involves a custom script you develop yoursdlf, has the most flexibility. If al you want isSsmply duplication
of entries, the second solution issSmpler but requiresthat your platform have a tee program (Windows does not). It
may a0 be subject to lagging messagesif your tee program doesn't flush its buffers after each record it receives.
This could also lead to lost messages if the pipe breaks or the system crashes.

See Also

http://httpd.gpache.org/docs/l ogs.html#piped
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Recipe 3.14 Logging Server | P Addresses

Problem

Y ou want to log the | P address of the server that responds to arequest, possibly because you have virtual hostswith
multiple addresses each.

Solution

Usethe %A format effector ina LogFormat or CustomLog directive:
CustonLog | ogs/served-by.log "% UNl QUE_I D}e %A"
Discussion

The %A effector sgnasthe activity logging system to insert the loca |P address—that is, the address of the
server—into the log record at the specified point. This can be useful when your server handles multiple 1P addresses.
For example, you might have a configuration that includes e ements such asthe following:

Li sten 10.0.0. 42

Li sten 192. 168. 19. 243

Li sten 263.41.0.80

<Vi rtual Host 192.168. 19. 243>
Server Nane Private. Exanpl e. Com

</ Vi rt ual Host >

<Virtual Host 10.0.0.42 263.41.0. 80>
Server Name Foo. Exanpl e. Com
Server Al i as Bar. Exanpl e. Com

</ Vi r t ual Host >

Thismight be meaningful if you want interna users to access Foo.Example.Com using the 10.0.0.42 address rather
than the one published to the rest of the network (such asto segregate interna from externd traffic over the network
cards). The second virtua host is going to receive requests aimed at both addresses even though it has only one
ServerName; using the %A effector in your log format can help you determine how many hits on the Site are coming
in over each network interface.

See Also

The mod_log_config documentation
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Recipe 3.15 Logging the Referring Page

Problem

Y ou want to record the URL of pages that refer clientsto yours, perhapsto find out how people are reaching your
gte

Solution

Add the following effector to your activity log format:
% Referer}i
Discussion

One of thefieldsthat arequest header may includeis caled the Referer. Referer isthe URL of the page that linked to
the current request. For example, if file a.html containsalink such as:
<a href="b. htnl ">anot her page</a>

When thelink isfollowed, the request header for b.html will contain a Referer field that hasthe URL of a.html asits
vaue

The Referer field isnot required nor reliable; some users prefer software or anonymising toolsthat ensure that you
can't tell where they've been. However, thisisusudly afairly smal number and may be disregarded for most web
gtes.

See Also




[ TeamLiB]

Recipe 3.16 L ogging the Name of the Browser Software

Problem

Y ou want to know the software visitors use to access your site, for example, so you can optimize its appearance for
the browser that most of your audience uses.

Solution

Add the following effector to your activity log format:
% User - Agent } i
Discussion

Request headers often include afield called the User-agent. Thisis defined as the name and version of the client
software being used to make the request. For instance, a User-agent field value might look like this:
User-Agent: Mzilla/4.77 [en] (X11; U; Linux 2.4.4-4GB i 686)

Thistdlsyou that the client is claiming to be Netscape Navigator 4.77, run on a Linux system and using X-windows
asitsGUI.

The User-agent field is neither required nor reliable; many users prefer software or anonymising tools that ensure that
you can't tell what they're using. Some software even lies about itself so it can work around sitesthat cater
specificaly to one browser or another; users have this peculiar habit of thinking it's none of the webmaster's business
which browser they prefer. It'sagood ideato design your Site to be as browser-agnostic as possible for this reason,
among others. If you're going to make decisions based on the value of the field, you might aswell believeit hasn't
been faked—because there's no way to tell if it has.

See Also
Recipe3.17
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Recipe 3.17 Logging Arbitrary Request Header Fields

Problem

Y ou want to record the values of arbitrary fields clients send to their request header, perhaps to tune the types of
content you have available to the needs of your visitors.

Solution

Usethe %f{...}i log format variable in your access|og format declaration. For example, to log the Host header, you
might use

% Host } i

Discussion

The HTTP request sent by aweb browser can be very complex, and if the client is a specialized application rather
than abrowser, it may insert additiona metadata that's meaningful to the server. For instance, one useful request
header field isthe Accept field, which tellsthe server what kinds of content the client is capable of and willing to
receive. Given a CustomLog linesuch asthis:

CustomLog | ogs/accept _log "% UNIQUE I De \"% Accept}i\""

aresulting log entry might look likethis:
PNb6VsCoF2UAAHLIdAUo "text/htm , inmage/ png, inmage/jpeg, inmage/gif,

i mage/ x- xbi t map, */*"

Thistdlsyou that the client that made that request is explicitly ready to handle HTML pages and certain types of
images, but, in apinch, will take whatever the server givesit (indicated by the wildcard * /* entry).

See Also

Recipe 3.15

Recipe3.17
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Recipe 3.18 Logging Arbitrary Response Header Fields

Problem

Y ou want to record the values of arbitrary fields the server has included in aresponse header, probably to debug a
script or gpplication.

Solution

Usethe %f{...}o log format variable in your accesslog format declaration. For example, to log the Last-Modified
header, you would do the following:

% Last - Mbdi fied}o

Discussion

The HTTP response sent by Apache when answering arequest can be very complex, according to the server's
configuration. Advanced scripts or gpplication servers may add custom fieds to the server's response, and knowing
what values were set may be of great help when trying to track down an gpplication problem.

Other than the fact that you're recording fields the server is sending rather than receiving, this recipeis analogousto
Recipe 3.17 in this chapter; refer to that recipe for more details. The only differencein the syntax of thelogging
format effectorsisthat response fields are logged using an o effector, and request fields are logged using i.

See Also
Recipe3.17
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Recipe 3.19 L ogging Activity toa MySQL Database

Problem

Rather than logging accessesto your server inflat text files, you want to log the information directly to a database for
easder andyss.

Solution

Ingtal the latest release of mod_log_sql from http:/Amww.grubbybaby.com/mod log sgl/ according to the modules
directions (see Recipe 2.1), and then issue the following commands:

# mysql adni n create apache_l og

# nysqgl apache_| og

# nysql apache | og < access_| og. sql

mysql > grant insert,create on apache |og.* to webserver @ocal host identified by

" WAWAPW

Add thefollowing linesto your httpd.conf file

<| f Modul e nod_| og_nysql . c>
MySQ_Logi nl nfo | ocal host webserver wwpw
My SQ_Dat abase apache_| og
MySQ.Tr ansf er LogTabl e access_| og
MySQ.Tr ansf er LogFor mat  huSUsbTvRA

</ | f Modul e>
Discussion

Notethat thereis currently a difference between the name of the web location, the tarbal, and the actua module. The
modulefile and directory retain the"mysgl” name, but the directory and the tarball have moved to amore generic
"gq" naming convention.

See Also

http://www.grubbybaby.com/mod log s/
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Recipe 3.20 Logging to syslog

Problem

Y ou want to send your log entriesto sydog.

Solution

Tolog your error log to sydog, smply tel Apacheto log to sydog:

ErrorLog sysl og: user

L

T+ 4. Some sysog reporting class other than user, such as local 1, might be more appropriatein

[ 1 )
& your environmen.

Logging your accesslog to sydog takes alittle work. Add the following to your configuration file:
CustomLog |/usr/| ocal / apache/ bi n/ apache_sysl og conbi ned

where apache _sydog isaprogram that looks like the following:

#!/usr/ bin/ perl
use Sys::Syslog gw :DEFAULT setl ogsock );

set | ogsock(' uni x');
openl og(' apache', 'cons', 'pid', 'user');

while ($log = <STDIN>) {
sysl og(' notice', $log);

}

cl osel og;

(Note that this script isonly a skeleton; an actua production quality version should include code to check for errors,
€tc)

Discussion
There aretwo main reasons for logging to sydog. Thefirst of theseisto have many serverslog to acentra logging

facility. The second isthat there are many existing tools for monitoring sydog and sending appropriate notifications on
certain events. Allow Apache to take advantage of thesetools, and your particular installation may benefit.

Apache supports logging your error log to sydog by default. Thisisby far the more useful log to handle thisway,
because sydog istypically used to track error conditions rather than merely informational messages.

The syntax of the ErrorLog directive dlows you to specify sydog as an argument or to specify aparticular sydog
facility. In the previous example, the user sydog facility was specified. In your /etc/syslog.conf file, you can specify
where a particular log facility should be sent—whether to afile or to aremote sydog server.

Since Apache does not support logging your accesslog to sydog by default, you need to accomplish thiswith a
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Recipe 3.21 Logging User Directories

Problem

Y ou want each user directory web site (i.e., those accessed via http://servername/~username) to haveitsown logfile.

Solution

In httpd.conf, add the directive:
Customlog "|/usr/local /apache/ bin/userdir_| og" conbi ned

Then, inthefile /usr/local/apache/bin/userdir_log, place thefollowing code:
#!/ usr/ bin/ perl

nmy $L = '/usr/local/apache/logs'; # Log directory

my %s open = ( ); # File handle cache
$| =1;
open(F, ">>$L/access_log"); # Default error |og

while (nmy $log = <STDIN>) {
if ($log =~ m\s/~(.*?2)/!) {
my $u = $1,
unl ess ($is_open{$u}) {
my $f h;
open $fh, '>> . $L . '/'. $u;
$i s_open{$u} = $fh;

}
sel ect ($is_open{$u});
$| =1;
print $l og;
}
el se {
sel ect F;
$| =1;
print F $l og;
}
}
cl ose F;
foreach nmy $h (keys % s_open) {
cl ose $h;
}

(Note that this script is only a skeleton; an actual production quality version should include code to check for errors,
etc)

Discussion

Usudly, requeststo user directory web sites are logged in the main server log, with no differentiation between one
user's Ste and another. This can makeit very hard for auser to locate log messagesfor his persona web site.

The Solution alows you to break out those requests into one logfile per user, with requests not going to auserdir
web site but going to the main logfile. The log handler can, of course, be modified to put al log messagesinthemain
logfileaswdl asintheindividud lodfiles.


http://httpd.apache.org/docs/mod/mod_log_config.html
http://httpd.apache.org/docs-2.0/mod/mod_log_config.html
http://servername/~
http://httpd.apache.org/docs/mod/mod_log_config.html
http://httpd.apache.org/docs-2.0/mod/mod_log_config.html
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Chapter 4. Virtual Hosts

A web server system supports multiple web sitesin away similar to a person who responds to her given name, as
well as her nickname. In the Apache configuration file, each aternate identity, and probably the"main” oneaswel, is
known asavirtua host (sometimeswritten as vhost) identified with a <VirtualHost> container directive. Depending
on the name used to access the web server, Apache responds appropriately, just as someone might answer
differently depending on whether sheisaddressed as"Miss Jones' or "Hey, Debbiel” If you want to have asingle
system support multiple web sites, you must configure Apache gppropriately.

There are two different types of virtua host supported by Apache. Thefirst type, called address-based or | P-based,
istied to the numeric network address used to reach the system. Bruce Wayne never answered the parlour telephone
with "Batman here! nor did he answer the phone in the Batcave by saying, "Bruce Wayne spesking.” However, it's
the same person answering the phone, just asit's the same web server receiving the request.

The other type of virtual host is name-based, because the server's response depends on what it is called. To continue
the telephone analogy, consider an gpartment shared by multiple roommates; you call the same number whether you
want to peak to Dave, Joyce, Amaterasu, or George. Just as multiple people may share a single tel ephone number,
multiple web stes can share the same | P address. However, dl 1P addresses shared by multiple Apache virtual hosts
need to be declared with a NameVirtualHost directive.

In the most smple of Apache configurations, there are no virtual hogts. Instead, dl of the directivesin the
configuration file apply universaly to the operation of the server. The environment defined by the directives outsde
any <VirtualHost> containersis sometimes called the default server or perhapsthe globa server. Thereisno officiad
namefor it, but it can become a factor when adding virtua hoststo your configuration.

But what happensif you add a <VirtualHost> container to such aconfiguration? How are those directives outside
the container interpreted, and what istheir effect on the virtua host?

The answer isnot asmple one: essentidly, the effect is specific to each configuration directive. Some get inherited by
thevirtua hosts, some get reset to adefault vaue, and some pretend they've never been used before. Y ou'll need to
consult the documentation for each directive to know for sure.

There aretwo primary forms of virtua hogts: 1P-based virtua hosts, where each virtua host hasits own unique IP
address; and name-based virtua hosts, where more than one virtual host runs on the same | P address but with
different names. This chapter will show you how to configure each one and how to combine the two on the same
server. Youll aso learn how to fix common problemsthat occur with virtua hogts.
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Recipe 4.1 Setting Up Name-Based Virtual Hosts

Problem

Y ou have only one IP address, but you want to support more than one web site on your system.

Solution

Usethe NameVirtualHost * directivein conjunction with <VirtualHost> sections:

ServerNane 127.0.0.1
NanmeVi r t ual Host *

<Virtual Host *>

Server Nane TheSmi t hs. nane

Docurent Root " C:./ Apache/ Si t es/ TheSni t hs"
</ Vi rt ual Host >

<Virtual Host *>
Server Name JohnSnit h. nane
Docurent Root " C:./ Apache/ Si t es/ Just JohnSni t h"

</ Vi rtual Host >
Discussion

With IP addressesincreasingly hard to come by, name-based virtua hosting isthe most common way to run multiple
web sites on the same Apache server. The previous recipe works, for most users, in most virtua hosting situations.

The* in the previous rules means that the specified hosts run on al addresses. For amachinewith only asingle
address, thismeansthat it runs on that address but will dso run on the loopback, or localhost address. Thusif you
are gtting at the physica server system, you can view the web site.

The argument to the <VirtualHost> container directiveisthe same as the argument to the NameVirtualHost
directive. Putting the hostname here may ignore the virtua host on server startup, and requeststo thisvirtua host may
unexpectedly go somewhere ese. If your name server isdown or otherwise unresponsive & the time that your
Apache server is starting up, then Apache can't match the particular <VirtualHost> section to the NameVirtualHost
directiveto which it belongs.

Requestsfor which thereisnot avirtua host listed will go to thefirgt virtual host listed in the configuration file. Inthe
case of the previous example, hosthames that are not explicitly mentioned in one of the virtua hosts will be served by
the TheSmithsname virtua host.

Itisparticularly ingructiveto run httpd -S and observe the virtual host configuration as Apache understandsit, to see
if it matches the way that you understand it. httpd -Sreturnsthe virtua host configuration, showing which hostsare
name-based, which are |P-based, and what the defaults are.

Multiple names can be listed for aparticular virtua host using the ServerAlias directive, as shown here:
Server Nane TheSni t hs. name
Server Ali as www. TheSmi t hs. nane Snmith. Fam | y. name


http://httpd.apache.org/docs/vhosts/default.htm
http://httpd.apache.org/docs/vhosts/
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Recipe 4.2 Designating One Name-Based Virtual Host asthe Default

Problem

Y ou want dl requests, whether they match avirtual host or use an | P address, to be directed to a default hogt,
possibly with a"host not found” error message.

Solution

Add thefollowing <VirtualHost> section, and ligt it before dl of your other ones:

<Virtual Host *>
Server Narme def aul t
Docunent Root /www/ ht docs
Error Docunent 404 /site_list.htm

</ Vi r t ual Host >
Discussion

Notethat thisrecipeis used in the context of name-based virtua hosts, S0 it is assumed that you have other virtua
hoststhat are dso using the <VirtualHost *> notation, and that there is dso an accompanying NameVirtualHost *
appearing above them. We have used the default namefor clarity; you can call it whatever you warnt.

Setting the ErrorDocument 404 to alist of the available Sites on the server directs the user to useful content, rather
than leaving him stranded with an unhel pful 404 error message. Y ou may wish to set Directorylndex tothe sitelist as
well, so that userswho go directly to the front page of this Site also get useful information.

It'sagood ideato list explicitly al valid hostnames either as ServerNames or Server Aliases, so that nobody ever
winds up at the default site. However, if someone accesses the site directly by |P address, or if ahosthameis added
to the address in question before the appropriate virtual host is created, the user still gets useful content.

See Also
Recipe 4.4
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Recipe 4.3 Setting Up Address-Based Virtual Hosts

Problem

Y ou have multiple | P addresses assigned to your system, and you want to support one web site on each.

Solution

Create avirtua host section for each | P address you want to list on:
Server Nane 127.0.0.1

<Virtual Host 10.0.0. 1>

Server Nane TheSmi t hs. nane

Docurent Root " C:./ Apache/ Si tes/ TheSni t hs"
</ Vi rt ual Host >

<Virtual Host 10.0.0. 2>
Server Nane JohnSni t h. nane
Docurent Root " C:./ Apache/ Si t es/ Just JohnSni t h"

</ Vi r t ual Host >
Discussion

The virtua hosts defined in this example catch al requests to the specified | P addresses, regardless of what hostname
isused to get there. Requests to any other P address not listed go to the virtua host listed in the main body of the
configuraionfile.

The ServerName specified is used as the primary name of the virtua host, when needed, but is not used in the
process of mapping arequest to the correct host. Only the | P addressis consulted to figure out which virtua host to
serve requests from, not the Host header field.

See Also

http://httpd.apache.org/docs'vhosts/
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Recipe 4.4 Creating a Default Address-Based Virtual Host

Problem

Y ou want to create avirtua host to catch al requests that don't map to one of your address-based virtua hosts.

Solution

Usethe _default  keyword to designate adefault host:

<Virtual Host _default >
Docunment Root /www/ ht docs

</ Vi r t ual Host >
Discussion

The _default_ keyword createsavirtua host that catches al requestsfor any address:port combinations for which
thereisnot avirtua host configured.

The _default_ directive may be used in conjunction with aparticular port number, such as:
<Virtual Host _default_:443>

Using this syntax meansthat the specified virtual host catches dl requeststo port 443, on al addressesfor which
thereisnot an explicit virtual host configured. Thisisthe usua way to set up SSL, which you seein the default SSL
configurationfile.

_default_ typically does not work as people expect in the case of name-based virtual hosts. It does not match names
for which there are no virtual host sections, only address:port combinations for which there are no virtua hosts
configured. If you wish to create a default name-based host, see Recipe 4.2.

See Also
Recipe 4.2
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Recipe 4.5 Mixing Address-Based and Name-Based Virtual Hosts

Problem

Y ou have multiple | P addresses assigned to your system, and you want to support more than one web site on each
address.

Solution

Provide a NameVirtualHost directive for each |P address, and proceed as you did with asingle | P address:

ServerNane 127.0.0.1
NanmeVi r t ual Host 10. 0.

0.1
NanmeVi rt ual Host 10.0.0.2

<Virtual Host 10.0.0. 1>

Server Name TheSni t hs. nane

Docunent Root "C:/ Apache/ Sites/ TheSnit hs"
</ Vi rt ual Host >

<Virtual Host 10.0.0. 1>

Server Name JohnSm t h. nane

Docunent Root " C:/ Apache/ Sites/JustJohnSmi t h"
</ Vi rt ual Host >

<Virtual Host 10.0.0. 2>

Server Nanme TheFer gusons. name

Docunent Root "C:/ Apache/ Sites/ TheFer gusons”
</ Vi rtual Host >

<Virtual Host 10.0.0. 2>
Server Nanme Dori Fer gusons. nane
Docunent Root " C:/ Apache/ Sit es/ Just Dori Fer guson”

</ Vi r t ual Host >
Discussion

Using the address of the server, rather than the wildcard * argument, makesthe virtua hogtslisten only to that IP
address. However, you should notice that the argument to <VirtualHost> ill must match the argument to the
NameVirtualHost with which they are connected.

See Also

http://httpd.apache.org/docs/'vhostsy
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Recipe 4.6 Mass Virtual Hosting with mod_vhost_alias

Problem

Y ou want to host many virtua hogts, dl of which have exactly the same configuration.

Solution

Use VirtualDocumentRoot and Virtual ScriptAlias provided by mod_vhost_alias.
Vi rt ual Docunent Root /www/ vhosts/ % 1/ % 2. 1/ % 2/ ht docs
Virtual ScriptAlias /ww vhosts/ % 1/%2.1/% 2/cgi-bin

Discussion

Thisrecipe uses directives from mod_vhost_alias, which you may not have instaled when you built Apache, asitis
not one of the modulesthat is enabled by defaullt.

These directives map requests to adirectory built up from pieces of the hostname that was requested. Each of the
variables represents one part of the hosthame, so that each hostname is be mapped to a different directory.

Inthis particular example, requests for content from www.exampl e.com is served from the directory
wwwivhosts/com/e/exampl e/htdocs, or from /mwwivhosts/conve/example/cgi-bin (for CGI requests). Thefull
range of available variablesisshownin Table 4-1.

Table4-1. mod vhost diasvariables

Variable Meaning

%% insert a%

%p insert the port number of the virtual host
%M.N insert (part of) the name

M and N may have positive or negative integer vaues, which have the following meanings (see Table 4-2).

Table4-2. Meanings of variable values

Value Meaning



http://httpd.apache.org/docs/mod/mod_vhost_alias.html
http://httpd.apache.org/docs/vhosts/default.htm
http://httpd.apache.org/docs/mod/mod_vhost_alias.html
http://httpd.apache.org/docs/vhosts/
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Recipe 4.7 Mass Virtual Hosting Using Rewrite Rules

Problem

Although thereisamodule—mod_vhost_alias—which isexplicitly for the purpose of supporting large numbers of
virtua hodts, it isvery limiting and requiresthat every virtua host be configured exactly the sameway. Y ou want to
support alarge number of vhosts, configured dynamically, but, at the sametime, you want to avoid mod_vhost_alias.

Solution

Usedirectivesfrom mod_rewrite to map to adirectory based on the hostname:
Rewri t eEngi ne on

Rewr i t eCond % HTTP_HOST} AW L) ?2([N. ]9\ . cont
RewiteRule ~(.*)$ /honme/ %R2$1
Discussion

mod_vhost_alias isuseful, but it isbest for settings where each virtual host isidentica in every way but hosthame.
Usng mod_vhost_alias precludes the use of other URL-mapping modules, such as mod_userdir, mod_rewrite,
and mod_alias, and it can be very restrictive. Using mod_rewrite islessefficient, but it ismoreflexible.

For example, when usng mod_vhost_alias, you must do al of your hostswith mod_vhost_alias; whereaswith this
aternate gpproach, you can do some of your hosts using the rewrite rules and others using conventiond virtua host
configuration techniques.

The directivesin the Solution map requests for www.something.com (or without the www) to the directory
/home/something.

See Also
Recipe 5.16

http://httpd.apache.org/docs/'vhostsy

http://httpd.apache.org/docs/'vhostsy

http://httpd.apache.org/docsmod/mod _rewrite.html
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http://httpd.apache.org/docs/vhosts/default.htm
http://httpd.apache.org/docs/vhosts/default.htm
http://httpd.apache.org/docs/mod/mod_rewrite.html
http://httpd.apache.org/docs/vhosts/
http://httpd.apache.org/docs/vhosts/
http://httpd.apache.org/docs/mod/mod_rewrite.html
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Recipe 4.8 SSL and Name-Based Virtual Hosts

Problem

Y ou want to have multiple SSL web sites on the same server.

Solution

In most common implementations of SSL, you are limited to one SSL host per address and port number. Thus, either
you need to have aunique | P address for each SSL. host or run them on aternate portsto get more than oneon a
particular IP address:

Li sten 443
Li sten 444

<Virtual Host 10.0. 1. 2: 443>
Server Nane securel. exanpl e. com
Docunment Root /www vhost s/ securel

SSLEngi ne On

SSLCertificateFile / www/ conf/ssl/securel.crt

SSLCertificateKeyFile /ww conf/ssl/securel. key
</ Vi rtual Host >

<Virtual Host 10.0. 1. 3: 443>
Server Nane secure2. exanpl e. com
Docunment Root /www vhost s/ secur e2

SSLEngi neOn

SSLCertificateFile / www/ conf/ssl/secure2.crt

SSLCertificateKeyFile /ww conf/ssl/secure2. key
</ Vi rtual Host >

<Virtual Host 10.0. 1. 3: 444>
Server Name secure3. exanpl e. com
Docunment Root /www vhost s/ secur e3

SSLEngi neOn
SSLCertificateFile / www/ conf/ssl/secure3.crt
SSLCertificateKeyFile /ww conf/ssl/secure3. key

</ Vi r t ual Host >
Discussion

The limitation that restricts you to one SSL. host per IP addressis not alimitation imposed by A pache but by the way
that SSL works. When the browser connectsto the server, thefirst thing that it doesis negotiate for a secure
connection. During this process, the server sendsits certificate to the client, which indicates that the rest of the
transaction will be encrypted.

Because this happens before the browser tells the server what resource it wants, this part of the conversation can be
based only on the I P address on which the client connected. By the time the server receives the Host header field, it
Istoo late—the certificate has aready been sent.

Itispossibleto run SSL hosts on ports other than port 443, if the port number isexplicitly specified inthe URL. This

would alow you to get around this limitation, but it would put an additional burden on the end user to type the correct
111 with the et i imboar
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Recipe 4.9 Logging for Each Virtual Host

Problem

Y ou want each virtua hogt to haveits own logfiles.

Solution

Specify Errorlog and CustomL og within each virtua host declaration:

<Vi rtual Host *>
Server Name  wal do. exanpl e. com
Docunent Root / hone/ wal do/ ww/ ht docs

Error Log / hone/ wal do/ ww/ | ogs/ error_| og
Cust onlLog / hone/ wal do/ ww/ | ogs/ access_| og conbi ned

</ Vi r t ual Host >
Discussion

The variouslogging directives can be placed ether in the main body of your configuration file or withina
<VirtualHost> section. When it is placed within avirtud hogt, log entries for that virtua host go in the specified
logfile, rather than into thelog file(s) defined in the main server configuration.

= Each logfile counts againgt the total number of files and network connections your server is
alowed to have. If you have 100 virtua hosts, each with its own error and activity log,
that's 200 open channels—and if the server's quotais 256, you can only handle 56
concurrent requests at any onetime.

In the recipe given here, the logfiles are placed within the home directory of a particular user, rather than inthe main
log directory. This givesyou easier accessto thosefiles, but you still need to take adequate precautions to set the
permissions on the directory in question. Consult Chapter 6 for adiscusson on file permissons.

See Also

Chapter 3

Chapter 6
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Recipe 4.10 Splitting Up a L ogFile

Problem

Dueto alarge number of virtua hosts, you want to have asingle logfile and split it up afterwards.

Solution
LogFormat "% 9% % % % \"%\" %s %" vhost
Cust omLog | ogs/vhost | og vhost

Then, after rotating your logfile:
split-logfile < |ogs/vhost_Iog
Discussion

The LogFormat directivein thisrecipe crestes alogfile that is smilar to the common log file format but additionaly
contains the name of the virtua host being accessed. The split-logfile utility splitsup thislogfileinto its condtituent
virtud hogts

See Also
Recipe3.11
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Recipe4.11 Port-Based Virtual Hosts

Problem

Y ou want to present different content for HT TP connections on different ports.

Solution

Explicitly list the port number in the <VirtualHost> declaration:
Li sten 8080

<Virtual Host 10.0. 1. 2: 8080>
Docunent Root /www vhost s/ port 8080
</ Vi rtual Host >

Li sten 9090

<Virtual Host 10.0. 1. 2: 9090>
Docunent Root /www vhost s/ port 9090

<Vi r t ual Host >
Discussion

Port-based virtua hosting is somewhat |ess common than other techniques shown in this chapter. However, there are
avariety of Stuationsin which it can be useful. If you have only one IP address, have no ability to add hostnamesto
DNS, or if your ISP blocks in-bound traffic on port 80, it may be useful to run virtua hosts on other ports.

Vigtorsto your web site must list the port number in the URL that they use. For example, to load content from the
second virtua host previoudy listed, the following URL might be used:
http://server. exanpl e. com 9090/

See Also

http://httpd.apache.org/docs/'vhosty/
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http://server.example.com:9090/
http://httpd.apache.org/docs/vhosts/
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Recipe 4.12 Displaying the Same Content on Several Addresses

Problem

Y ou want to have the same content displayed on two of your addresses.

Solution

Specify both addressesin the <VirtualHost> directive:

NameVi rt ual Host 192.168.1.1
NaneVi rt ual Host 172. 20. 30. 40

<Virtual Host 192.168.1.1 172.20. 30. 40>
Docunent Root /wwwW vhost s/ server
Server Name server. exanpl e. com
Server Al i as server

</ Vi r t ual Host >
Discussion

This setup ismost useful on amachine that has addresses that are internd to your network, aswell asthose that are
ble only from outside your network. If these are the only addresses, you could use the * notation introduced in
Recipe4.1. However, if there are more addresses, this alows you to specify what content appears on what address.

See Also

http://httpd.apache.org/docs'vhosts/
[ TeamLiB]
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Chapter 5. Aliases, Redirecting, and Rewriting

When Apache receives arequest, it is assumed that the client will be served afile out of the DocumentRoot
directory. However, there will be timeswhen you want these resources to be served from some other location. For
example, if you wanted to place a set of documents on your web site, it may be more convenient to leave them where
they are, rather than to move them to anew location.

In this chapter, we deal with three genera categories of these sort of cases. Aliasing refersto mapping aURL toa
particular directory. Redirecting refersto mapping aURL to another URL. And Rewriting refersto using
mod_rewrite to dter the URL in someway.

Other recipesin this chapter are related because they map URL s to resources that are at unexpected placesin the
filesystem.

Thesetopics are particularly interesting to webmasters who want to avoid link-rot or have sitesthat are periodicaly
subject to upheava (files or directories are moved around, or even moved from server to server). Theredirection
and rewriting capabilities of the Apache web server adlow you to concea such ugly behind-the-scenes disturbances
from the eyes of your Internet visitors.

[ TeamLiB]
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Recipe 5.1 Showing Highlighted PHP Source Without Symlinking

Problem

Y ou want to be able to see the syntax-enhanced source to your PHP scripts without having to set up symbolic links
for dl of them.

Solution

Add aline such asthefollowing to your httpd.conf file
RewiteRule "~(.*\.php)s$" "/cgi-bin/show php?file=$1" [PT, L]

Create afile named show.php as shown below, and put it in your server's /cgi-bin/ directory:
<?php
/ *
* Show the highlighted source of a PHP script without a symink or copy.
*/

if ((! isset($_GET))
|| (! isset($_GET['file']))
] (! ($file = $_GET['file']))) {
/*

M ssing required argunents, so bail

*/

return status('400 Bad Request',

"Data insufficient or invalid.\r\n");

}

$file = preg_replace('/\.phps$/', '.php', $file);
if (! preg_match('/\.php$/', $file)) {
return status('403 Forbi dden'
"I nvalid docunment.\r\n");
}
$docroot = $_SERVER[' DOCUMENT_ROOT' | ;
if ((! preg_match(";"$docroot;", $file))
[| (! preg_match(";"/ home/[~/]+/ public_htm;", $file))) {
return status('403 Forbi dden'
"I nvalid docunent requested.\r\n");
}
Header (' Content-type: text/htnm; charset=iso-8859-1");
print highlight file($file);
return;

function status($nsg, $text) {
Header (" St at us: $nsg");
Header (' Content -type: text/plain; charset=iso-8859-1");

Header (' Content-length: ' . strlen($text));
print $text;

}

?>

Discussion

The script in the solution uses a built-in PHP function to display the script's source in highlighted form. The
preg_match againgt $docroot verifiesthe requested file is under the server's DocumentRoot. The next preg_match
aso permitsfilesin users public_html directories.

See Also
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Recipe 5.2 Mapping a URL to a Directory

Problem

Y ou want to serve content out of adirectory other than the DocumentRoot directory. For example, you may have
an exigting directory of documents, which you want to have on your web ste that you do not want to moveinto the
Apache document root.

Solution
Alias /desired-URL-prefix /path/to/other/directory

Discussion

The example given maps URL s starting with /desired-URL-prefix to filesin the /path/to/other/directory directory.
For example, arequest for the URL.:
http://example.com/desired/something.html

resultsinthefile /path/to/other/directory/something.html being sent to the client.

This same effect could be achieved by smply creating asymbaolic link from the main document directory to the target
directory and turning on the Options + FollowSymLinks directive.[1] However, usng Alias explicitly alowsyou to
keep track of these directories more eadly. Creating symlinksto directories makes it hard to keep track of the
location of dl of your content. Additionally, astray symlink may cause you to expose aportion of your filesystemn that
you did not intend to.

[1] Seethe documentation for the Option directive a http://httpd.apache.org/docs/mod/core. html#options.

Y ou may also need to add afew configuration directivesto permit access to the directory that you are mapping to.
An error message (inyour error_log file) saying that the request was "denied by server configuration™ usualy
indicatesthis condition. It isfairly common—and recommended in the documentation (
http://httpd.apache.org/docs/misc/security tips.html#protectserverfiles)—to configure Apache to deny al access, by
default, outside of the DocumentRoot directory. Thus, you must override thisfor the directory in question, with a
configuration block as shown below:

<Directory /path/to/other/directory>
Order al |l ow, deny
Al'low from all

</Directory>

This permits access to the specified directory.

Note that the Alias isvery strict with respect to dashes. For example, consder an Alias directive asfollows:
Alias /puppies/ /ww docs/ puppies/

Thisdirective diases URL s starting with /puppies/ but does not diasthe URL /puppies. Thismay resultinatrailing
dash problem. That is, if auser attemptsto go to the URL http://example.com/puppies he gets a404 error, whereas
if he goesto the URL http://example.com/puppies/ with the trailing dash, he receives content from the desired
directory. To avoid this problem, create Aliaseswithout the trailing dash on each argument.

Finaly, make surethat if you have atrailing dash on thefirst argument to Alias, you aso have one on the second
ey imaent Condg der the fall i na ey amnl e


http://httpd.apache.org/docs/mod/core.html#options
http://httpd.apache.org/docs/misc/security_tips.html#protectserverfiles
http://httpd.apache.org/docs/mod/mod_alias.html
http://httpd.apache.org/docs/mod/core.html#options
http://example.com/desired/something.html 
http://httpd.apache.org/docs/mod/core.html#options
http://httpd.apache.org/docs/misc/security_tips.html#protectserverfiles
http://example.com/puppies 
http://example.com/puppies/ 
http://example.com/icons/test.gif 
http://httpd.apache.org/docs/mod/mod_alias.html
http://httpd.apache.org/docs/mod/core.html#options
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Recipe 5.3 Creating a New URL for Existing Content

Problem

Y ou have an exigting directory which you want to access using adifferent name.

Solution

Usean Aliasdirectivein httpd.conf:
Alias /newrl /ww/ htdocs/ ol durl
Discussion

While Alias isusually used to map URL sto adirectory outside of the DocumentRoot directory tree, thisis not
necessarily required. There are many timeswhen it is desirable to have the same content access ble viaa number of
different names. Thisistypically the case when adirectory hasits name changed, and you wish to havethe old URLs
continue to work, or when different people refer to the same content is by different names.

Remember that Alias only affects the mapping of aloca URI (the /foo/bar.txt part of http://example.com/foo/bar.txt);
it doesn't affect or change the hostname part of the URL (the http://example.com/ part). To dter that portion of the
URL, usethe Redirect or RewriteRule directives.

See Also
Recipe5.2

http://httpd.apache.org/docsmod/mod_dias.html

http://httpd.apache.org/docsmod/mod _rewrite.html
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http://example.com/ 
http://httpd.apache.org/docs/mod/mod_alias.html
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Recipe 5.4 Giving Users Their Own URL

Problem

Y ou want to give each user on your system his own web space.

Solution

If you want users web locations to be under their home directories, add thisto your httpd.conf file
UserDir public_htn

To put al users web directories under a centra location:
UserDi r /ww\/ users/*/htdocs

If you have mod_per| instaled, you can do something more advanced like this (again, added to your httpd.conf file):

<Per| >
# Fol ks you don't want to have this privilege
ny %orbid =map { $_ => 1 } gwmroot postgres bob);
opendir H, '/hone/";
my @ir = readdir(H);
closedir H
foreach ny $u (@ir) {
next if $u =~ m"™\./;
next if $forbid{$u};
if (-e "/honme/$u/public_htm") {
push @ ias, "/$u/", "/home/$u/public_htm/";
}
}

</ Perl| >
Discussion

Thefirg solution isthe smplest and most widdly used of the possible recipeswe present here. With thisdirectivein
place, dl users on your system are able to create adirectory called public_html in their home directories and put
web content there. Their web space is accessible viaaURL starting with atilde (~), followed by their usernames.
S0, auser named bacchus accesses his persona web spaceviathe URL :

http: //ww. exanpl e. com ~bacchus/

If you ingtalled Apache from the stlandard source distribution, your default configuration fileincludes an example of
this configuration. It dso containsa <Directory> section referring to the directory /home/*/public_html, with
various options and permissions turned on. Y ou need to uncomment that section in order for anyone to have access
to these user web sites. This section should ook something like the following:

<Di rectory /home/*/public_htm >
Al'l owOverride Filelnfo AuthConfig Limt
Options MultiViews I ndexes Symli nkslfOaner Match | ncl udesNoExec
<Limt GET POST OPTI ONS PROPFI ND>
O der all ow, deny
Al'l ow from all
</Limt>
<Li m t Except GET PCST OPTI ONS PROPFI ND>
O der deny, al | ow
Deny from all
</ Li m t Except >

</Directory>

M ake sure vou understand what each of these directives is enablina before vou uncomment this section in vour


http://httpd.apache.org/docs/mod/mod_userdir.html
http://www.example.com/~bacchus/
http://example.com/~smith/ 
http://example.com/smith/ 
http://www.example.com/bacchus/.
http://httpd.apache.org/docs/mod/mod_userdir.html
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Recipe 5.5 Aliasing Several URL swith a Single Directive

Problem

Y ou want to have more than one URL map to the same directory but don't want multiple Alias directives.

Solution

Use AliasMatch in http.conf to maich against aregular expression:
Al'i asivat ch ~/ pupp(y]|ies) /ww/ docs/snall _dogs
Discussion

The AliasMatch directive adlows you to use regular expressionsto match arbitrary patternsin URLs and map
anything matching the pattern to the desired URL. Think of it as Alias with alittle moreflexibility.

Thisexample causes URL s starting with /puppy, aswell as URL s arting with /puppies, to be mapped to the
directory /www/docs/small_dogs.

Apache's regular expression syntax is discussed in much greater detail in Appendix A.

See Also

Appendix A

Magtering Regular Expressions by Jeffrey Friedl (ORellly)
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Recipe 5.6 Mapping Several URL sto the Same CGI Directory

Problem

Y ou want to have anumber of URLs map to the same CGlI directory but don't want to have multiple ScriptAlias
directives.

Solution

Use ScriptAliasMatch in httpd.conf to match againgt aregular expression:
ScriptAiasMvatch ~/ ([sS]cripts?|cgi(-bin)?)/ /ww cgi-bin/
Discussion

Thisisamore complicated recipe than the previous one and may require that you read Appendix A. Thisdirective
maps requests starting with /script/, /scriptd/, /Script/, /Scripts/, /egi/, and /cgi-bin/ to the directory /imamwicgi-bin/,
and it causes dl filesin that directory to be treated as CGI programs.

Thiskind of directiveis generdly used to clean up amessthat you have made. If you design your web stewell from
the start, this sort of thing is never necessary, but the first time you redesign, or otherwise rearrange your web Site,
you'll find the necessity for these sorts of contortions.

See Also

Appendix A
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Recipe 5.7 Creating a CGI Directory for Each User

Problem

Y ou want each user to have their own cgi-bin directory rather than giving them al accessto the main server CGlI
directory.

Solution

Put thisin your httpd.conf:

<Directory /home/*/public_htm/cgi-bin/>
Opti ons ExecCd
Set Handl er cgi-script

</ Directory>
Discussion

You can't use ScriptAlias inthis case, because for each user, thefirst argument to ScriptAlias would be different.
Usng ScriptAliasMatch would aso beimpossible. The second argument to ScriptAliasMatch must be a constant

gring.
Thisrecipe lets each user put CGI scriptsin her own persona web space. Files accessed viaURL s starting with:
http://ww. exanpl e. com ~user nane/ cgi - bi n/

aretreated as CGI scripts.

If you have suexec enabled, CGI programs run from thistarget directory will be run with the userid of the user
gpecified in the URL. For example, aCGl program accessed viathe URL
http://www.exampl e.com/~rbowen/cgi-bin/example.cgi would be run asthe user rbowen.

See Also
Recipe 8.1



http://www.example.com/~
http://www.example.com/~rbowen/cgi-bin/example.cgi 
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Recipe 5.8 Redirecting to Another Location

Problem

Y ou want requests to a particular URL to be redirected to another server.

Solution

UseaRedirect directive in httpd.conf, and give an absolute URL on the second argument:
Redi rect /exanple http://ww. ot her.server/new | ocation

Discussion

Whereas Alias mgpsaURL to something in thelocd filesystemn, Redirect mapsa URL to another URL, usualy on
another server. The second argument isafull URL and is sent back to the client (browser), which makes a second
request for the new URL.

It isalso important to know that the Redirect directive preserves path information, if thereisany. Therefore, this
recipe redirects arequest for http://origina .server/example/something.html to
http://mww.other.server/new/l ocation/something.html.

Redirections comein severd different flavors, too; you can specify which particular type of redirect you want to use
by inserting the appropriate keyword between the Redirect directive and the first URL argument. All redirects
ingtruct the client where the requested document is now; the different types of redirection inform where the client
should look for the document in the future.

temp

A temporary redirection is used when the document is not in the originally requested location at the moment, but is
expected to be there again sometimein the future. So the client remembersthe URL it used on the original request
and will useit on future requests for the same document.

permanent

A permanent redirection indicates that not only isthe requested document not in the location specified by the client,
but that the client should never ook for it there again. In other words, the client should remember the new location
indicated in the redirect response and look therein all subsequent requests for the resource.

gone

This keyword means that the document doesn't exit in thislocation, and it shouldn't bother asking any more. This
differsfrom the 404 Not Found error response in that the gone redirection admits that the document was once here,
even though it isn't any more. It's not considered an error, unlike the 404 gatus.


http://httpd.apache.org/docs/mod/mod_alias.html
http://www.other.server/new/location
http://original.server/example/something.html 
http://www.other.server/new/location/something.html.
http://example.com/chapter2.html 
http://bookname.com/edition-2/chapter2.html 
http://example.com/under-construction/foo.html
http://example.com/under-construction/foo.html
http://example.com/under-construction/foo.html
http://example.com/relocated/foo.html
http://example.com/relocated/foo.html
http://example.com/relocated/bar.html
http://httpd.apache.org/docs/mod/mod_alias.html
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Recipe 5.9 Redirecting Several URL sto the Same Destination

Problem

Y ou want to redirect anumber of URL sto the same place. For example, you want to redirect requests for /fish and
/Fishing to http://fish.example.con.

Solution

Use RedirectMatch in httpd.conf to match againgt aregular expression:
RedirectMatch ~/[fF]ish(ing)? http://fish.exanple.com

Discussion

This recipe redirects requests on one server for URL s starting with fish or fishing, with either an upper-case or
lower-casef, to aURL on another server, fish.example.com. Aswith Redirect, the path information, if any, is
preserved. That is, arequest for http://origind.server/Fishing/tackle.html isredirected to
http://fish.example.com/tackle html so that existing relative links continue to work.

Aswith severd of the earlier examples, RedirectMatch usesregular expressionsto provide arbitrary text pattern
meatching.

See Also

Appendix A
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http://fish.example.com/.
http://fish.example.com
http://original.server/Fishing/tackle.html 
http://fish.example.com/tackle.html 
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Recipe 5.10 Permitting Case-Insensitive URL s

Problem

Y ou want requested URL sto be valid whether uppercase or lowercase letters are used.
Solution
Use mod_speling to make URL s case-insensitive:

CheckSpel ling On
Discussion

The mod_speling moduleis part of the standard A pache distribution but is not enabled by default, so you need to
explicitly enableit.

In addition to making URL s case-insengtive, mod_speling, asthe nameimplies, provides smple spellchecking
capability. In particular, in the case of a"not found" error, mod_speling attemptsto find files that may have been
intended, based on similar spelling, transposed |etters, or perhaps | etters swapped with smilar-looking numbers, like
Oforoandi for 1.

When mod_speling isingalled, it may be turned on for a particular scope (such asadirectory, virtual host, or the
entire server) by setting the CheckSpelling directiveto On.

And, yes, that isthe correct spelling of the module name.

See Also

http://httpd.apache.org/docgmod/mod_spdling.html
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Recipe 5.11 Replacing Text in Requested URL s

Problem

Y ou want to change al occurrences of stringl to string2 in arequest's URI.

Solution

RewriteCond % REQUEST_URI} "stringl"

RewiteRule "(.*)stringl(.*)" "$1string2%$2" [N, PT]
Discussion

The[N] flag tells Apache to rerun the rewrite rule. Thisrulewill get run repeatedly until the RewriteCond fails. Thus,
it will get rerun aslong asthe URL containsthe string that you want to replace. As soon as al occurrences of this
string have been replaced, the RewriteCond will fail, and the rule will sop. The[PT] tells mod_rewrite to passthe
rewritten URL on to the rest of Apache for any additional processing once the rewriting is done.

See Also

Appendix A
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[ TeamLiB]

Recipe 5.12 Rewriting Path Information to CGIl Arguments

Problem

Y ou want to pass arguments as part of the URL but have these components of the URL rewritten as CGlI
QUERY _STRING arguments.

Solution

Thisisjust an example, of course; make appropriate changes to the RewriteRule line to fit your own environment and
needs.

Rewri t eEngi ne on
RewriteRul e A book/ ([~]1*)/([~]*) [/cgi-bin/book.cgi ?aut hor=$1&subj ect =$2 [ PT]
Discussion

One reason you might want or need to do thisisif you're gluing together two legacy systemsthat do thingsin different
wayss, such asaclient gpplication and avendor script.

For example, the RewriteRule in the Solution will cause:
http://Amww.exampl e.com/book/apache/bowen

to be rewritten as.
http://mwww.example.com/cgi-bin/book.cgi ?subj ect=apache& author=bowen

The [PT] flag on the RewriteRule directive instructs A pache to keep processing the URL even after it has been
modified; without the flag, the server would directly try to treet the rewritten URL asafilename, instead of continuing

to the step at which it determinesit'saCGl script. It dso dlows multiple RewriteRule directives to make additiona
refinementsto the URL.

If the URL being rewritten dready has a query string, or might, change the [PT] to [QSA,PT]. The QSA means
"query string add" and will cause the query string generated by the rewrite to be added to the query string in the
origind URL. Without QSA, the origina query string will be replaced.

See Also

http://httpd.gpache.org/docsmod/mod _rewrite.html
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Recipe 5.13 Denying Accessto Unreferred Requests

Problem

Y ou want to prevent other web sites from using your images (or other types of documents) in their pages and alow
your images to be accessed only if they were referred from your own site.

Solution

Put thisin your httpd.conf:

Rewri t eEngi ne On

RewriteCond % HTTP_REFERER} !=""

RewriteCond % HTTP_REFERER} "!“http://nysite.com .*$" [NC
RewriteCond % REQUEST _URI'} "\.(jpg|gif|png)$"

RewiteRule .* - [F]

Discussion

Thisrecipeisaseries of RewriteCond directives, designed to determine whether an imagefileis requested from
within adocument on your Site or if it isembedded in a page from another server. If the the latter, then the other site
is stealing your images and needs to be stopped.

Thefird rule checksto seeif the referer is even set. Some clients don't send areferer, and some browsers can be
configured not to send referers. If we deny requests from all clientsthat don't send areferer, well deny alot of vdid
requests; so we let these onesin.

Next, we check to seeiif the referer appears to be from some site other than our own. If so, we keep going through
the rules. Otherwise, well stop processing the rewrite.

Findly, we check to seeif thisisarequest for animagefile. If thefileisanonimagefile, suchasan HTML file, then
we want to alow peopleto link to these files from somewhere offsite.

If welve reached this point in the ruleset, we know that we have arequest for an image file from within apage on
another web site. The RewriteRule matches arequest and returns Forbidden to the client.

See Also

http://httpd.gpache.org/docsmod/mod _rewrite.html
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Recipe 5.14 Rewriting Based on the Query String

Problem

Y ou want to trandate one URI into another based on the value of the query string.

Solution

Put thisin your httpd.conf:

Rewr it eCond "% QUERY_STRI NG " "Auser=([~=]*)"
RewriteRule "/userdirs" "http://9%. users. exanple.com" [R
Discussion

mod_rewrite does not consider the query string as part of the URI for matching and rewriting purposes, so you need
to treat it separately. The given example trand ates requests of the form:
http://exampl e.com/peopl e?user=jones http://jones.users.example.com/

The[R] tellsmod_rewrite to direct the browser to the URL constructed by the RewriteRule directive.

See Also

http://httpd.apache.org/docsmod/mod_dias.html
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Recipe 5.15 Redirecting All—or Part—of Your Server to SSL

Problem

Y ou want certain parts of your non-SSL web space to be redirected to a secured area.

Solution

Y ou can redirect everything that is attached to port 80 with the following RewriteRule:
Rew i t eCond "% SERVER PORT}" "A80S"
RewriteRule "~(.*)$" "https:// % SERVER_NAVE} $1" [R, L]

Y ou can redirect particular URLsto asecure version:
RewriteRule "~/ normal /secure(/.*)" "https://%HITP_HOST}$1" [R L]

Y ou can check to see whether the HTTPS environment variable is set;
RewriteCond % HTTPS} ! =on
RewriteRule ""~(/secure/.*)" "https:// W HITP_HOST} $1" [R, L]

Or, you can Smply use the Redirect directivein the hitp section of httpd.conf fileto to cause aURL to be served as
HTTPS,

Redirect / https://secure. exanpl e. cont

Make sure that this appears only inin the http scope and not in the https scope, or dl https requests will loop.

Discussion

Thefirgt solution causes al requests that come in on port 80 (normally the unencrypted HT TP port) to be redirected
to the same locations on the current server but accessed through SSL. Note the use of SERVER _NAME; because
thisisacomplete Steredirection, it's Smplest to use the server's official namefor itself.

The directive shown in the second solution causes al portions of the server'sweb space under http:/
myhost/normal/secure to be redirected to the SSL location rooted at https:.//myhost/. Theuseof HTTP_HOST
rather than SERVER_NAME meansthat only the location and the schemein the visitor's browser, not the server
name.

Note that the pathsto the SSL and non-SSL locations differ; if you want the paths to be the same except for the
security, you can use something like the directives given in the third solution.

See Also

http://httpd.gpache.org/docsmod/mod _rewrite.ntml
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Recipe 5.16 Turning Directoriesinto Hosthames

Problem

Y ou want to migrate pathnames under a single hosthame to distinct hostnames.

Solution

Use RewriteRulein httpd.conf:

RewriteRul e "~/ (patha| pathb|pathc)(.*)" "http://$1. exanpl e. con2" [R]
RewriteRule "~ ([~./]*)(.*)" "http://%$1. exanpl e. con$2" [R]

RewiteRule "~ ~([~./]1*)(.*)" "http://$1. exanpl e. con$2" [R]
Discussion

Thefirst recipe redirects requests of the form http://example.com/pathseg/some/file.html to a different host, such as
http: //pathseg.exampl e.comysome/file.ntml, but only for those requestsin which pathseg is patha, pathb, or pathc.

The second recipe does the same thing, except that any top-level path segment is redirected in this manner.

Thethird recipe splitsthe difference, redirecting al "user” requeststo distinct hosts with the same name asthe user.

See Also

http://httpd.gpache.org/docsmod/mod _rewrite.ntml

[ TeamLiB]



http://httpd.apache.org/docs/mod/mod_rewrite.html
http://example.com
http://pathseg.example.com/some/file.html
http://httpd.apache.org/docs/mod/mod_rewrite.html

[ TeamLiB]

Recipe 5.17 Redirecting All Requeststo a Single Host

Problem

Y ou want al requests made of your system to be redirected to a specific host.

Solution

Put thisin your httpd.conf:

Rew it eCond "% HTTP_HOST}" "I A vwwe. exanpl e. cons” [ NC, OR]
Rewrit eCond "% SERVER NAME}" ! ww. exanpl e. cons” [ NC]
RewiteRule "(.*)" "http://ww. exanpl e. con1" [R]
Discussion

Any request handled by your server within the scope of the directivesin the Solution (which aren't directed to the
www.example.com host) isredirected there.

Thetwo different RewriteCond directives are used to catch al requests made by some host other than
www.example.com, regardless of the redirection method.

The NC (No Case) flag makes the regular expression case-insengtive. That is, it makesit match regardless of
whether |etters are upper- or lowercase.

The OR flagisalogica "or," adlowing the two conditions to be strung together so that either one being trueisa
sufficient condition for the ruleto be applied.

Finally, the R flag causes an actual Redirect to beissued, so that the browser will make another request for the
generated URL.

See Also

http://httpd.apache.org/docsmod/mod _rewrite.htm
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Recipe 5.18 Turning Document Namesinto Arguments

Problem

Y ou want to redirect requests for documentsto a CGl script, or other handler, that gets the document names as an
argument.
Solution

Use RewriteRulein httpd.conf:
RewriteRule "~ dir/([~./]*)\.htmd" "/dir/script.cgi ?doc=$1" [ PT]

Discussion

This solution causes dl requestsfor HTML documents in the specified location to be turned into requestsfor a
handler script that receives the document name as an argument in the QUERY _STRING environment varigble.

The PT flag should be included to dlow any appropriate subsequent URL rewriting or manipulation to be performed.

See Also

http://httpd.gpache.org/docsmod/mod _rewrite.html

[ TeamLiB]



http://httpd.apache.org/docs/mod/mod_rewrite.html
http://httpd.apache.org/docs/mod/mod_rewrite.html

[ TeamLiB] [«rrevious]nex



Chapter 6. Security

In this chapter, security means alowing people to see what you want them to see and preventing them from seeing
what you don't want them to see. Additiondly, there are the issues of what measures you need to take on your server
in order to restrict access vianon-Web means. This chapter illustrates the precautions you need to take to protect
your server from malicious access and modification of your web Ste.

The most common questions ask how to protect documents and restrict access. Unfortunately, due to the complexity
of the subject and the nature of the web architecture, these questions tend to also have the most complex answers or
often no convenient answers at dl.

Normal security nomenclature and methodol ogy separate the process of applying access controlsinto two discrete
steps; in the case of the Web, they may be thought of asthe server asking itsalf these questions:

Areyou redly who you claim to be?
Areyou alowed to be here?

These steps are called authentication and authorization, respectively. Herés ared-world example: aflight
attendant checks your photo identification (authentication) and your ticket (authorization) before permitting you to
board an airplane.

Authentication can be broken down into what might be called weak and strong. Weak authentication is based on the
correctness of credentidsthat the end user supplies (which therefore may have been stolen from thered
owner—hence the name "weak"), whereas strong authentication is based on attributes of the request over which the
end user haslittle or no control, and it cannot change from request to request—such asthe | P address of his system.

Although checking authentication and authorization are clearly separate activities, their application getsabit blurred in
the context of the Apache web server modules. Even though the main difference between the many security modules
is how they store the credentias (in afile, adatabase, an LDAP directory, €etc.), they nevertheless have to provide
the code to retrieve the credential s from the store, validate those supplied by the client, and check to seeif the
authenticated user is authorized to access the resource. In other words, thereésalot of functionality duplicated from
module to module, and dthough there are frequently similarities between their behavior and directives, the lack of
shared code means that sometimes they're not quite as Smilar asyou'd hope. This overloading of functionality has
been somewhat addressed in the next version of the web server after 2.0 (dill in development at the time of this

writing).

In addition to the matter of requiring a password to access certain content from the web server, thereisthe larger
issue of securing your server from attacks. Aswith any software, Apache has, at varioustimesin its history, been
susceptible to conditions that would alow an attacker to gain inappropriate control of the hosting server. For
example, they may have been able to access, or modify, filesthat the Ste administrator had not intended to give
accessto, or they may have been able to execute commands on the target server. Thus, it isimportant that you know
what measures need to be taken to ensure that your server is not susceptible to these attacks.
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Recipe 6.1 Using System Account I nformation for Web
Authentication

Problem

Y ou want al the users on your Unixish system to be able to authenticate themsel ves over the Web using their
already-assigned usernames and passwords.

Solution

Set up arelm using mod_auth and name /etc/passwd asthe AuthUserFile:

<Directory "/hone">
Aut hType Basic
Aut hNanme HonmeDir
Aut hUser Fil e /et c/ passwd
Requi re val i d-user
Satisfy Al

</Directory>
Discussion

We mugt gressthat using system account information for web authentication isavery bad idea, unlessyour steis
also secured using SSL. For one thing, any intruder who happens to obtain one of your users credentials not only

can access the protected files over the Web, but can actually log onto your system where it's possible to do
significant damage. For another, web logins don't have the same security controls as most operating systems, over the
Web, an intruder can keep hammering away a a username with password after password without the system taking
any defensgve measures, dl mod_auth will do isrecord a message in the Apache error log.However, most operating
sysemswill enter aparanoid mode and &t least ignore login attempts for awhile after some number of failures.

If you till want to do this, either because you consider the risk acceptable or because it doesn't apply in your
Stuation, the httpd.conf directivesin the Solution will do thetrick. The syntax and order of thefieldsin a credentia
record used by mod_auth happens (and not by accident) to match the standard layout of the /etc/passwd lines.
mod_auth usesasmpletext fileformat in which each line starts with ausername and password and may optionally
contain additiond fields, with the fields delimited by colons. For example:

snith: $apr 1I$GLVWeF/ . . $8hOXRFUpHhBJHpQUdNFe51

mod_auth ignores any additiona fields after the password, which iswhat alows the /etc/passwd file to be used.
Note that the password in the exampleis encrypted.

Y ou can manage Apache mod_auth credentid fileswith the htpasswd utility, but don't usethis utility onthe
Jetc/passwd file! Usethe norma account maintenance toolsfor that.

Note that this technique will not work if shadow passwords are in use, because the password field of /etc/passwd
contains nothing useful in that Situation. Instead, the passwords are stored in the file /etc/shadow, which isreadable
only by root, while Apache runs as an unprivileged user. Furthermore, most modern Unixish operating systems use
the /etc/shadow means of user authentication by default.

See Also
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Recipe 6.2 Setting Up Single-Use Passwor ds

Problem

Y ou want to be able to provide credentiasthat will alow visitorsinto your site only once.

Solution

No solution is available with standard Apache features.

Discussion

Asdescribed in HTTP, Browsers, and Credentids, the concept of being "logged in" to asteisanillusion. In order to
achieve the desired one-time-only effect, the server needs to complete the following steps:

1.

Notethe first time the user successfully presentsvalid credentials.

Somehow, associate that fact with the user's "session.”

Never alow those credentia s to succeed again if the sesson information is different from the first time they
succeeded.

Thelast stepisnot asmpletask, and it isn't acapability provided in the standard Apache distribution. To complicate
matters, there isthe desire to start atimeout once the credentia s have succeeded, so that the user doesn't
authenticate once and then leave his browser session open for days and retain access.

Fulfilling this need would require a custom solution. Unfortunately, we are not aware of any open or public modules
that provide this capability; however, search and watch the module registry for possible third-party implementations.

See Also

Recipe 6.3

http://modul es.gpache.org/
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Recipe 6.3 Expiring Passwords

Problem

Y ou want a user's username and password to expire at aparticular time or after some specificinterval.

Solution

No solution is available with standard Apache fegtures, but afew third-party solutions exist.
Discussion
Refer to HTTP, Browsers, and Credentials. In order for Apache to provide this functionadity, it would need to store

more than just the valid username and password; it would also have to maintain information about the credentias
expiration time. No module provided as part of the stlandard Apache distribution doesthis.

There are severd third-party solutionsto this problem, including the Perl module Apache: : Htpasswd: : Perishable
and the mod_per| handler Apache:: AuthExpire.

There aretwo dightly different waysto look at this problem, which will influence your choice of asolution. Y ou may
want a user's authentication to be timed out after a certain amount of time, or perhaps after a certain period of
inactivity, forcing themto log in again. Or you may want a particular username/password pair to be completely
expired after a certain amount of time, so that it no longer works. The latter might be used instead of asingle-use
password, which isimpractica to implement in HTTP.

Apache: :Htpasswd: : Perishable partidly implementsthe latter interpretation of the problem by adding expiration
information to the password file. Inheriting from the Apache: : Htpasswd module, it adds two additional methods,
expire and extend, which set an expiration date on the password and extend the expiration time, respectively.

For example, the following code will open apassword file and set an expiration date on a particular user entry in that
file
use Apache: : H passwd: : Peri shabl e;

my $pass = Apache:: H passwd: : Peri shabl e- >new( "/ usr /| ocal / apache/ passwor ds/ user. pass")
or die "Could not open password file."

$pass->expire('wal do' ,5); # Set the expiration date 5 days in the future

Such amechanismisonly useful if expired passwords are removed from the password file periodicaly. Thiscan be
accomplished by running thefollowing cron script every day. Thiswill delete those users for whom the expiration

date has passed:

#!/ usr/ bin/ perl
use Apache: : Ht passwd: : Peri shabl e;

ny $password_file = '/usr/local/apache/ passwords/user. pass';

open (F, $password_file) or die "Could not open password file."
ny @isers;
while (ny $user = <F>) {

$user =~ s/A([*:])+: . *$/$1/;


http://modules.apache.org/default.htm
http://search.cpan.org/author/JJHORNER/Apache-AuthExpire/AuthExpire.pm
http://search.cpan.org/author/ALLENDAY/Apache-Htpasswd-Perishable/Perishable.pm
http://modules.apache.org/
http://search.cpan.org/author/JJHORNER/Apache-AuthExpire/AuthExpire.pm
http://search.cpan.org/author/ALLENDAY/Apache-Htpasswd-Perishable/Perishable.pm
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Recipe 6.4 Limiting Upload Size

Problem

With more and more web hosting services alowing customers to upload documents, uploads may becometoo large.
With alittle creativity, you can put alimit on uploads by using the security capabilities of the server.

Solution

Assume you want to put alimit on uploads of ten thousand (10,000) bytes. Here's how you could do that for your
/upload location:
Set Envlf Content-Length "~[1-9][0-9]{4,}" upload_too | arge=1
<Location /upl oad>
Order Deny, Al | ow
Deny from env=upl oad_too_I| arge
Error Docunent 403 /cgi-bin/remp-403-to0-413

</ Locati on>

Y ou can tailor the response by making the /cgi-bin/remap-403-t0-413 script look something likethis:

#! [usr/ 1 ocal / bin/perl
#
# Perl script to turn a 403 error into a 413 IFF
# the forbidden status is because the upl oad was
# too | arge.
#
if (SENV{' upload_too_large'}) {

#

# Consti pati on!

#

print <<EOHT
Status: 413 Request Entity Too Large
Content-type: text/plain; charset=iso-8859-1
Content-length: 84

Sorry, but your upload file exceeds the limts
set forth in our terms and conditions.
ECHT
}
el se {
#
# This is a legitinate "forbidden" error
#
ny $uri = SENV{' REDI RECT_REQUEST _URI ' };
ny $clength = 165 + length(S$uri);
print <<EOHT
Status: 403 For bi dden
Content-type: text/htm; charset=iso-8859-1
Content-length: $clength

<htm >

<head>
<titl e>Forbidden</title>

</ head>

<body>
<h1>For bi dden</ h1>
<p>
You don't have permission to access $uri
on this server
</ p>

~ hadyvr~
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Recipe 6.5 Restricting Images from Being Used Off-Site

Problem

Other dtesarelinking to images on your system, stedling bandwidth from you and incidentally making it appear as
though the images belong to them. Y ou want to ensure that all access to your imagesis from documentsthat are on
your server.

Solution

Add thefollowing linesto the .htaccess file in the directory where the images are, or to the appropriate <Directory>
container in the httpd.conf file. Replace the myserver.com with your domain name:
<FilesMvatch "\.(jpgl|jpeg|gif|png)$">

Set Envl f NoCase Referer "“http:// ([~ ]*\.)?nyserver.com/" |ocal _referrer=1

O der Al l ow, Deny

Al |l ow from env=l ocal _referrer

</ Fi | esivat ch>

Infact, by usng the following recipe, you can even go one step further, and return adifferent image to users
accessing your images viaan off-gte reference:

Set Envl f NoCase Referer "~http://([~]*\.)?nmyserver.comy" |ocal _referrer=1
RewriteRul e “%ENV{I| ocal _referer| !1 /Stol en-100x100. png [L]

Discussion

Thefirgt solution will cause al requests for imagefilesto be refused with a403 Forbidden status unlessthe link
leading to the request wasin one of your own documents. This means that anyone linking to your imagesfroma
different web ste system will get the error instead of the image, because the referer does not match the approved
server name.

Note that this technique can cause problemsfor requests that do not include a Referer request header fidld, such as
people who vidt your Site through an anonymising service or who have their browser configured not to send this
information.

The second solution issimilar to thefirst, except that it substitutes an image of your choice for the one requested,
rather than denying the request. Using the valuesin the Solution, you can construct a Stolen-100x100.png that has
whatever admonitory message or perhapsjust some picture that will deter the visitor from "stealing” your images.

See Also
Recipe 6.21
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Recipe 6.6 Requiring Both Weak and Strong Authentication

Problem

Y ou want to require both weak and strong authentication for a particular resource. For example, you wish to ensure
that the user accesses the site from a particular location and to require that he provides a password.

Solution

Use the Satisfy directive to require both types of authentication:
<Directory /ww/ htdocs/sensitive>

# Enforce all restrictions
Satisfy Al

# Require a password

Aut hType Basic

Aut hNane Sensitive

Aut hUser Fi | e / www passwor ds/ users
Aut hGr oupFi | e / www passwor ds/ gr oups
Require group sal esnen

# Require access froma certain network
Order deny, al | ow

Deny from all

Allow from 192. 168. 1

</ Directory>
Discussion

In thisexample, auser must provide alogin, identifying him as amember of the sdlesmen group, and he must also use
amachine on the 192.168.1 network.

The Satisfy All directive requiresthat all access control measures be enforced for the specified scope. A user
ng the resource from anonmatching |P address will immediately receive a Forbidden error messagein his
browser, while, in the logfile, the following error message islogged:

[Sun May 25 15:31:53 2003] [error] [client 208.32.53.7] client denied by server
configuration: /usr/local/apache/htdocs/index. htn

Userswho arein the required set of 1P addresses, however, receive a password dialog box and are required to
provide avalid username and password.

See Also
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Recipe 6.7 Managing .htpasswd Files

Problem

Y ou wish to create password files for use with Basic HT TP authentication.

Solution

Usethe htpasswd uitility to create your passwordfile, asin Table 6-1.

Table 6-1. Managing password fileswith htpasswd

Command Action

% htpasswd -c user.passwado one new entry for user waldo. Will prompt for
password.

Create anew password file called user.pass with this

0,
%6 htpasswd user.passraph Will prompt for password.

Add an entry for user rdph in password file user.pass.

Add auser ralph to password file user.pass with

0, -
Y htpasswd -b user.pass ral ph mydogspot password mydogspot.

Or, use the Perl module Apache: : Htpasswd to manage thefile programmétically:

use Apache: : Ht passwd;
$pass = new Apache: : H passwd("/usr/ | ocal / apache/ passwor ds/ user. pass") or
die "Coul dn't open password file.";

# Add an entry
$pass- >ht passwd("wal do", "enerson");

# Delete entry
$pass->ht Del et e("wal do");

Discussion

The htpasswd utility, which comeswith Apache, islocated in the bin subdirectory.

i On some third-party distributions of Apache, the htpasswd program has been copied into
adirectory in your path, but ordinarily it will not bein your path; you will either haveto put
it there, or provide the full path to the program in order to run it, such as
/usr/local/apache/bin/htpasswd.

i



http://cpan.org/default.htm
http://search.cpan.org/author/KMELTZ/Apache-Htpasswd/Htpasswd.pm
http://cpan.org/
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Recipe 6.8 Making Password Filesfor Digest Authentication

Problem

Y ou heed to create a password file to be used for Digest authentication.

Solution

Usethefollowing command formsto set up acredentid filefor arealm to be protected by Digest authentication:
% htdigest -¢c "By invitation only" rbowen
% htdigest "By invitation only" krietz

Discussion

Digest authorization, implemented by mod_auth_digest, uses an MD5 hash of the username, password, and
authentication realm to check the credentials of the client. The htdigest utility, which comeswith Apache, cregtes
thesefilesfor you.

The syntax for the command isvery smilar to the syntax for the htpasswd utility, except that you must dso specify
the authentication redlm that the password will be used for. The resulting file contains one line per user, looking
something like thefollowing:

rbowen: By invitation only:23bc21f 78273f 49650d4b8c2e26141a6

Notethat, unlike entriesin the password files created by htpasswd, which can be used anywhere, these passwords
can be used only in the specified authentication realm, because the encrypted hash includes the resaim.

Aswith htpasswd, the -c flag creates anew file, possbly overwriting an existing file. Y ou will be prompted for the
password and then asked to typeit again to verify it.

htdigest does not have any of the additional optionsthat htpasswd does.

See Also
Recipe 6.7
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Recipe 6.9 Relaxing Security in a Subdirectory

Problem

There are times when you might want to gpply atight security blanket over portions of your site, such aswith
something like:
<Directory /usr/local /apache/ htdocs/BoD>

Satisfy Al

Aut hUser Fil e /usr/| ocal / apache/ access/ bod. ht passwd

Require val i d-user

</Directory>

Dueto Apache's scoping rules, this blanket appliesto al documentsin that directory and in any subordinate
subdirectories underneath it. But suppose you want to make a subdirectory, such as BoD/minutes, available without
restriction?

Solution

The Satisfy directiveisthe answer. Add the following to ether the .htaccess filein the subdirectory orinan
gppropriate <Directory> container:

Satisfy Any

O der Deny, Al | ow

Al'l ow from al |

HTTP, Browsers, and Credentials

It iseasy to draw incorrect conclusions about the behavior of the Web; when you have a page displayed
inyour browser, it isnatural to think that you are till connected to that Site. In actudity, however, that's
not the case—once your browser fetches the page from the server, both disconnect and forget about
each other. If you follow alink, or ask for another page from the same server, acompletely new
exchange has begun.

When you think about it, thisisfairly obvious. It would make no sense for your browser to stay
connected to the server while you went off to lunch or home for the day.

Each transaction that is unique and unrelated to othersis caled stateless, and it has a bearing on how
HTTP access control works.

When it comes to password-protected pages, the web server doesn't remember whether you've
accessed them before or not. Down at the HTTP level where the client (browser) and server talk to
each other, the client hasto prove who it isevery time; it'sthe client that remembers your information.

When accessing a protected areafor thefirst timein asession, heré'swhat actualy gets exchanged
between the client and the server:
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Recipe 6.10 Lifting Restrictions Selectively

Problem

Y ou want most documents to be restricted, such as requiring a username and password, but want afew to be
avallableto the public. For example, you may want index.html to be publicly accessible, whilethe rest of thefilesin
the directory require password authentication.

Solution

Usethe Satisfy Any directivein the gppropriate placein your .htaccess or httpd.conf file
<Files index. htm >

Order Deny, Al | ow

Al'low fromall

Satisfy Any
</Fil es>

Discussion

Regardless of what sorts of restrictions you may have on other files, or on the directory asawhole, the <Files>
container in the solution makes the index.html file accessble to everyone without limitation. Satisfy Any tells Apache
that any of the regtrictionsin place may be satisfied, rather than having to enforce any particular one. Inthis case, the
regtriction inforcewill be Allow from all, which permits accessfor dl clients.

Weak and Strong Authentication

The basic Apache security modd for HTTP is based upon the concepts of weak and strong
authentication mechanisms. Wesak mechanisms are those that rely on information volunteered by the
user; strong ones use credentia's obtained without asking him. For instance, a username and password
constitute a set of weak credentials, while the IP address of the user's client systemisregarded asa
strong one.

One difference between the two typesliesin how Apache handles an authentication falure. If invalid
week credentias are presented, the server will respond with a401 Unauthorized status, which alows
the user to try again. In contrast, afailure to authenticate when strong credentials are required will result
in 2403 Forbidden status—for which there is no opportunity to retry.

In addition, strong and weak credentias can be required in combination; thisis controlled by the Satisfy
directive. Thefive possible requirements are:

None. No authentication required.

Only strong credentials are needed.
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Recipe 6.11 Authorizing Using File Owner ship

Problem

Y ou wish to require user authentication based on system file ownership. That is, you want to require that the user that
ownsthe file matches the username that authenticated.

Solution

Usethe Require file-owner directive

<Directory /home/*/public_htm/private>
Aut hType Basic
Aut hNane " MyOmFi | es”
Aut hUser Fi | e / sone/ mast er/ aut hdb
Require fil e-owner

</ Directory>
Discussion

The god hereisto require that username jones must authenticate in order to accessthe
/home/jones/public_html/private directory.

The user does not authenticate againgt the system password file but against the AuthUserFile specified inthe
example. Apache just requires that the name used for authentication matches the name of the owner of thefile or
directory in question. Note d so that thisisafeature of mod_auth and isnot available in other authentication modules.

“+ 4. Thisfeaturewas added in Apache 1.3.22.

[ TeamLiB]
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Recipe 6.12 Storing User Credentialsin a MySQL Database

Problem

Y ou wish to use user and password information in your MySQL database for authenticating users.

Solution

For Apache 1.3, use mod_auth_mysql:

Auth MySQL_Info db_host. exanpl e. com db_user ny_password
Auth_MySQL General DB auth_dat abase_nane

<Directory /ww/ htdocs/ privat e>
Aut hNane "Protected directory"”
Aut hType Basic
require valid-user

</Directory>

For Apache 2.1 and later, use mod_authn_dbi

Aut hnDbi Dri ver Configl nysql

Aut hnDbi Host Confi gl db. exanpl e. com

Aut hnDbi User nane Confi gl db_user name

Aut hnDbi Password Confi gl db_password

Aut hnDbi Nanme Confi gl aut h_dat abase_name

Aut hnDbi Tabl e Confi gl auth_dat abase_tabl e

Aut hnDbi User naneFi el d Configl user _field

Aut hnDbi Passwor dFi el d Confi gl password_field
Aut hnDbi | sActiveField Configl is_active_field

Aut hnDbi ConnM n Configl 3

Aut hnDbi ConnSof t Max Configl 12
Aut hnDbi ConnHar dvax Confi gl 20
Aut hnDbi ConnTTL Confi gl 600

<Directory "/ww/ htdocs/private">
Aut hType Di gest
Aut hNane "Protected directory>
Aut hBasi cProvi der dbi
Aut hnDbi Server Config Configl
Requi re valid-user

</ Directory>
Discussion

There are anumber of modules called mod_auth _mysqgl . The module used in the previous exampleisthe
mod_auth_mysqgl from http://mww.diegonet.com/support/mod_auth mysgl.shtml . For the full explanation of the
database fields that you will need to create, and the additional options that the module affords, you should consult the
documentation on the web ste.

If you are running Apache 2.1 or later, you will want to take advantage of the new authentication framework, and use
themodule mod_authn_dbi, available from http://open.cyanworlds.com/mod authn dhbi/. Dueto the new
authentication APl in Apache 2.1, anumber of things are possible that were not possiblein earlier versions. For
example, asingle module, such as mod_authn_dbi, can be used for either Basic or Digest authentication, by smply
changing the AuthType directive from Basic to Digest. (AuthBasicProvider would aso become
AuthDigestProvider inthe previous example)



http://www.diegonet.com/support/mod_auth_mysql.shtml
http://open.cyanworlds.com/mod_authn_dbi/default.htm
http://www.diegonet.com/support/mod_auth_mysql.shtml
http://open.cyanworlds.com/mod_authn_dbi/default.htm
http://www.diegonet.com/support/mod_auth_mysql.shtml
http://open.cyanworlds.com/mod_authn_dbi/
http://www.diegonet.com/support/mod_auth_mysql.shtml
http://open.cyanworlds.com/mod_authn_dbi/
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Recipe 6.13 Accessing the Authenticated Username

Problem

Y ou want to know the name of the user who has authenticated.

Solution

Conault the environment variadble REMOTE_USER.

In a Server-Side Include (SS)) directive, thismay look like:
Hel | o, user <!--#echo var="REMOTE USER' -->. Thanks for visiting.

Inyour CGI code, it might look like:
ny $username = $ENV{ REMOTE _USER};
Discussion

When auser has authenti cated, the environment variable REMOTE_USER is set to the name with which she
authenticated. Y ou can accessthisvariablein CGI programs, SS directives, PHPfiles, and avariety of other
methods. The vauewill dso appear in your access |og file

Notethat, whileit isthe convention for an authentication module to set this variable, there are reportedly some
third-party authentication modulesthat do not set it, but provide other methods for accessing that information.

See Also
Recipe 6.14
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Recipe 6.14 Obtaining the Password Used to Authenticate

Problem

Y ou want to get the password that the user authenticated with.

Solution

Standard Apache modules do not make thisvaue available. It is, however, available from the Apache API if you
wish to write your own authentication methods.

Inthe Apache 1.3 API, you need to investigatethe ap_get_basic_auth_pw function. Inthe 2.0 AP, look at the
get_basic_auth function.

If you write an authentication handler with mod_per|, you can retrieve the username and password with the
get_username function:
ny ($username, $password) = get_usernane($r);

Discussion

For security reasons, athough the username is available as an environment variable, the password used to
authenticate is not available in any smple manner. The rationae behind thisisthat it would be asmple matter for
unscrupulous individuasto capture passwords so that they could then use them for their own purposes. Thusthe
decision was made to make passwords near to impossible to attain.

The only way to change thisisto rebuild the server from the sources with a particular (strongly discouraged)
compilation flag. Alternately, if you write your own authentication module, you would of course have accessto this
value, asyou would need to verify it in your code.

See Also
Recipe 6.13
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Recipe 6.15 Preventing Brute-For ce Password Attacks

Problem

Y ou want to disable a username when there are repeated falled attempts to authenticate using it, asif it isbeing
attacked by a password-cracker.

Solution

Thereisno way to do thiswith standard A pache authentication modules. The usud approach isto watch your logfile
carefully. Or you can use something like Apache: : BruteWatch to tell you when auser is being attacked:

Per | LogHandl er Apache: : Brut eWat ch

Per | Set Var Brut eDat abase DBI : mysql : brut el og

Per| Set Var Brut eDat aUser user name

Per | Set Var Brut eDat aPassword password

Per | Set Var Brut eMaxTri es 5

Per | Set Var Br ut eMaxTi me 120

Per| Set Var BruteNotify rbonen@xanpl e. com
Discussion

Dueto the gateless nature of HT TP and the fact that users are not, technicaly, "logged in” a al (see HTTP,
Browsers, and Credentials), there is no connection between one authentication attempt and another. Thismakesiit
possible to repeatedly attempt to log in with aparticular username.

Apache: : BruteWatch is one way to watch the logfile and send notification when aparticular account isbeing
targeted for abrute-force password attack. With the configuration shown previoudy, if agiven account fails
authentication 5 timesin 2 minutes, the server administrator will be notified of the situation, so that she can take
appropriate measures, such as blocking the offending address from the site.

See Also

HTTP, Browsars, and Credentials

[ TeamLiB]
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Recipe 6.16 Using Digest Versus Basic Authentication

Problem

Y ou want to understand the distinction between the Basic and Digest authentication methods.

Solution

Use AuthType Basic and the htpasswd tool to control access using Basic authentication. Use AuthType Digest and
the htdigest tool for the Digest method.

Discussion

Basic web authentication is exactly that: primitive and insecure. It works by encoding the user credentialswith a
reversible agorithm (essentialy base-64 encoding) and transmitting the result in plaintext as part of the request
header. Anyone (or anything) that intercepts the transmission can easily crack the encoding of the credentials and use
them later. As a consequence, Basic authentication should only be used in environments where the protected
documents aren't truly sengitive or when thereis no dternative.

In contrast, Digest authenti cation uses amore secure method that is much less susceptible to credentia theft,
spoofing, and replay attacks. The exact details don't matter; the essentid ingredient isthat no username or password
traverses the network in plaintext.

Preparing arealm to use Basic authentication conssts of Smply storing the username/password pair and telling the
server where to find them. The password may or may not be encrypted. The same credentials may be gpplied to any
reslm on the server, or even copied to acompletely different server and used there. They may be stored in avariety
of databases, multiple modules exist for storing Basic credentidsin flat text files, GDBM files, MySQL databases,
LDAP directories, and so on.

Setting up Digest authentication is alittle more involved. For one thing, the credentials are not transportable to other
realms, when you generate them, you specify the rellm to which they apply. For another, the only storage mechanism
currently supported directly by the Apache packageisflat text files; if you want to keep your Digest credentialsin an
LDAP directory or Oracle database, you're going to have to look for third-party modulesto do it or else write one
yoursdf.

In addition to the more complex setup process, Digest authentication currently suffersfrom alack of market
penetration. That is, even though Apache supportsit, not al browsers and other web clients do; so you may end up
having to use Basic authentication smply, because thereé's nothing else available to your users.

See Also

Recipe 6.18
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Recipe 6.17 Accessing Credentials Embedded in URL s

Problem

Y ou know people access your site using URL s with embedded credentias, such as http://user:password@host/, and
you want to extract them from the URL for vaidation or other purposes.

Solution

None; thisis anonissue that is often misunderstood.
Discussion
For nonproxy requests, this doesn't even exist; the browser dissectsthe URL and turnsit into the appropriate request

header fields (i.e., WWW-Authenticate). For proxy requests, who knows?

[ TeamLiB]
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Recipe 6.18 Securing WebDAV

Problem

Y ou want to alow your usersto upload and otherwise manage their web documents with WebDAYV, but without
exposing your server to any additiona security risks.

Solution

Require authentication to use WebDAYV .

<Directory "/ww/ htdocs/dav-test">
Order Al l ow, Deny
Deny from all
Aut hDi gest Fil e /ww/ acl /. ht passwd- dav-t est
Aut hDi gest Domai n / dav-test/
Aut hNanme " DAV access"
Require
Satisfy any
</ Directory>

Discussion

Because WebDAV operations can modify your server's resources and mod_dav runs as part of the server, locations
that are WebDAYV -enabled need to be writable by the user specified in the server's User directive. Thismeansthat
the same location iswritable by any CGI scripts or other modules that run as part of the Apache server. To keep
remote modification operations under control, you should enable access controls for WebDAV -enabled locations. If
you use wesk controls, such as user-level authentication, you should use Digest authentication rather than Basic, as
shown in the Solution.

The contents of the <Directory> container could be put into a dav-test/.htaccess file, aswell. Note that the
authenti cation database (pecified with the AuthDigestFile directive) is not within the server's URI space, and so it
cannot be fetched with abrowser nor with any WebDAYV tools.

Y our authentication database and .htaccess files should not be modifiable by the server user; you don't want them
getting changed by your WebDAYV userd

See Also
Recipe 6.16
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Recipe 6.19 Enabling WebDAV Without Making FilesWritable by
the Web User

Problem

Y ou want to run WebDAYV but don't want to make your document files writable by the Apache server user.
Solution
Run two web servers as different users. The DAV -enabled server, for example, might run as User dav, Group dav,

while the other server, which isresponsible for serving your content, might run as User nobody, Group nobody.
Make the web content writable by the dav user, or the dav group.

%> 4. Remember that only asingle web server can be handling a particular port/IP address
* combinaion. This meansthat your WebDAV -enabled server will have to be using either a
different address, adifferent port, or both than the non-WebDAV server.

=

Discussion

A big security concern with DAYV isthat the content must be modifiable by the web server user for DAV to be able
to update that content. This means that any content can a so be edited by CGI programs, SSl directives, or other
programs running under the web server. While the Apache security guidelines caution againgt having any fileswritable
by the web server user, DAV requiresit.

By running two Apache servers, you can move around thislimitation. The DAV -enabled web server, running on an
aternate port, hasthe User and Group directives set to an aternate user and group, such as:

User dav
G oup dav

which isthe owner of the web content in question. The other web server, which will be responsiblefor serving
content to users, runs as auser who does not have permission to write to any of the documents.

The DAV -enabled web server should be well authenticated, so that only those who are permitted to edit the Site can
access that portion of the server. Y ou should probably also set up this server to be very lightweight, both in the
modulesthat you ingtal aswell asin the number of child processes (or threads) that you run.

Findly, it should be noted that the perchild MPM, under Apache 2.0, supportstheideaof running different virtua
hosts with different user ids, so that this recipe could be accomplished by enabling DAYV just for the one particular
vhost. However, as of thiswriting, the perchild MPM is not working yet.

See Also


http://httpd.apache.org/docs-2.0/mod/mod_dav.html
http://httpd.apache.org/docs-2.0/mod/perchild.html
http://httpd.apache.org/docs-2.0/mod/mod_dav.html
http://httpd.apache.org/docs-2.0/mod/perchild.html
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Recipe 6.20 Restricting Proxy Accessto Certain URLs

Problem

Y ou don't want people using your proxy server to access particular URL s or patterns of URLs (such asMP3 or
Sreaming video files).

Solution

Y ou can block by keyword:
ProxyBlock .rm.ra .np3

Y ou can block by specific backend URLs:

<Directory proxy:http://other-host.org/path>
Order Al l ow, Deny
Deny from all
Satisfy Al

</ Directory>

Or you can block according to regular expression pattern matching:

<Di rectory proxy:*>
Rewri t eEngi ne On
#
# Di sable proxy access to Real novie and audio files
#
RewiteRule "\.(rmra)$" "-" [F,NC
#
# Don't allow anyone to access .nmil sites through us
#
RewriteRule ""a-z]+://[-.a-z0-9]*\.m | ($|/)" "-" [F, NC
</Directory>

Discussion

All of these solutionswill result in aclient that attempts to access a blocked URL receiving a403 Forbidden status
from the server.

Thefirgt solution uses afesture built into the proxy module itsdlf: the ProxyBlock directive. It'ssmple and efficient,
and it catches the results so that future accesses to the same URL are blocked with |ess effort; however, the pattern
matching it can perform is extremely limited and prone to confusion. For instance, if you specify:

ProxyBl ock . m |

the server denies accessto both hittp:/mww.navy.mil/ and http://example.convspec.mil/list.html. Thisis probably not
what was intended!

The second method allows you to impose limitations based on the URL being fetched (or gateway, in the case of a
ProxyPass directive).

The third method, which alows more complex what-to-block patterns to be constructed, is both more flexible and
more powerful, and somewhat less efficient. Use it only when the other methods prove insufficient.


http://www.navy.mil/default.htm
http://httpd.apache.org/docs/mod/mod_proxy.html
http://httpd.apache.org/docs/mod/mod_rewrite.html
http://www.navy.mil/
http://example.com/spec.mil/list.html. 
http://httpd.apache.org/docs/mod/mod_proxy.html
http://httpd.apache.org/docs/mod/mod_rewrite.html
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Recipe 6.21 Protecting Fileswith a Wrapper

Problem

Y ou havefilesto which you want to limit access using some method other than standard web authentication (such as
amembers-only area).

Solution

In httpd.conf, add the following linesto a <Directory> container whose contents should be accessed only through a
script:
Rewri t eEngi ne On

RewriteRule "\.(dlIl]zip|exe)$" protect.php [ NC
RewriteCond % REMOTE_ADDR} "!~ny.servers.ip"

RewriteRule "\.cgi $" protect.php [NC

And an example protect.php that just displaystheloca URI of the document that was requested:
<?php
/ *

* The URL of the document actually requested is in

* $_SERVER ' REQUEST_URI']. Appropriate decisions
* can be made about what to do fromthat.
*/

Header (' Content-type: text/plain');

$body = sprintf("Docunment requested was: %\n", $ SERVER['REQUEST _URI']);
Header (' Content-length: ' . strlen($body));

print $body;

?>

Discussion

In the Situation that prompted this recipe, authentication and authorization were completed using a cookie rather than
the standard mechanisms built into the web protocols. Any request for a document on the site was checked for the
cookie and redirected to thelogin pageif it wasn't found, was expired, or had some other problem causing its vaidity
to be questioned.

Thisisfairly common and straightforward. What is needed in addition to thisisaway to limit accessto files according
to the cookie and ensure that no URL-only request could reach them.

Tothisend, awrapper is created (caled protect.php in the Solution), which isinvoked any time one of the protected
document typesisrequested. After validating the cookie, the protect.php script figures out the name of the file from
the environment variables, determines the content-type from the extension, and opens the file and sends the contents.

Thisisillusrated in the Solution. Any time a document ending in one of the extensions .dll, .zip, .exe, or .cgi is
requested from the scope covered by the mod_rewrite directives, and the request comes from some system other
than the web server system itsdlf (i.e,, from aclient system), the protect.php script will be invoked ingtead. In the
Solution, the script smply displaysthelocal URI of the document that is requested; applying additional access control
or other functiondity is easly developed from the example.

If access control isthe main purpose of the wrapper and the accessis granted, the wrapper needs to send the
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Recipe 6.22 Protecting All Files Except a Subset

Problem

Y ou want to deny all web accessto filesin adirectory, except for those with a particular extension (i.e., adirectory
with HTML filesin it, where you don't want other filesto be accessible).

Solution

UseaFilescontainer in aDirectory container to limit where authentication is required:

<Directory "/usr/local /apache/ htdocs">
Satisfy Al
Order all ow, deny
Deny from all
<Files *.htm >
O der deny, al | ow
Allow fromall
Satisfy Any
</Fil es>
</ Directory>

Discussion

Thismethod can be easily extended to apply to arbitrary filename patterns using shell globa characters. To extend it
to useregular expressionsfor the filename, use the <FilesMatch> directive instead.

See Also

http://httpd.apache.org/docsmod/mod access.html
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Recipe 6.23 Protecting Server Filesfrom Malicious Scripts

Problem

Scripts running on your web server may access, modify, or destroy files located on your web server if they are not
adequately protected. Y ou want to ensure that this cannot happen.

Solution

Ensure that none of your files are writable by the nobody user or the nobody group, and that sensitive filesare not
readable by that user and group:

# find / -user nobody

# find / -group nobody

Discussion

The User and Group directives specify auser and group under whose privileges the web server will run. Theseare
often set to the values of nobody and nobody, respectively, but they can vary in different setups. It is often advisable
to create acompletely new user and group for this purpose, so that thereis no chance that the user has been given
additiond privileges of which you are not aware.

Because everything runs with these privileges, any files or directoriesthat are accessible by this user and/or group will
be accessible from any script running on the server. This meansthat a script running under one virtual host may
possibly modify or delete files contained within another virtud hogt, ether intentiondly or accidentdly, if thosefiles
have permissons making this possible.

Idedlly, no files anywhere on your server should be owned by, or writable by, the server user, unless for the explicit
purpose of being used as a datafile by ascript. And, even for this purposg, it isrecommended that ared database be
used, so that thefileitself cannot be modified by the server user. And if files smply must be writable by the server,
they should definitely not be in some web-accessible location, such as /cgi-biry.

See Also

Recipe 8.12

Recipe 6.24
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Recipe 6.24 Setting Correct File Permissions

Problem

Y ou want to st file permissionsto provide the maximum level of security.
Solution

The bin directory under the ServerRoot should be owned by user root, group root, and have file permissions of 755
(rwxr-xr-x). Files contained therein should a so be owned by root.root and be mode 7565.

Document directories, such as htdocs, cgi-bin, and icons, will have to have permissions set in away that makesthe
most sense for the development mode of your particular web Ste, but under no circumstances should any of these
directories or files contained in them be writable by the web server user.

¥+ 1. Thesolution provided hereis specific to Unixish systems. Users of other operating systems
* should adhereto the principleslaid out here, dthough the actud implementation will vary.

The conf directory should be readable and writable only by root, as should dl the files contained therein.

Theinclude and libexec directories should be readable by everyone, writable by no one.

The logs directory should be owned and writable by root. Y ou may, if you like, permit other usersto read filesin this
directory, asit is often useful for usersto be able to accesstheir logfiles, particularly for troubleshooting purposes.

The man directory should be readable by al users.

Findly, the proxy directory should be owned by and writable by the server user.

*+ 1. Onmog Unixishfile systems, adirectory must have the x bit setin order for thefiles
" thereintobevishble.

Discussion

Y ou should be aware that if you ask 12 people for the correct waysto set file permissions on your Apache server,
you will get adozen different answers. The recommendations here are intended to be as paranoid as possible. You
should fed freeto rd ax these recommendations, based on vour particular view of the world and how much vou trust


http://www.onlamp.com/pub/a/bsd/2000/09/06/FreeBSD_Basics.html
http://www.onlamp.com/pub/a/bsd/2000/09/06/FreeBSD_Basics.html
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Recipe 6.25 Running a Minimal M odule Set

Problem

Y ou want to diminate al modulesthat you don't need in order to reduce the potential exposure to security holes.
What modules do you redly need?

Solution

For Apache 1.3, you can run abare-bones server with just three modules. (Actualy, you can get awvay with not
running any modules at dl, but it is not recommended.)

% ./configure --disabl e-nmodul e=al |l --enabl e-nodul e=dir \

> --enabl e- nodul e=ni ne - - enabl e- nodul e=l og_config \

For Apache 2.0, thisisdightly more complicated, as you must individually disable modules you don't want:

% ./ configure --disabl e-access \

> --di sabl e-auth --disable-charset-lite \

> --di sabl e-include --disable-log-config --disable-env --disabl e-setenvif \
> --di sable-m nme --disabl e-status --disabl e-autoi ndex --disable-asis \

> --disable-cgid --disable-cgi --disable-negotiation --disable-dir \

> --disable-imap --disable-actions --disable-alias --disable-userdir

Note that with 2.0, aswith 1.3, you may wish to enable mod_dir, mod_mime, and mod_log_config, by smply
leaving them off of thislidting.

Discussion

A frequent security recommendation isthat you eiminate everything that you don't need; if you don't need something
and don't useit, then you are likely to overlook security announcements abouit it or forget to configureit securely. The
question that isless frequently answered is exactly what you do and don't need.

A number of Apache package distributions come with everything enabled, and people end up running modul es that
they don't redly need—or perhaps are not even aware that they are running.

Thisrecipeisan attempt to get to the very smalest Apache server possible, reducing it to the minimum set of
modulesthat Apachewill run. That is, if you take any of these out, Apache will not even start up, let done servea
functiond web ste.

Apache 1.3

With Apache 1.3, thisquestion isfairly easy to answer. Weve reduced it to aset of three modules, and, actudly, you
can diminate dl of the modulesif you realy want to, aslong as you're aware of the implications of doing so.

mod_dir isthe module that takes arequest for / and turnsit into arequest for /index.html, or whatever other fileyou
have indicated with the Directorylndex directive as the default document for adirectory. Without this module, users
typing just your hostnameinto their browser will immediately get a404 error, rather than adefault document.
Granted, you could require that users specify ahostname and filenamein their URL, in which case you could
dispense with this modul e requirement. Thiswould, however, make your web sitefairly hard to use.
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Recipe 6.26 Restricting Accessto Files Outside Your Web Root

Problem

Y ou want to make sure that files outside of your web directory are not ble.

Solution

For Unixish sysems:
<Directory />
Order deny, al | ow
Deny from all
Al Il owOverri de None
Opti ons None

</Directory>

For Windows systems:

<Directory C />
O der deny, al | ow
Deny from all
Al Il owOverri de None
Opti ons None

</Directory>

Repest for each drive letter on the system.

Discussion

Good security technique isto deny access to everything, and then selectively permit accesswhereit is needed. By
placing a Deny from all directive on the entire filesystem, you ensure that files cannot be loaded from any part of
your filesystem unless you explicitly permit it, using a Allow from all directive applied to some other <Directory>
section in your configuration.

If you wanted to create an Alias to some other section of your filesystemn, you would need to explicitly permit this
with thefollowing:

Alias /exanple /var/exanple
<Directory /var/exanpl e>

O der all ow, deny

Al'low from all

</ Directory>

See Also

http://httpd.apache.org/docsmod/mod access.html



http://httpd.apache.org/docs/mod/mod_access.html
http://httpd.apache.org/docs/mod/mod_access.html

[TeamLiB] [ rrevious L |



[ TeamLiB] =

Recipe 6.27 Limiting M ethods by User

Problem

Y ou want to adlow some usersto use certain methods but prevent their use by others. For instance, you might want
usersin group A to be able to use both GET and POST but allow everyone eseto use only GET.

Solution

Apply user authentication per method using the Limit directive:
Aut hNane "Restricted Access"

Aut hType Basic

Aut hUser Fil e fil enane

O der Deny, Al | ow

Al low from all

<Limt CET>
Satisfy Any
</Limt>
<Li m t Except GET>
Satisfy Al
Requi re val i d-user
</Limt>
Discussion

It is often desirable to give genera accessto one or more HT TP methods, while restricting others. For example,
while you may wish any user to be ableto GET certain documents, you may wish for only site administrators to
POST data back to those documents.

It isimportant to use the LimitExcept directive, rather than attempting to enumerate all possible methods, asyou're

likely to missone,

See Also

http://httpd.apache.org/docsmod/mod_auth.html

http://httpd.apache.org/docs'mod/mod_access.html

http://httpd.gpache.org/docs/mod/core.html#imit

http://httpd.apache.org/docs/mod/core. html#imitexcept



http://httpd.apache.org/docs/mod/mod_auth.html
http://httpd.apache.org/docs/mod/mod_access.html
http://httpd.apache.org/docs/mod/core.html#limit
http://httpd.apache.org/docs/mod/core.html#limitexcept
http://httpd.apache.org/docs/mod/mod_auth.html
http://httpd.apache.org/docs/mod/mod_access.html
http://httpd.apache.org/docs/mod/core.html#limit
http://httpd.apache.org/docs/mod/core.html#limitexcept
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Recipe 6.28 Restricting Range Requests

Problem

Y ou want to prevent clients from requesting partia downloads of documents within a particular scope, forcing them
to request the entire document instead.

Solution

Y ou can overload ErrorDocument 403 to make it handle range requests. To do this, put the following into the
appropriate <Directory> container in your httpd.conf file or in the directory's .htaccess file

Set Envlf "Range" "." partial _requests
O der Al ow, Deny

Al'l ow from all

Deny from env=partial _requests

Error Docunent 403 /f or bi dden. cgi

Then put the following into afile named forbidden.cgi in your server's DocumentRoot:

#! [usr/bin/perl -w
use strict;
ny $nmessage;
nmy $status_line;
ny $body;
ny $uri = $ENV{' REDI RECT_REQUEST _URI'} || $ENV{' REQUEST_URI'};
ny $range = $ENV{' REDI RECT_HTTP_RANGE' } || S$ENV{' HTTP_RANCE };
i f (defined($range)) {
$body = "You don't have perm ssion to access "
$ENV{ ' REQUEST_URI ' }
"'on this server.\r\n";
$status_line = '403 Forbi dden';

}
el se {
$body = "Range requests disall owed for docunent
$ENV{' REQUEST_URI ' }
"toAr\n";
$status_line = '416 Range request not pernitted';
}

print "Status: $status_line\r\n"
"Content-type: text/plain;charset=i so-8859-1\r\n"
"Content-length: " . length($body) . "\r\n"
"\r\n"
$body;

exit(0);

Or use mod_rewrite to catch requests with a Range header. To do this, put the following into the appropriate
<Directory> container inyour httpd.conf file or in the directory’s .htaccess file

Rewri t eEngi ne On
RewriteCond "% HTTP: RANGE}" "."

RewiteRule "(.*)" "/range-disal l owed. cgi " [L, PT]

Then put the following into afile named range-disallowed.cgi in your server's DocumentRoot :
#!' [usr/bin/perl -w

use strict;

ny $nessage = "Range requests disallowed for docunent '"
$ENV{ ' REQUEST _URI ' }
"toAr\n";

print "Status: 416 Range request not permtted\r\n"
"Content-tvpe: text/pl ain charset=i so-8859-1\r\n"


http://httpd.apache.org/docs/mod/mod_setenvif.html
http://httpd.apache.org/docs/mod/mod_access.html
http://httpd.apache.org/docs/mod/mod_rewrite.html
http://httpd.apache.org/docs/mod/mod_setenvif.html
http://httpd.apache.org/docs/mod/mod_access.html
http://httpd.apache.org/docs/mod/mod_rewrite.html
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Chapter 7. SSL

Secure Socket Layers (SSL) isthe standard way to implement secure web sites. By encrypting the traffic between
the server and the client, which iswhat SSL does, that content is protected from athird party listening to the traffic
going past.

The exact mechanism by which this encryption is accomplished is discussed extensively in the SSL specification,
which you can read a http://wp.netscape.com/eng/ss 3/. For amore user-friendly discussion of SSL, we recommend
looking through the mod_ssl manud, which you canfind at http:/Aww.modss.org/docs/2.8/index.html. This
document discusses not only the specific details of setting up mod_sdl, but aso covers the general theory behind SSL
it and has picturesillugtrating the concepts.

In this chapter, we talk about some of the common things that you might want to do with your secure server,
including how to ingdll it.

[ TeamLiB]
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Recipe 7.1 Installing SSL

Problem

Youwant to ingtall SSL. on your Apache server.

Solution

The solutionsto this problem fall into several categories, depending on how you ingtalled Apachein thefirst place (or
whether you are willing to rebuild Apacheto get SSL).

If you ingtalled abinary distribution of Apache, your best bet isto return to the place from which you acquired that
binary distribution, and try to find the necessary filesfor adding SSL toit.

If you built Apache yoursdlf from source, then the solution will depend on whether you are running Apache 1.3 or
Apache 2.0.

In Apache 1.3, SSL is an add-on module, which you must acquire and ingtdl from a different location than that from
where you obtained Apache. There aretwo main choices available: mod_sd (http://www.modsd.org/) and
Apache-SSL (http://mww.apache-sd.org/); the ingtdlation procedure will vary somewhat depending on which one of
these you choose.

If you are building Apache 2.0 from source, the Situation is somewhat Smpler; just add —enable-sd to the
Jconfigure arguments when you build Apacheto include SSL as one of the built-in modules.

Conault Chapter 1 and Chapter 2 for more information on ingtaling third-party modules, particularly if you have
ingalled a binary distribution of Apache rather than building it yourself from the source code.

If you are attempting to install SSL. on Apache for Windows, thereisadiscussion of thisin the Compiling on
Windows document, which you can find a http://httpd.apache.org/docs-2.0/platform/win_compiling.html for Apache
2.0. Or, if you are usng Apache 1.3 on Windows and wish to ingtall SSL, you should consult thefile
INSTALL.Win32, which comeswith the SSL distribution, or look at the HowTo at
http://tud.at/programm/apache-sd-win32-howto.php3.

Findly, note that the Apache SSL. modules are an interface between Apache and the OpenSSL libraries, which you
must ingtd | before any of this can work. Y ou can obtain the OpenSSL libraries from http://www.opensd.org/.
Although you may areaedy havethese librariesingtalled on your server, it isrecommended that you obtain the |atest
verson of the libraries to have the most recent security patches and to protect yourself from exploits.

Discussion

So, why isthis so complicated? Wdll, there are avariety of reasons, most of which revolve around the legdlity of
encryption. For along time, encryption has been arestricted technology in the U.S.. Since Apacheis primarily based
out of the U.S,, thereisagreat dedl of caution regarding distributing encryption technology with the package. Even


http://www.modssl.org/default.htm
http://www.apache-ssl.org/default.htm
http://httpd.apache.org/docs-2.0/platform/win_compiling.html
http://tud.at/programm/apache-ssl-win32-howto.php3
http://www.openssl.org/default.htm
http://httpd.apache.org/docs-2.0/platform/win_compiling.html
http://tud.at/programm/apache-ssl-win32-howto.php3
http://www.openssl.org/default.htm
http://www.modssl.org/default.htm
http://www.apache-ssl.org/default.htm
http://www.modssl.org/
http://www.apache-ssl.org/
http://httpd.apache.org/docs-2.0/platform/win_compiling.html
http://tud.at/programm/apache-ssl-win32-howto.php3
http://www.openssl.org/
http://httpd.apache.org/docs-2.0/platform/win_compiling.html
http://tud.at/programm/apache-ssl-win32-howto.php3
http://www.openssl.org/
http://www.modssl.org/
http://www.apache-ssl.org/
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Recipe 7.2 Generating SSL Certificates

Problem

Y ou want to generate certificatesto use on your SSL server.

Solution

Usethe openss command-line program that comes with OpenSSL:
% openssl genrsa -out hostnane. key 1024
% openssl req -new -key hostnane. key -out hostnane. csr

At this point, you can either send your Certificate Signing Request (CSR) off to one of the certificate authority
companies, such as Thawte or Entrugt, for them to Sign, or, if you prefer, you can sign the key yoursdlf:
% openssl x509 -req -days 365 -in hostnane.csr -signkey hostnane. key

-out hostnane.crt

Then move these filesto your Apache server's configuration directory, such as /www/conf/, and then add the
following linesinyour httpd.conf configurationfile:

SSLCertificateFile /ww/ conf/hostnane. crt

SSLCertificateKeyFil e /ww conf/host nane. key

Discussion

The SSL certificate isacentra part of the SSL. conversation and is required before you can run a secure server.
Thus, generating the certificate is a necessary first step to configuring your secure serve.

Generating the key isamultistep process, but it isfairly smple.

Generating the private key

Inthefirst step, we generate the private key. SSL isa private/public key encryption system, with the private key
residing on the server and the public key going out with each connection to the server and encrypting data sent back
tothe server.

Thefirst argument passed to the opensd program tells opensd that we want to generate an RSA key (genrsa),
which isan encryption agorithm that al mgor browsers support.

The next argument gives openss something to use as the source of randomness. The -rand flag will accept one or
more filenames, which will be used as akey for the random number generator. If no -rand argument is provided,
OpenSSL will attempt to use /dev/urandom by default if that exigts, and it will try /dev/irandom if /dev/urandom
doesnot exigt. It isimportant to have agood source of randomnessin order for the encryption to be secure. If your
system has neither /dev/urandom nor /dev/random, you should consider ingtalling arandom number generator, such
as egd. You can find out more information about this on the OpenSSL. web ste at

http://Amww.opensd .org/docs/crypto/RAND _egd.html.

The -out argument specifies the name of the key file that we will generate. Thisfile will be created in the directory in


http://www.openssl.org/docs/crypto/RAND_egd.html
http://www.openssl.org/docs/apps/CA.pl.html
http://www.openssl.org/docs/crypto/RAND_egd.html
http://www.openssl.org/docs/apps/CA.pl.html
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Recipe 7.3 Generating a Trusted CA

Problem

Y ou want to generate SSL. keysthat browserswill accept without awarning message.

Solution

Issuethe following commands:

% CA. pl -newca
% CA. pl -new eq
% CA. pl -signreq
% CA. pl -pkcsi12

Discussion

Recipe 7.2 discusses the lengthy steps that are required to create keys and sign them. Fortunately, OpenSSL comes
with a script to automate much of this process, so that you don't have to remember al of those arguments. This
seript, caled CA.pl, islocated where your SSL libraries are ingtalled, for example, /usr/share/sd/misc/CA.pl.

Thelinesin the Solution hide a certain amount of detail, asyou will be asked anumber of questionsin the process of
creating the key and the certificate. Note also that you will probably need to bein the directory where this script lives
to get successful results from thisrecipe.

If you want to omit the passphrase on the certificate so that you don't have to provide the passphrase each time you
start up the server, use -newreg-nodes rather than -newreq when generating the certificate request.

After running this sequence of commands, you can generate more certificates by repeating the -newreq and -signreq
commands.

Having run these commands, you will have generated anumber of files. Thefile newcert.pem isthefile you specify in
your SS_CertificateFile directive, thefile newreg.pem isyour SS_CertificateKeyFile, and thefile
demoCA/cacert.pem isthe CA certificate file, which will need to be imported into your users browsers (for some
browsers) so that they can automaticaly trust certificates sgned by this CA. And, findly, newcert.p12 servesthe
same purpose as demoCA/cacert.pem for certain other browsers.

Importingthe CA

If your users are using Internet Explorer, you need to create aspecid file for them to import. Use the following
command:

openssl X509 -denoCA/ cacert.pem -out cacert.crt -outform DER

Then you can send them the cacert.crt file

Clicking on that filewill launch the SSL certificate wizard and guide the user through ingtdling the CA certificate into
their browser.


http://www.openssl.org/docs/apps/CA.pl.html
http://www.openssl.org/docs/apps/CA.pl.html
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Recipe 7.4 Serving a Portion of Your Sitevia SSL

Problem

Y ou want to have a certain portion of your Steavailable viaSSL exclusvely.

Solution

Thisisdone by making changesto your httpd.conf file

For Apache 1.3, add aline such asthefollowing:
Redirect /secure/ https://secure.donain.con secure/

For Apache 2.0

<Directory /ww/ secure>
SSLRequi r eSSL

</Directory>

Or, with mod_rewrite:

Rewri t eEngi ne On
RewriteCond % HTTPS} !=on

RewiteRule ~/(.*) https://% SERVER NAME}/ $1 [R, L]
Discussion

It is perhaps best to think of your site's normal pages and its SSL-protected pages as being handled by two separate
sarvers, rather than one. While they may point to the same content, they run on different ports, are configured
differently, and, most importantly, the browser considers them to be completely separate servers. So you should too.

Don't think of enabling SSL for aparticular directory; rather, you should think of it asredirecting requests for one
directory to another.

Note that the Redirect directive preserves path information, which meansthat if arequest is made for
/secure/something.html, then the redirect will be to https:.//secure.domain.com/secure/something.html.

Be careful where you put this directive. Make sure that you only put itinthe HTTP (non-SSL) virtua host
declaration. Putting it in the globa section of the config file may causelooping, asthe new URL will match the
Redirect requirement and get redirected itself.

Findly, note that if you want the entire Site to be available only viaSSL., you can accomplish thisby smply redirecting
al URLSs, rather than aparticular directory:
Redirect / https://secure.donain. com

Again, be sureto put that insde the non-SSL virtua host declaration.

Y ou will see various solutions proposed for this Situation using RedirectMatch or various RewriteRule directives.
There are acneci al cracee wharathic ic nececcanyy hi it in Mmoot ~racee the amnl e anl i ition offered hera worlkee i1 ik fine


http://httpd.apache.org/docs-2.0/mod/mod_ssl.html
http://httpd.apache.org/docs/mod/mod_alias.html
http://httpd.apache.org/docs/mod/mod_rewrite.html
http://httpd.apache.org/docs-2.0/mod/mod_ssl.html
http://httpd.apache.org/docs/mod/mod_alias.html
http://httpd.apache.org/docs/mod/mod_rewrite.html
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Recipe 7.5 Authenticating with Client Certificates

Problem

Y ou want to use client certificates to authenticate accessto your Site.

Solution

Add thefollowing mod_sd directivesto your httpd.conf file

SSLverifydient require
SSLVerifyDepth 1

SSLCACertificateFile conf/ssl.crt/ca.crt
Discussion

If you happen to be lucky enough to have asmall, closed user community, such asan intranet, or aweb stefor a
group of friendsor family, it is possibleto digtribute client certificates so that each user can identify himself.

Create client certificates, sgning them with your CA certificate file, and then specify the location of this CA certificate
fileusng the CACertificateFile directive, as shown above.

See Also
Recipe 7.2

http://httpd.apache.org/docs-2.0/mod/mod sd.html
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Chapter 8. Dynamic Content

CGIl programs are one of the simplest ways to provide dynamic content for your web site. They tend to be easy to
write, because you can write them in any language. Thus, you don't have to learn anew language to write CGI
programs.

Other dynamic content providers, such as PHP and mod_perl, so enjoy agreat dedl of popularity, because they
provide many of the same functions as CGI programs but typically execute faster.

Very few web stes can survive without some mechanism for providing dynamic content—content that is generated in
response to the needs of the user. The recipesin this chapter guide you through enabling various mechanisms for
producing this dynamic content and hel p you troubleshoot possible problems that may occur.
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Recipe 8.1 Enabling a CGI Directory

Problem

Y ou want to designate a directory that contains only CGI scripts.

Solution

Add thefallowing to your httpd.conf file
ScriptAias /cgi-bin/ /ww cgi-bin/
Discussion

A CGl directory will usudly be designated and enabled in your default configuration file when you ingtal Apache.
However, if you want to add additiona directories where CGI programs are permitted, the ScriptAlias directive
doesthisfor you. Y ou may have asmany ScriptAlias'ed directories as you want.

The oneline previoudy introduced is equivalent to these directivelines.
Alias /cgi-bin/ /ww/ cgi-bin/

<Location /cgi-bin/>
Opti ons ExecCd
Set Handl er cgi-script

</ Locati on>

= Note that URL s that map to the directory in question via some other mechanism, such as
another Alias or a RewriteRule, will not benefit from the ScriptAlias setting, asthis
mapping isby URL (<Location>), not by directory. Asaresult, accessng the scriptsin this
directory through some other URL path may result in their code being displayed rather than
the script being executed.
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Recipe 8.2 Enabling CGI Scriptsin Non-ScriptAliased Directories

Problem

Y ou want to put a CGI program in adirectory that contains non-CGIl documents.

Solution

Use AddHandler to map the CGI handler to the particular files that you want to be executed:

<Directory "/foo">

Opti ons +ExecCd

AddHandl er cgi-script .cgi .py .pl
</Directory>

Discussion

Enabling CGI execution viathe ScriptAlias directiveis preferred, for anumber of reasons, over permitting CGlI
execution in arbitrary document directories. The primary reason is security auditing. It is much easier to audit your
CGl programsif you know where they are, and soring them all in asingle directory ensuresthat.

However, there are cases where it is desirable to have this functionality. For example, you may want to keep severd
files together in one directory—some of them static documents, and some of them scripts—because they are part of
asngle gpplication.

Using the AddHandler directive maps certain file extensgonsto the cgi-script handler so they can be executed as
CGIl programs. In the case of the aforementioned example, programswith a .cgi, .py, or .pl fileextensonwill be
treated as CGlI programs, while dl other documentsin the directory will be served up with their usuad MIME type.

Note that the + ExecCGI argument is provided to the Options directive, rather than the ExecCGIl argument—that is,
with the + sign rather than without. Using the + sign adds this option to any others dready in place, whereas using the
option without the + sign will replace the exigting list of options. Y ou should use the argument without the + sign if you
intend to have only CGlI programsin the directory, and with the + sign if you intend to also serve non-CGl
documents out of the same directory.

See Also
Recipe 8.1




[ TeamLiB] [«rrevious]nex



Recipe 8.3 Using Windows File Extensionsto Launch CGI Programs

Problem

Y ou want to have CGI programs on Windows executed by the program associated with the file extension. For
example, you want .pl filesto be executed by perl.exe without having to changethe # lineto point a the right
location.

Solution

Add thefollowing lineto your httpd.conf file
ScriptlnterpreterSource registry
Discussion

Since Apache hasits rootsin the Unixish world, there are anumber of things that are done the Unixish way, even on
Microsoft Windows. CGI execution is one of these things, but the Scriptlnter preter Sour ce directive dlowsyou to
have Apache behave more in the way that Windows users are accustomed to.

Usudly, on Windows, afiletypeisindicated by the file extenson. For example, afile named example.pl is
associated with the Perl executable; when auser clicks on thisfilein thefile explorer, Perl isinvoked to execute this
script. Thisassociation is created when you ingtd| a particular program, such as Perl or MSWord, and the
asociation is stored in the Windows registry.

On Unixish systems, on the other hand, most scripts contain the location of their interpreter in thefirgt line of thefile,
which gtartswith the characters#. Thislineis often caled the shebang line (short for sharp bang, which arethe
shorthand names for the two characters).

For example, aPerl program might start with theline:
#!/usr/bin/ perl

The shell running the script looksin thisfirgt line and uses the program at the indicated path to interpret and execute

the script. Inthisway, fileswith arbitrary file extensons (or no extenson at dl) may beinvoked with any interpreter

desired. In the case of Perl, for example, one might have severa versions of Perl ingtaled, and the particular version
desired may beinvoked by using the appropriate # line.

However, you may be accustomed to the operating system's innate way of executing a program, and this can be
somewhat nonintuitive. Thus, in the early days of Apache on Windows, the Scriptlnter preter Sour ce directive was
added to make A pache behave the way that Windows users expected.

Scriptlnterpreter Source may have one of two vaues. When st to the default value, script, Apachewill look inthe
script itsalf for the location of the interpreter that it isto use. Whenitis set to registry, it will 1ook in the Windows
registry for the mapping that is associated with the fil€'s extension and use thisto execute the script.

Thisfeature can be very useful for users who are running multiple servers, some on Unixish operating systems and
others on Windows, but who want the same CGI programs to run both places. Because Perl isunlikely to be located
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Recipe 8.4 Using Extensionsto | dentify CGI Scripts

Problem

Y ou want Apache to know that al files with aparticular extenson should be treated as CGI scripts.

Solution

Add thefollowing to your httpd.conf filein ascope covering the areas where it should apply, or in an .htaccessfile
for the appropriate directory:
AddHandl er cgi-script .cgi

Discussion

The AddHandler directive shown in this solution tells Apache that any filesthat have a .cgi extension should be
treated as CGI scripts, and it should try to execute them rather than treat them as content to be sent.

The directive only affects fileswith that extension in the same scope asthe directiveitsaf. Y ou may replacethe
common .cgi extension with another, or even with alist of space-separated extensons.

Note the use of the term extension rather than suffix; afile named foo.cgi.en istrested asa CGl script unlessa
handler with the .en extenson overridesit.

See Also
Recipe 8.2
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Recipe 8.5 Testing That CGl Is Set Up Correctly

Problem

Y ou want to test that you have CGI enabled correctly. Alternatively, you are receiving an error message when you
try to run your CGlI script and you want to ensure the problem doesn't liein the web server before you try to find a
problem in the script.

Solution

#!' [usr/ bin/ perl

print "Content-type: text/plain\ir\n\ir\n"
print "lIt's working.\n";

And then, if things are till not working, look in the error log.

Discussion

Because Perl islikdy to beingalled on any Unixish system, this CGI program should be a pretty safe way to test that
CGil isconfigured correctly. In the event that you do not have Perl installed, an equivaent shell program may be
substituted:

#! [/ bin/sh
echo Content-type: text/plain
echo

echo It\'s working.

And, if you are running Apache on Windows, so that neither of the above options worksfor you, you could also try
thiswith abatch file:

echo off
echo Content-type: text/plain
echo.

echo It's working.

Make sure that you copy the program code exactly, with al the right punctuation, dashes, etc., so that you don't
introduce additional complexity by having to troubleshoot the program itsdlf.

In either case, once the program isworking, you should see something like the following screen capture (see Figure
8-1).

Figure8-1. Your CGlI program worked

File Edit Yiew Go Bookmarks Tools Window Help
|:-' - "i 1 | A httpaloealhost/egibin/example. egi J I:l

It'e working.

[T [ &

Theideahereisto start with the smplest possible CGI program to ensure that problems are not caused by other
complexitiesin your code. We want to ensure that CGl is configured properly, not to verify the correctness of a
particular CGI program.



[TeamLiB] [ rrevious L |



[ TeamLiB] [«rrevious]nex



Recipe 8.6 Reading Form Parameters

Problem

Y ou want your CGlI program to read values from formsfor use in your program.

Solution

Firg, look at an examplein Perl, which uses the popular CGI.pm module:

#!/ usr/ bin/ perl
use Cd;

use strict;

use war ni ngs;

ny $query = CA - >new,

# Load the various form paraneters
ny $nanme = $f or m >paran( " name");

# Multi-value select lists will return a |ist
ny @oods = $form >paran("favorite_foods");

# Qut put useful stuff
print "Content-type: text/htm\n\n";
print "Name: " . $form>{nane} . "n";
print "Favorite foods: <ul>";
foreach ny $food (@oods) {

print "<li>$food</li>";
}

print "</ul>\n";

Next, ook at the same program in C, which usesthe cgic Clibrary:

#i ncl ude "cgic. h"
/* Boutell.coms cgic library */

int cgiMain( ) {
char nane[ 100];

/* Send content type */
cgi Header Cont ent Type("text/htm ");

/* Load a particular variable */

cgi For 5t ri ngNoNew i nes("nanme", name, 100);
fprintf(cgi Qut, "Name: ");

cgi Ht m Escape( nane);

return O;

}

For thisexample, you will so need a Makefile, which looks something likethis:
CFLAGS=-g -Wal |

CC=gcc

AR=ar

LIBS=-L./ -lcgic

libcgic.a: cgic.o cgic.h
rm-f libcgic.a
$(AR) rc libcgic.a cgic.o


http://boutell.com/default.htm
http://search.cpan.org/author/LDS/CGI.pm/CGI.pm
http://www.boutell.com/cgic/default.htm
http://boutell.com/
http://search.cpan.org/author/LDS/CGI.pm/CGI.pm
http://www.boutell.com/cgic/
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Recipe 8.7 Invoking a CGIl Program for Certain Content Types

Problem

Y ou want to invoke a CGI program to act asasort of content filter for certain document types. For example, a
photographer may wish to create a custom handler to add awatermark to photographs served from hisweb site.

Solution

Usethe Action directive to create acustom handler, which will beimplemented by a CGI program. Then usethe
AddHandler directiveto associate aparticular file extenson with this handler:

Action watermark /cgi-bin/waternmark. cgi

AddHandl er watermark .gif .jpg

Discussion
Thisrecipe creastes awatermark handler that is called whenever a .gif or .jpg fileisrequested.

A CGlI program, water mark.cgi, takes the image file asinput and attaches the watermark image on top of the
photograph. The path to theimagefile that was originally requested in the URL isavailablein the
PATH_TRANSLATED environment variable, and the program needsto load that file, make the necessary
modifications, and send the resulting content to the client, long with the appropriate HT TP heaeders.

Note that thereisno way to circumvent this measure, asthe CGI program will be called for any .gif or .jpg filethet is
requested.

This same technique may be used to attach a header or footer to HTML pagesin an automatic way, without having
to add any kind of SSI directive to thefiles. This can be extremdly inefficient, asit requiresthat a CGl program be
launched, which can be avery dow process. It is, however, connstructive to see how it isdone. What followsisa
very smpleimplementation of such afooter script:

#!' [ usr/ bin/ perl

print "Content-type: text/htm\r\n\r\n";
ny $file = $ENV{ PATH TRANSLATED} ;

open FILE, "$file";
print while <FILE>;
cl ose FI LE;

print qg~

<p>
FOOTER GOES HERE

Therequested file, located at PATH_TRANSLATED, isread in and printed out, unmodified. Then, a theend of it,
afew additiond lines of footer are output. A smilar technique might be used to filter the contents of the page itself.
With Apache 2.0, this may be better accomplished with mod_ext_filter.

See Also
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Recipe 8.8 Getting SSIsto Work

Problem

Y ou want to enable Server-Side Includes (SSIs) to make your HTML documents more dynamic.

Solution

Thereare at least two different ways of doing this.

Specify which filesare to be parsed by using afilename extension such as .shtml . For Apache 1.3, add the following
directivesto your httpd.conf in the appropriate scope:

<Directory /ww/ ht m / exanpl e>
Opti ons +I ncl udes
AddHandl er server-parsed .shtm
AddType "text/htm ; charset=l SO 8859-1" .shtnl

</ Directory>

Or, for Apache 2.0:

<Directory /ww htm /exanpl e>
Opti ons +I ncl udes
AddType text/htm .shtnl
AddFi | ter | NCLUDES . shtni

</Directory>

Add the XBitHack directive to the appropriate scopein your httpd.conf file and alow thefile permissonstoindicate
which filesareto be parsed for SS directives:

XBi t Hack On

Discussion

SSlIs provide away to add dynamic content to an HTML page viaavariety of smpletags. Thisfunctionality is
implemented by the mod_include module, which is documented a

http://httpd.apache.org/docgmod/mod include.html. Thereis aso a howto-style document available at
http://httpd.gpache.org/docs’howto/ss.html .

Thefirgt solution provided heretdls Apacheto parse dl .shtml filesfor SSI directives. So, to test that the solution
has been effective, create afile called something.shtml, and put thefollowing lineinit:
File last nodified at '<!--#echo "LAST _MODI FI ED"' -->'.

W 4. Note the space between the last argument and the closing "-->". This spaceis surprisingly
% important; many SS failures can betraced to its omission.

Accessing this document viayour server should result in the page displaying the date and time when you modified (or
created) thefile.

1fvimuiwndh +A ARl A CCle ik AA nAF wwnndhh £+ narmit t avoeacs fiarn AF O e~rrinde Ar Athoar Ao asnde 1 nAa tha Havoas


http://httpd.apache.org/docs/mod/mod_include.html
http://httpd.apache.org/docs/howto/ssi.html
http://httpd.apache.org/docs/mod/mod_include.html
http://httpd.apache.org/docs/howto/ssi.html
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Recipe 8.9 Displaying Last M odified Date

Problem

Y ou want your web page to indicate when it was last modified but not have to update the date every time.

Solution

Use SSI processing by putting alinein the HTML file for which you want the information displayed:
<--#config tinefnm="98 %, W' -->

This docunent was |l ast nodified on <!--#echo var="LAST MDD FI ED' -->
Discussion

The config SSl directive dlows you to configure afew settings governing SSI output formats. In this case, we're
using it to configure the format in which date/time information is output. The default format for date output is
04-Dec-2037 19:58:15 EST which is not the most user-friendly message. The recipe provided changesthisto the
dightly more readable format December 4, 2002. If you want another output formet, the timefmt attribute can take
any argument accepted by the C strftime(3) function.

See Also
Recipe 8.8

The strftime(3) documentation
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Recipe 8.10 Including a Standard Header

Problem

Y ou want to include a header (or footer) in each of your HTML documents.

Solution

Use SSl by inserting alinein dl your parsed files:
<--#include virtual ="/incl ude/ headers. htm" -->
Discussion

By using the SSI include directive, you can have asingle header file that can be used throughout your web sSite.
When your header needs to be modified, you can make this change in one place and have it go into effect
immediately across your whole site.

The argument to the virtual attributeisaloca URI and subject to all normd Alias, ScriptAlias, RewriteRule, and
other commands, which meansthat:
<--#include virtual ="/index.htm" -->

will includethefilefrom your DocumentRoot, and:
<--#include virtual ="/cgi-bin/foo" -->

will include the output from the foo script in your server's ScriptAlias directory.

If the argument doesn't begin with a/ character, it'streated as being relative to the location of the document using the
#include directive.

T+ 4. Beawarethat URIs passed to #include virtual may not beginwith ../, nor may they refer

¥ tofull URLs such as http://example.com/foo.html. Documentsincluded using relaive syntax
(i.e., those not beginning with /) may only bein the samelocation astheincluding file, or in
some sublocation undernesth it. Server processing of the URI may result in the actud
included document being located somewhere else, but the restrictions on the #include
virtual SSI command syntax permit only same-location or descendent-location URIs.

See Also
Recipe 8.7


http://example.com/foo.html. 
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Recipe 8.11 Including the Output of a CGI Program

Problem

Y ou want to have the output of a CGI program appear within the body of an existing HTML document.

Solution

Use SSIs by adding aline such asthe following to the document (which must be enabled for SSI parsing):
<--#include virtual ="/cgi-bin/content.cgi" -->

Discussion

The SSl #include directive, in addition to being able to include aplain file, can dso include other dynamic content,
such as CGI programs, other SSI documents, or content generated by any other method.

The #exec SSl directive may aso be used to produce this effect, but for avariety of historical and security-related
reasons, its useis deprecated. The #include directive isthe preferred way to produce this effect.

Note that Options IncludeNoExec, in addition to disabling the #exec SSl directive, dso forbidsthe incluson of CGlI
programs using the #include virtual syntax. Thus, this method cannot be used to circumvent the regtriction.

See Also
Recipe 8.8
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Recipe 8.12 Running CGI Scriptsasa Different User with suexec

Problem

Y ou want to have CGI programs executed by some user other than nobody. For example, you may have a database
that is not accessible to anyone except a particular user, so the server needs to temporarily assume that user'sidentity
to accessit.

Solution

When building Apache, enable suexec by passng the —enabl e-suexec argument to configure.

Then, inavirtua host section, specify which user and group you'd like to use to run CGI programs.
User rbowen
Group users

Also, suexec will beinvoked for any CGI programs run out of username-type URLsfor the affected virtua host.
Discussion
The suexec wrapper isasuid (runsasthe user ID of the user that ownsthefile) program that alowsyou to run CGI

programs as any user you specify, rather than as the nobody user which Apache runs as. suexec isastandard part of
Apache and is enabled by defauilt.

“+ 4. Thesuexec concept does not fit well into the Windows environment, and so suexec is not
o available under Windows.

When suexec isingtdled, there are two different ways that it can be invoked, as shown in the Solution.

A User and Group directive may be specified ina VirtualHost container, and al CGI programs executed within the
context of that virtual host are executed as that user and group. Note that this only appliesto CGI programs.
Documents are sill accessed asthe user and group specified in the User and Group directivesin themain server
configuration, not those in the virtual host, and need to be readable by that user and group.

Second, any CGI program run out of a UserDir directory isrun with the permissions of the owner of that directory.
That is, if aCGI program is accessed viathe URL http://example.com/~rbowen/cgi-bin/test.cgi, then that program
will be executed, via suexec, with auserid of rbowen, and agroupid of rbowen's primary group.

- If UserDir pointsto anonstandard location, you must tell suexec about thiswhen you
build it. In adefault configuration, suexec isinvoked when CGI programs areinvoked ina
directory such as /home/username/public_html/ for some username. If, however, you

= e



http://httpd.apache.org/docs/mod/core.html#user
http://httpd.apache.org/docs-2.0/mod/core.html#user
http://httpd.apache.org/docs/mod/core.html#group
http://httpd.apache.org/docs-2.0/mod/mpm_common.html#group
http://httpd.apache.org/docs/programs/suexec.html
http://httpd.apache.org/docs-2.0/programs/suexec.html
http://example.com/~rbowen/cgi-bin/test.cgi, 
http://httpd.apache.org/docs/mod/core.html#user
http://httpd.apache.org/docs-2.0/mod/core.html#user
http://httpd.apache.org/docs/mod/core.html#group
http://httpd.apache.org/docs-2.0/mod/mpm_common.html#group
http://httpd.apache.org/docs/programs/suexec.html
http://httpd.apache.org/docs-2.0/programs/suexec.html
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Recipe 8.13 Installing a mod_per|l Handler from CPAN

Problem

Y ou want to ingtal one of the many mod_per| handler modules available on CPAN. For example, you want to ingtall
the Apache: : Perldoc module, which generates HTML documentation for any Perl module you happen to have
ingaled.

Solution

Assuming you dready have mod_per| ingtdled, you'l just need to ingtal the module from CPAN, and then add afew
linesto your Apache configuration file.

Toingal the module, run the following command from the shell asroot:
# perl -MCPAN -e 'install Apache:: Perl doc

Then, inyour Apache configuration file, add:
<Locati on /perl doc>

Set Handl er perl -script

Per | Handl er Apache: : Perl| doc

</ Locati on>

After restarting Apache, you can access the handler by going to aURL such as
http://example.com/perl doc/A pache/Perldoc.

Discussion

The CPAN shell, which isingtalled when Perl isingtalled, gives you an easy way to ingtal Perl modules from CPAN.
CPAN, if you're not familiar with it, isthe Comprehensive Perl Archive Network, &t hitp://cpan.org, acomprehensive
archive of Perl stuff, including Perl modules for every purpose you can imagine and severa you can't. Thisincludesa
subgtantial number of mod_per| handlers.

The module specified in thisrecipeis avery smple onethat givesyou HTML documentation for any Perl module you
have ingtdled, accessible viayour Apache server. Other ones provide photo albums, weblog handlers, and DNS
Zone management, among other things.

Thefirst time you run the CPAN shdll, you will need to answer a series of questions about your configuration, what
CPAN server you want to get modules from, where it should find your FTP clients, and so on. This only happens
once, then it just works.

The specific way that you need to configure Apache to use your newly-installed module will vary from one moduleto
another, but many of them will look like the example given. The SetHandler perl-script directivetdls Apache that
the content will be handled by mod_perl, whilethe PerlHandler directive specifieswhat Perl module containsthe
actua handler code.

See Also


http://cpan.org/default.htm
http://cpan.org/default.htm
http://search.cpan.org/author/RBOW/Apache-Perldoc/default.htm
http://apachegallery.dk/default.htm
http://dnszone.org/default.htm
http://example.com/perldoc/Apache/Perldoc.
http://cpan.org
http://cpan.org/
http://search.cpan.org/author/RBOW/Apache-Perldoc/
http://apachegallery.dk/
http://dnszone.org/
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Recipe 8.14 Writing amod_per| Handler

Problem

Y ou want to write your own mod_per| handler.

Solution

Herésasmple handler:
package Apache:: Cookbook: : Exanpl €;

sub handl er {
ny $r = shift;
$r->send_htt p_header( 'text/plain' );
$r->print( "Hello, World." );

}

1;

Placethiscodein afile caled Example.pm, in adirectory Apache/Cookbook/, somewhere that Perl knowsto look
forit.

Discussion

The example handler givenisfairly trivia and does not do anything useful. More useful examples may be obtained
from the mod_perl web site (http://perl .apache.org/) and from Geoffrey Y oung's (et a.) excellent book mod_perl
Deve oper's Cookbook. Also, dthough it is somewhat dated, the "Eagle book™ (Writing Apache moduleswith Perl
and C) by Lincoln Stein and Doug MacEachern (O'Rellly) isan excellent introduction to mod_perl and the Apache
API.

Therea question here, however, ishow and where you should ingtd| the file that you've created. There are two
answersto this question, and which one you choose will be largely persond preference.

When Perl looks for amodule, it looks through the list called @INC for directories where that module might be. Y ou
can either put your module in one of those directories, or you can add adirectory to thelist.

Tofind out where Perl islooking, you can examine the values stored in @INC with thefollowing:
perl -le "print join "\n", @NC'

Thiswill giveyou alisting that will look something like:
fusr/local/lib/perl5/5.8.0/i686-1inux
/fusr/local/lib/perl5/5.8.0
/fusr/local/lib/perl5/site_perl/5.8.0/i686-Iinux
lusr/local/lib/perl5/site_perl/5.8.0
/usr/local/lib/perl5/site_perl

Thiswill of course vary from one system to another, from one version of Perl to another, but will bear some
resemblanceto that listing.


http://perl.apache.org/default.htm
http://modperlcookbook.org/default.htm
http://perl.apache.org/
http://modperlcookbook.org
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Recipe 8.15 Enabling PHP Script Handling

Problem

Y ou want to enable PHP scripts on your server.
Solution
If you have mod_php ingtdled, use AddHandler to map .php and .phtml filesto the PHP handler:

AddHandl er application/x-httpd-php .phtm . php
Discussion

Thisrecipe mapsdl fileswith .phtml or .php to the PHP handler. Y ou must ensure that the mod_php moduleis
ingaled.

See Also
Recipe 2.5

Ingtalation ingtructions on the mod_php web site at http://mww.php.net/manud/en/ingall .apache.php for
Apache 1.3 or http://mwww.php.net/manua/en/ingall.apache2.php for Apache 2.0

[ TeamLiB]
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http://www.php.net/manual/en/install.apache2.php
http://www.php.net/manual/en/install.apache.php
http://www.php.net/manual/en/install.apache2.php
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Recipe 8.16 Verifying PHP Installation

Problem

Y ou want to verify that you have PHP correctly installed and configured.

Solution

Put thefollowing in your test PHPfile:
<?php phpinfo( ); ?>
Discussion

Pace the abovetext in afile called something.php in adirectory where you believe you have enabled PHP script
execution. Accessing that file should giveyou alist of al configured PHP system variables. Thefirst screen of the
output should look something like Figure 8-2.

Figure 8-2. Sample phpinfo( ) output

Eim Eoit Yiew Go Bockmarks Tools  ‘#indow Helo

Rs;:lleﬂ & | | j pr_.i;-_" I:I
PHP Version 4.4.0-dev phE

Hysiem Lirvc<: | = .01 9.7 #1 Tua Jul 15 13:44:14 EDT 2003 88&

Ouild Dok Dec 30 2002 08:11:57

Configure foonfigure’ =wih=mysgl=rusr’ =wiih-gib=iusr =swith-sml’ ==with-gd" '=wiih-png’

Cosmmaid =l dired g '—-with- 2 l-dineiier —en abie-eoil™ '— g nalie-C bl o e
~witt-apos - i s’

Server AR B pache

Wirluad Direciory | disabled

Suppanrt.

Configuration File | /ustiocaliibipho m

(ftwg.ini) Pakh

PHF APl 20020=18

PHP Extension | 20020423

Fend Extansinn 20021010

Ciechasg Bl o

Thiaail Safaty disablied

Registersd PHP | php, hip, #p, compress ziib

Streams
Thie progran makes ues of B Zend Scriging Languags Engins
Zanid Enging v1.4.0, Copyright [c) 1998-2062 Zend Technologies !
-1 I =
% Lk -2 [4 | Documant Done (0667 sets) [ [ |
L]
Recipe 8.15
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Chapter 9. Error Handling

When you're running aweb site, things go wrong. And when they do, it'simportant that they are handled gracefully,
S0 that the user experienceis not too greatly diminished. In this chapter, you'll learn how to handle error conditions,
return useful messagesto the user, and capture information that will help you fix the problem so that it does not
happen again.
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Recipe 9.1 Handling a Missing Host Field

Problem

Y ou have multiple virtual hostsin your configuration, and at least one of them is name-based. For name-based virtua
hoststo work properly, the client must send avalid Host field in the request header. This recipe describes how you
can dedl with Stuaionsin which thefield isnot included.

Solution

Add thefollowing linesto your httpd.conf file

Alias /NoHost.cgi /usr/local/apache/cgi-bin/NoHost.cg
Rewri t eEngi ne On
RewriteCond "% HTTP_HOST}" "/$"

RewriteRule "(.*)" "/NoHost.cgi$1" [PT]

Thefile NoHost.cgi can contain something likethefollowing:
#! [usr/bin/perl -Tw

ny $msg = "To properly direct your request, this server requires that\n"
"your Wb client include the HITP ' Host' request header field.\n"
"The request which caused this response did not include such\n"
"a field, so we cannot determ ne the correct docunent for you.\n"
print "Status: 400 Bad Request\r\n\"
"Content-type: text/plain\ir\n\"
"Content-length: ' . length($nsg) . "\r\n\"
"\r\in\"
. $ns0Q;
exit(0);

Discussion

Oncethedirectivesin the solution arein place, al requests made of the server that do not include aHost: field inthe
request header are redirected to the specified CGI script, which can take appropriate action.

The solution uses a CGI script so that the response text can be tailored according to the attributes of the request and
the server's environment. For instance, the script might respond with alist of linksto valid Stes on the server,
determined by the script at runtime by examining the server's own configuration files. If dl you need isa"please try
agan, thistimewith aHogt: fidd" sort of message, astatic HTML file would suffice:

RewiteRul e .* /nohost.htnl [PT]

A more advanced version of the script approach could possibly scan the httpd.conf filefor ServerName directives,

congruct alist of possibilities from them, and present linksin a 300 Multiple Choices response. Of course, theré'san
excdlent chance they wouldn't work, because the client would still not be including the Host: field.

See Also

http://httpd.gpache.org/docsmod/mod _rewrite.html



http://httpd.apache.org/docs/mod/mod_rewrite.html
http://httpd.apache.org/docs/mod/mod_rewrite.html
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Recipe 9.2 Changing the Response Statusfor CGI Scripts

Problem

There may be times when you want to change the status for aresponse—for example, you want 404 Not Found
errorsto be sent back to the client as 403 Forbidden instead.

Solution

Point your ErrorDocument to a CGlI script instead of adtatic file. The CGI specification permits scripts to specify
the response status code.

In addition to the other header fields the script emits, like the Content-type: field, include one named Status: with the
vaue and text of the status you want to return:

#! [bin/perl -w

print "Content-type: text/htm;charset=iso-8859-1\r\n";

print "Status: 403 Access denied\r\n";

Discussion
If Apache encounters an error processing adocument, such as not being ableto locate afile, by default it will return a

canned error response to the client. Y ou can customize this error response with the Error Document directive, and
Apache will generdly maintain the error status when it sends your custom error text to the client.

However, if you want to change the status to something else, such as hiding the fact that afile doesn't exist by
returning a Forbidden status, you need to tell Apache about the change.

Thisrequiresthat the ErrorDocument be a dynamic page, such asa CGl script. The CGI specification providesa
very smple means of specifying the status code for aresponse: the Status: CGI header field. The Solution shows how
it can be used.

See Also

Chapter 8

http://httpd.apache.org/docs'mod/core. html#errordocument

http://CGI-Spec.Golux.Com/



http://httpd.apache.org/docs/mod/core.html#errordocument
http://cgi-spec.golux.com/default.htm
http://httpd.apache.org/docs/mod/core.html#errordocument
http://CGI-Spec.Golux.Com/
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Recipe 9.3 Customized Error Messages

Problem

Y ou want to display acustomized error message, rather than the default Apache error page.

Solution

Use the ErrorDocument directivein httpd.conf:
Er r or Docunent 405 /errors/notall owed. ht m

Discussion

The ErrorDocument directive alows you to create your own error pages to be displayed when particular error
conditions occur. In the previous example, in the event of a 405 status code (M ethod Not Allowed), the specified
URL isdisplayed for the user, rather than the default Apache error page.

The page can be customized to look like the rest of your web site. When an error document looks significantly
different from the rest of the Site, this can leave the user feding disoriented, or she may fed asif she hasleft the Site
that sheiscurrently on.

See Also

http://httpd.apache.org/docs'mod/core.html#errordocument
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Recipe 9.4 Providing Error Documentsin Multiple Languages

Problem

On amultilingud (content negotiated) web site, you want your error documents to be content negotiated aswell.

Solution

The Apache 2.0 default configuration file contains a configuration section, initialy commented out, that adlowsyou to
provide error documents in multiple languages customized to the ook of your web ste, with very little additiona
work.

Uncomment those lines. Y ou can identify the lines by looking for the following comment in your default configuration
file

# The internationalized error docunents require nod_alias, nod_include

# and nod_negotiation. To activate them uncoment the follow ng 30 |ines.

In Apache 1.3 thisis harder, but there's a solution in the works, as of thiswriting, that will make it smilar tothe 2.0
implementation. Check the Apache Cookbook web site for more information.

Discussion

The custom error documents provided with Apache 2.0 combine avariety of techniquesto provide internationaized
error messages. As of thiswriting, these error messages are available in German, English, Spanish, French, Dutch,
Swedish, Italian and Portuguese. Based on the language preference set in the client browser, the error messageis
ddivered in the preferred language of the end-user.

Using content negotiation, the correct variant of the document (i.e., the right language) is selected for the user, based
on their browser preference settings. For more information about content negotiation, see the content negotiation
documentation at http://httpd.apache.org/docs-2.0/content-negotiation.html (for Apache 2.0) or
http://httpd.apache.org/docs/content-negotiation.html (for Apache 1.3).

In addition to delivering the error message in the correct language, this functionaity also lets you customize the look
of these error pages so that they resemble the rest of your web site. To facilitate this, the files top.html and
bottom.html, located in the include subdirectory of the error directory, should be modified to look like the standard
header and footer content that appears on your web site. The body of the error message documentsis placed
between the header and the footer to create apage that islessjarring to users when they transition from your main
dteto the error pagesthat are generated.

Y ou will aso note that the error documents themsalves contain SSI directives, which are used to further customize
the error documents for the user. For example, in the case of the 404 (file not found) error document, the page will
provide alink back to the page that the user came from, if the environment variable HTTP_REFERER isdefined,

and if that variable is not found, the page will merely notify the user that the URL was not found. Other SSI directives
may be put in these documents, if you wish, to further customize them.

See Also


http://httpd.apache.org/docs-2.0/content-negotiation.html
http://httpd.apache.org/docs/content-negotiation.html
http://httpd.apache.org/docs/content-negotiation.html
http://httpd.apache.org/docs-2.0/content-negotiation.html
http://apache-cookbook.com/default.htm
http://httpd.apache.org/docs-2.0/content-negotiation.html
http://httpd.apache.org/docs/content-negotiation.html
http://httpd.apache.org/docs/content-negotiation.html
http://httpd.apache.org/docs-2.0/content-negotiation.html
http://Apache-Cookbook.Com/
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Recipe 9.5 Redirecting Invalid URL sto Some Other Page

Problem

Y ou want all "not found" pages to go to some other page instead, such asthe front page of the site, so that thereisno
loss of continuity on bad URLSs.

Solution

Use the ErrorDocument to catch 404 (Not Found) errors:
Error Docunent 404 /index. htni
Di rectoryl ndex i ndex. html /path/to/notfound. htni

Discussion

The recipe given here will cause dl 404 errors—every time someone requests an invalid URL—to return the URL
/index.html, providing the user with the front page of your web site, so that even invalid URLs gtill get valid content.
Presumably, users accessing aninvaid URL on your web stewill get apage that helps them find the information that
they werelooking for.

On the other hand, this behavior may confuse the user who believes she knows exactly where the URL should take
her. Make sure that the page that you provide asthe globa error document doesin fact help peoplefind thingson
your site, and does not merely confuse or disorient them. Y ou may, as shown in the example, return them to the front
page of the site. From there they should be able to find what they were looking for.

When users get good content from bad URLS, they will never fix their bookmarks and will continue to use abogus
URL long after it has become invaid. Y ou will continueto get 404 errorsin your log file for these URL s, and the user
will never be aware that they areusng an invaid URL. If, on the other hand, you actuadly return an error document,
they will immediately be aware that the URL they areusing isinvalid and will update their bookmarksto the new
URL whenthey findit.

Note that, even though a valid document is being returned, a status code of 404 is till returned to the client. This
meansthat if you are usng some variety of tool to validate the links on your web ste, you will till get good results, if
thetool is checking the status code, rather than looking for error messages in the content.

See Also

http://httpd.apache.org/docs'mod/core.html#errordocument

http://httpd.apache.org/docsmod/mod _dir.html



http://httpd.apache.org/docs/mod/core.html#errordocument
http://httpd.apache.org/docs/mod/mod_dir.html
http://httpd.apache.org/docs/mod/core.html#errordocument
http://httpd.apache.org/docs/mod/mod_dir.html
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Recipe 9.6 Making Internet Explorer Display Your Error Page

Problem

Y ou have an ErrorDocument correctly configured, but | E is displaying its own error page, rather than yours.

Solution

Make the error document bigger—at least 512 bytes.

Discussion

Yes, thisseemsalittle bizarre, and it is. In this case, Internet Explorer thinksit knows better than the web ste
adminigrator. If the error document is smaller than 512 bytes, it will display itsinterna error message page, rather
than your custom error page, whenever it receives a400 or 500 series status code. Thissizeisactually configurable
in the browser, so this number may in fact vary from one client to another. "Friendly error messages’ can dso be
turned off entirely in the browser preferences.

This can be extremely frustrating the first time you see it hgppen, because you just know you have it configured
correctly and it seemsto work in your other browsers. Furthermore, when some helpful person tells you that your
error document just needsto be alittle larger, it'snatural to think that heis playing alittle prank on you, because this
seemsalittle too far-fetched.

But it'strue. Make the page bigger. It needsto be at least 512 bytes, or IE will ignore it and glegfully display itsown
"friendly” error message instead.

Exactly what you fill this space with isunimportant. Y ou can, for example, just bulk it up with comments. For
example, repeating the following comment 6 times would be sufficient to push you over that minimum filesize:

<I-- message-obscuring clients are an abomni nation
and an insult to the user's intelligence -->
See Also

http://httpd.apache.org/docs'mod/core. html#errordocument
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Recipe 9.7 Notification on Error Conditions

Problem

Y ou want to receive email notification when theré's an error condition on your server.

Solution

Point the ErrorDocument directive to a CGlI program that sends mail, rather than to a static document:
Error Docunent 404 /cgi-bi n/ 404. cqi

404.cgi lookslikethefollowing:

#!/ usr/ bin/ perl
use Mil :: Sendnmmni | ;
use strict;

ny $nessage = qqg-~
Docunment not found: $ENV{ REQUEST_URI }
Li nk was from $ENV{HTTP_REFERER}

my %rail = (
To => '"adm n@erver.com,
From => 'website@erver.con,
Subj ect => 'Broken link',
Message => $nessage,
)

sendmai | (%mai |l ) ;

print "Content-type: text/plain\n\n";
print "Document not found. Adm n has been notified";

Discussion

Thisrecipeis provided as an example, rather than as arecommendation. On aweb site of any significant sze or
traffic leve, actudly putting thisinto practice generates asubstantial quantity of email, even on asitethat isvery well
maintained. Thisis because people mistype URLS, and other Sites, over which you have no control, will contain
incorrect linksto your Ste. It may be educationd, however, to put something likethisin place, a least briefly, to gain
an gppreciation for the scale of your own web Site.

The ErrorDocument directive will cause al 404 (Document Not Found) requests to be handled by the specified
URL, and so your CGI program gets run and is passed environment variables that will be used in the script itsdlf to
figure out what link is bad and where the request came from.

The script used the Mail:: Sendmail Perl moduleto deliver the email message, and this module should work fine on
any operating system. The module is not astandard part of Perl, so you may haveto ingtall it from CPAN (
http://mww.cpan.org/). A smilar effect can, of course, so be achieved in PHP or any other programming language.

The last two lines of the program display avery terse page for the user, telling him that there was an error condition.

Y ou may wish, instead, to have the script redirect the user to some more informative and attractive page el sewhere

on your web ste. This could be accomplished by replacing those last two lines with something like the following:
print "Location: http://server.name/errorpage. ht mM\n\n";


http://www.cpan.org/default.htm
http://httpd.apache.org/docs/mod/core.html#errordocument
http://www.cpan.org/
http://server.name/errorpage.html\n\n";
http://httpd.apache.org/docs/mod/core.html#errordocument
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Chapter 10. Proxies

Proxy meansto act on behaf of another. In the context of aweb server, this means one server fetching content from
another server, then returning it to the client. For example, you may have several web serversthat hide behind a
proxy server. The proxy server isresponsble for having requests end up going to the right backend server.

mod_proxy, which comeswith Apache, handles proxying behavior. The recipesin this chapter cover various
techniquesthat can be used to take advantage of this capability. We discuss securing your proxy server, caching
content proxied through your server, and waysto use mod_proxy to map requeststo services running on dternate

ports.

Additiona information about mod_proxy can befound at http://httpd.apache.org/docs'mod/mod _proxy.html for
Apache 1.3, or http://httpd.apache.org/docs-2.0/mod/mod_proxy.html for Apache 2.0.

Please make sure you don't enable proxying until you understand the security concernsinvolved and have taken steps
to secure your proxy server. (See Recipe 6.20 for details.)

Y ou may also wish to consider a dedicated proxy server, such as Squid (http://mwww.squid-cache.org/), whichis
focused entirely on one task, and thus has more options related to this task.
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Recipe 10.1 Securing Your Proxy Server

Problem

Y ou want to enable proxying, but you don't want an open proxy that can be used by just anyone at al.

Solution

For Apache 1.3:

<Di rectory proxy:*>
Order deny, al | ow
Deny from all
Al ow from . yourdonmai n. com

</Directory>

For Apache 2.0:

<Proxy *>
O der Deny, Al | ow
Deny from all
Al'l ow from . yourdomnai n. com

</ Pr oxy>
Discussion

Running an open proxy isaconcern because it permits users from the Internet to use your proxy server to cover their
tracks asthey vist web Stes. This can beaproblem for avariety of reasons. The user is effectively stedling your
bandwidth and is certainly part of the problem. However, perhaps more concerning isthe fact that you are probably
enabling peopleto circumvent restrictions that have been put in place by their network administrators, or perhapsyou
are providing users with anonymity while they visit aweb Site, and as a consequence, these visits gppear to come
from your network.

In these recipes, .yourdomain.com should be replaced by the name of your particular domain, or, better yet, the
network address(es) that are on your network. (1P addresses are harder to fake than host and domain names.) For
example, you might use, rather than the line gppearing in therecipe, alinesuch as.

Allow from192. 168.1

Note that every request for resources that goes through your proxy server generates alogfile entry, containing the

address of the client and the resource that they requested through your proxy server. For example, one such request

might look like:

192.168.1.5 - - [26/Feb/2003: 21: 26: 13 -0500] "GET http://httpd. apache. or g/ docs/ nod/
nod_proxy. html HTTP/ 1. 1" 200 49890

Y our users, if made aware of thisfact, will no doubt find it invasive, because thiswill show al HTTP traffic through
the proxy server.

It ispossible to configure your server not to log these requests. The technique for doing thisisto set an environment
variablefor proxied requests.

<Directory proxy:*>
Set Env PROXI ED 1

</Directory>

-——y 00 =


http://httpd.apache.org/docs/mod/mod_proxy.html
http://httpd.apache.org/docs/mod/mod_log_config.html
http://httpd.apache.org/docs/mod/
http://httpd.apache.org/docs/mod/mod_proxy.html
http://httpd.apache.org/docs/mod/mod_log_config.html

[TeamLiB] [ rrevious L |



[ TeamLiB]

Recipe 10.2 Preventing Your Proxy Server from Being Used asan
Open Mail Relay

Problem

If your Apache server is set up to operate asaproxy, it ispossible for it to be used asamail relay unless precautions
aretaken. Thismeansthat your system may be functioning as an "open relay” even though your mail server software
isactualy securely configured.

Solution

Use mod_rewrite to forbid proxy requeststo port 25 (SMTP):
<Di rectory proxy:*>

Rewri t eEngi ne On

RewriteRule "~proxy:[a-z]*://[™]*:25(/|%)" "-" [F, NC, L]
</Directory>

Discussion

To usethe Apache proxy asan SMTPrelay isfairly trivid, but then so is preventing it. The solution smply tellsthe
server to respond with a403 Forbidden to any attemptsto useit to proxy to aremote mail server (port 25). Other
ports, such asHTTP (port 80), HTTPS (port 443), and FTP (ports 20 and 21), which are commonly permitted
proxy access, will not be affected.

See Also

http://httpd.apache.org/docsmod/mod proxy.htm

http://httpd.apache.org/docs/mod/core.html#directory

http://httpd.apache.org/docsmod/mod _rewrite.html
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Recipe 10.3 Forwarding Requeststo Another Server

Problem

Y ou want requests for particular URL s to be transparently forwarded to another server.

Solution

Use ProxyPass and ProxyPassReverse directivesin your httpd.conf:
ProxyPass /other/ http://other.server.com
ProxyPassReverse /other/ http://other.server.com

Discussion

Use thisrecipe when you have afrontend server and one or more backend servers, inaccessble from the Internet,
and you wish to serve content from them. In the example given, when arequest is made for aURL tarting with
/other/, Apache makes arequest for the URL http://other.server.com/, and returns the content obtained by the client.
For example, arequest for the URL /other/example.html resultsin arequest for the URL
http://other.server.com/example.ntml.

The ProxyPassRever se directive ensures that any header fields returned by the secondary server (which contain the
name of the server, such as Location headers) will be rewritten to contain the URL that the end user will actualy be
using, ensuring that the redirect actualy functions as desired.

Notethat links within HTML documents on the secondary site should all be relative, rather than absolute, so that
these links work for users using the content viathe proxy server. In the recipe given, for example, alink to
/index.html removesthe /other/ portion of the URL, causing the request to no longer hit the proxied portion of the
server.

Using thistechnique, you can have content for one web ste actudly served by multiple web server machines. This
can be used as ameansto traverse the border of your network, or it can be used as aload-sharing technique to
lessen the burden on your primary web server.

See Also

http://httpd.gpache.org/docgmod/mod_proxy.html
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Recipe 10.4 Blocking Proxied Requeststo Certain Places

Problem

Y ou want to use your proxy server as a content filter, forbidding requests to certain places.

Solution

Use ProxyBlock in the httpd.conf to deny accessto particular Sites:
Pr oxyBl ock forbi ddensite.com ww. conpetitor.com nonster.com

Discussion

This example forbids proxied requests to the steslisted. These arguments are substring matches, example.com will
a so match www.example.com, and an argument of example would match both.

If you want more fine-grained control of what content is requested through your proxy server, you may want to use
something more sophigticated, such as Squid, which is more full-featured in that area.

See Also

The Squid proxy server, found at http://www.squid-cache.org/
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Recipe 10.5 Proxying mod_per| Content to Another Server

Problem

Y ou want to run asecond HTTPD server for dynamically generated content and have Apache transparently map
requests for this content to the other server.

Solution

Fird, ingtdl Apache, running on an dternate port, such as port 90, on which you will generate this dynamic content.
Then, onyour main server:

ProxyPass /dynam c/ http://|ocal host: 90/

ProxyPassReverse /dynam c/ http://1ocal host: 90/

Discussion

Most dynamic content generation techniques use a great deal more system resources than serving static content. This
can dow down the process of serving static content from the same server, because child processes will be consumed
with producing this dynamic content, and thus unable to serve the Satic files.

By giving the dynamic content its own dedicated server, you dlow the static content to be served much morerapidly,
and the dynamic content has a dedicated server. Each of the servers can have asmaler set of modulesingtaled than
they would otherwise require, because they will be performing asmaller subset of the functiondity needed to do both
tasks.

Thistechnique can be used for amod_per| server, aPHP server, or any other dynamic content method. Or you
could reverse the technique and have, for example, adedicated machine for serving image filesusing
mod_mmap_static to servethefilesvery rapidly out of an in-memory cache.

Inthe example given, dl URLs sarting with /dynamic/ will be forwarded on to the other server, which will,
presumably, handle only requests for dynamic content. URL s that do not match this URL, however, will fal through
and be handled by the frontend server.
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Recipe 10.6 Configuring a Caching Proxy Server

Problem

Y ou want to run acaching proxy server.

Solution

Configure your server to proxy requests, and provide alocation for the cached files to be placed:
ProxyRequest s on
CacheRoot /var/spool/httpd/ proxy

Discussion

Running a caching proxy server alows users on your network to have more rapid access to content that others have
aready requested. They will, perhaps, not be getting the most recent version of the document in question, but,
because they are retrieving the content from alocal copy rather than from the remote web server, they will get it
much more quickly.

With the contents of the WWW growing ever more dynamic, running a caching proxy server perhaps makes less
sense than it once did, when most of the Web was composed of static content. However, since mod_proxy isfarly
smart about what it caches and what it does not cache, this sort of setup will still speed things up by caching the Satic
portions of documents, such astheimagefiles, while retrieving the freshest version of those documentsthat change
over time.

Thedirectory specified in the CacheRoot directive specifies where cached content will be stored. This directory must
be writable by the user that Apacheisrunning as (typicaly nobody), so that it is able to store thesefilesthere.

Findly, notethat, whilein Apache 1.3, the functions discussed here are provided by mod_proxy; in Apache 2.0, the
proxying and caching functiondity have been split into the modules mod_proxy and mod_cache, respectively. In
either case, these modules are not enabled by default.

See Also

http://httpd.apache.org/docsmod/mod proxy.htm
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Recipe 10.7 Filtering Proxied Content

Problem

Y ou want to apply some filter to proxied content, such as atering certain words.

Solution

In Apache 2.0 and later, you can use mod_ext_filter to create output filtersto apply to content beforeit is sent to
the user:

Ext Fi | t er Defi ne naught ywor ds node=out put i ntype=text/htmn
cnmd="/bi n/ sed s/ darned/bl asted/g"

<Proxy *>
Set Qut put Fi | t er naught ywor ds
</ Proxy>

Discussion

Therecipe offered isavery smple-minded "naughty word" filter, replacing the naughty word "darned” with the
sanitized dternate "blasted.” This could be expanded to a variety of more sophisticated content modification, because
the cmd argument can be any command line, such asa Perl script, or arbitrary program, which can filter the content
in any way you want. All proxied content will be passed through thisfilter beforeit is delivered to the client.

Note that this recipe will work only in Apache 2.0, asthe module mod_ext_filter, the SetOutputFilter directive,
and the <Proxy> directive are available only in Apache 2.0.

Note a0 that there are ethical and legd issues surrounding techniques like this, which you may need to dedl with.
We don't presume to take a position on any of them. In particular, modifying proxied content that does not belong to
you may be aviolation of the owner's copyright and may be considered by someto be unethical. Thankfully, thisis
just atechnical book, not a philosophica one. We can tell you how to do it, but whether you should isleft to your
conscience and your lawyers.

See Also

http://httpd.apache.org/docs-2.0/mod/mod_proxy.html

http://httpd.gpache.org/docs-2.0/mod/mod_ext filter.html
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Recipe 10.8 Requiring Authentication for a Proxied Server

Problem

Y ou wish to proxy content from aserver, but it requires alogin and password before content may be served from
thisproxied site.

Solution

Use standard authentication techniques to require logins for proxied content:

ProxyPass "/secretserver/" "http://127.0.0.1: 8080"
<Directory "proxy:http://127.0.0.1:8080/">
Aut hNane Secr et Server
Aut hType Basic
Aut hUser Fil e / path/to/ secretserver. ht passwd
Requi re val i d-user

</Directory>
Discussion

Thistechnique can be useful if you are running some sort of specia-purpose or limited-function web server on your

system, but you want to apply Apache'srich set of access control and its other features to accessit. Thisis done by
using the ProxyPass directive to make the specia-purpose server's URI space part of your main server, and using

the specid proxy: path <Directory> container syntax to apply Apache settings only to the mapped URIs.

See Also
Recipe 6.7
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Chapter 11. Performance

Y our web site can probably be made to run fagter, if you are willing to make afew tradeoffs, and spend alittletime
benchmarking your steto seewhat isredly dowing it down.

There are anumber of thingsthat you can configure differently to get a performance boost. Although, there are other
things to which you may have to make more substantial changes. It al depends on what you can afford to give up and

what you are willing to trade off. For example, in many cases, you may need to trade performance for security, or
viceversa

In this chapter, we make some recommendeations of things that you can change, and we warn againgt thingsthat can
cause substantial dow-downs. Be aware that web sites are very individua, and what may speed up one web site may
not necessarily speed up another web site,

Topics covered include hardware considerations, configuration file changes, and dynamic content generation, which
can al befactorsin getting every ounce of performance out of your web site.

"o . Very frequently, application developers devel op programsin conditions that don't nearly

& enough reflect the conditions under which they will be run in production. Consequently, the
application that seemed to run adequately fast with the test database of 100 records, runs
painfully dowly with the production database of 200,000 records.

By ensuring that your test environment is at least as demanding as your production
environment, you greetly reduce the chances that your application will perform
unexpectedly dowly whenyou roll it out.
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Recipe 11.1 Determining How Much Memory Y ou Need

Problem

Y ou want to ensure that you have sufficient RAM in your server.

Solution

Find the instances of Apachein your processlist, and determine an average memory footprint for an Apache
process. Multiply this number by your peak load (maximum number of concurrent web clients you'll be serving).

Discussion

Becausethereisvery little el se that you can do at the hardware level to make your server faster, short of purchasing
faster hardware, it isimportant to make sure that you have as much RAM as you need.

Determining how much memory you need is an inexact science, to say the least. In order to take an educated guess,
you need to observe your server under load, and see how much memory it isusing.

The amount of memory used by one Apache processwill vary greatly from one server to another, based on what
modules you have ingtaled and what the server isbeing called upon to do. Only by looking at your own server can
you get an accurate estimate of what this quantity isfor your particular Stuation.

Toolssuch as top and ps may be used to examine your process list and determine the Size of processes. The
server-status handler, provided by mod_status, may be used to determine the total number of Apache processes
running a& agiventime.

If, for example, you determine that your Apache processes are using 4 MB of memory each, and under peak load,
you find that you are running 125 Apache processes, then you will need, at a bare minimum, 500 MB of RAM inthe
server to handle this peak load. Remember that memory is aso needed for the operating system, and any other
applications and servicesthat are running on the system, in addition to Apache, and so in redlity you will need more
than thisamount.

If, on the other hand, you are unable to add more memory to the server, for whatever reason, you can use the same
technique to figure out the maximum number of child processesthat you are capable of serving at any onetime, and
use the MaxClients directive to limit Apacheto that many processes:

Maxd ients 125

See Also

http://httpd.apache.org/docs'mi sc/perf-tuning.html
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Recipe 11.2 Benchmarking Apache with ab

Problem

Y ou want to benchmark changesthat you are making to verify that they arein fact making adifferencein
performance.

Solution

Use ab (Apache bench), which you will find in the bin directory of your Apacheingalation:
ab -n 1000 -c 10 http://ww. exanpl e.com test. htm
Discussion

ab isacommand-line utility that comes with Apache and lets you do very basic performance testing of your server. It
isespecidly useful for making smdl changesto your configuration and testing server performance before and after the

change.

The arguments given in the previous exampletell ab to request the resource http://servername.com/test.html 1000
times(-n 1000 indicates the number of requests) and to make these requests 10 at atime (-c 10 indicatesthe
concurrency levd).

Other arguments that may be specified can be seen by running ab with the -h flag. Of particular interest isthe -k flag,
which enables keepaive mode. See the following keepalive recipe for additional details on this matter.

There are afew thingsto note about ab when using it to evauate performance.

ab does not mimic web site usage by real people. It requests the same resource repeatedly to test the performance of
that one thing. For example, you may use ab to test the performance of aparticular CGI program, before and after a
performance-related change was made to it. Or you may useit to measure theimpact of turning on .htaccess files, or
content negotiation, for aparticular directory. Real users, of course, do not repeatedly |oad the same page, and so
performance measurements made using ab may not reflect actua rea-world performance of your web Site.

Y ou should probably not run the web server and ab on the same machine, asthiswill introduce more uncertainty into
the measurement. With both ab and the web server itsdf consuming system resources, you will receive sgnificantly
dower performance than if you wereto run ab on some other machine, ng the server over the network.
However, dso be aware that running ab on another machine will introduce network latency, which isnot present
when running it on the same machine asthe server.

Findly, there are many factorsthat can affect performance of the server, and you will not get the same numbers each
time you run the test. Network conditions, other processes running on the client or server machine, and avariety of
other things, may influence your results dightly oneway or another. The best way to reduce the impact of
environmental changesisto run alarge number of tests and average your results. Also, make sure that you change as
few things as possible—idedlly, just one—between tests, so that you can be more sure what change has made any
differences you can see.


http://www.example.com/test.html
http://servername.com/test.html 
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Recipe 11.3 Tuning K eepalive Settings

Problem

Y ou want to tune the keepaive-rel ated directives to the best possible setting for your web site.

Solution

Turn on the KeepAlive setting, and set the related directivesto sensible values:

KeepAlive On
MaxKeepAl i veRequests 0

KeepAl i veTi meout 15
Discussion

The default behavior of HTTPisfor each document to be requested over anew connection. This causesalot of time
to be spent opening and closing connections. KeepAlive alows multiple requeststo be made over asingle
connection, thus reducing the time spent establishing socket connections. This, in turn, speeds up the load time for
clients requesting content from your site.

In addition to turning keepalive on, usng the KeepAlive directive, there are two directives that alow you to adjust
theway that it isdone.

Thefirg of these, MaxKeepAliveRequests, indicates how many keepaive requests should be permitted over asingle
connection. Thereisno reason to have this number set low. The default value for thisdirectiveis 100, and this seems
to work pretty well for most sites. Setting this value to 0 meansthat an unlimited number of requestswill be permitted
over asingle connection. Thismight alow usersto load dl of their content from your Site over asingle connection,
depending on the value of KeepAliveTimeout and how quickly they went through the site.

KeepAliveTimeout indicates how long a particular connection will be held open when no further requests are
received. The optimal setting for this directive depends entirely on the nature of your web site. Y ou should probably
think of this value asthe amount of timeit takes usersto absorb the content of one page of your site before they
move on to the next page. If the users move on to the next page before the KeegpAliveTimeout has expired, when
they click on the link for the next page of content, they will get that next document over the same connection. If,
however, that time has aready expired, they will need to establish anew connection to the server for that next page.

Y ou should aso be aware that if usersload aresource from your site and then go away, Apache will till maintain
that open connection for them for KeegpAliveTimeout seconds, which makesthat child process unable to serve any
other requests during that time. Therefore, setting KeepAliveTimeout too highisjust as undesirable as setting it too
low.

In the event that KeepAliveTimeout is set too high, you will see (i.e., with the server-status handler—see Recipe
11.4) that asignificant number of processes are in keepaive mode, but are inactive. Over time, this number will
continue to grow, as more child processes are spawned to take the place of child processesthat arein this state.

Conversdy, setting KeepAliveTimeout too low will result in conditions smilar to having KeepAlive turned off
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http://httpd.apache.org/docs/mod/core.html#keepalive
http://httpd.apache.org/docs/mod/core.html#maxkeepaliverequests
http://httpd.apache.org/docs/mod/core.html#keepalivetimeout
http://httpd.apache.org/docs/mod/core.html#keepalive
http://httpd.apache.org/docs/mod/core.html#maxkeepaliverequests
http://httpd.apache.org/docs/mod/core.html#keepalivetimeout
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Recipe 11.4 Getting a Snapshot of Your Site's Activity

Problem

Y ou want to find out exactly what your server isdoing.

Solution

Enable the server-status handler to get a snagpshot of what child processes are running and what each oneis doing.
Enable ExtendedStatus to get even more detall:

<Location /server-status>
Set Handl er server-status
</ Locati on>

Ext endedSt at us On

Then, view the results at the URL http://servername/server-status.

Discussion

Provided by mod_status, which is enabled by default, the server-status handler provides a snapshot of your
server's activity. This sngpshot includes some basic details, such as when the server waslast restarted, how long it
has been up, and how much datait has served in that time. Following that, there will be alist of the child processes
and what each one isdoing. At the bottom of the page is a detailed explanation of the terms used and what each
column of the table represents.

i The server atus display shows activity across the entire server—including virtua hogts. If

u A o . ) .
& you are providing hosting servicesfor others, you may not want them to be able to seethis

leve of detail about each other.

It isrecommended that, asin the default configuration file that comeswith Apache, you restrict accessto this handler.
Part of the information contained on this pageisalist of client addresses and the document that they are requesting.
Some usersfed that it isaviolation of their privacy for you to make thisinformation readily available on your web
ste. Additiondly, it may provide information such as QUERY _STRING variables, PATH_INFO variables, or
smply URLS, which you wished to not be made public. It istherefore recommended that you add to the above
recipe some linessuch as.

Order deny, al | ow
Deny from al |

Al low from 192. 168. 1

This configuration alows access only from the 192.168.0 network, or whatever network you put in there, and denies
access from unauthorized Internet users.

See Also

http://httpd.apache.oro/docsmod/mod  status.html


http://httpd.apache.org/docs/mod/mod_status.html
http://httpd.apache.org/server-status/default.htm
http://servername/server-status.
http://httpd.apache.org/docs/mod/mod_status.html
http://httpd.apache.org/server-status/

[TeamLiB] [ rrevious L |



[ TeamLiB] [«rrevious]nex



Recipe 11.5 Avoiding DNS L ookups

Problem

Y ou want to avoid situations where you have to do DNS lookups of client addresses, asthisisavery ow process.

Solution

Always set the HostNameL ookups directiveto Off:
Host NaneLookups O f

And make sure that, whenever possible, Allow from and/or Deny from directives use the | P address, rather than the
hostname of the hostsin question.

Discussion

DNS lookups can take a very long time and should be avoided at al cogts. In the event that a client address cannot
be looked up at dl, it can take up to aminute for the lookup to time out, during which time the child processthat is
doing thelookup cannot do anything else.

There are anumber of casesin which Apache will need to do DNS lookups, and so the goa here isto completely
avoid those Stuations.

HostNamel ookups

Prior to Apache 1.3, HostNamel ookups, which determines whether Apache logs client | P addresses or hostnames,
defaulted to on, meaning that each Apache log entry required a DNS lookup to convert the client IP addressto a
hostname to put in thelogfile. Fortunately, that directive now defaultsto off, and so thisis primarily an admonition to
leaveit done.

If you need to have these addresses converted to hostnames, then this should be done by another program,
preferably running on a machine other than your production web server. That is, you redly should copy thefileto
some other machine for the purpose of processing, so that the effort required to do this processing does not
negatively effect your web server's performance.

Apache comeswith autility called logresolve, which will process your logfile, replacing IP addresseswith

hostnames. Additiondly, most logfile andysistoolswill so do this name resolution as part of the log andysis process.
Allow and Deny from hosthames

When you do host-based access control, using the Allow from and Deny from directives, Apache takes additional
precautions to make sure that the client is not spoofing its hostname. In particular, it doesa DNS lookup on the IP
address of the client to obtain the name to compare against the access redtriction. It then looks up the name that was

obtained, just to make sure that the DNS record is not being faked.[1]

[1] For example, the owner of the IP address could very easily put a PTR record in their reverse-DNS zone,
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Recipe 11.6 Optimizing Symbolic Links

Problem

Y ou wish to balance the security needs associated with symbalic links with the performance impact of a solution,
such asusing Options SymLinkslfOwner Match, which causes a server dowdown.

Solution

For tightest security, use Options SymlinkslfOwnerMatch, or Options -FollowSymLinks if you seidom or never
use symlinks.

For best performance, use Options FollowSymlinks.

Discussion

Symboalic links are an areain which you need to weigh performance againgt security and make the decision that
makes the most sensein your particular situation.

In the normal everyday operation of aUnixish operating system, symbolic links are considered to be the same asthe
filetowhichthey link.[2] Whenyou cd into adirectory, you don't need to be aware of whether that was a symlink or
not. It just works.

[2] Of course, thisis not true at the filesystem level, but were just talking about the practica user level.

Apache, on the other hand, has to consider whether each file and directory isasymlink or naot, if the server is
configured not to follow symlinks. And, additionaly, if Option SymlinkslfOwnerMatch isturned on, Apache not
only hasto check if the particular fileisasymlink, but dso hasto check the ownership of thelink itself and of the
target, in the event that it isasymlink. While this enforces a certain security policy, it takes asubstantial amount of
time and so dows down the operation of your server.

In the tradeoff between security and performance, in the matter of symbolic links, here are the guidelines.

If you are primarily concerned about security, never permit the following of symbalic links. It may permit someoneto
create alink from adocument directory to content that you would not want to be on a public server. Or, if there are
cases where you realy need symlinks, use Options SymlinkslfOwner Match, which requires that someone may only
link to filesthat they own and will presumably protect you from having auser link to aportion of the filesystem that is
not aready under their control.

If you are concerned about performance, then aways use Options FollowSymlinks, and never use Options
SymlinkslfOwnerMatch. Options FollowSymlinks permits Apacheto follow symbolic linksin the manner of most
Unixish gpplications—that is, Apache does not even need to check to seeif thefilein question isasymlink or not.

See Also


http://httpd.apache.org/docs/mod/core.html#options
http://httpd.apache.org/docs/mod/core.html#options
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Recipe 11.7 Minimizing the Performance | mpact of .htaccess Files

Problem

Y ou want per-directory configuration but want to avoid the performance hit of .htaccess files

Solution

Turn on AllowOverride only in directorieswhereit isrequired, and tell Apache not to waste time looking for
.htaccess filesesawhere:
Al Il owOverri de None

Then use <Directory> sectionsto selectively enable .htaccess files only where needed.

Discussion

.htaccess files cause asubstantia reduction in Apache's performance, because it must check for a .htaccess in every
directory aong the path to the requested file to be assured of getting dl of the relevant configuration overrides. Thisis
necessary because Apache configuration directives gpply not only to the directory in which they are set, but dso to
all subdirectories. Thus, we must check for .htaccess filesin parent directories, aswell asin the current directory, to
find any directivesthat would trickle down the current directory.

For example, if, for some reason, you had AllowOverride All enabled for al directories and your DocumentRoot
was /usr/local/apache/htdocs, then arequest for the URL http://example.com/events/parties/christmas.html would
result in the following files being looked for and, if found, opened and searched for configuration directives:

/. htaccess

/usr/.htaccess

/usr/local/.htaccess

/usr/ | ocal / apache/ . ht access

/usr /| ocal / apache/ ht docs/. ht access

/usr /| ocal / apache/ ht docs/ event s/ . ht access

/usr/ 1 ocal / apache/ ht docs/ events/ parties/. htaccess

Now, hopefully, you would never have AllowOverride All enabled for your entire filesystem, so thisisaworst-case
scenario. However, occasiondly, when people do not adequately understand what this configuration directive does,
they will enable this option for their entire filesyster and suffer poor performance asaresult.

The recommended solution is by far the best way to solve this problem. The <Directory> directiveis specificdly for
thisstuation, and .htaccess files should redlly only be used in the Stuation where configuration changes are needed
and accessto the main server configuration fileis not readily available.

For example, if you have a .htaccess filein /usr/local/apache/htdocs/events containing the directive:
AddEncodi ng x-gzip tgz

Y ou should instead S mply replace thiswith the following in your main configuration file:
<Di rectory /usr/local/apache/ htdocs/event >

AddEncodi ng x-gzip tgz
</Directory>


http://httpd.apache.org/docs/howto/htaccess.html
http://httpd.apache.org/docs-2.0/howto/htaccess.html
http://example.com/events/parties/christmas.html 
http://httpd.apache.org/docs/howto/htaccess.html
http://httpd.apache.org/docs-2.0/howto/htaccess.html
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Recipe 11.8 Disabling Content Negotiation

Problem

Content negotiation causes abig reduction in performance.

Solution

Disable content negotiation whereit is not needed. If you do require content negotiation, use the type-map handler,
rather than the MultiViews option:
Options -Milti Views

AddHandl er type-map var
Discussion

If a al possible, disable content negotiation. However, if you must do content negotiation—if, for example, you have
amultilingua web ste—you should use the type-map handler, rather than the MultiViews method.

When MultiViews is used, Apache needsto get adirectory listing each time arequest is made. The resource
requested is compared to the directory listing to see what variants of that resource might exist. For example, if
index.html isrequested, the variants index.html.en and index.html.fr might exist to satisfy that request. Each
matching variant is compared with the user's preferences, expressed in the various Accept headers passed by the
client. Thisinformation alows Apache to determine which resourceis best suited to the user's needs.

However, this process can be very time-consuming, particularly for large directories or resources with large numbers
of variants. By putting theinformationina .var fileand dlowing the type-map handler to be used instead, you
eliminate the requirement to get adirectory listing, and gresatly reduce the amount of work that Apache must do to
determine the correct variant to send to the user.

The .var filejust needsto contain alisting of the variants of a particular resource and describe their important
attributes.

If you have, for example, English, French, and Hebrew variants of the resource index.html, you may expressthisina
Vvar filecdled index.html.var containing information about each of the various variants. Thisfile might ook like the
falowing:

URI: index.htnl.en

Cont ent -l anguage: en
Content-type: text/htm

URI: index.htm .fr
Cont ent -1 anguage: en
Content-type: text/htm

URI : index. htnl . he.iso8859-8
Cont ent - | anguage: he

Content-type: text/htnl;charset=I SO 8859-8

Thisfile should be placed in the same directory as the variants of thisresource, which are caled index.html.en,
index.ntml.fr, and index.html.he.iso8859-8.


http://httpd.apache.org/docs/mod/mod_negotiation.html
http://httpd.apache.org/docs/mod/mod_mime.html#addhandler
http://httpd.apache.org/docs/mod/mod_mime.html#addcharset
http://httpd.apache.org/docs/mod/mod_mime.html#addlanguage
http://httpd.apache.org/docs/mod/core.html#optionsr
http://httpd.apache.org/docs/mod/mod_negotiation.html
http://httpd.apache.org/docs/mod/mod_mime.html#addhandler
http://httpd.apache.org/docs/mod/mod_mime.html#addcharset
http://httpd.apache.org/docs/mod/mod_mime.html#addlanguage
http://httpd.apache.org/docs/mod/core.html#optionsr
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Recipe 11.9 Optimizing Process Creation

Problem

Y ou'reusing Apache 1.3, or Apache 2.0 with the prefork MPM, and you want to tune MinSpareServers and
MaxSpareServer s to the best settings for your web ste.

Solution

Will vary from one site to another. Y ou'll need to watch traffic on your site and decide accordingly.

Discussion

The MinSpareServers and MaxSpareServers directives control the size of the server pool, so that incoming
requestswill dways have a child process waiting to serve them. In particular, if there are fewer than
MinSpareServers idle processes, Apache will create more processes until that minimum isreached. Smilarly, if there
are ever more than MaxSpareServers processes, Apache will kill off processes until there are fewer than that
maximum. These thingswill happen asthe Ste traffic fluctuates on anorma day.

The best valuesfor these directives for your particular Site depends on the amount and the rate at which traffic
fluctuates. If your Steis proneto large spikesin traffic, MinSpareServers needs to be large enough to absorb those
spikes. Theideaisto never have a Situation where requests comein to your site, and thereare no idle server
processes waiting to handle the request. If traffic patterns on your Site are fairly smooth curves with no abrupt spikes,
the default vaues may be sufficient.

The best way to watch exactly how much load thereis on your server is by looking at the server-status handler
output. (See Recipe 11.4.)

Y ou should also set MaxClients to avaue such that you don't run out of server resources during heavy server loads.
For example, if your average Apache process consumes 2 MB of memory and you have atota of 256 MB of RAM
available, dlowing alittle bit of memory for other processes, you probably don't want to set MaxClients any higher
than about 120. If you run out of RAM and start using swap space, your server performance will abruptly go
downhill and will not recover until you are no longer using swap. Y ou can watch memory usage by running aprogram
such as top, which shows running processes and how much memory each isusing.

See Also

Setting the number of threads on single-child MPMsin Recipe 11.10

Number of threads when using the worker MPM in Recipe 11.10
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Recipe 11.10 Tuning Thread Creation

Problem

Y ou're using Apache 2.0 with one of the threaded MPMss, and you want to optimize the settings for the number of
threads.

Solution

Will vary from server to server.

Discussion

The various threaded MPMs on Apache 2.0 handle thread creation somewheat differently. In Apache 1.3, the
Windows and Netware versons are threaded, while the Unixish verson is not. Tuning the thread creation values will
vary from one of these versonsto another.

Setting the number of threadson single-child MPMs

On MPMsthat run Apache with asingle threaded child process, such as the Windows MPM (mpm_winnt), and the
Windows and Netware versions of Apache 1.3, there are afixed number of threadsin the child process. This
number is controlled by the ThreadsPer Child directive and must be large enough to handle the peek traffic of the
dteon any given day. Thereredly isno performance tuning that can be done here, asthis number isfixed throughout
the lifetime of the Apache process.

Number of threadswhen using the worker MPM

Theworker MPM has a fixed number of threads per child process but has a variable number of child processes, so
that increased server load can be absorbed. A typica configuration might look like the following:

Start Servers 2
Maxd ients 150
M nSpar eThr eads 25
MaxSpar eThr eads 75
Thr eadsPer Chi I d 25

ServerLimt 16

The MinSpareThreads and MaxSpareThreads directives control the size of theidle pool of threads, so that
incoming clientswill aways have an idle thread waiting to serve their request. The ThreadsPer Child directive
indicates how many threads are in each child process, so when the number of available idle threads drops below
MinSpareThreads, Apachewill launch anew child process, populated with ThreadsPer Child threads. Smilarly,
when server load is reduced and the number of idle threadsis greater than MaxSpareThreads, Apache will kill off
one or more child processes to reduce the idle pool to that number or less.

The goal, when setting these values, isto ensure that there are always idle threads ready to serve any incoming client's
request, without having to creste anew one. The previous example will work for most sites, asit will ensure that
thereisat least one completely unused child process, populated with 25 threads, waiting for incoming requests. As
soon as threads within this process start to be used, anew child process will be launched for future requests.


http://httpd.apache.org/docs-2.0/mpm.html
http://httpd.apache.org/docs-2.0/mpm.html
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Recipe 11.11 Caching Frequently Viewed Files

Problem

Y ou want to cachefilesthat are viewed frequently, such asyour sit€'s front page, so that they don't haveto be
loaded from the filesystem every time.

Solution

Use mod_mmap_static or mod_file_cache (for Apache 1.3 and 2.0, respectively) to cache these filesin memory:
MvapFi | e /ww/ ht docs/ i ndex. ht m
MVapFi | e /ww/ ht docs/ ot her _page. ht ni

For Apache 2.0, you can use either module or the CacheFile directive. MMapFile cachesthefile contentsin
memory, while CacheFile cachesthefile handleinstead, which gives dightly poorer performance but usesless
memory:

CacheFil e /www/ ht docs/ i ndex. ht m

CacheFi | e /ww ht docs/ ot her _page. ht nl

Discussion

For filesthat are frequently accessed, it is desirable to cache that file in some fashion to save disk accesstime. The
MMapkFile directive loads afileinto RAM, and subsequent requests for that file are served directly out of RAM,
rather than from the filesystem. The CacheFile directive, on the other hand, opensthefile and cachesthe file handle,
saving time on subsequent file opens.

In Apache 1.3, thisfunctiondity is available with the mod_mmap_static module, which islabelled as experimenta
and isnot built into Apache by default. To enable thismodule, you need to specify the
—enable-module=mmap_static flag to configure when building Apache. mod_mmap_static providesonly the
MMapFile directive.

In Apache 2.0, thisfunctionality is provided by the mod_file_cache module, which islabelled as experimentd, and is
not built into Apache by default. To enable thismodule, you need to specify the —enable-file_cache flagto
configure when building Apache. mod_file_cache provides both the MMapFile and CacheFile directives.

These directivestake asingle file as an argument, and thereis not aprovision for specifying adirectory or set of
directories. If you wish to have the entire contents of a directory mapped into memory, the documentation provides
the following suggestion. For the directory in question, you would run the following command:

% find /ww htdocs -type f -print \

> | sed -e 's/.*/mmapfile &' > /ww/ conf/ mrap. conf

Inyour main server configuration file, you would then load thefile created by that command, using the Include
directive:

I ncl ude /www/ conf/ mmap. conf

Thiswould cause every file contained in that directory to have the MMapFile directiveinvoked onit.

Note that when files are cached using one of these two directives, any changesto thefile will require aserver retart


http://httpd.apache.org/docs/mod/mod_mmap_static.html
http://httpd.apache.org/docs-2.0/mod/mod_file_cache.html
http://httpd.apache.org/docs/mod/mod_mmap_static.html
http://httpd.apache.org/docs-2.0/mod/mod_file_cache.html
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Recipe 11.12 Sharing L oad Between Servers Using mod_proxy

Problem

Y ou want to have a certain subset of your web site served from another machine, in order to share the load of the
gte

Solution

Use ProxyPass and ProxyPassRever se to have Apache fetch the content from another server:

Pr oxyPass [other/ http://other.server.com
ProxyPassReverse /other/ http://other.server.com
Discussion

Thesedirectiveswill cause requeststo URL s Sarting with /other/ to be forwarded to the server other.server.com,
with the path information preserved. That isto say, arequest for http:/Aww.server.com/other/something.html will be
trandated into arequest for http://other.server.com/something.html. Content obtained from this other server will be
returned to the client, which will be unable to determine that any such technique was employed. The
ProxyPassRever se directive ensures that any redirect headers sent from the backend server (in this case,
other.server.com) will be modified so that they appear to come from the main server.

Thismethod is often used to have the dynamic portion of the Site served by aserver running mod_per|—often even
on the same machine, but on adifferent port—while the static portions of the Site are served from the main server,
which can be lighter weight, and so run faster.

Note that URL s contained within documents are not rewritten as they pass through the proxy, and linkswithin

documents should be relative, rather than absolute, so that they work correctly.

See Also

http://httpd.gpache.org/docgmod/mod_proxy.html

http://httpd.apache.org/docs-2.0/mod/mod_proxy.html
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http://httpd.apache.org/docs/mod/mod_proxy.html
http://httpd.apache.org/docs-2.0/mod/mod_proxy.html
http://other.server.com/
http://other.server.com/
http://www.server.com/other/something.html 
http://other.server.com/something.html. 
http://httpd.apache.org/docs/mod/mod_proxy.html
http://httpd.apache.org/docs-2.0/mod/mod_proxy.html
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Recipe 11.13 Distributing L oad Evenly Between Several Servers

Problem

Y ou want to serve the same content from severa servers and have hits distributed evenly among the servers

Solution

Use DNSround-robin to have requests distributed evenly, or at least fairly evenly, among the servers:

www. exanpl e. com 86400 IN A 192.168.10.2
www. exanpl e. com 86400 IN A 192.168.10.3
www, exanpl e. com 86400 IN A 192.168.10.4
www, exanpl e. com 86400 IN A 192.168.10.5
www, exanpl e. com 86400 IN A 192.168.10.6
waww. exanpl e. com 86400 IN A 192.168.10.7
Discussion

Thisexampleisan excerpt from aBIND zonefile. The actud syntax may vary, depending on the particular name
server software you are running.

By giving multiple addresses to the same hostname, you cause hitsto be evenly distributed among the various servers
listed. The name server, when asked for this particular name, will give out the addresses listed in around-robin
fashion, causing requests to be sent to one server after the other. Theindividua servers need be configured only to
answer requests from the specified name.

Running the host command on the name in question will result inalist of possible answers, but each time you run the
command, you'l get adifferent answer firgt:

% host www. exanpl e. com

www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.
% host www. exanpl e. com

www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.
www, exanpl e. com has address 192. 168. 10.

www. exanpl e. com has address 192. 168. 10.

~No oabhwdN

o b wnN N

% 4. Makesurethat when you update your DNS zonefile, you also update the serial number,
8 and restart or reload your DNS server.
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Recipe 11.14 Caching Directory Listings

Problem

Y ou want to provide adirectory listing but want to reduce the performance hit of doing so.

Solution

Usethe TrackModified argument to IndexOptions to allow browsersto cache the results of an auto-generated
directory index:

| ndexOpti ons +TrackModi fi ed

Discussion

When sending adirectory listing to aclient, Apache has to open that directory, obtain adirectory listing, and
determine various attributes of the files contained therein. Thisis very time consuming, and it would be niceto avoid
thiswhen possible.

By default, the Last Modified time sent with adirectory listing isthe time that the content isbeing served. Thus, when
aclient, or proxy server, makes a HEAD or conditiond GET request to determineif it can use the copy that it hasin
cache, it will dways decide to get afresh copy of the content. The TrackModified option to IndexOptions cause
mod_autoindex to send aLast Modified time corresponding to thefilein the directory that was most recently
modified. This enables browsers and proxy serversto cache this content, rather than retrieving it from the server each
time, and aso ensuresthat the listing that they have cached isin fact the latest version.

Note that clientsthat don't implement any kind of caching will not benefit from this directive. In particular, testing with
ab will show no improvement from turning on this setting, as ab does not do any kind of content caching.

See Also

The manpagefor the ab tool
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Recipe 11.15 Speeding Up Per|l CGI Programswith mod_perl|

Problem

Y ou have exigting functional Perl CGI programs and want them to run fagter.

Solution

If you have the mod_per| module ingtaled, you can configureit to run your Perl CGI programs, instead of running
mod_cgi. Thisgivesyou abig performance boost, without having to modify your CGI code.

Therearetwo dightly different waysto do this.

For Apache 1.3 and mod_per| Verson 1.

Alias /cgi-perl/ [usr/local/apache/cgi-bin/
<Location /cgi-perl>

Opti ons ExecCd

Set Handl er perl-script

Per | Handl er Apache: : Perl Run

Per | SendHeader On
</ Locati on>

Alias /perl/ [usr/local/apache/cgi-bin/
<Location /perl>

Opti ons ExecCd

Set Handl er perl-script

Per | Handl er Apache:: Registry

Per | SendHeader On

</ Locati on>

For Apache 2.0 and mod_per| Verson 2, the syntax changes dightly:

Per| Mbdul e ModPerl : : Perl Run
Alias /cgi-perl/ /usr/local/apache2/cgi-bin/
<Location /cgi-perl>
Set Handl er perl -script
Per | ResponseHandl er ModPerl : : Perl Run
Opti ons +ExecCQA
</ Locati on>

Per | Modul e ModPerl :: Regi stry
Alias /perl/ [usr/local/apache2/cgi-bin/
<Location /perl>
Set Handl er perl -script
Per | ResponseHandl er ModPerl :: Regi stry
Opti ons +ExecCG

</ Locati on>
Discussion

By usng mod_perl's CGl modes, you can improve the performance of existing CGI programs without modifying the
CGIl codeitsdf in any way. Given the previous configuration sections, a CGl program that was previoudy accessed
viathe URL http://mww.example.com/cgi-bin/program.cgi will now be accessed viathe URL
http:/Amww.example.com/cgi-perl/program.cgi to runit in PerlRun mode or viathe URL
http:/Aww.example.comVperl/program.cgi to runit in Registry mode.


http://www.example.com/cgi-bin/program.cgi 
http://www.example.com/cgi-perl/program.cgi 
http://www.example.com/perl/program.cgi 
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Chapter 12. Miscellaneous Topics

With its hundreds of configuration directives, and dozens upon dozens of modules providing additiona functiondity,
the Apache web server can be terrifically complex. So too can the questions about how to useit. We have collected
many of the most common questions we have seen and categorized them, putting related topicsinto their own
chapters when there were enough of them.

However, some of the things that come up don't fal readily into one of the categories we have chosen, or perhaps
are more fundamental and weve collected them into this catch-al chapter of "thingsthat don't belong anywheredse”
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Recipe 12.1 Placing Directives Properly

Problem

Y ou know what directive you need but aren't sure where to put it.

Solution

If you wish the scope of the directive to be globd (i.e., you want it to affect all requeststo the web server), then it
should be put in the main body of the configuration file or it should be put in the section sarting with theline
<Directory /> and ending with </Directory>.

If you wish the directive to affect only aparticular directory, it should be put in a <Directory> section that specifies
that directory. Be aware that directives specified in this manner aso affect subdirectories of the stated directory.

Likewise, if you wish the directive to affect a particular virtual host or aparticular set of URLS, then the directive
should be put ina < VirtualHost> section, <Location> section, or perhaps a <Files> section, referring to the
particular scope in which you want the directive to apply.

In short, the answer to "Where should | put it?" is"Where do you want it to be in effect?’

Discussion

This question is perhaps the most frequently asked question in every Apache help venue. Itisusudly answveredina
way that isrelevant to the specific Stuation but not in agenera al-purpose kind of way.

The stuation isfurther complicated by the fact that the configuration file is frequently split over severd files, which are
loaded via Include directives, and the (usually) mistaken impression that it will make a difference whether adirective
isput in onefile or another.

Knowing exactly whereto put a particular directive comes from understanding how A pache dedls with sections (such
as <Directory> and <Location>). Thereis seldom one magic place that adirective must be placed to make it
work. However, there are usually anumber of places where you can put adirective and have it produce an undesired
effect.

There aretwo main Stuationsin which adirective, when added to your configuration file, will not have the desired
effect. These are when adirective is overridden by a directive appearing in the same scope but later in the
configuration, and when there isadirective in amore specific scope.

For thefirg of these two Situations, it isimportant to understand that the Apache configuration fileis parsed from top
to bottom. Filesthat are Include'ed are consdered to appear in their entirety in the location where the Include
directive appears. Thus, if you have the same directive gppearing twice but with different vaues, thelast one
gppearing will bethe onethat isactudly in effect.


http://httpd.apache.org/docs/howto/htaccess.html
http://httpd.apache.org/docs-2.0/howto/htaccess.html
http://httpd.apache.org/docs/mod/core.html#directory
http://httpd.apache.org/docs/mod/core.html#directorymatch
http://httpd.apache.org/docs-2.0/mod/core.html#directory
http://httpd.apache.org/docs-2.0/mod/core.html#directorymatch
http://httpd.apache.org/docs/mod/core.html#location
http://httpd.apache.org/docs/mod/core.html#locationmatch
http://httpd.apache.org/docs-2.0/mod/core.html#location
http://httpd.apache.org/docs-2.0/mod/core.html#locationmatch
http://httpd.apache.org/docs/mod/core.html#files
http://httpd.apache.org/docs/mod/core.html#filesmatch
http://httpd.apache.org/docs-2.0/mod/core.html#files
http://httpd.apache.org/docs-2.0/mod/core.html#filesmatch
http://httpd.apache.org/docs/howto/htaccess.html
http://httpd.apache.org/docs-2.0/howto/htaccess.html
http://httpd.apache.org/docs/mod/core.html#directory
http://httpd.apache.org/docs/mod/core.html#directorymatch
http://httpd.apache.org/docs-2.0/mod/core.html#directory
http://httpd.apache.org/docs-2.0/mod/core.html#directorymatch
http://httpd.apache.org/docs/mod/core.html#location
http://httpd.apache.org/docs/mod/core.html#locationmatch
http://httpd.apache.org/docs-2.0/mod/core.html#location
http://httpd.apache.org/docs-2.0/mod/core.html#locationmatch
http://httpd.apache.org/docs/mod/core.html#files
http://httpd.apache.org/docs/mod/core.html#filesmatch
http://httpd.apache.org/docs-2.0/mod/core.html#files
http://httpd.apache.org/docs-2.0/mod/core.html#filesmatch
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Recipe 12.2 Renaming .htaccess Files

Problem

Y ou want to change the default name of per-directory configuration files to something else, such as on aWindows
system, because filenames beginning with a dot can cause problems.

Solution

Use the AccessleName directive to specify the new name:

AccessFi | eName ht. access
Discussion

In addition to the server-wide configuration files, you can add directivesto specid filesinindividud directories. These
are caled .htaccess (aitch tee access) files because that's the default name for them.

However, the Unixish convention of filenamesthat begin with adot doesn't play well on dl platforms, on Windowsin
particular it can be difficult to edit fileswith such names.

Apache dlows you to change the nameit will use when looking for these per-directory fileswith the AccessFileName
directive (which can only gppear in the server-wide configuration files). Y ou can use any namethat's valid on your
platform.

If you use the AccessFileName directive, be sure to make any additiona appropriate changesto your configuration
such asthe <FilesMatch "M\.ht"> container that keeps the files from being fetchable over the Web:
<Fi | esMatch "~ht\.">

O der deny, al | ow
Deny from all

</ Fi | esivat ch>

See Also
Recipe11.7

http://httpd.apache.org/docs/howto/htaccess.html

http://httpd.apache.org/docs-2.0/howto/htaccess.html
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http://httpd.apache.org/docs/howto/htaccess.html
http://httpd.apache.org/docs-2.0/howto/htaccess.html
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Recipe 12.3 Generating Directory/Folder Listings

Problem

Y ou want to see adirectory listing when adirectory is requested.

Solution

Turn on Options Indexes for the directory in question:

<Di rectory /ww/ htdocs/i nages>
Opti ons +l ndexes

</Directory>
Discussion

When aURL mapsto adirectory or folder in the filesystem, Apache will respond to the request in one of three ways:.

If mod_dir ispart of the server configuration, and the mapped directory iswithin the scope of a
Directorylndex directive, and the server can find one of thefilesidentified in that directive, then thefile will
be used to generate the response.

If mod_autoindex is part of the server configuration and the mapped directory iswithin the scope of an
Options directive that has enabled the Indexes keyword, then the server will congtruct adirectory listing at
runtime and supply it asthe response.

The server will return a404 (Resource Not Found) status.

Enabling directory listings

Thered keysto enabling the server's ability to automatically generate alisting of filesin adirectory aretheincluson
of mod_autoindex in the configuration and the Indexes keyword to the Options directive. This can be done either
asan absoluteform, asin:

Options Fol | owSynLi nks | ndexes

or inasdective or rddative form such as
Opti ons -ExecCA +l ndexes

Enabling directory listings should be done with caution. Because of the scope inheritance mechanism, directories
farther down the tree will also be affected; and because the server will apply the sequence of ruleslisted at the
beginning of this section in an effort to provide some sort of response, asingle missing file can result in the inadvertent
exposure of your filesystem's contents.

Disabling directory indexing below an enabled directory

There are essentidly two waysto work around thisissue and ensure that the indexing applies only to thesingle
directory:


http://httpd.apache.org/docs/mod/core.html#options
http://httpd.apache.org/docs/mod/mod_dir.html
http://httpd.apache.org/docs/mod/mod_autoindex.html
http://httpd.apache.org/docs/mod/core.html#options
http://httpd.apache.org/docs/mod/mod_dir.html
http://httpd.apache.org/docs/mod/mod_autoindex.html
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Recipe 12.4 Solving the" Trailing Slash” Problem

Problem

Loading a particular URL workswith atrailing dash but does not work without it.

Solution

Make surethat ServerName is set correctly and that none of the Alias directives have atrailing dash.

Discussion

The"trailing dash" problem can be caused by one of two configuration problems: an incorrect or missing vaue of
ServerName, or an Alias with atrailing dash that doesn't work without it.

Incorrect Server Name

Anincorrect or missng Server Name seems to be the most prevalent cause of the problem, and it works something
like this: when you request a URL such as http://example.com/something, where something isthe name of a
directory, Apache actually sends aredirect to the client telling it to add the trailing dash.

Theway that it doesthisisto congruct the URL using the vaue of ServerName and the requested URL.. If
ServerName isnot set correctly, then the resultant URL, which is sent to the client, will generate an error on the
client end when it can't find the resulting URL..

If, on the other hand, ServerName isnot set at al, Apache will attempt to guess areasonable value when you start it
up. Thiswill often lead it to guessincorrectly, usng values such as 127.0.0.1 or loca host, which will not work for
remote clients. Either way, the client will end up getting a URL that it cannot retrieve.

Invalid Aliasdirective

In the second incarnation of this problem, adightly maformed Alias directive may causea URL with amissing
tralling dashto beaninvaid URL entirely.

Condder, for example, the following directive:
Al ias /exanple/ /home/ ww exanpl e/

The Alias directiveisvery literd, and diases URL s starting with /exampl e/, but it does not dias URL s starting with
/example. Thus, the URL http://example.com/example/ will display the default document from the directory
/home/www/example/, while the URL http://example.com/example will generate a"file not found" error message,
with an error log entry that will look something like:

File does not exist: /usr/local/apache/htdocs/exanple

The solution to thisisto create Alias directives without the trailing dash, so that they will work whether or not the
tralling dash isused:
Al'i as /exanpl e / hone/ ww/ exanpl e


http://httpd.apache.org/docs/misc/FAQ-E.html#set-servername
http://example.com/something, 
http://example.com/example/ 
http://example.com/example 
http://httpd.apache.org/docs/misc/FAQ-E.html#set-servername
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Recipe 12.5 Setting the Content-Type According to Browser
Capability

Problem

Y ou want to set Content-Type headers differently for different browsers, which may render the content incorrectly
otherwise.

Solution

Check the Accept headers with RewriteCond and then set the Contend-Type header withaT flag:
RewriteCond "% HTTP_ACCEPT}" "application/xhtm\ +xm "

RewriteCond "% HTTP_ACCEPT}" "!application/xhtm\+xm\s*;\s*q=0+(?:\.0*["0-9])"
RewiteRule . - [T=application/xhtm +xm ; charset =i so- 8859- 1]

Discussion

Different browserstend to deal with content differently and sometimes need anudgein theright direction. Inthis
example, for browsersthat specify (usingthe HTTP_ACCEPT header) that they prefer XHTML content, we want
to send a Content-Type header specifying that the content we are sending fulfillsthat requirement.

The T (Type) flag sets the Content-Type for the response.

See Also

http://httpd.gpache.org/docsmod/mod _rewrite.html
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Recipe 12.6 Handling Missing Host: Header Fields

Problem

Y ou want to treat differently al requests that are made without a Host: request header field.

Solution

Set Envl f Host "~$" no_host=1
Order All ow, Deny

Al low fromall

Deny from env=no_host

Rew iteCond "% HTTP_HOST}" "~ $"

RewiteRule ".*" - [ F, L]
Discussion

The Host: request header field is essential to correct handling of name-based virtua hosts (see Recipe 4.1). If the
client doesn't includeit, the chances are very good that the request will be directed to the wrong virtua hogt. All
modern browsers automaticaly include thisfield, so only custom-written or very old dients are likely to encounter
thisissue.

The solutions given will cause such requests to be reected with a 403 Forbidden status; the exact text of the error
page can be tailored with an ErrorDocument 403 directive.

Thefirg solutionisdightly more efficient.

See Also
Recipe4.1
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Recipe 12.7 Alternate Default Document

Problem

Y ou want to have some file other than index.html appear by default.

Solution

Use Directorylndex to specify the new name:
Directorylndex default.htm
Discussion

When adirectory isrequested—that is, aURL ending in a/ rather than in afile name—mod_dir will seect theindex
document from that directory and serve that file in response. By default, the index fileis assumed to be index.html
but this can be configured to something else with the Directorylndex directive.

Note also that Directorylndex can be set to severa files, which are listed in order of precedence:
Directoryl ndex index. htm index.htmindex.php default.htm

Findly, note that you can dso provide ardative URL if you want to load content from some other directory, such as
aCGil program:

Directoryl ndex /cgi-bin/index. pl

See Also

http://httpd.apache.org/docsmod/mod_dir.html
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Recipe 12.8 Setting Up a Default " Favicon"

Problem

Y ou want to define adefault favoriteicon, or "favicon,” for your site, but dlow individual Stesor usersto overrideit.

Solution

Put your default favicon.ico fileinto the /icons subdirectory under your ServerRoot, and add the following linesto
your server configuration file in the scope where you warnt it to take effect (such asinsde aparticular <VirtualHost>
container or outsde dl of them):

AddType i nage/ x-icon .ico
<Files favicon.ico>
Er ror Docunent 404 /icons/favicon.ico

</Fil es>
Discussion

favicon.ico filesalow web stesto provideasmal (16 x 16 pixes) imageto clientsfor usein labdling pages, for
instance, the Mozilla browser will show the favicon in the location bar and in any pagetabs. Thesefilesaretypicaly
located in the Site's DocumentRoot or in the same directory as the pages that reference them.

What the linesin the solution do istrap any referencesto favicon.ico filesthat don't exist and supply adefault

ingead. An ErrorDocument is used instead of a RewriteRule, because we want the default to be supplied only if the
fileisn't found where expected. A rewrite, unless carefully crafted, would force the specified file to be used regardiess
of whether a more appropriate one existed.

See Also

Chapter 5
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Appendix A. Using Regular Expressionsin Apache

A number of the Apache web server's configuration directives permit (or require!) the use of what are called regular
expressions. Regular expressions are used to determineif astring, such asaURL or auser's name, matchesa

pattern.

There are numerous resources that cover regular expressionsin excruciating detail, so this gppendix isnot designed
to beatutorid for their use. Instead, it documents the specific features of regular expressions used by
Apache—what's available and what isn't. Even though there are quite anumber of regular expression packages, with
differing feature sets, there are some commonalities among them. The Perl language, for instance, has aparticularly
rich set of regular expressions but only asmall subset of them are available in the Apacheregex library, which is
different from Perl's.

Regular expressions, as mentioned, are alanguage that allows you to determineif aparticular string or variable looks
like some pattern. For example, you may wish to determineif aparticular string isal uppercase, or if it contains at
least 3 numbers, or perhapsif it contains the word "monkey"” or "Monkey." Regular expressions provide avocabulary
for talking about these sort of tests. Most modern programming languages contain some variety of regular expresson
library, and they tend to have alarge number of thingsin common, athough they may differ in small details.

Apache 1.3 usesaregular expresson library called hsregex, so called because it was developed by Henry Spencer.
Note that thisisthe same regular expression library used in egrep, which isthe samething as grep on many Unixish
plaforms.

Apache 2.0 uses asomewhat more full-featured regular expression library called Perl Compatible Regular
Expressons (PCRE), s0 cdled because it implements many of the features available in the regular expression engine
that comes with the Perl programming language. While this gppendix does not attempt to communicate dl the
differences between these two implementations, you should know that hsregex isasubset of PCRE, asfar as
functionadity goes, so everything you can do with regular expressionsin Apache 1.3, you can do in 2.0, but not
necessarily the other way around.

To grosdy smplify, regular expressionsimplement two kinds of characters. Some characters mean exactly what they
say (for example, aG appearing in aregular expresson will usualy mean theliterd character G), while some
characters have specid significance (for example, the period (.) will match any character at dl—awildcard
character). Regular expressions can be composed of these characters to represent (almost) any desired pattern

gppearing inastring.
[ TeamLiB]




[ TeamLiB] [«rrevious]nex



A.1 What Directives Use Regular Expressions?

Two main categories of Apache directives use regular expressions. Any directive with aname containing the word
Match, such as FileMatch, can be assumed to use regular expressionsin its arguments. And directives supplied by
the module mod_rewrite use regular expressions to accomplish their work.

For more about mod_rewrite, see Chapter 5.

SomethingMatch directives each implement the same functionality astheir counterpart without the Match. For
example, the RedirectMatch directive does essentialy the same thing asthe Redirect directive, except that thefirst
argument, rather than being alitera string, isaregular expression, which will be compared to the incoming request
URL.

A.1.1 Regular Expression Basics

To get started in writing your own regular expressions, you'll need to know afew basic pieces of vocabulary, such as
shownin Table A-1 and Table A-2. These condtitute the bare minimum that you need to know. Although thiswill
hardly qualify you as an expert, it will enable you to solve many of the regex scenarios you will find yourself faced
with.

Table A-1. A basic regex vocabulary

Character Meaning

Matches any character. Thisisthe wildcard character.

Matches one or more of the previous character. For
+ example, M+ would match one or more Ms; "+" would
match one or more characters of any kind.

Matches zero or more of the previous character. For
example, M* would match zero or more Ms. This

* meansthat it will not only match M, MM, and MMM,
but it will dso match astring that doesn't have any Msin
itatdl.

Makes the previous character optiona. For example,
the regular expression monkeys?will match agring

? containing either monkey or monkeys. Note that the ?
applies only to asingle character in the absence of any
enclosing parentheses.



http://www.perldoc.com/perl5.6.1/pod/perlre.html
http://www.example.com/support/ 
http://support.example.com/. 
http://www.example.com/support/ 
http://www.example.com/Support/, 
http://support.example.com/
http://support.example.com/
http://www.perldoc.com/perl5.6.1/pod/perlre.html
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Appendix B. Troubleshooting

The Apache web server isavery complex beast. In the vanilla package it includes over 30 functiona modules and
more than 12 dozen configuration directives. This meansthat there are significant opportunities for interactions that

produce unexpected or undesirable results. This appendix covers some of the more common issues that cause
problems, as culled from various support forums.
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B.1 Troubleshooting M ethodology

B.1.1IntheError Log

The Apache software does quite areasonable job of reporting the details when it encounters problems. The reports
arerecorded in the server's error log, which isusudly stored in one of the following places.

/usr/local/apache/logs/error_log
Ivar/log/apache/error_log
Ivar/log/httpd-error.log
Ivar/log/httpd/error_log

C:\Program Files\Apache Group\error.log

Wherethe error log is put depends upon how you ingtalled and configured the server; the wedlth of possible locations
inthelist aboveis because popular prepackaged ingtalation kits (from Red Hat, SUSE, etc.) each hasits own
preferred location. Of course, the definitive location can be determined by examining your httpd.conf filefor the
ErrorLog directive(s).

So the very first thing you should do when Apache appears to be mishehaving is seeif the server has any comments
to make.

If the messagesin the error log don't make the cause of the problem immediately clear, or if there aren't any
messages that seem to relate to the problem, it'sagood ideato crank thelogging level up by changing the LogL evel
setting in the httpd.conf file

LogLevel debug

The debug setting enables all possible error messages and makes the server extremely verbose, soit'sagood ideato
st it back to warning or error after it has helped you locate the cause of your problem.

B.1.2 Characterize the Problem

When you're trying to diagnose aproblem, hereis aquestion you should ask yoursdf: "What isthe current behavior,
and in what waysisit different from the expected or desired behavior?”

If you ask this question, anatura successive question is, "What could cause the current behavior?”

Between the answers to these two questions often liesa " Eurekal” moment. At the very least, they narrow your area
f recearch
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B.2 Debugging the Configuration

When diagnosing a problem by examining your server's configuration, be sureto examine dl of thefilesinvolved. In
particular, look for filesidentified in Include directives, aswell asthosein the main httpd.conf fileandin .htaccess
files

If you're editing the server-wide configuration files, be sure to retart the server afterward to make the changes take
effect!

If editing aconfiguration or .htaccess file ssemsto have no effect, test that it's actualy being processed by putting a
lineof gibberishinto thefile and trying again.

If it seemsthat an .htaccess fileis being ignored, even when you insert gibberish, it indicatesthat it'swithin the scope
of an AllowOverride None directive.

[ TeamLiB]
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B.3 Debugging Premature End of Script Headers

When you're working with CGI scripts, certain messages can quickly become extremely familiar and tiresome;
typicaly the output in the browser window will be either ablank page or an Interna Server Error page.

This message has severd different possible causes. Theseinclude, but are not necessarily limited to:

The CGlI script isether not emitting any output at dl, or it isemitting content before the required header lines,
or it's neglecting to emit the obligatory blank line between the header and the content.

The script encountered an error and emitted the error message instead of its expected output.
Y ou're using suexec and one or more of the suexec congtraints has been violated.

To test to seeif the problem isan error condition or improper CGI response formatting, run the script interactively
from the command lineto verify that it isemitting content in compliance with the CGlI rules.

If youre using suexec, check the suexec logfileto seeif there are security congtraints being violated.

You cantell if youre using suexec with the following command:
% httpd -1
Conpi | ed-i n nodul es:

http_core.c

nod_so. ¢

suexec: disabled; invalid wapper /var/ww apache/ bi n/ suexec

If you get amessage that saysthat suexec is disabled, you can ignore that as apossible cause of the script's
execution problems.

If suexec isenabled, though, you should look at itslogfile to get more detail s about the problem. Y ou can find the
logfilewith:

# suexec -V

DOC_ROOT="/usr /1 ocal / apache/ ht docs"

G D_M N=100

HTTPD_USER=" wwww/'

LOG EXEC="/usr /| ocal / apache/| ogs/ suexec. | og"

SAFE_PATH="/usr /| ocal / bi n: /usr/ bi n:/bin"

U D_M N=100

USERDI R_SUFFI X="publ i ¢_ht m "

O O0O0O0OO00

Theimportant lineis-D LOG_EXEC="/usr/loca/apache/logs/'suexec.log’; it tells you exactly where suexec is
recording itserrors.

Y ou can find out more about CGI and suexec here:


http://cgi-spec.golux.com/default.htm
http://CGI-Spec.Golux.Com/
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B.4 Common Problemson Windows

Windows hasits own distinct set of problem areasthat don't gpply to Unixish environments.

B.4.1 Cannot Determine Hostname

When trying to start Apache from a DOS window, you receive amessage like " Cannot determine hostname. Use
ServerNamedirectiveto set it manualy.”

If you don't explicitly supply Apache with aname for your system, it triesto figure it out. This messageisthe result of
that processfailing.

The curefor thisisredly quite smple: edit your conf\httpd.conf file, look for the string ServerName, and make sure
there's an uncommented directive such as:
Server Nane | ocal host

or.
Server Nane www. f 00. com

inthefile. Correct it if there is one there with wrong information, or add oneif you don't already have one.

Also, make sure that your Windows system has DNS enabled. See the TCP/IP setup component of the Networking
or Internet Options control panel.

After verifying that DNSis enabled and that you have avalid hostnamein your Server Name directive, try to start the
server again.

B.4.2 FindingWS2_32.DLL on Windows

When trying to start Apache on Windows 95, a message like Unable To Locate WS2_32.DLL... appears. Thisfile
is necessary for Apache to function properly.

Prior to Version 1.3.9, Apache for Windows used Winsock 1.1. Beginning with Version 1.3.9, Apache began using
Winsock 2 features (specificaly, WSADuplicateSocket( )). WS2_32.DLL implementsthe Winsock 2 API. Winsock
2 shipswith Windows NT 4.0 and Windows 98. Some of the earlier releases of Windows 95 did not include
Winsock 2.

Tofixit, ingal Winsock 2, available at http:/Awww.microsoft.com/windowsd5/downloads'. Then restart your server,
and the problem should be gone.

B.4.3 Fixing WSADuplicateSocket Errors

If, when trying to start Apache on Windows, it fails and the Apache error log contains this message:


http://www.microsoft.com/windows95/downloads/default.htm
http://support.aventail.com/akb/article00586.html
http://www.microsoft.com/windows95/downloads/
http://support.aventail.com/akb/article00586.html
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B.5 Fixing Build-Time Error M essages

B.5.1 __inet Symbols

If you haveingaled BIND-8, then thisis normaly dueto a conflict between your include filesand your libraries.
BIND-8inddlsitsincludefilesand librariesin /usr/local/include/ and /usr/local/lib/, while the resolver that comes
with your systlemis probably ingdled in /usr/include/ and /usr/lib/.

If your system usesthe header filesin /usr/local/include/ before thosein /usr/include/ but you do not use the new
resolver library, then the two versonswill conflict. To resolvethis, you can either make sure you use theincludefiles
and libraries that came with your system, or make sure to use the new includefilesand libraries.

If you're using Apache 2.0 or later, or Apache 1.3 with the APACI build script, you can make changesto thelibrary
search ligts by defining them on the ./configure command line:
% LI BS=-1bind ./configure

If you're usng Apache 1.3 or earlier and controlling the build process by editing the Configuration filedirectly, just
add -Ibind to the EXTRA_LDFLAGS lineinthefile

After making the appropriate change to your build configuration process, Apache should build with the correct library.

T+ 4. ApacheVersons 1.2 and earlier use EXTRA_LFLAGS inthe Configuration fileinstead.

Asof BIND 8.1.1, the bind libraries and files are ingtaled under /usr/local/bind by default, so you should not run
into this problem. Should you want to use the bind resolvers, you'll have to add the following to the respective lines:

For Apache 1.3 with APACI, or 2.0 and later:
% CFLAGS=-1/usr /1l ocal /bin/include \
> LDFLAGS=/usr/local/bind/lib LIBS=-1bind \
> ./configure

For Apache 1.2 or 1.3 with direct editing of Configuration, add/change thefollowing linesin thefile
EXTRA CFLAGS=-1/usr/ | ocal / bi nd/i ncl ude

EXTRA LDFLAGS=-L/usr/local/bind/lib

EXTRA_LI BS=-1 bi nd
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B.6 Getting Server-Side Includesto Work

The solution isto make sure that Options Includes isturned on and that either XBitHack isturned On, or that you
have the appropriate AddHandler directives set on thefile type that you are using.

Asdiscussed in Recipe 8.8, there are anumber of waysto enable SSl. If the unparsed SSI directives are appearing
inthe HTML when the pageisloaded, thisisaclear indication that SSI execution is not enabled for the document in
question.

If the server hasdifficulty parsng an SSl directive, it will subgtitute the phrases™An error occurred while processing
thisdirective" initsplacein the response. If this happens, the cause of the problem should be listed in the server's
eror log. Seedso Recipe 8.12.
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B.7 Debugging Rewrites That Result in " Not Found" Errors

If your RewriteRule directives keep resulting in 404 Not Found error pages, add the PT (PassT hrough) flag to the
RewriteRule line. Without this flag, Apachewon't processalot of other factors that might apply, such as Alias

sdttings.

Y ou can verify that thisisthe cause of your problem by cranking the mod_rewrite logging level up to 9 and seeing
that the entries relating to the RewriteRule mention something about prefixes with document_root:

RewritelLog logs/rewite-log
RewriteLoglLevel 9

%tail logs/rewite | og

ip-address - - [date ] [reqid ] (2) prefixed with docunent_root to

/usr/ 1 ocal / apache/ ht docs/ robot s. t ext

ip-address - - [date ] [reqid ] (1) go-ahead with /usr/local/apache/htdocs/robots.text
[ ]

%> 4. Dontforget to turn off the Rewritelog directive, or possibly just turn down thelogging
leve, after you've done your checking! Otherwise your disk space may disappear likethe
snows of yesteryear.

Without the PT flag, mod_rewrite assumesthat any rewriting it doeswill be thelast URL manipulation the server
needs to do for the request. Since mod_rewrite directives are handled very early in request processing, thiscan
mean that Alias, ScriptAlias, and other URL manipulations may not get executed. Specifying theflag tells
mod_rewrite to not short-circuit processing, but let it continue as usud.
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B.8 .ntaccess Files Having No Effect

Make sure that AllowOverride is set to an appropriate value. Then, to make sure that the .htaccess fileisbang
parsed at dl, put the following linein the file and ensure that it causes a server error page to show up in your browser:
Gar bage Goes Here

.htaccess files override the settingsin the main server configuration file. Because thisis frequently an undesired thing,
.htaccess files are frequently disabled, which will cause your .htaccess fileto beignored.

.htaccess files are enabled using the AllowOverride directive, which lists categories of directivesthat may appear in
an .htaccess file. For example, if you wish to put authentication-related directivesin an .htaccess file, you will need
to put thefallowing linein the main server configuration file:

Al'l owOverri de Aut hConfig

AllowOverride All permitsany directiveto be put in the .htaccess file, while the directive AllowOverride None
means, "Pleaseignore my .htaccess files”

Thus, the most common cause of an .htaccess file being ignored issmply that your configuration file tells Apacheto
ignoreit.

If you put garbagein your .htaccess file, this should generate a Server Error message in the browser, which will
verify that Apacheisindeed looking at the contents of your file. However, if such amessageisnot displayed, thisisa
sure sign that your .htaccess fileisbeing completely ignored.
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B.9 Address Already in Use

If, when attempting to start your Apache server, you get the following error message:
[ Thu May 15 01:23:40 2003] [crit] (98)Address already in use: nmake _sock: could not
bind to port 80

One of threethingsis happening:

Y ou are attempting to start the server as anonroot user. Become the root user and try again.

Thereis already some process running (perhaps another Apache server) using port 80. Run netstat, or
perhaps ook at the processlist and kill any processthat seemsto fill thisrole.

Y ou have more than one Listen directive in your configuration file pointing to the same port number. Find the
offending duplicate directive and removeit.

In the case of thefirst condition, you will need to become the root user in order to start Apache. By long tradition,
only the root user may bind to any port lower than 1025. Since Apache typicdly runs on port 80, this requires root

privileges.

The second condition can be alittle trickier. Sometimes a child process will refuseto die and will remain running after
Apache has been shut down. There are numerous reasons this might happen. Most of thetime, you can kill this
processforcibly usng kill or kill -9 whilelogged in asroot. Aslong asthis processisrunning and has the port
occupied, you will be unable to start anything el se wanting to bind to that same port.

In the case of the third condition, the second Listen directive attempts to bind to port 80, which has aready been
taken by thefirg Listen directive. Smply removing one of the Listen directiveswill clear up this problem.
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Colophon

Our look isthe result of reader comments, our own experimentation, and feedback from distribution channels.
Digtinctive covers complement our distinctive gpproach to technica topics, breathing persondity and lifeinto
potentidly dry subjects.

The animal on the cover of Apache Cookbook isamoose. The moose roams the forests of North America, Europe,
and Russa. It'sthe largest of the deer family, and the largest moose of dl, Alcesacesgigas, isfound throughout
Alaska Thisparticular moose, infact, is so ubiquitousthat it's played an important role in the development of the
state-though the rel ationship between moose and men is often adversarial.

Moose have a high reproductive potentia and can quickly fill arangeto capacity. And in Alaska, theremova of
mature timber through logging and fire has benefited them by providing new stands of young timber-high-quality
moose food. Moose get to be a pain when they eat crops, stand on airfields, wander the city streets, and collide with
casandtrans.

But in generd, these animals are good for the state's economy. Moose are an essentia part of the Alaskan landscape,
providing tourist photo opportunities when they feed along the highway. Residents and out-of -state hunters harvest
6,000 to 8,000 moose annually-approximately 3.5 million pounds of mesat. The future for these animalsin Alaskais
reasonably bright because humans are learning how to manage moose habitat with wildlife and how to mitigate
factorsthat affect moose populations, such as hunting and predation by wolves and bears.

Sarah Sherman was the production editor and copyeditor, and Marlowe Shaeffer was the proofreader for Apache
Cookbook. Matt Hutchinson and Claire Cloutier provided quality control. Julie Hawks wrote the index.

Emma Colby designed the cover of this book, based on a series design by Edie Freedman. The cover imageisan
origina engraving from The lllustrated Natural History: Mammaia. Emma Colby produced the cover layout with
QuarkXPress 4.1 usng Adobe's I TC Garamond font.

David Futato designed the interior layout. This book was converted by Julie Hawks to FrameMaker 5.5.6 with a
format conversion tool created by Erik Ray, Jason Mclntosh, Neil Walls, and Mike Serrathat uses Perl and XML
technologies. Thetext font is Linotype Birka; the heading font is Adobe Myriad Condensed; and the code font is
LucasFont's TheSans Mono Condensed. The illustrations that appear in the book were produced by Robert
Romano and Jessamyn Read using Macromedia FreeHand 9 and Adobe Photoshop 6. Thetip and warning icons
were drawn by Christopher Bing. This colophon was written by Ed Stephenson.

The online edition of this book was created by the Safari production group (John Chodacki, Becki Maisch, and
Madeleine Newell) using aset of Frame-to-XML conversion and cleanup tools written and maintained by Erik Ray,
Benn Sdter, John Chodacki, and Jeff Liggett.
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#apache IRC channel
#exec SSl directive
#incdludedirective
#include virtual, URIs passed to
Y%aformat effector
%A format effector
%d format effector
%h format effector
%i format effector
%m format effector
%M format effector
%v logging formet
%Y format effector
<Directory proxy:*> section
<Directory> directive 2nd
<Directory> section
<Files> section
directivesand
<FilesMatch> section 2nd
<L ocation> section
directivesand
<L ocationMatch> section
<Proxy> directive
<Virtua Host> section
directives 2nd
digplaying same content on severa addresses
log
name-based virtual host
.cyi files
gf files
.htaccessfiles [Seeaso configuration] 2nd
having no effect
minimizing performanceimpact

renaming
restricting access
Saisty Any directive
WebDAV
htpasswd files
ghtml files
default <Virtual Host> keyword
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ab (Apache bench)
Accept header field
access
denying to unreferred requests
restricted documents
AccessHleName directive
account informeation
Action directive
adtivity logging 2nd
AddCharset directive
AddFilter directive
AddHandler directive 2nd 3rd 4th
Identifying extensons
AddLanguage directive
addModule directive
address dready in use error
address-based virtual hosts
default
name-based and
Setting up
AddTypedirective
dertlogleve
Aliasdirective
invdid
trailingdash
diadng
severa URLswith singledirective
AliasMatch directive
Allow directive
Allow from dl directive
Allow from directive
AllowOverride directive
Andrews, Bryan
Apache
building from sources
modules
mod_auth
mod auth digest
mod_auth mysgl
mod authn dbi
mod_autoindex 2nd
mod_cache
mod_cgi
mod dav [Seemod_dav module€]
mod_dir 2nd
mod ext filter
mod file cache
mod_log_config 2nd
mod log ol
mod_logio
mod mime
mod_mmap_datic 2nd
mod_perl [See mod_perl modules]
mod_php [See mod_php modul€]
mod_proxy [Seemod_proxy modul€]




[ TeamLiB]



[ TeamLiB]

[SYMBOL][A] [B] [C] [D] [E] [H] [G] [H] (1] [K][L] [M] [N] [O] [P] [RI [S] [T] [U] [V] [W] [X]

bandwidth, steding
Badic versus Digest authentication methods
benchmarking

bin directory 2nd
BIND-8 and build-time error messages

books (A pache web server)
browser software, logging
browsers
Content-Type headers
credentidsand
building Apache from sources
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CA, importing
CA.pl script
CACetificateFiledirective
CacheFiledirective
CachelNegotiatedDocs directive
CacheRoot directive
cachingfiles
cadaver
cannot determine host name error (Windows)
caseingengtive URLs
certificate Sgning request
certificates
sgring
SSL
authentication
keys
CGlI programs
arguments, rewriting path information
directories
creating one for each user
mapping severd URLsto same
not-script aliased
only CGlI scripts
identifying by extenson
making content filters
outputtingto HTML files
reading from parameters
redirecting document requeststo
running as different user
tesing
Windows
CGl.pm module
CGl::Carp
cgic Clibrary
CheckSpdling directive
ClerModuleList directive
combined log format 2nd
common log format 2nd
conf directory 2nd
config SS directive
configuration [See aso .htaccessfile]
debugaing
directives
file, parsing process
content
creating URL for exising
dynamic [See dynamic content]
flters
negotiation, disabling
sarving out of directory rather than DocumentRoot
Content-length field
Content-Type header field, setting according to browser
Cookie header field
cookies
logging
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dates, last modified
DAV LockDB location

debug log level
debugging [See troubleshooting]
DefaultType directive
Deny directive 2nd
Deny fromdl directive
Deny from directive
Digest authentication

versusBasc
directives

#exec SSl directive

#include directive

<Directory> 2nd
<FilesMiach>

<Proxy>

<VirtudHost> log

<VirtudHost> section [See<VirtudHost> section directive]
AccessHleName

Action

AddCharset

AddFilter

AddHandler [See AddHandler]

AddLanguage
addModule

AddType

Alias [SeeAliasdirective]
diasng severd URLs
AliasMatch

Allow

Allow from

Allow fromdl
AllowOverride

AuthDigestFile

AuthType
CACetificateFile

CacheFile
CacheNegotiatedDocs
CacheRoot

CheckSpd i
ClearModuleList
config SS
configuration
CustomLog [See CustomL og directive]
DefaultType

Dey 2nd

Deny from

Deny fromall
ErrorDocument [See ErrorDocument directive]

ErrorDocument 403
ErrorDocument 404

ErrorLog [SeeErrorLog directive]
FollowSymLinks

in <Directory proxy:*> section
Include 2nd
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email natification, receiving when error occurs
emerg log level
encryption technology, didtributing
end of script headers, debugging
error
conditions, natification
documentsin multiplelanguages
handiing
logleve
logging
logs
messages
customized
fixing build-time
Premature end of script headers
pages
404 Not Found
|E displayingitsown
ErrorDocument
asadynamic page
ErrorDocument 403 directive
ErrorDocument 404 directive
stingto aligt of avalable Steson server
ErrorDocument directive 2nd 3rd
natification on error conditions
ErrorLog directive
sydog and
virtual hogsand
extensons
protecting al files except for certain
using to identify CGI scripts
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favicon
files
access outside web root
o
permissons
protecting al except for certain extensons
protecting server
filtering proxied content
folder lidings
disabling indexing
encbling
genereting
FollowSymLinksdirective
footers, indudingin HTML files

FTP port
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GDBM files

global scope
goneredirection

Group directive 2nd
protecting server files
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header fidlds
Acoept
Cookie
Host:
logaing arbitrary request
logging arbitrary response
Set-Cookie
Status CGI response
User-agent
headers
debugging premature end of script
indudinginHTML files
home page, setting something other than index.html as
Hod fidd, handling missing
Hogt: header fidds
HostNamel ookups directive 2nd
hostnames
logging instead of |P addresses
turning directoriesinto
hsregex
htdigest utility
HTML files
dynamic content
including CGl output
including headers and footers
htpasswvd utility
HTTP
(secure) module, ingdling
access control
port
HTTP status codes
301
302
303
400 series status code
401 (unauthorized) code
403 Forbidden error 2nd 3rd
Deny directive and
open mall relay, preventing
404 Not Found error 2nd 3rd 4th
sent as 403 Forbidden instead
SSl directivesand
using ErrorDocument to catch
405 status code (Method Not Allowed)
410
500 series gatus code
list of
various directive formats and
HTTPS port
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icons directory
I dentityCheck On directive
|E error pages
images
files
logging requests
restricting from being used off-Ste
Includedirective 2nd
includedirectory 2nd
index.html
language variants
setting other file as default
infolog level
ingdling Apache
ApacheToolbox [See ApacheToolbox, ingaling with]
prepackaged kits
Red Hat Linux
Windows [See Windows, ingaling Apache]
Interna Server Error page
Internet.Com
|P addresses [See aso address-based vitual hosts|
logging hostnames ingtead of
logging proxied
logging server
| P-based virtual hosts [See address-based virtual hosts]
IRC channdl, #apache
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keepalive-rdated directives
key, private
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LDAP directories
libexec directory 2nd
Limit directive
LimitExcept directive
load
digributing evenly
sharing between servers
LoadModule directive
localhost address
lock databases on NFSfilesystem
logfiles [See dso logging]
error logs
maintaining separate logs for each virtud host
misspdli
rotating
firg of month
rotatel ogs program
Flitting up
LogFormat directive
logging server IP addresses
gplitting up alogfile
lagging 2nd [See o logfiles]
adiivity [Seeactivity logging]
arbitrary request header fields
arbitrary response header fields
browser software
combined log format
common log format
cookies
errors
erorsfor virtua hogtsto multiplefiles
hostnames instead of | P addresses
HTTP status codes
Image requests
MAC (hardware) address
more detailed errors
more detailsin entries
MySQL database activity
POST contents
proxied |P address

proxy requests

referring page
requests by day or hour

server |P address

sydag

types of data

user directories

visud hods
LogLevd directive

documentation
LogLeve, default value
logresolve gpplication
logsdirectory 2nd
loopback address
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MAC (hardware) address, logging
Mall::Sendmall
Mail::Sendmail CPAN module
malling ligs
man directory 2nd
MaxClientsdirective
MaxSpareServers directive
MaxSpareThreads directive
memory, determining how much you need
methods, limiting by user
Microsoft Software Instaler (MS]) package
MIME type
MinSpareServersdirective
MinSpareThreads directive
misspdlingsinlogfiles
MMapFiledirective 2nd
mod_auth module
mod_auth digest module
mod auth mysgl module
mod_authn_dbi module
mod_autoindex module 2nd
mod_cache module
mod_cgi module
mod_dav module
Unix
enabling
ingaling
Windows
encbling
ingaling
mod_dir module 2nd
mod_ext_filter module
mod file cachemodule
mod_log_config module 2nd
mod_log sgl module
mod_logio module
mod_mimemodule
mod_mmap_static module 2nd
mod_perl modules
Apache:AuthExpire
Apache::Congtants
Apache::Cookbook::Example
Apache::Htpasswd::Perishable
Apache::Perldoc
Apache:PerlRun
Apache:Regisry 2nd
CGl::Carp
dynamic content
handler
modules
writing
ingaling on Unix
Mall::Sendmall
ModPerl::PerlRun
ModPerl::Registry
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name-based virtua hosts
address-based and
default
DNS server and
Setting up
SSL and
NameVirtuaHodt directive 2nd
name-based virtua host
Netscape cookie proposa
netware MPM
NFSfilesystem, lock databases on
non-script diased directories

noticelog level
NumServersdirective
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onlinetutorias (Apache)
open mail relay
Optionsdirective 2nd
+ExecCGIl argument and
-FollowSymLinks
Symlinkd fOwnerMatch
Order directive
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parsng Apache configurationfile
partid downloads
passwords
authentication 2nd
expiring
managing .htpasswvd files
password file for Digest authentication
preventing brute-force attacks
sngleuse
PCRE (Perl Compatible Regular Expressions)
perchild MPM
performance
minimizing impact of .htaccessfiles
Perl CGI programs, speeding up
Perl Compatible Regular Expressions (PCRE)
PerlHandler directive
PerlRun mode
permanent redirection
PHP
dynamic content
module ingtalation on Windows
script handling, enabling
seaing syntax-enhanced source without setting up symboalic links
veifyinginddlation
port-based virtual hosting
ports
POST logging

prefork MPM
private key, generating

process cregtion, optimizing

proxies [See aso proxy servers| 2nd
filtering proxied content
logging IP address

logging requests
restricting accessto URLS

proxy directory 2nd
proxy servers
authorization
configuring caching
content filter, using as
forwarding requeststo
preventing being used as open relay
sscuring
ProxyBlock directive 2nd
ProxyPassdirective 2nd 3rd
ProxyPassReverse directive 2nd
Python module, ingdling
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RAM, determining how much you need

range requests
Red Hat Linux
ingdling Apache
up2date tool
Redirect directive 2nd
preserving path information
URL served asHTTPS
redirecting 2nd
al requeststo single host
document requeststo CGlI script
severa URLsto same dedtination
to secure area
RedirectMatch directive 2nd 3rd
Registry mode
regular expressons
character classes
directives
examples
library
resources
vocabulary
releases, tags used to label versons
Requirefile-owner directive
response satus, changing
restricted documents
restrictions, removing sdlectively
RewriteCond directive 2nd
logging proxy requests
NC (No Case) flag

wrappers
RewriteRuledirective 2nd 3rd 4th 5th

[PT] flag
404 Not Found error pages and
logging proxy requests
multiple
rewriting
based on query string
RFC 2109
RFC 2165
RFC 2616
rotate-log-monthly.pl script
rotatel ogs program
round robin, DNS
RSA key (genrsd)
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Satidfy directive 2nd
requiring both weak and strong authentication

ScriptAliasdirective
ScriptAliasdirectives
ScriptAliased directories
ScriptAliasMaich directive
ScriptinterpreterSource directive 2nd
sections and directives
secure HTTP module, ingtdling
Secure Socket Layers [See SSL|
security [See dso authentication; authorization] 2nd
relaxing in subdirectories
removing redtrictions selectively
Seeother redirection
sarver-sdeincludes
server-gatus handler
ServerAliasdirective
ServerName
directives
incorrect or missing
ServerRoot directive
severs
adtivity
protecting files
proxy [Seeproxy sarvers]
Set-Cookie header fidd
SetEnv directive
SatEnvif directive
SetHandler perl-script directive
SetOutputFilter directive
Size redtrictions on documents
dah, trailing
SMTPrday
Spencer, Henry
split-logfile program 2nd
Squid proxy server
SSl #include directive
SSl directive 2nd 3rd 4th
parsing for
SS include directive
SSIs enabling
SSL (Secure Socket Layers)
authenticating with dlient certificates
generding certificates
keys
ingaling
name-based virtua hosts
redirecting to
sarving aportion of Stevia
support
SS._CertificateFile directive
SSLRequireSSL directive
garting and stopping Apache
Status CGI response header field
satus for aresponse, changing
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temporary redirection 2nd
third-party modules, ingdling
thread creation, tuning
ThreadsPerChild directive
tralling dash
troubleshooting
htaccessfiles
address dready in use error
cannot determine host name error
premature end of script headers
server-sdeincludes
system error 1067
Windows
WSA DuplicateSocket errors
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unintalling Apache
unreferred requests, denying accessto
up2date tool (Red Hat Linux)
upload documents, limiting
URIs passed to #include virtua
URLs
accessing credentials embedded in
diasngwith sngledirective
case-insengtive
creating for existing content
giving each user own
logging referring page
mapping
severd to same CGlI directory
to directories
redirecting [Seeredirecting]
replacing textin
restricting proxy access
rewriting path information in CGl arguments
User directive 2nd
protecting server files
user directories, logging
User-agent fidd
UserDir directive
usernames
authentication
users@hittpd.gpache.org mailing list
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versons, tags used to label
virtud hogts
address-based [See address-based virtual hosts]
displaying same content on severa addresses
hosting multiple with same configuration
using rewriterules
lagging
logging errorsto multiplefiles
maintaining separate logfiles
name-based [See name-based virtua hosts]
port-based
gplitting up alogfile
Virtua Private Networking (VPN)
Virtua DocumentRoot directive
Vintud ScriptAlias directive
VPN (Virtud Private Networking)
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warnlog leve
warnings setting in Perl
watermark.cgi file
WebDAV
enabling server for
enabling without making fileswritable
securing
tools
Unix cgpabilities
Windows capabilities
Windows
cannot determine host name error

CGl programs
ingdling Apache
fird time
modul e support status
PHP moduleingtdlation
running Apache as service
troubleshooting
Winsock 2
worker MPM
Wrappers
WS2 32.DLL
WSADuplicateSocket errors

[TeamLiB]



[ TeamLiB]
[SYMBOL][A] [B] [C] [D] [E] [H] [G] [H] (1] [K][L] [M] [N] [O] [P] [RI [S] [T] [U] [V] [W] [X]

XBitHack directive
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