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Description of Information Classification/Markings Reason Declass Remarks 
A. (U) GENERAL 
1. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating 

TAO performs computer specific targets, level of 
network exploitation (CNE) success or capabilities remain 

classified. 
2. (S/IREL) The fact that SECRET/IREL TO USA, Sec 1.4(c) *25 years (U) Details indicating 

NSA/CSS or TAO, as part of FVEY specific targets, level of 
CNE operations, performs success or capabilities may 
remote subversion raise the classification level 

and/or require 
compartmentation. 

(U) Foreign releasability 
decisions on specific details 
relating to remote subversion 
are handled on a case-by-case 
basis. Contact TAO CAO for 
further guidance. 

3. (S//SIIIREL) Identification of SECRET//SIIIREL TO USA, Sec 1.4(c) *25 years (U) Details indicating 
specific remote subversion FVEY specific targets, level of 
methods used by NSA/CSS or success or capabilities may 
TAO, to include: raise the classification level 
-Endpoint access, exploitation, and/or require 
or operations compartmentation. 
- On-net access, exploitation, or 
operations (U) Foreign releasability 
- Software implant access, decisions on specific details 
exploitation, or operations relating to remote subversion 
- Accessing or exploiting data are handled on a case-by-case 
at rest basis. Contact TAO CAO for 

further guidance. 

4. (S//SIIIREL) The fact that SECRET//SIIIREL TO USA, Sec 1.4 (c) *25 years (U) Details indicating 
NSA/CSS or TAO, as part of FVEY specific targets, level of 
CNE operations, performs success or capabilities may 
physical subversion, to include: raise the classification and 
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· C lose occess enabling. require CCI protection. 
exploi lation. or operations 
· Off-net enabling. exploitation. (U) Fore-ign releasability 
or operations docis ions on specific details 
• Supply c-hain enabling. relating to physical 
exploilatioo. Of intervention subversion are handled on a 
operations case-by-case basis. Contact 
• Hardware implant enabling. TAO CAO for furth::r 
exploilatioo or op_erations •uidance. 

5. (U) T he. ~i.Qtior. o f any UNCLAS!:ti:IEDI/FOtt 1'0 1A 3 S/ A 
specific ECJ name or lrigraph. OFFICIA L USE ONLY 
with NSA!CSS. ECJ.SJOINT. 
or inte.ll i<>ence 

6. ( U) The assoc.iation of a CONFIDENT IAU/REL TO S.:c. 1.4(c) N/A 
specific TAO ECI name or USA. FVEY 
trimph wilh CNE andfor TAO 

7. (U) The fact that a specific UNCLASSIFIEW/FOR (U) If the details of the 
indh ·idual is cleared for a OFFICIA L USE ONLY a<;soc.iation re\·eaJ the fac:t 
specific TAO ECI. when there lhat the ECI is TAO's. the-n it 
is no association betwee-n lhe would be 
ECI rutd TAO CONFIL)l!.!'o;TIAU/R.i:!L TO 

USA. I;VEY. in accordance 
with entry 5 . 

8. (U) The fact that NSlVCSS or UNCLASSIFIED .~/A N/A 
TAO conducts CNE for foreign 
intdli •enoe collection. 

~. (U) The fa-.:4 that NSlVCSS or UNCLASSIFIED N/A N/A ( U) D:tails indicating 
TAO. as pan of CNE specific targets. level of 
ope-rations. pcrfonns CNE to soc-eess or capabiliti::s remain 
support U.S. (.io, •ernme-nt CNA classified. 
efforts 

10. (U) The fact that NSlVCSS or UNCLASSIFIED N/A N/A ( U) D:tails indicating 
TAO. as part of CNE specific targets. level of 
operations. trains. equips. and soc-eess or capabiliti::s remain 
organizes the U.S. C.ryptologic classified. 
System to support the C.~E. 
C.~ A. rutd CNO requirements 
needs of il-. custorr.c-rs 

I I. (U) The fact that NSlVCSS or UNCLASSIFIED N/A N/A ( U) D:tails indicating 
TAO. as pan of CNE specific targets. level of 
ope-rations. pnwides CNO· soc-eess or capabiliti::s remain 
related military targeting classified. 
support 

12. (U) The fact that NSlVCSS or UNCLASSIFIED N/A N/A ( U) D:tails indicating 
TAO. as part of CNE specific targets. level of 
operations. pnwides soc-eess or capabiliti::s remain 
in t~llis~ncl) g.:~in/1()!;~: d a::::ifi c.-d . 

ass::ssme-nts in response to 
Combatant Commander 
(COCOY!) CNO tat"elin<> 

13. (U) The fa-.:4 that NSlVCSS or UNCLASSIFIED N/A N/A ( U) D:tails indicating 
TAO. as part of CNE specific targets. level of 
operations. d:welops and soc-eess or capabiliti::s remain 
supports anaJytic madd ing and classified. 
simulation techniques to 
suooort CNOCNA .:.•frorts 
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14 . (U) T he f~ th<:~l NSA/CSS u 1 UNCLASSIFIED N/ A N/ A ( U) O.:la ib i •Ni-.;ulin~; 

TAO. as pan ofG...;E spcciftc targets. level of 
opc-rations. largeu. collects and SIK<:es• or capabiliti:."S remain 
prooess::s comput:-rs. computer dassif.cd. 
networks and computer-to-
computer (C2C) 
communications wi thout 
rc.f~enoe to a s.pc.:ific 
ope alion acti\·it\ or lar.!!.el 

15. (S/FSJ//REL) 'l'}!.efacl lhat .'l"SA SECRET/ISU/REL TO lJSA, S.:c 1.4(c) •25 years ( U) IXtails indicating 
or TAO. as part o: CNE J;VEY spcciftc targets. level of 
operations. targeu. collects and succes• or capabilili::s may 
proocsscs s.pccifk computer r.tis e the diL'is ifkation level 
protocols (such as email. instant to TOP SECRET. 
messagmg. f ile trJnsfer 
protocols) (U) IXtails may also be 

protcc1cd by one or more 
ECJs mdlor a different levc.J 
of foreign releasability 
lincluciin" NOJ;ORt~). 

16. (S/FSI//REL) 'l'}!.efact lhat SECRET/ISU/REL TO lJSA, S.:c 1.4(c) •25 years ( U) IXtails indicating 
NSNCSS or TAO. as par1 of I;VEY speciftc targets. level of 
C.~E operations. Jemotd y suc-ees• or capabilili::s may 
introdu-ees rode into target r.tise the d iL'isifkation level 
computer networks to facilitate to TOP SECRET. 
foreign intelligenc:e collection 

(U) IXtails may also be 
protcc1cd by one or more 
ECJs mdlor a different leve.l 
of foreign releasability 

. {incluciin" NOJ;ORI~). 
17. (TSJJSU/REL) Th! fact that TOP SECRErt!SII/REL TO S.:c 1.4(c) •25 years ( U) Octails may also be 

NSN CSS or TAO. as par1 of USA. FVEY protcc1cd by one or more 
C.~E operations. wnducts off. ECJs mdlor a different leve.l 
net fie-ld operations to de\·elop. of foreign releasability 
deploy. e:tploit. or maintain (ind uCing NOI::ORN) . 
intrush •e acocss. v ilhoul further 
detail 

18. (S/FSI//REL) U.efact lhat TOP SECREr/!SI S.:c 1.4(c) •25 years (U) Octails may also be 
NSN CSS or TAO. as par1 of protcc1cd by an ECl. 
C.~E operations. wnducts off. Soo re.w.arks for foreign 
net activities at sp:cifiOO rek asabilit:y . (U) Fcre.iJ:"n releasability 
locations other thm NSA/CSS docisi<•ns handled on a case· 
facilities by-cas! basis. Contact TAO 

CAO for further £uidanoe. 
19. (U) TAO projoc~ names. in UNCLASSIFIEOI/FOR I'OIA (3) N/A 

association with CNE or TAO. OFFICIAL USE ONLY 
~lh no amolifvirti! details 

PARTNEIIING/COLLAIIORATION 
20. (C//REL) lhe fac: that CONFIDENT IAU/REL TO S.:c 1.4(c. d) •25 years (U) Octails indicating 

NSN CSS or TAO. as par1 of USA. FVEY speciftc targets. level of 
C.~E operations. w llabor.ttcs suc-ees• or capabilili::s may 
with Second Part)' Partners to r.tise the diL'isifkation level. 
oonduc:t CNE ac:tivities 

(U) IXtails may also be 
orotC(.'Icd bv one or more 
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ECI.s. 
2 1. (C//REL) lhe fact that CONFIDENTJAU/REL TO (U) Fore-ign relcasab:ility 

NSAICSS or TAO. as part of USA. FVEY docisions handled oru a case· 
C.'l"E operations. collabor.!lcs Soo re.rr..arks for foreign by-case basis . Contac t TAO 
with specific Sooond Party rckasability . CAO for further guid ance. 
partn::ors on specific ECis 

22. (C//REL) D:tails of theCNE SECRET/iS I at a minimum (U) Details indicating 
collaboration between specific targets. level of 
NSAICSS or TAO and Second Soo re.rr..arks for foreign success or capabilities may 
Party partn::ors rckasability . r.tis e the diL<;s ifk atioo level 

to TOP SECRET/lSI . 

(U) Details may also be 
protected by one or more 
ECls . 

(U) Fore-ign relcasab:ility 
docisions handled oru a case· 
by-case basis . Contac t TAO 
CAO for further guid ance. 

23. (SI/REL) The fact that SECRET//REL TO USA. S.:c 1.4(c. d) •25 years (U) Details may also be 
NSAICSS or TAO. as part of 1-VEY protected by an ECJ. Contact 
C.'l"E operations. collabor.!lcs TAO CAO for furth::r 
wilh unspecified Third P'.uty guidance. 
Partoers in support and c.onduc4 
of CJ'\IE acti\'ili~ 

24. (SI/REL) The fact lhal TOP SECRET/lSI S.:c 1.4(c. d) •25 years (U) Fore-ign releasabi lity 
NSAICSS or TAO. as part of doc is ions handled oru a case· 
C.'l"E operations. collabor.!lcs Soo rc.rr.arks (or foreign by-<:ase basis . Contac t TAO 
wilh spccifi::d Third Party rckasability . CAO for further guid ance. 
Partoers in support and c.onduc4 
of Ci"'E acti\·iti::s (U) Details may also be 

protected by an ECJ. Contact 
TAO CAO for furth::r 
•uidance. 

25. (UJIJ"OUO) Th¢ fac~ lhal UNCLASSIFIEW/FOR J'OIA (3) N/A (U) D:tails indicating 
NSAICSS or TAO. as part of OFFIC IA L USE ONLY specific targets. level of 
C.'l"E operations. collabor.!lcs success or capabilities may 
with a specific US r.tise the diL<;sifkatioo level. 
Oove mm::ont/IC entity 

(U) Details may also be 
protected by one or more 
ECls and/or a different leve.l 
of foreign releasabili ly 
(includine N(WORN) . 

26. (C//REL) lhe fact that CONFIDENTJAU/REL TO S.:c. 1.4(c) •25 years (U) Details indicating 
NSAICSS or TAO. as part of USA. FVEY specific targets. level of 
C.~E operations. collabor.tlcs soc-eess or capabilities may 
with a specific US r.tise the du.<;sific.atioo level. 
Oo"e mm::ont/IC entity on a 
specific ECI (U) Details may also be 

protected by one or more 
ECls and/or a different leve.l 
of foreign releasabil~'{: 
lincludine NOJ::ORJ~ . 
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C.!L"\ TOOLS Aim D:Clll'iiOL"ES 
27. ( U) The c.x istc.nce of C N E UNCLASSIFIED .~/A N/A 

tools . wilh no further 
dctaits/contex.t 

28. (U) Cov~o-r names o f CNE tools. UNCLASSIFIED .~/A N/A 
with no dela.i lslcool<:-xl 

29. (S/FSJ//REL) When associated SECRET/lSI So:< .. 1.4(c) •25 years (U) l>ctails indicating 
wilh remote subversion. at a minimum specific targets. level of 
dctails!d::sc-riptions concerning success or capabilili~ may 
CSE tools . to include: Soo r<m..arks for foreign r.tise the diL<;sifkation level 
· Specific type (i.e. releasability . to TOP SECRET. 
hardware/software-. etc.) 
• Purpose (U) Octails may also be 
· Capabilities protcct~o'd by one or more 
• Cont:calment Techniqu::s ECJs and/or a different leve-l 
• Electronic signatures or foreign relcasabilily 
• Combination(s) of the abo\'C (including NOJ::ORJ~) . 

(U) Fore-ign releasability 
docisions handled on a case· 
by-case basis . Contact TAO 
CAO for furtheu.uidanoe. 

30. (S!/SU/REL) Wh:::n assodilled TO P SECRET/lSI Soc 1.4(c) •25 years ( U) Octails indicating 
wilh physical subversion. specific targets. levcl of 
details/d:::.sc.riptions cont:c rn ing Soo re.nwrks (or foreign success or capabilili:::.s may 
C.~E tools. to include: releasability r.tis::: the da'isific.ation level 
· Specific type (i.e. to TOP SECRET. 
hardware/software-. etc.) 
• Purpose· (U) Octails may also be 
· Capabilities protcct~o'd by one or more 
• Cont:calment Techniqu:::.s ECJs and/or a different leve-l 
• Electronic signatures of foreign releasability 
• Combination(s) of th::: (including N(WORN) . 

above 
(U) Fore-ign releasability 
doc is ions handled on a case· 
by-case basis . Contact TAO 
CAO for further £uidanoe. 

3 1. (UJ/VOUO) Technical d:::tai!s UNCLASSIFIEW/FOR I'OIA (3) N/A 
concerning spodfic software OFFICIAL USE ONLY 
\'Uin:::r.tbiliti:::.s. when publicly 
known. and that are e:tploil<:d 
(or C~E activities 

32. (S/FSJ//REL) Toc.hnical dc.tails TO P SECRET/lSI Soc 1.4(c) •25 years (U) Oc.tails may b::: protected 
concerning spoc.ific software Soo re.nwrks (or foreign iL'i .~OfOR~ on a case-by· 
\'Uin:::r.tbiliti:::.s. when not releasability . case basis. 
publicly known . and that iUe 
exploited for C.~E accivilies (U) Some tools may be 

protected under an ECJ 
and/or additional handling 
caveaLs. 

(U) Fore-ign releasability 
docisions handled on a case· 
by-case basis . Contact TAO 
CAO for further S!.Uidanoe. 
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D. t; OPERATIONS omd ARCETING 
33. (U) The fa-.:4 that NSAJCSS or SKRET//SU/REL TO USA. So:c. 1.4 (c) •25 ye:rs (U) Details may aJso be 

TAO. as pan of CNE I;VEY at a minimum protected by a diffc-renllevc.J 
ope-rations. lnrgets a spoc.i fic of foreign releasability 
country or inlemationaJ (including NOJ::ORN) . 
organization 

(U) Contact TAO CAO for 
further guidance on levels of 
suc-eess as wd l as for more 
s pecific target ing details such 
a-. ind i\'idual(s),spoc:ific 
' 0\ 'ernmc:-nt enlil~:(ic.s ) . etc. 

34. (S/FSJ//REL) Association of TOP SECRET/lSI So:c 1.4(c) •25 yea-s ( U) Oc.tails may also be 
cover niUT'.cs for off·nel protected by one or more 
operations (i.e .. physical Soo r<:.n..arks for foreign ECI.s. 
subversion activities) wilh releasability . 
amplifying details (e .g .• (U) Fore.ign releasability 
specific c.lectronic components .. doc is ions hand led on a case-
::~tcw~. lh~ir ho~l fac i lili~:: . b>· c.:.::~ basi~ . Con t.:.cl 'J':\0 
ei c) CAO for further £uidanoe. 

35. (S//REL) Ass()ciation of C0\'1!-r SECR ET/lSI at a m inim um So:c 1.4(c) •25 yea-s ( U) Oc.tails may also be 
names for on-net ope-rations pro tected by one or more 
(i.e .. remote subversion Soo r<:.n..arks for foreign ECis . 
act ivities) with amplify ing releasabili ty . 
details (e.g , s pecific d octronic (U) Fore-ign releasability 
components ,systems , the-ir ho)1 doc is ions hand led on a case-
facilities. etc) by-<:ase basis . Contact TAO 

CAO for further S!.Uidanoe. 
36. (S/FS I//REL) lndh·idual detai ls TOP SECRET/lSI So:c 1.4 (c) •25 yea-s ( U) Details may aJ.s() be 

of CNE acti\'iti::s. such as: pr<)tected by one or more 
• Target info rmation inc-luding Soo re.n..arks for foreign ECis . 
in tended target network and/or releasabili ty . 
device (U) Fore-ign releasability 
• Vulnerability being large-ted doc is ions hand led on a case-
• Target infrastructure by-<:ase basis . Conlact TAO 

CAO for further S!.Uidanoe. 
37. (TSJJSU/REL) The fact that TOP SECRET/lSI So:c 1.4(c) •25 yea-s ( U) Oc.tails may also be 

NSN CSS o r TAO, as part o f pr<)tected by one or more 
C.~E operations, is attem pting Soo re.n..arks for foreign ECI. 
to exploit o r has succeeded in releasabili ty . 
explo it ing a specific (U) Fore-ign releasability 
vuln:.mtbility (e .g .• in a firewall docis ions hand led on a case-
o pe-rating sys.tem, soflware by-<:ase basis . Conlact TAO 
application, etc .) , and a s poc.ifk CAO for further guidance. 
e ntity or facility within a 
lilrS!.et ' s IT/computer s tructure 

38. (S/FS I//REL) Facts relat<:d to TOP SECRET/lSI So:c 1.4(c) •25 yea-s ( U) Oc.tails may also be 
the d::sc-ript ion of U.S . Soo re-marks for foreign pr<)tected by one or more 
hardware o r soflware implants releasabili ty . ECI. 
and location (e .. g .. specific 
o rganization rutd In ternet (U) Fore-ign releasability 
Pr<)toool Oevioc/Address. etc .) doc is ions hand led on a case-
on a Larget's by-<:ase basis . Conlact TAO 
IT/communications svstem CAO for further £uidanoe. 

39. (S/FS I//REL) Facts related to TOP SECRET/lSI So:c 1.4(c) •25 yea-s ( U) Details may also be 
thl".r.lt:t~l timitw .. k w'.;t tin n Ill ::. min im um l'lrr\ll'~lo'!CI hv nnl'. nr mul'l". 
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control and data ed illration 
toots/capabilities utd locations. 
used to e:tploit or maintain 
intrusive access tc a target's 

details of individwl aspects of 
C.~E activities. thJ.I would 
allow a spoc.if"tc t<rget to take 
specific counter-measures. such 
as: 
• Specific target n!twork or 
devke wu1. 
• Spoc.ifk capability. tool or 
technique used for e:tploitation 

acquires 
c-ryptographic enabling 
information lhrou;;.h CNE 
activities. 
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Soo rc.w.arks (or foreign 
releasability . 

Soo rc.w.arks (or foreign 
releasability . 

Soo rc.w.arks (or foreign 
releasability . 

years 

(U) Fo:-e.ign releasability 
docisi<tns handled on a case
by-<:ase basis. Contact TAO 
CAO fJ.r further guidance. 

may 
protectt:d by one or more 
ECI. 

(U) Fo:-e.ign releasability 
docisi<tns handled on a case
by-case basis. Contact TAO 
CAO fJ.r further guidance. 

(U) Fo:-e.ign releasability 
docisi<tns handled on a case

basis. Contact TAO 

(U) •25 yean;: Declassification in 25 years indicates !hat the information is classifiod for 25 years from t.he date a 
docum:::nt is creatOO or25 years from lh::: date of this original d assiftcation decision. whk h:::n-r is la ter. 

ACRONYMS!OiiFI!ITfiOI'S: 

tUJ Computer Kct~·ork Exploitation (CNl:.J: mtelllgenoo colloctJon and ena011ng operat1ons to gath:::r data from 
target or adversary aJtomated information systems (AJS) or networks. (Per IX;Il) 7/3, Information Operations and 
lnt:::lligence Commu:~ i ty Related Ac.th·iti::s. effective OJ July 1999. administratively changed 5 l un::: 2003) 

(U) Comp uter Nchwrk Attack (CNA): operations to manipulate. disrupt. deny. degrad:::. or destroy informati(Jn 
resident in computer> and computer networks. or lh::: comput:::rs ar.d networks th:::ms:::h·es. (Per OCJD 713. Information 
Opc:r.!lions and lnteligern:c. Community Related Acth·iti:::s. effoctive 0 I July 1999. administrath·ely chungOO 5 !une 
2003) 

(U) Comp uter Nchwrk Oefcnse (C!'D): -t...o.fiorts to defend against the CNO of oth:::rs. e-specially that diroc,ted against 
U.S. and allied computers and n:::tworks. (Per J.>CIO 7/3, lnformati:m Operations and Intelligence Community Related 
Activities. efl'ec.tive I) I July 1999. administratively c-han god 5 June 2003) 

(U) Comp uter Nchwrk Operations (CNO): CNE. CNA. and C.ND collecti\"dy. ( Per OCID 7/3. lnfonnation 
Opc:r.tttons and tntellgern:c. Communuy Ketatoo Acun u:::s. d focuveO J July t9')9, admtn.Jstrall\"e ty chunged;, . une 
2003) 

(U) Information O~oeralions (10 ): actions taken to affect adversary information and information syste-ms while 
defending one's owr: information and information syste-ms. 10 is un inte1,.'l'.tting strategy. (Per OCID 7/3. Information 
Opc:r.ttions and lnteligence Community Related Acti\·iti:::s. effoctive 0 I July 1999. administrath·ely chungOO 5 !une 
2003) 
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(SJJSl//Rl!L) lntru.sin:-Access: Refers to C.' l"E operations invoh·ing remote manipulation , hardware/software 
modifications. or s:::nsing of .crwironment cihangcs in a comput:::r de\·ice or system. andfor occasionally lhe facilities lhat 
house the systems. 

(SJJSl//Rl!L) OfT-l\'ct Operations: Refers to covert or clandestine field ac.tivilics ofp:.'fsonnd carri::d out in support of 
C.NE acth·iti~. 

(SJJSl//Rl!L) Physical.subn:~rsion: Subverts with physical access to a de\·k-c. or host (acil:ily . Othe-r t:::rms somelim::s 
usOO to connote physic.al sutwersion are close aoc-css enabling. e:tploilation. or operations: off-nc.t enabling. 
exploitation. or operations: supply-chain eoabling. exploilation. or operations: or hardwar.e implant enabling. 
exploitation. or operations. 

(SJJSl//Rl!L) ltcmotc sub\·crsion: Subverts wilhout physical ac-eess to a device or host fa<:ility: oblains unauthorized 
p:::rmission. Other tenns sometim::s usOO to .connote remote sub\·e rsion are comput:::f nelwork exploilation: endpoinl 
aot.-css. exploitation. or oper.ttions: on-net it<:cess. exploilation. Of operations: software implant acooss. exploilation. Of 
ope-rations: or acoossing or c . .xploiting data .at rcs.t. 

(SJJSl//Rl!L) Supply Chain Operation.-;: lnt:::fdiction acti\·iti::s tha t (oc.us on modifying cquipw.cnl in a largel's supply 
chain. 
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