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(S//SI//REL) 4t party collection leverages
CCNE accesses to provide Foreign
Intelligence from foreign CNE victims

(U) Types of 4t Party opportunities
(U) Passive Acquisition
(U) Active Acquisition
(U) Victim Stealing / Sharing
(U) Re-purposing
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(S//SI//REL) Passive
acquisition utilizes
mid-point collection
to target information
being ex-filtrated
from victims of
foreign CNE activities.
This often involves
CES efforts to decrypt
or de-obfuscate the

collected data.

Country A

Foreign CNE C2 Node

E Infrastructure

(U) Passive Acquisition




(S//SI//REL) Active
acquisition utilizes
end-point collection
to target foreign CNE
infrastructure in order
to collect victim
information.

Country A

(U) Active Acquisition




(S//SI//REL) Victim
stealing exploits
weaknesses in foreign
CNE implants and C2
systems to gain
access to victims and
either take control of
the foreign implant or
replace it with our
own. This is NOT a

disruption or CNA
activity. It is solely
used to further CNE

accesses.

Country A

Foreign CNE C2 Node

(U) Victim Stealing / Sharing




(S//SI//REL) Re-
purposing utilizes
captured foreign CNE
components
(implants, exploits,
etc) to shorten the
development cycle of
our own CNE tools.

Country A

Foreign CNE C2 Node

(U) Re-purposing




(U) 4 Party
Decision Tree

(S//REL) The best
sustained outcome is
passive acquisition
of valuable 4t party
collected
information. Where
the 4t party is not
collecting
information of
interest, but the
victim is still of
interest victim
stealing can be
pursued. Where
passive or
cryptographic issues
prevent (or delay)
passive acquisition,
active acquisition will
be pursued.
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(U) 4 Party
Lifecycle

(S//REL) The
prioritization,
development and
exploitation cycle is
continuous until the
priority is lowered to
standby or the
intelligence value is
being realized
through passive
alone.
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Fourth Party

Example

VOYEUR
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(U) VOYEUR Network Map




TOP SECRET//COMINT//REL TO USA, FVEY

Ole Cdit Miew llistory Dookmarks Tools llelp
& 0 i il v 4
©|Hez Start  [g] MOIS Start
@| start page | Start page @/ Infection Statistics ©| Infection Statistics 6| me2 - Console ©| me2 - Console v
Console - Archive - Pa d - Upload RunThis - Sysinfo Datamine - Pack All
Client Last Connect Platform| Actions
rShellHide  “oMe2a
UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide — “obela
RunThis EnFlash UserPass  Monitor
Sysinfo FileMan Keylog MoninterShellHide  “ohcza
Run"his UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide —“oMe2a
RunThis UserPass  Monitor
SYSInto HieMan keylog NonintersheliHige  “obleza
Run~his UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide — “obeda
RunThis UserPass  Moni
Sysinfo FileMan Keylog NoninterShellHide Me2a
Runhis UserlPass Mol
Sysinfo FileMan Keylog NoninterShellbide — “ubeza
RunThis UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide — “oMeZa
RunThis UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide —“oMe2a
Run”his UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide — “ohleZa
Runhis UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide Me2a
Kun nis userkass  Monior
Sysinfu FileMan Keyloy NuninterShellHide — “owmeza
Run"his UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide  oMeza
RunThis UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide — “oMeza
Run~his UserPass  Monitor
Sysinfo FileMan Keylog MNeninterShellHide — “ohsZa
RunThis UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide — “oMe2a
Runhis UserPass  Monitor
Sysinto HleMan Keylog NonntershellHide  “obeZa
Run”his LiserPass  Monifor
Sysinfo FileMan Keylog NoninterShellHide —oMeZa
RunThis UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide —“oMe2a
Run”his UserPass  Monitor
Sysinfo [ileMan Keylog MeninterShelll lide  “ohleza
Runhis UserPass  Monitor
Sysinfo FileMan Keylog NoninterShellHide — “obe2a
RunhisEnFlash UserPass  Monitor v
Find: | abou 4@Previous Bp Next Highlight al Match case
Done

TOP SECRET//COMNT//REL TO USA, FVEY



e
@ v

@|Hecz Start  |@|MOIS Start

Cdit  View llistory

2]
=3

@/ Start page

phpRiLyAdinin

Database
me2 (20)

mez (20]

B Alias
B Allowliles

B AllowTcMeZa

B AllowVersiond

B Attacks

B DenyRules

B Events

B FileManCommands

B FlazhPermittads

B FowardLinks

B Groups

B NoninterShellCommands
B RunThis

B Senderlog

B ShellRequests

B Sysinfo-adaptor

B Sysinfo-arp

B Sy:info-info

B Sy:info-program

B vicims

Find: | aoou

Cone

Dookmarks Tools

% [o] start page
@ localhost » &

TOP SECRET//COMINT//REL TO USA, FVEY

% [©]Infection Statistics 24 [€] Infection Statistics
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+# Showing rows 0 - 29 (5,07 & tatal, Query fock 00154 sac)
SELECT
FROR "5 0kt Luy
LINIT O E
Profiling [ Edit 1{ Explain SQL 17 Create PHP Code ] [ Refresh ]
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+ Options
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U) TUNINGFORK

| D https://cnedata....ata/repository/ ﬂ ‘

TOP SECRET//COMINT,/ /REL TO USA, AUS, CAN, GBR, NZL

Index of /Processed/DIRTSHE D/ 2011-05-04/081700/0pt/me2site
/data/repository

Name Last modified  Size Description

b Parent Directory

(o 1664¢ 06-May-2011 02:02
T 1Eew 06-Way-2011 02:01
(o EEEA TS 06-May-2011 02:11
3 2644¢ 06-May-2011 0154
3027 06-May-2011 0125
(T 347 06-hay-2011 0047
3505 06-May-2011 0044
3537 06-May-2011 01:24
33551 06-Iay-2011 02:00
(o) 3684 06-May-2011 00:45
33803 06-May-2011 02:14
[ JEREET 06-May-2011 01:54
(i EEEET 06-hay-2011 01:57
a6 06-May-2011 0128
T 4683 06-hay-2011 02:11
) aess 06-May-2011 01:55
(5254 06-May-2011 01:29
335> 06-Way-2011 02:11
(o k2 06-May-2011 02:13
5390 06-May-2011 02:15
T 5426 06-May-2011 0128
(T 5436¢ 06-May-2011 01:58
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home fawortes

SEE’ER
oeechion gloiRTsHED  ~ I

turning exploration into 015 6 hata

adwanced

UHEX [E21]
&te 5]
HOSEND [253]
opt [84]
me2zite [93]
data [04]
packed [83]
clefault [52]
|_| 2011 .01 A0 i-lierts-ar chive, 72001
[ 20110112 clients-archive.72.001
Ll 24 116 clignts-archive. 7z.001
Ll 20110122 -archive.Tz. 001
L| 2011.01.27 -archive.Tz.001
[ 201.01.30 -archive. Tz, 001
-archive, 72,001
[ 200 -archive.7z.001
-archive.7z.001
-archive.7z.001
-archive. 72,001
-archive. 72,001
-archive.Tz. 001
-archive.Tz.001
[ 2411.03.19 lients-archive.72.001
[ 20110327 lients-archive.7z.001

Ll 20110404 lients-archive.7z.001
lients-archive.7z.001
e.Tz.001

nts-arehive. 7z.001

clients-arch

[ chients-archive-04-Ja
| chients-archive-01-Ja

508 collected Id

4 collected

282 colleoted
86 collected
86 collected
3% oollected
42 collected
92 collected

3
i}
i}
o
g
g4

= = B [E E R E E R E R E R R R R E R R R E] R E R

| 2011.01.10-16.22.51-clients-archive, 7z.001

Metadsts Collection Info (1) Comments (0) Hazh Comment= Content
Time Arty gize Compressed  Name ~
D06 L...A 140 LZ76719708 FileMan/Z0Ll 0l 08 08 S6_3&_ 2,
S0z .k 173 0l 08 08 57 0z €2 220.11% 113
& 140 FileMan/2011 01_08_ 08_57_07_ 2
A 173 1 01 08_ 08 57 08_ 85133 189 1
A 173 _01_08__0DB_S57_33__217.218.133_6!
A 120 FilsMan /20Ll_01_08_ 08_57_28_ 2.
A 173 Peportsz0Ll_0l_OF_ 08_S57_56_ Z1
A 140 Filelan z0l1l_0l_08_ 08_S8_l0_ 2
LB 173 | 01_0&_ 08_5&_11 354.183.226.20
Lk 7775 =/Z011_OL_08_ 08_E5_BZ_ 5%.Ed4E.
A lez4s 1 01 _08_ 08_5&_26_ 92.242.222.2
& 173 vt /20l1_0l_08_ 05_58_ff_ &3. 168
664679 1 01 05 08 &% 21 9E.BZ.Ll0E. 23
140 FileMan/Z0Ll 01 08 08 58_41_ 2,
7EE18 01 08 08 58 41 217 218 13% €8
23720 01 05 08 56 44 217 218.133.68
173 ort /2011 _01_08_ 08_58_55_ 1192
140 FileMan/2011_01_08__08_59_l7_ 2
173 0@_£9_12  91.99.185.141_ 9%.bin
2271 011 _01_08_ 0% _59 25 9Z.Z4Z.222
173 z011_0l_OB_ 0E_E9_z7_ 92.I4Z.ZI
140 FileMan/20l1 01 _03_ 08_53 43 2
173 11 01 08 08_59_45_ 65.144.174 .
173 01 08 0%_00_02_ &2.220.11% 113
173 1_01_08__0F_00_lz_ 85.133.189%. L
140 FileMan/ZOLl_01_O8_ 0F_00_ld_ 2.
173 | 01 08 0% 00 EE Z17.ZLlE.13E.6:
173 2011 01 08 08 00_d40_ 97 247 22
11712 /2011 01_08_ 05_00_42_ 92 74z 2
140 FileMan,/2011 01_08_ 09_00_45_ 2
173 Reports2011_01_08_ 09_00_S7__ 21
173 1_01_08_ 0S_00_5@_ 77.36.153.21
120 0l _08_ 09 00_52  77.36.153.21_
1a0 Filelan z0ll_0l_08_ 08_0l_17 2
173 re/2011_0L 08 03_01 25 #4165
140 FilaMans2OLl_01_08_ 05_01_d4&_ 2
173 ort/2011_01_0%__08_01_87__11%.2:
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U) Cloud/ABR

(TS//SI//REL TO USA, FVEY) Project DIRTSHED

File Type I Hash I Languags I Ecme] Classified I Hil\isl] Cverlaps l

SHOCKWAYE 4] 0 0 4] 2 a8
SOURCECODE_C_CPP 0 0 0 2% 40 40 74
SOURCECODE_JAVA o 0 0 o 2 2 a0
SOURCECODE_JAVASCRIPT 0 0 0 1 25 7 31
SOURCECODE_PHP 4] 0 0 127 521 537 1284
SOURCECODE_PYTHOM 0 0 0 138 Bag 548 54t
SOURCECODE_RUBY o 0 0 13 70 70 71
SOLITE_DATABASE 4] 8} ] ] =] 15 40
TAR 0 o 0 13 1z 1z 17
TAR-UNWRARPED o 0 o 209 08 209 364
TEXT 0 o 1 278 833 859 4575
THUIMBS_DR 0 0 0 4 6 11
TIFF ] Q 3 3 ] 3 143
TRUETYPE o 0 0 o 0 0 ag
UNIX-BASH-SCRIPT 0 0 0 2 ] ] 133
LINIH-PERL-SCRIPT 0] 0 0 1 4 4 43
UNIX-5H-SCRIPT o 0 0 177 490 490 513
UNIX_PASSWORD._FILE 0 0 0 1 23 ket 260
LIMKNOWM 4] 0 0 4] L] 0 1
UNKNOWIN-ENORMOUS ) o 0 5 41 44 13

LI KRG AN - ) IGE 0 0 il T 12 20

|~
[n
=

|2

[
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(TS//SI//REL) Example: Victim Stealing

Redirector HTTP POST cﬂuntar.phpw
/Ergeted
- Victim
. 4

POST Response
(W/iRUN_THIS <url> cnid)

"4

Targeted

' HTTP GET <url> .~
2 i HTTP POST .
Iranian infrastructure POST Response g
{W.Ir ‘HUH_TH'S <url> Em‘f[]__. ¥ ___,Tr.ﬂnﬁfﬁr exe file

,#-J

/e

Unix OP station
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U//FOUQO) Repurposing

(=3 SDSND32.DLL
- @ ext
B rdaa
=[5 dats
wreloc

 Program Tree | [

£ Global

{&] Imports
{1 Exports
Funictions
9 Labels

{8 Classes
(T3} Mamespaces

& BulinTypes

0505ND32Z. 0L

& windows_v59

100012c0

10001 2cE
10001257
100012c6
100012c3

100012eE
10001240

100012d5

i0o001z2d7
10001 2dh

10001Ze3

100012e5

100012ea

10001lzet

10001ZE1
10001263

100012£9

LonnLace

10001zc0 SUB
100012 PUSH
1000127 PUSH
1000125 PN
1000128 MOU
100012 PIUEN
10001240 MoV
10001245 KOR
10001247 LEA
100012d% MOV

1000127 STOSD.

10001ze5 MOV
10001zea MOV

100012« STOED.

EEF

PEP

51
TEP, [_WSER3Z DLL: :GecRe.
T

T, Ontf

TAK,TEE

EDI, (B3P + lecal 3€ci
dwozd pex [EZP + local
T8:EDT

e, oxse

LD, DAT_1000a940

T5:EDT

100012£1 PUEN
lo0012£2

1000128
l0001z£e

[_KEENEL3Z DLL:: 3leep]
FUN_ 10001140
IBX,EBX

Far— + #hd
* FUNCTION
rrmman = wat
;mdafmed _ atdcall FUN_10001ZcOr)

wundefined =Ffc local_3fc

mmdefinedd -400 local 400
FUN_100012c0

8l ec OO SUB EZP, 0x400

04 DO oo

53 PUZH EEX

55 FUSH EEP

56 PUSH EST

&b zd 04 How EEFP,[_U3IER3Z.DLL: : GetEe
1 00 10

57 PUEH EDI

b9 £f 00 MOW ECX, Onff

00 oo

33 co HOR EbM, Fas

§d 7o 24 14 LEA EDI,[ESF + lecal_3fc]
c7 44 24 MoV dword ptr [ESF + local
10 0O oo

00 oo

f£3 ab STOSD.REFP E5:EDT

b3 96 00 How ECX,0x96

00 0o

bf 18 al How ELI,DAT 1000aBlE

00 10

L3 ab ATOSD.FEP EFiEDL

6a 03
£f 15 oo
80 00 1o
&8 d2 fe
£t £f

LAE_100012f1
FUSH Oxd

CALL [_KERELZZ.DLL:: 100D | o

CALL FON_100011d0

10001300 PUSH
10001302 CALL
10001304 MOY
10001302 PN
10001305 MOUSX
1000130 CALL
10001314 TEST
10001317 J2

@+-0(¢-Q

0510
LEE=> USERIZ.DLL: : GetEen:
T8I, [DAT_10005228 + EEX]
31

o1, 8%
[_USERIZ DLL: : GewAsymcR..
25,0580

13E_10001280

B FRY. TR

10001380 M0V
10001394 TEST
10001386 J2

IDX, [ESF + E2I%0x4 + Omu.
IDX,ZD%

LAB_ 10001454




(U) Current Efforts
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VicDB

HH k.h Clustered

1750
B 4575

8 1400

i

Numiber Unique Implants with

0510 oeno aring 0410 0z 0310 10/09 11709 01/10 0909 12/0%

[ | mceeors [/ | sandrogolinellinet [ | ftranspersiccom [ | tstal [ 2B

Wictim Name First Heard | Last Heard Callback Gount IpMame ‘ cauntry

2010-04-03 06:40:34 Z 2010-04-03 07:2536 2 4 mecee.org

Line Ghar
I [

2010-04-02 023417 Z 2010-04-0212:84 5822 40 mcee.org

2010-04-0114:03:41 Z 2010-04-0114:02:41 2 1 mcee.org
2010-04-1312:2526Z 2010-04-1312:25:267 1 mcee.org
SILVERBOLT 2010-04-15 04:45:06 2 2010-04-16 14:4114 2 43 mcee.org
2010-04-13 08:23:52Z 2010-04-13 09:27:40 2 2 meea.org
2010-04-24 06:28:43 7 2010-04-24 07:30:01 Z B mcee.org
2010-04-23 04:34:28 7 2010-04-2312:47:44 7 17 mcee.org
2010-04-13 04:57:287 2010-04-13 06:07:24 7 12 meee.org
SILVERBOLT 2010-04-07 02:19:58 7 2010-04-08 12:12:49 7 51 meee.org

2010-04-28 07:01:34 Z 2010-04-28 07:1416 2 4 mcee.org

222222222%22Z%

2010-04-1810:51.20Z 2010-04-18 11:00:49 2 3 mcee.org

Transferring data fron
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SYSTEMZ\METWORE SERVICE SYSTENZ NETWORK SERVICE S-1-5-z0
SYSTEMZVBUILTIN SYSTEMZ EBUILTIN S-1-5-32
**************************** Tseriocount ————- - - -

AeeountType  Caption Dotain Ful lName

51z SYSTEMZY Mdministrator SYSTEMZ

51z SYITEMZ ASPNET SYSTEMZ ASP.NET Machine Account

51z SYITENZ\ Guest SYSTEMZ

51z SYSTEMZ\ HelplAssistant SYSTENZ Remote Desktop Help Assistant Account
51z SYSTEMZ\SUPPORT 388945a0 SYSTEMZ CN=Nicrosoft Corporation, L=Redmond, 3=Washingtc
7777777777777777777777777777 TimeZone - - -

Bim= Caption HettingID

———————————————————————————— dir "C:\Documents snd Settings)Administratoridesktop) ™ ——————————-
VWolwme in drive © has no lakbel.
Volume Serial Nurber 1s C437-1EZD

Directory of C:iDocuments and Settingsh Adwinistrator’desktop

05/12/2011 05:31 PH
05/12/2011 05:31 PH .n
05/08/2011 08:08 PH 134,915 12566594936[1] .Jpgy

05/08/2011 08:15 PH 155,166 croppedbusiness success - _graph mp Jipg nls2[1].jpg
04/08/2011 09:48 PH 606 GetFLV. lnk

<DIR>
<DIR>

05/03/2011 07:40 PH <DIR> Hardware
05/03/2011 08:03 PH 2,473 Microsoft Office Excel 2007.1lnk
05/08/2011 06:40 PH 2,497 Microsoft Office Word Z0O03. lnk
05/11/2011 11:24 AM 2,515 Microsoft Office Word Z0OO07. lnk
04/zz/z011 01:15 PN 1,515 Faint.lnk

7 Filels) 253, 667 bytes

3 Diris) 51,504,503 ,540 hytes free

———————————————————————————— dir "C:\Documents and Settings') LdwinistratorhMy Documents)'”™ —-———--
VWolume in driwve © has no lahel.
Volume Serial Nuwber is C437-1FE2D

Connection-specitic DNS Suffx . : MyDsIDomamn

Descaption . . . .. ... ... : Broadcom NetXtreme Gigabit Ethernet
Physical Address. . . .. .. .. :00-0E-TF-62-5C-49

Dhep Enabled. . ... .. ... .Y
Autocontiguration Enabled . . . ¢
IP Address. . ......... .:
Subnet Mask . . . ... ... ..
Default Gateway . .. .. ...
DHCP Server. . ........
DNS Servers . . .........
Lease Obtamed. .. ... ... .:
Lease Expires . .. .......:
These Wmdows services are started:

Automatic Updates

Background Intelhgent Transter Service
Client Service for NetWare

COM+ Event System

Computer Browser

Cryptograpluc Services

DCOM Server Process Launcher
DHCP Clent

Distnibuted Lk Tracking Chent

DNS Client

Tanas man TH an macbiane Ll
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Home

udited fo ) 18 and Hurman Righ
XKEYSCORE welcome | MW arning: your password has expired! Log Out
4 Search ‘B8 Workilow Central Resulis _“" Fingerprints L—, Statistics @Map ',—_,".MyAccuum 3 < Forum ¥ Help
S LT DRLATTUNE PLAR LU MmEYRdilaL Hell:l

=] Cene Byzantine Raptor Rolex
=] Ccne Byzanting Raptor Trojan3
=] Ccne Flaiddiana Command Facket
=] Gcne Traffic

=] Gene victim Id

=] Cche Zehedee Patse

=] Cdma i1 Metadata

=] Compter Setial Murmbers
= DhS High Enlromy

:_i DataFlurryPhonelnfoExdtractar
=] Diameler AVF Metadata

=] Diameler Header Metadata
=] Dynamic DNE Updates

=] E Ticket

=] ESP SPI

=] Eclecticplot

=] Electronic Attack Heuristics
=] Emall

=] Encryption Steg Camo

= Encryption Steg JSTEG

= Exif Metadata

= Expression Engine

| FACEBOOK

= Facehook Chat Jabher

= Fourh Party CHE _DEADSEA
=] Beneric IDirect

=] Gooole Analytics

=] Google Strest View

=] Google Street View Thumb
=] Google Street View Tile

=] Gtp Pep Contest

=] HANALA

=] Happyfoot

=] IE Cookies

Show/Hide Fields* = Advanced Features = Show Hidden Search Fields Clear Search Values Reload Last Search Values  “There are hidden Fields.

Search: Fourth Party CNE _DEADSEA_ @

Query Name: asmasest 0
Justification: BEecent Justifications
Additional Justification: v

Miranda WNumber:

Current Time: 2011-05-13 13:33:16 GMT

Datetime: 1 Dy » Start: |2011-05-12 | % 00:00 3 Stop:  2011-05-14 || ° 00:00 :
activity: b
attribute_name: v

attribute_walue:

bluesmake_id:

computer_id:
direction: v

implant_command:

irmmlamt id
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CROSSBONES2 @g} I

Shiver me timberss

Hom Entries Reports Activity Groups User Groups Tasking Tags Profile
NevigaTion . Acmions
(TSHEIREL) Perefect Keylagger Activity
Home & Mewy Journal Ertry
XBJEMABESRDE201T TOP SECRETHCOMINTZREL TO LISA, FVEY May 06, 2071
Ertriss & aftach Fils
M Journsi Ertry Warning: There are no diamond model events dafined on this journal entry. e Mewr Azsociation
i i Glew Signature
List Snippets Like This
Hews Sripet Content Enrichments Events History S Followhis Eriry
T Te— authar Fource “rRescan for Dela Facets
il e T project { user group zource =ite / =ource signal & £od & Link
Mew Organization CYBERQUEST - MHS Us-758 1
List Everts irtrusion sets soUtee classification
UNKNOWIN TOP SECRETHCOMINTAREL TO USA, FYEY Ass|eHED TAGS
Reports
access source date @ direction
ALy ErS FUBLIC 2011-05-06 00:00:00 UTS @ Irtert
User Graups source descrigtion @ resut
Tazking details @ methodology
Tags N - . @ phase
Perfect Kevlogger is installed on hostnawe DOM (Russian Cor “howe’ ), private IP address
Proile: for user “Home®. Websites surfing informarcion and screenshots have been stored ac an @ actor
account at Fussian IP inbox.ru mail server, and are being delivered to a W. 3. IP.
& courtesy copy of the logs is delivered to user . iz a Moscow-based @ vietim
CROSSBONES JOURNAL ENTRIES software services ocowpany, member of & leading Russian technolody oroup is probably © capahilty

ULFOUOY This enty may cortain
fnfmmatmtln nntfu\lyriss;ssad Wiccim(sj °f the keylogging are weubers of the 1“‘:”“‘3 [ | O nirasiructire
and i intendead far anamtic pos=ibly wife to the _IEfE[EnCEﬂ showe, as well a= @ geopnitical environmert

collaboration anly. The recipient

ey not S, ot or furthr Keylogger ia probably inatalled to momitor children’s and wifefs activiey @ technaiogy

. . @ other; postive correlations
disserninate this infarmation iz well-comnected. Her email is [N .- h:c o presence on ) )
unless or until itis published in a Linkedin. And her Facehook password was sniffed as [N Zeveral other passwords for boch [ N @ other: negative correlations
repornt and- hayve beesn captured. Posslhly- is Head of PR and Advertising at

Mo3cow.
KEYWwoRDS

DaTaCLEXENE Her contactd include keywards

_ probably hashand. UrLoan | ATtacHFiLE

email addresses
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Contact us

............ O

EMAIL: DL 4THPARTY

NSANET: GO 4THPARTY

JABBER: S2 CYBER ANALYSIS




