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1.0 (U) Analysis Summary

(U) This report satisfies a Proof-of-Concept (PoC) deliverable for May 2015.

(U) The following binaries (labeled by SHA256 hash value) are believed to contain the Pony /
Fareit malware.

= ¢011ffa7bd71d098a032059b10983193fb1df5788f611317b0f694ee6963d5¢4.bin
= {8b2b99e850dffd3c838f6d9185e5f01d38dbbb3eade57d14a88357ce77a9da8.bin

(U) Both binaries were obtained from www.kernelmode.info for the purpose of reverse
engineering. It is believed that one file contains version 1.9 while the other contains version 2.0.
Research was conducted to aid in determining which file corresponded to what version. During
this research, the only major difference between versions 1.9 and 2.0 was found to be the
inclusion of a Bitcoin Wallet stealing module. Because the changes did not include or omit any
functionality critical to the goals for this analysis, the second file was simply chosen at random
for analysis.

(U) After reverse engineering the binary, Blackbird believes that the techniques used are not only
well-known, but have been implemented in prior work. Additionally, Blackbird believes that the
second file is Pony version 2.0 due to the presence of crypto-currency stealing subroutines.

2.0 (U) Detailed Analysis

(U) Pony was heavily obfuscated; the obfuscation was moderately sophisticated. For example,
amongst other methods, jmp instructions to invalid addresses were inserted in such a way to
trick a disassembler into taking all of them. As such, automated stack and function analysis was
rendered ineffective. Figure A (below) illustrates the disassembly prior to manually correcting
the calls while Figure B (below) shows the disassembly after correction.
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(U) Figure 2: After fixups
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(U) The malware makes use of Run-Time Dynamic Linking to resolve all external dependencies
aside from NTDLL and Kernel32 dependencies. After being resolved, the addresses are stored in
per module arrays. For example, Table 1 (below) illustrates all of the functions found within the
advapi.dll array

AllocateAndInitializeSid
CheckTokenMembership
FreeSid

CredEnumerateA

CredFree
CryptGetUserKey
CryptExportKey
CryptDestroyKey
CryptReleaseContext
RevertToSelf
OpenProcessToken
ImpersonateloggedOnUser
GetTokenInformation
ConvertSidToStringSidA
LogonUserA
LookupPrivilegeValueA
AdjustTokenPrivileges
CreateProcessAsUserA

(U) Table 1: advapi.dll functions

(U) Pony supports stealing the credentials / data of multiple applications. The credentials can be
broken down into four distinct categories: web browser data, FTP credentials, crypto-currency
wallets, and user certificate store.

(U) The user certificate store is the most important technique. It makes use of the
crypt32.d11 functions such as CertOpenSystemStore and
CertEnumCertificatesInStore. This technique is well known, well understood, and has
been implemented in a similar capacity in previous projects. As such, this technique is not
recommended for further Proof of Concept (PoC) development.

(U) Based on previous discussions, crypto-currency stealing is not an area of interest and, as
such, is not recommended for further investigation or PoC development.

(U) The techniques used for stealing web browser data (e.g., history), FTP credentials, and
crypto-currency all appear to involve scanning the file system for specific files and scanning the
32-bit and 64-bit registry hives (when applicable). Due to the argument structure and indirect
nature of the function calls, additional analysis is needed to determine the precise method.
Despite this, the preponderance of evidence suggests that the techniques are no more complex
than what is described above. As such, this technique should be noted for reference, but not
pursued for further PoC development.

(U) This preliminary analysis did not conclusively determine whether or not Pony’s included
dictionary of passwords was used to attempt to crack the above credential stores. While most
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dictionary terms are obfuscated with a single one-time pad XOR, a few other more complex
obfuscation algorithms were identified.

3.0 (U) Recommendations

(U) Analysis into the Pony / Fareit binary suggests that the technique is well-known and has been
implemented in prior work. As such, Blackbird does not recommend continuing with a Proof of

Concept based on this credential stealing technique.
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