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uC Program Memory

A
Executable
Flash
Program Memory 1) Version Number
2) CRC of executable program memory is calculated at power-up
_______________________________ v
If the checksum of the (Key number + Key) does not match,
the
Flash Key will not be loaded
Unused Program Memory
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— Ke
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Every Key will have a unique
number assigned to it
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PROG CONTROL BOX P2
(Slave Processor) TSS
. Programming/Configuration Encrypted Serial Data

Request Key Number BoXx
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Unencrypted Serial Data

Message Traffic

If No Key Number Received < Key Number Returned <
> . Encrypted RS422 Data
ey Code et Request TSS Ver/CRC
Unencrypted RS422 Data
If No TSS VER/CRC Received SW TSS Ver/CRC Returned q4———— - - —
> Request MSS Ver/CRC MSS
Power ON MSS ———— |-~ == - R -
Request Version Number >
MSS will never be MSS defines what key
Send Current Version Number erased number and key are
- used on the system
Power Off MSS ——— B — - === - s -

If No MSS VER/CRC Received

< SW MSS Ver/CRC Returned P1

> Request MP Ver/CRC MP

Request Version Number I

l Send Current Version Number

If No MP VER/CRC Received SW MP Ver/CRC Returned

— — — — ——

EE—— .
Waiting for Poll with empty message
Command .
Entry Return empty message
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MP
P1

Deployment Box

Master
P5

SERIAL Control Nibble (4 bits)
SET_DO_NOTHING
SET_TO_MP_PROG_STATE
SET_TO_BEACON_PROG_STATE
SET_STOP_PROG_STATE
SET_FACTORY_MODE
SET_STORAGE_MODE

SET_TACTICAL_MODE
SET_BATTERIES_ON
SET_BATTERIES_OFF
SET_AT_LOW_BATT_DETECTED
SET_AUDIO_RELAY

SERIAL Control Nibble (4 bits)
READ_DO_NOTHING
READ_TO_MP_PROG_STATE
READ_TO_BEACON_PROG_STATE
READ_READ_STOP_PROG_STATE

BCU TSS

BCU Inserted, send serial message to MP.

If BCU removed, open relay and send
message to MP.

READ_READ_FACTORY_MODE
READ_READ_STORAGE_MODE

READ_READ_TACTICAL_MODE
READ_READ_BATTERIES_ON
READ_READ_BATTERIES_OFF
SET_AUDIO_RELAY

SERIAL SET_MP_VER_CRC (4 bytes)

Seria
I

ERTAT_READ_MP_VER_CRC (% bytes] > V

SERIAL Control Nibble (4 bits)
READ_DO_NOTHING
READ_TO_MP_PROG_MODE
READ_TO_MP_PROG_STATE
READ_TO_BEACON_PROG_STATE
READ_STOP_PROG_STATE
READ_FACTORY_MODE
READ_STORAGE_MODE

READ_TACTICAL_MODE
READ_BATTERIES_ON
READ_BATTERIES_OFF
READ_BCU_INSERTED
READ_BCU_REMOVED
READ_MISSILE_MISSING

SPI_SET_KEY (16 bytes)

SPI_READ_KEY_NUMBER (2 bytes)
SPI_READ_MP_VER_CRC (4 bytes)
SPI_READ_TSS_VER_CRC (4 bytes)
SPI_READ_MSS_VER_CRC (4 bytes)

SPI Control Nibble (4 bits)
SPI_SET_DO_NOTHING
SPI_SET_TO_MP_PROG_STATE
SPI_SET_TO_BEACON_PROG_STATE
SPI_SET_STOP_PROG_STATE
SPI_SET_FACTORY_MODE
SPI_SET_STORAGE_MODE

SPI_SET_TACTICAL_MODE
SPI_SET_BATTERIES_ON
SPI_SET_BATTERIES_OFF

SPI Read Status Nibble (4 bits)
MP_READ_MP_STATE
FACTORY
STORAGE
TACTICAL

SPI

SERIAL Control Nibble (4 bits)
SET_DO_NOTHING
SET_TO_MP_PROG_MODE
SET_TO_MP_PROG_STATE
SET_TO_BEACON_PROG_STATE
SET_STOP_PROG_STATE

SERIAL Control Nibble (4 bits)
SET_AUDIO_RELAY
SET_DO_NOTHING

SERIAL Control Nibble (4 bits)
READ_SET_AUDIO_RELAY
READ_DO_NOTHING

Seria
|

SERIAL_READ_KEY_NUMBER (2 bytes)
- SERIAL_READ_MSS_VER_CRC (4 bytes)

SET_FACTORY_MODE
SET_STORAGE_MODE

SET_TACTICAL_MODE
SET_BATTERIES_ON

SET_BATTERIES_OFF RS422 Control Nibble (4 bits)
SET_BCU_INSERTED READ_DO_NOTHING
SET_BCU_REMOVED READ_TO_MP_PROG_STATE
SET_MISSILE_MISSING READ_TO_BEACON_PROG_STATE

READ_STOP_PROG_STATE

READ_FACTORY_MODE
READ_STORAGE_MODE
READ_TACTICAL_MODE
READ_BATTERIES_ON
READ_BATTERIES_OFF

RS422 Control Nibble (4 bits)
SET_DO_NOTHING
SET_REQUEST_MSS_VER
SET_REQUEST_MP_VER
SET_TO_PROG_MODE
SET_TO_MP_PROG_STATE

SET_TO_BEACON_PROG_STATE

SET_STOP_PROG_STATE
SET_FACTORY_MODE
SET_STORAGE_MODE

SET_TACTICAL_MODE
SET_BATTERIES_ON

y

RS422_SET_KEY_NUMBER (2 bytes)
RS422_SET_MP_VER_CRC (4 bytes)
RS422_SET_TSS_VER_CRC (4 bytes)
RS422_SET_MSS_VER_CRC (4 bytes)

RS422 Set Status Nibble (4 bits)
MP_READ_MP_STATE
FACTORY
STORAGE
TACTICAL
MP_READ_BATTERIES_STATE (ON/OFF)
MP_READ_TO_PROG_MODE (ON/OFF)

RS422_READ_KEY_NUMBER (2 bytes)
RS422_READ_MP_VER_CRC (4 bytes)
RS422_READ_TSS_VER_CRC (4 bytes)
RS422_READ_MSS_VER_CRC (4 bytes)

RS422 Read Status Nibble (4 bits)
MP_READ_MP_STATE
FACTORY
STORAGE
TACTICAL
MP_READ_BATTERIES_STATE (ON/OFF)
MP_READ TO_PROG_MODE (ON/OFF)

SET_BATTERIES_OF

—READS = t
MP_READ_TO_PROG_MODE (ON/OFF)

SPI_READ_KEY (16 bytes)

SPI_SET_KEY_NUMBER (2 bytes)
SPI_SET_MP_VER_CRC (4 bytes)
SPI_SET_TSS_VER_CRC (4 bytes)
SPI_SET_MSS_VER_CRC (4 bytes)

SPI Control Nibble (4 bits)
READ_DO_NOTHING
READ_TO_MP_PROG_STATE
READ_TO_BEACON_PROG_STATE

Slave
P4

READ_STOP_PROG_STATE
READ_FACTORY_MODE
READ_STORAGE_MODE

READ_TACTICAL_MODE
READ_BATTERIES_ON
READ_BATTERIES_OFF

SPI Set Status Nibble (4 bits)
MP_READ_MP_STATE
FACTORY
STORAGE
TACTICAL

SERIAL_SET_KEY_NUMBER (2 bytes)

SERIAL_SET_MSS_VER_CRC (4 bytes)

MP_READ BATTERIES_STATE (ON/OFF) J

P_READ_TO_PROG_MODE (ON/OFF)

MSss

If “DO_NOTHING” messages is not
encrypted, return Key Number.

If “DO_NOTHING" messages is encrypted,

MSS
P3

return Ver/CRC of SW image.
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