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JOHN GREENEWALD 
27305 W LIVE OAK RD 
SUITE 1203 
CASTAIC CA 91384 

Dear Mr. Greenewald: 

NATIONAL SECURITY AGENCY 
FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 756118 
4 October 2018 

This further responds to your Freedom of Information Act (FOIA) request of 
14 November 2013 for "a copy of all records pertaining to the NSA's use of the 
computer program PROMIS." A copy of your request is enclosed. 

Your request has been processed under the FOIA and some of the documents 
you requested are enclosed. Certain information, however, has been deleted from the 
enclosures. Additional documents will be provided when their processing is complete. 

Some of the withheld information has been found to be currently and properly 
classified in accordance with Executive Order 13526. The information meets the 
criteria for classification as set forth in Subparagraph (c) of Section 1.4 and remains 
classified SECRET as provided in Section 1.2 of Executive Order 13526. The 
information is classified because its disclosure could reasonably be expected to cause 
serious damage to the national security. Because the information is currently and 
properly classified, it is exempt from disclosure pursuant to the first exemption of the 
FOIA (5 U.S.C. Section 552(b)(1)). 

In addition, this Agency is authorized by various statutes to protect certain 
information concerning its activities. We have determined that such information 
exists in these documents. Accordingly, those portions are exempt from disclosure 
pursuant to the third exemption of the FOIA, which provides for the withholding of 
information specifically protected from disclosure by statute. The specific statutes 
applicable in this case are Title 50 U.S. Code 3024(i); and Section 6, Public Law 86-36 
(50 U.S. Code 3605). 

Personal information regarding other individuals has been deleted from the 
enclosures in accordance with 5 U.S.C. 552 (b)(6). This exemption protects from 
disclosure information that would constitute a clearly unwarranted invasion of 
personal privacy. In balancing the public interest for the information you request 
against the privacy interests involved, we have determined that the privacy interests 
sufficiently satisfy the requirements for the application of the (b)(6) exemption. 

Since information was withheld from the enclosures, you may construe this as 
a partial denial of your request. You are hereby advised of this Agency's appeal 
procedures. 

You may appeal this decision. If you decide to appeal, you should do so in the 
manner outlined below. NSA will endeavor to respond within 20 working days of 
receiving any appeal, absent any unusual circumstances. 



FOIA Case: 756118 

• The appeal must be sent via U.S. postal mail, fax, or electronic delivery (e­
mail) and addressed to: 

NSA FOIA/PA Appeal Authority (P132) 
National Security Agency 
9800 Savage Road STE 6932 
Fort George G. Meade, MD 20755-6932 

The facsimile number is 443-479-3612. 
The appropriate email address to submit an appeal is FOIARSC@nsa.gov. 

• It must be postmarked or delivered electronically no later than 90 calendar 
days from the date of this letter. Decisions appealed after 90 days will not 
be addressed. 

• Please include the case number provided above. 
• Please describe with sufficient detail why you believe the denial of 

requested information was unwarranted. 

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any further 
assistance and to discuss any aspect of your request. Additionally, you may contact 
the Office of Government Information Services (OGIS) at the National Archives and 
Records Administration to inquire about the FOIA mediation services they offer. The 
contact information for OGIS is as follows: 

Ends: 
afs 

Office of Government Information Services 
National Archives and Records Administration 
860 1 Adelphi Rd. - OGIS 
College Park, MD 207 40 
ogis@nara. gov 
877-684-6448 
(Fax) 202-741-5769 

Sincerely, 

fud 1v 
r 

JOHN R. CHAPMAN 
Chief, FOIA/PA Office 

NSA Initial Denial Authority 



From: donotreply@nsa. gov 
Sent: 
To: 
Cc: 

Thursday, November 14, 2013 11 :35 PM 
donotreply@nsa.gov 
john@greenewald.com 

Subject: FOIA Request (Web form submission) 

Name: John Greenewald 

Email: john@greenewald.com 

Company : The Black Vault 

Postal Address:  

Postal 2nd Line: None 

Postal City:  

Postal State-prov:  

Zip Code:  

Country: United States of America 

Home Phone:  

Work Phone:  

Records Requested: To whom it may concern, 

This is a non-commercial request made under the prov1s1ons of the Freedom of Information Act 
5 U.S.C. S 552. My FOIA requester status as a "representative of the news media" however due 
to your agency's denial of this status, I hereby submit this request as an "All other" 
requester. 

I prefer electronic delivery of the requested material either via email to 
john@greenewald.com or via CD-ROM via postal mail. I respectfully request a full fee waiver . 
Based on the public ' s interest in the subject matter of the below request, I feel the release 
of this information will play a crucial role in deepening the public's awareness of the 
intelligence gathering of our government. 

I also have a unique way of disseminating the information via my website 
www.theblackvault.com. The documents are freely distributed to the public, and literally 
thousands of people a day visit the site to download information. 

I respectfully request a copy of all records pertaining to the,NSA's use of the computer 
program PROMIS. 

According to a recently released document under the FOIA by the Department of Justice, "We 
also contacted NSA and asked whether it used or developed any progr.am called PROMIS. NSA 
informed us that it used a commercial off-the-shelf software package that was purchased from 
computer corporation of America. In 1974-1975, six years before the incorporation of Inslaw, 
NSA developed a database with query search and report features in the M204 language. This 
particular database is called PROMIS, an acronym for Product Related on-line Management 
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Information System. (NSA explained that its intelligence reports are referred to within NSA 
as the agency's "product.")" 

To see the full document where this is referenced, visit: 
http://www.governmentattic.org/9docs/DOJ-OIP-INSLAW 1993.pdf 

Thank you so much for your time, and I am very much looking forward to your response. 

Sincerely, 

John Greenewald, Jr. 
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~ICH.A .. P"an'l "'''l. " 
M4Y 1,..2 roua:..-.. 
G":irrA ,,..f41t ~·· CP"I•) fOS•U.I 

.U~-iiTED STATES CO\'ER.~~IE:--.-r 

·- Chief, V Serial: C-031-74 
DATE.: 12 Februarv 1971!. 

~.~:;;_;:? 
mm1 Chief, c 

Sv'IlJECT,; DDO Product .Hanagement Data Base 

~F: A) V Heme, subject as above, Serial: V/020/74, 21 Jan 74 
B) DDO Nemo, Subj: SIGI~~T Hanagement Data Base, 15 Jan 74 

1. I fully support the concept of a corr~on DDO SIGINT product 
manacrement data base to provide senior SIGIKT managers timely and 
accurate informatiOn. . .. 

~ .. 
2. To this end I am particula~ly a~~~ious to begin development 

of a system· to replace the cu==ent Offline Coversheet Processing (OCP) 
system referrGc to in par~gra?h 2, reference A. The OCP is costly, 
and it seems the results are inadeauate to rr.eet t~e information 
require!nent. ;The CCP rna:1ual C.ata conve::-sicn orocess alone consumes 
Sci 0 manhcurs eac:. quarter; output lags sor::e t;;o •.vceks because of the 
data cpnversion workload; a~d the ~aven to eight percent error rate 
is very high (due to illegible handwritten data entries, omissions, 
etc.) 

1 3. There are several oossible approaches to the problem, and 
when system require~ents are better define~ r~garding data input ty~e 
and volurue; the tvoe, timeliness and freauenc•1 of cutout; and securit': 
constraints, c wiil recoa~end a suitable-system to satisfy the requir~ 
ments. · .. 

4. Cl15 is the Point of contact for coordinating the C Group 
effort in the development of this system . 

... 

. · 
cc: DDO 

A 
B 
G 
i'1 
V2 
V3 
vs 

Cl 
Cll 
CllS 
cs 
C54 

jApproved for Release by NSA on 10-04-2018, FOIA Case # 756111 
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t.~! ;:T.E?I ~T"\.TES GC .,-:"' ... __ , .\, 

·. 

i 0 

Chie~s A, B, C, G, V, W 
DATE: 

DDO 

0 • 

SIGI:-!7 Manao;e!t'.ent Dat-a Bases 

1. · As DDO ::'I an res::::cnsi!Jle to the Director for the 
.. ~ - _, -~ =- s- ..... -"' .. 1"'!1 .. ..L... aay-to-oay ::nar..::.'.:: erne ..... o... J.•..:r.!.'"'.!. proc.uc ... :!.on resot::.::ces. 
M""n'~ s""""'-1'~'-~cs a·-:. ~,,,.;, "'l-. 1 ::. .... , .... rn"" .c~,...""' th"" ~nc:~;v· l.·c:.1u,.i 

loCI. .t ~L:..'- ..;:t._..;__,. ..__ ~ •------- f........, Li- J--·-·:.L .:.-- ..1...1. - --

Grouos, but !:ecause of the s:=na.rate pre-::>a.:cat.ion and var-.fing . 
content, they are unavailable~in a form~or tL~s to fully serve 
my needs. 

2. I need a system which ~ill cut across Group lin~s, 
prooo:/~C.e ::le ~·Ti t:1. t!1.a ~ ma~::-=er:l:an t c~ !:a I !:'~qlli. .re I a~.c. Vlhic.h 
'\'lill enable rr.e to res?onC. t.o I:-~telligence Community C!Uestions 
an .... ·rer.- .. .,.;.,...':3_,C~~- 'T'~.o C::l":7~,:, 0.,....-Ti~e r-.:,""\~::1.&..;0,.., S•;t::-=-.=m 

... ._ ...,~ • ...,.- -···-·· _;:, • -·•-: --\~ ·••'- •• --•• ;.;..:...v..:...;.C:.'-..o.. ;.. - ~ '--·• 

(SOLIS) m.ae-t.;; some of r:..y needs f·':)= an c.:;erational i:1te:-­
grc1_::p data b~:.se. P;-odt: ·::~ion ,:atn 1 i!Sscci..::.:.~ ~vit.h "L~-~e 
p::cC.:..!'=t. data_ Case 1 a~e t::~ b:: i~:.:~cc.~..:c::d into a CC::'...;.-:'.an. C=..ta 
b=s-::. ~- C 1 .. ..:-' .. 1 -:"' :"J- ""'C .. S~-:"' 1 "!) :~!=·~r:.~.:.t..!..c:: ,.. .. :-i~i-J::l."'1 .L.n :-z-.:-:1-· ·!-ic 
-:: ':~, • ..::-~::-:_ ~:.,:~-.~,..~:~::.:, .... ~ :-= ~r\~ ~ ~:-~;-;-t~'=:n-~·~-v--prc .... eo:J.u_ ....,;:, c _ ... ··--·------ - .... _ .... __ _, ..... _ ··- .• ....o - _ -··-lt.c..__ .J. •• 

tl":asa .tile~; r~ t:~-=~, o::1...Ly ~nat. ~,~::1:-.. c.g::!~en-t . data ne::t.lad b~· 
senior mar =.ge.:- s . At this t.i.::;.~, I s:9eci ticarly need to hco.".~e 
t..l-).e ca~abili -=--~· to so:.~s ·t;;r:atic~ll-;t :..c!~Zl-:.if-:; · nrO~'.lci::,:: c::-gunizatio~s. , 

Coll :::>c~o-,.. c.-;:-::.;-; o--- -=l~-::if"!r"! n~~"":'1;.....a~s -Fo....- ~-:.---p:.oa·u,...~ ~s"""' ~~,...ial - - - --- - ...... -----· . --·--- - - _., ... --· ;:;-----
ccmput~r p-~c>ceC.ures ~u:s"t: !::>e c.-e~~relo::;,sC. tc i?Le-;.rent e.:·:?csure cf 
t~ese data ~c these ~~o ~on'~ n~de it. 

3. V is cha::::-t;eO:: -:·iit~ estcbli.s~i:!.g this c:::::..~on r:1.anage:nent 
data base. Otl"1e:::: P::--JC.ucticn :-:.=.~::.gers a:::e to rende::' all 
necessary assistance to achieve an early implaue~tation 
date. 

C,.... -. Cl 
Co! 
Vl 
'.'2 
V5 

• 0 

• :.·:_...:;;·:-..a-"':·._,:;.,;,;..» .. 

(SO!.IS 

Approved for Release by NSA on 
10 - 04-2018, FOIA Case # 75611 
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TO 

SUBjECT: 

.· 

,,_, ·. : .' 

., 

Serial: V/020/74 
Chiefs A, B, C, G, W DATE: 

Chief V 

DDO Product ~1an~_ger.tent DZ!. ta Base 

REFEillitiCE: DDO ~·1 eT.c 1 . s:.~ject, 11 SIGINT Hanagement Data 
Bases 11

, dateJ. 15 Ja:nuu~ 197~ 

1. P..s a :::::-esul t of ref:rence, I \oiill i:mpler..ent an 
on-lir:e cc~put:::- s:rs-ter::. to pro•.:iC.e prc::!uct:-:L-alate:cl data 
:n.:aed:=C .. at 'the D~O l'2t:""El arld outside t:-;.e age·:rcy. To satisfy 
the ne.ecs which orc3~~ed this act~on the svstem must i~clude 

~ - - -
data f::on ell sotL=c~~.s a::d. ·rslu-t~c~ to all ~1::.-od,~ct. ':i:~1.e 
se~siti7ity of ~c~e cf · t~is dat~ dic~at~~ the need £or a 
r:-.t:.lti-le· .. :-el s~;3t::;n, b'-.it:1. .E.:- ·::>m t~e as!f=c~s cf ss'=~..:tri.t.~- and. 
acce.ss. The cc:np~~:<i ~::· c£ suc!1 a p::-cgr~~ :_J::=:-eclu~es its 
irr.:ned..ia te i::r:.,?l::::..:r!ta.-tio.n. 

2.. V1e ml.:L3t p!:"ocee::., ho~·re:~·~r, -;:i~h. a :=:.-clia.Gle cf::-!.i!~= 
s:rste!:~ to p~\~~:-j.d~ sc.::::: o.;: t!"lc:lt c!..:..,. t.~ r::;~~i.:.:~C: l:,y rcf~::-::~ce. 
Duri::.g t:~g p~st ye::.::. t.~· ·~ ~~'t/·'2 t2s'ted c-...~".. ·~ Used a:t OZf-'Gi"r:..a 
Ccversh-:::-:t Pr;:;c:::ssi:ng sy.s-te:-a to c!Jt.::::.i~ sc:ie m3.!1..:lS"e!t.~nt 
do:::ta.. ~·;e 1;.,.ill use ~1.is c:::f-lina sys=e.:-~1 r..:n=il the en-line 
systeill is in C?eration. 

3. ·The cn-li~.~ DDO ?-rci:.i..:·~t ~-~c:.:-:.?!.c;-;:::-.. ::-:. t. I;s ta S~{st2::1 .... Jill 
be des igr.ed to satisfy e.:-:isti~g neec.s, ar:d ha~.-e the poten ti.::.l 
for ex~ansic~ i~ cc~3c~a~=s with f~ture requirements which 
could arise, i:l pa.r~, i=·=:;: ths on;oin;- USIL:! SIG!~\7T Cc~i tt.ee' s 
inauir·.: into "SIG~~·~T so::rce" information. It will have 
S _,:e·~:;i c:~~oc., ... . ~,..:;- J...r- ..... .,..,..,..:on+- "-},,. ·-~-,,.-~"'""'·"'·1=- p-ol.;f=e .... -"".;'"'n 

Cl .J.-- -c:..•--""""''"---.::J '--' 1:"-"-v-4 '- \-.:.1- ~-'--:::J"•--.. .. ~ '- • --- -C:.---1. 

of unr...·::ce-ssa:=y or ~ens~t~"=.r:: C.atar or ac~css t~err:t:o. This 
appli\2s to :-7SA ele~:;~:ts as ~·Tell c .. s v .. Ber3.. For e:{a:.-r:ple, the 
cr:::ou::!t o£ data to ~~ l::.clt:C!ed irl t~1~ ··::::-·stem is li~it.eC. to 
t:-!at ~e~~;d tc · !:'aS?C~.·=- tc e:\:.isti::; re~:..:.:..re::::-a.fl=s. S.!:!"!l:.larly, 
a'::::c:::s to tl"-!-= d.~ .. t::., ~it:..:r in pa~~ r..;r i ."l ,.,.;-:: ·::.e, ~:i:_l be. 
r~st~ictae ~o these ~~o ~=tuall7 ~~~~ i~. Tc safa~~a=d 
the Eost sensi~ive ~~:: ~cccrs an a~~i~=~=Y d~sign~~~r or 
c~~=r :.-:':1-:;·er:t.i·...:, ~"'. :;:~::· !: .= ~.:::eC. · i~ tl~G --:.::.t.2. b~:: • 

... 
. .;.. :--, :.. . .. •·. - --~ 

. . . . . - . . . :. , . . r. . .. ' . ; . , '~ ~ .. ~ ., .q -l ~ ] ~, ' "';~·~· ~·.A ,. "1 1 ="" 1 I.' .. '"" l • "\ 

• Approved for Release by NSA on 10-04-2018, FOIA Case # 75611 
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. 
·' 

.. ..,., 

.. 
4. Anv additions in eith2~ ~ata o~ accGss will'~e cade 

only after ~oordinaticn with all co~c2rned production ele~ents. 

5. V2 is tz.si~ed .-...-i th the day-to-day cccrd~na tion a~C. 
rnanasement of this system a~d will provide procedural cetails 
needed for imple~entation. 

cc: DDO 
V2 
V3 
vs 

-~.: ~ ..•.• / .... -~ 1 

2 

J 
/1.1 C../l . ,•i I I '--;¥~:~ . &·~;t·· .. Ct t. l 1-'-t-Y.?.-1, .. :,/ 
.f:ruA~·TITA t-1. HOODY ~ /l 
£hief, V ·~ 

. ,.. 
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ro V2 
Serial: Cll/93/74 
DATE: 8 l·:s.y 1974 

K. Beach/CllS/5203 

;:aoM C1 1 

U.BJEC.'T: PR.ONIS Content a11d Timelir.~ss Requirc.:::ents 

REFIDE:CE: V2/112/7~, S;;.bject: Sa:-:c, dat9d 8 llay 197L~ 

1, Strippj.ng of p::;.c:.;r::-~ecded d.;:.ta. el~:::.ents fror.1 PSR. a..'"ld._I.,...-.....,...,._._..J 
is onl~r o:l~ ot: tt.e r-:sa.'j3 fc:r i~~~ .. cr·.?t'\!!'e ~1-:!er CC·:l:Jidel''c ... ~ic:n. in the 
PROEI,S data i:.!:.~S st-..::'.:r• Eo~·:ev.J:r-, t':."',j:.J.. th~ st·ndy i3 cc:·~:lct£~d it 
·t-ro1."W.d ba pra:::.a.ture to be~ n nro~w-. :ac-'i ficatic::1s fo:r- st-r -i-:JD:L"ls the ·. - --~- I I - ~ . - . data frc:n. ro~-:. ~d. - - - - - - - - - - - - - - - - - - - - - - - - - __ __ _____________ ____ -' r--~:-----:-:-~ 

. I (b) ( 3) - P . L . 86 - 36 1 

2. i·!e e.."9ect to ccncl..:.::le the study and to rcco::::::.end a s-:rst.e:-:1 for 
PRO!·:I3 in the very r:..::·.::r f-..::tr:.~e o I!c::.:;ver, ~;3 neeci. c~rtain infor.:r.ation 
fro:n you before the ~.tud:r c~"1- i:>e co:.:?leted, i.e .. , 

a. l·mat SIG:J;l' orc:l::.ct r.:·~t be co"'iered :L"l · the initial data. . -
base? 

b. 1·Jhat ~'IG:.-J~T p::oduct ~ho'l:.2.d be ccY~roed :i.n. the ul ti•·Ja.te 
data base~ end in '\·l'h<;.t · ord'3:- of prio:-i ty? 

c. How tL~e:Y does the data nsed to be for eac~ of the fore-
go:L11.g? 

3 o Upon receipt of the fc:-~go~g ir.!'c~:;.tior:. 't·:<: 1-ri 11 prc::.:>tl::t 
cc:nple~ t!1e P2C::IS t:tu.1y.z..;.""ld ;:-.-:!:e Cil:' :'f::C~~~nd..:-.ticns to ::cu.. :·~ithout 
tt1is :i.J1..::orr.1~tion it ~;ouJ.ci C:3 c.; .,.~i'ic~"l t to. !r.al::e · B.J~ :L.~o:':-.. :.d jud. :;e:::~::.t 

on t:'le bast c.irec~ic:1 to tclc~ in cie~ien of a cor:.put..er syzt~m to satis.fy 

. . )' . --?- !(___ your require~~~t. 

cc: c 
Cl 
v 

D •.•. T1 r 

l . - ;-- ._,_ ~(· . y' .. ··; 
• - ,-- "' I f , _/'' • itl 'oo / J \. ·' . ,;_.,' ~ ,· ,; · "' ';,''""'--<...._..;' ' ~-- ; ·---t ...... :., , .. , ,. - . 

I . • ··' ROB:;'";?r.i T·J G':)Ot:';;'' ... . \.. _, ·' __ J; I f •• •"-" 

·--- Chief', C11 

TH'S ('fJRRES?ONO!:NCE MAY IE 
(, · ./:~GRADED TO CONF CC 
;:· : .. ;~ ;~2MOVAL Of CLASSii:,.:v 
lr•~ ... 0SURE(S) 

RAIWLF "~ COi;f•IT C'J' ''~l'lS G'll Y .. f ,, L. ' Hdt ~ J, .. 

er~.~~.--- ........ -.- '· ·. -· . ·' -._,. ~ -~!: ·~ ;;;- !i 
~ .. . : . . __ : . : n rl .... 

Approved for Release by NSA on 
10-04-2018 , FOIA Case # 75611 
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YIA FACSIMILE 

I I .· 
Ass~stant General Co~&el 

... .. '"'; 

........... " 

Office of the Gene~l counsel 
National Sacurity. ·Agency 
Ft. Meade, Ma~land 19755-6000 

Dear! L.. ____ __, 

u.s. Department ot Justice 

Office of the Associate Attorney General 

~. DC:lQW 

May 13, 1994 

I (b) (3) - P.L . 86 - 36 1 

Attached is an excerpt f~om a draft of the Department o~ 
Justice•s report on the allegations raised by INSLAW, Inc. I 
would appreciate your reviewinq that excerpt and informin~ me if 
the National Security Aqency has any objection to the public 
release of any information contained in the excerpt or if you 
have any reason to believe privacy considerations warrant non­
disclosure. We drafted the report with an eya toward eventual 
public releaae so we do not anticipate any concerns. However, if 
you do have any objections, we would appreciate hearinq from you 
no later than Wednesday, May 18, 1994. 

Tnank you for your attention to this matter. 

Attachment 
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I (b ) ( 3 ) - P . L . 86 - 36 1 

We also met with represan~atives of the National security 

Aqency. Accordinq to~l ----------------~~ Branch Chief for the 

NSA 1 s ADP support Division, and Nancy staracky, also ot ADP 

support, the NSA maintains a databaae known as Product Manaqement 

Infor=ation system. or "PROMIS". "Product" is a term used within 
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the NSA to rafer to intelliqence reports. Accordinqly, the NSA 

"PROMIS" database contains abstracts of intelliqence reports 

generated by various parts of the NSA. Both Ms. Starecky and Ms . 

.__ __ _.I el!lphasized that the NSA "PROMIS" is not a 5aftware 

pr~ram, but rather is an application of tha M204 database 
' 

ma~aqe~ent aystem. Accordinq to Ms. starecky, M204 is one ot the 

ea~lier relational database systems. It basically allovs the 

uc~r ~o define data fields and other information to be contained 

in: individual d~tabases, such as the NSA PROMIS database. Ms. 

St~recky s~ated that she was involved in the oriqinal development 

o~ the NSA PROKIS database in the 1970s which was developed 

p~imarily to allow the accumulation of manaqement informatica 

r~qardin~ the productivity of varioua NSA divisions. 

I (b) (3) -P \. 86 - 36 1 
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Serial: V2/027/74 
DATE: 31 January 1974 

·--~ 

SUBJECT: DDO Product Management Data Base 

REFERENCE: A. V/020/74, subject as above, dated 21 J~~ 74 
B. DDO Hemo, subject 11 SIGINT ~-1anagement Data Bases" I 

dated 15 Jan 74 
c. P2 R&D Hemo, subject, "Product Coversheet, 

Form l-13015", dated 31 May 73 

1. Per references A and B ,.1e are •.-10rking on an on-line 
computer syste~ to provide produc~-related data needed at the 
DDO level and outside t!-le'agency .. Such a system can not be 
made available inunediately because of prograrr:r.:ir..g and desic;n 
requirements. To satisfy e:dsting needs -.;·:e ·are proceeding 
with the Off-Line Coversheet Processing job. It is essential, 
therefore, that Product Coversheets be compl~ted as accurately 
as possible pe::::- the instructio::J.s in paragraph 3 belm1. 

2. RefeJ:.ence C, vlhich provided instructians for completing 
Form H30 15, REV HAY 7 3 (P::::-ocuc"'; Covershe.et) is s1..:.perceded by 
this memo. As you may recall some reco~~endations concerning 
the Product C:)versheet v.'ere not imole~ented. Also, vie received 
some recorr~enc!ations afte= the for~ had go~e to print. Form 
M3015, P..EV OC':.' 73 is nc~.; available. It incorporates those 
changes you suggested 'vhich are useful to all or most production 
organizations. 

3. To e!lsure all Product Coversheets (Fo:::m !-13015, REV OCT 7: 
are uniforr.tly completed, please adhere to the follmving procedure: 

A. Required 

BLOCK 

Blank 

1. OPI/Phone 

Approved :or Release by NSA on 
J..0 - 04 - 2018, FOIA Case # 75611 

Ah-1ays complete Blocks 1 - 17, and 21. 

E~lTRY 

For coa~unicaticns use only 

Designator for the st::.££ or prcC.ucticn 
element within tr.; office of pr~~ary 
intere~t that prepared .the p::::-oduct 
(e.g., A832, B2ll, G909, W252). Secure 
phone number of the e1e~ent. 

ar-~~-=::"1 ... ':111 .. r.- •· . -= . . •. . ~ 
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BLOCK ·•· .eNTRY 

2 • · Date 
{10 positions) 

Date of release (vrhen product is released 
for publication). Enter as one· or t\'IO C.igi t. 
date (no· nulls), space, three letter abbrevia· 
tion of month, space, and bra digit year 
(e.g., 1 Jan 74; 22 Jan 74)-

3 •. 1 The I !when appl:Lcable, 
L...-...1 •.•• - · · • • · ·wliich contributed material used in the . ...... 

~, b-)-, -1)------~ product. Enter as five-to-seven sequential 
._,b_ l_,_3 l_- _P ._L_. _a_6-_3_.6 ••• • _. _ __ •••••••• • ~har.acters .. (Q.g~, This 

data mav be continued in Block 19, i,_-

( b ) ( 1 ) 

4. DDI 

5. Precedence 
(2 positions) 

6. DTG or date 
(10 positions) 

7. Distribution 
(37 positions) 

(b ) ( 3 ) - P . L . 86 - 36 
'-----------,----1 ...... . 

·a. Flags 

9. Serial 
(21 positions) 

10. · Icient Code 

necessacy. 

List the appropriate Delivery Distribution 
Indicator(s) per USSID 519. 

Appropriate transmission precedence (i.e., 
ZZ, 00, PP or RR). 

Date-time of electrical transmission as 
supplied by V3 (NSOC) ; date is ente~ed_ior 
~co as described in block 2 above (~g., 
1-Jan 7 4. : 2 2 -Jan 7 4) • 

~-)J.A~...i.'';,..d'..., • ...__&i . 

Enter the aF~~PT~ate d~strib~tion syrr~ol 
(e.g. , NSA/ g or NS;..jE_g)..=QOA:) or NSA/Specitl l ) 
Special distribution and ?~US or LESS ·· -
addressees ere continued in the remarks 
block (Block 19). If distribution is 
NOFOR..~, add ~JOE' OR~ . .. or .. ly if parallel NOFORN 
distribution has been established. See 
NSA ECAT NOFO? .. N suoole:r.ent. Use non-stc.ndu.=: 
distribution procedures for NOFOP~ product 
without established narallel NOFOF~ distribu: 

The coverwords, if any, necessary to 
designate the use of speci al sources (e.g., 
ISHTAP .. ) or special handling required 
(e.g., NON-~RONTO). 
(NOTE: The flag SPOT does not belong here.) 
Enter the SIGINT Alert covername, when 
appropriate. 

The reference serial per USSID 305. The one· 
up number is supplied by V3 (NSOC). 

The subject suffix per USSID 305 or 
Intellisence Sou=ce Ice~tifier (~iplcillatic , 
agent, and attac~e t=anslations only). 

.. 
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11. Product TvD~ 
(5 positions) 

12. · Follm'l-un/ 
Change Data 

13. Subject Code 

14. l1sg Handling 
Instructions 

15. Title 

16. Plain/Cip~er 

• 

Enter the word for the appropriate vehicle 
SPOT or EG"Ril1·1. 

. . 
The appropriate phrases, if any, to indicat~ 
the product is a folJ.otv-up or change to a...1 
earlier product. "Serial Correction" is 
also entered in this block. 

Content Control Code notation. -----
Appropriate caveats, when required, to 
indicate limitations on dissemination of 
product { e . g • , L...-....,...-------,,...------=__. or c ornp art­
mented handling instruction~:) If none, 
so state. 

(b) (1) 

l~arrative title of product. (b) ( 3 ) - P . L . 86 - 36 

For t~anslations, check appropriate block 
to indicate \vhe ·ther product is based on 
c~pher or plain~ext message. 

17. l;)ate-Time of Enter as cay-month-year and Zulu time 
Intercept (e.g., 14 Jan 74 1730Z). 
(TOI) (10 positions} · 

YB. CoorC.ination 

19. Remarks 

21. MS 

Only the usual ste~s in the coordination 
process are provided for : Extra lines are 
provided for specialized use as desired. 

Use as desired or for continuation of 
ether blocks. (NOTE: When using M3015A 
enter block 21 data (see below) 
in lower left-hand corner of block 19. 

PDDG (s) of monitori!lq station or SIGHiT 
collector/mission nui.ber. The intercept 
source \'lhich orovid~d the data on which 
the product is based. Enter no more than 
10 PDDG's or four mission n~~ers. 

B. Optional - Except as S?ecified above the Data Base portion 
(Blocks 20-33} of the coversheet is provided for optional use 
by those elements · ~hich wish to preserve the technical base 
of a product. 

20. ~·1S . 

22. PSN 

23. Code 

Worksheet number, if any. 
. 

(b) (1) 

(b) (3) - 50 usc 3024 (i) 

(b) ( 3 ) - P . L . 86 - 36 

I!ltercept position n~~er, if av~ilable. 

Cryptsystem title, if any, or cov!.erna.;;:e 
secur8 co~~unicatior.s (e.g.,l I 

~ ~ -~ r~ • ... -1::.- .. ~ .__ ___ __. 

~ ' ......... :t ., ;• ";== ii 
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24 •. CN' 

25. Freq 

26. To 

27. Fm 

28. SE/CR 

. 20-33. 

34. Released by 

Case ·Notation. 
~ ­

Intercept~frequency. 

Receiver callsign or other identification. 

Transmitter callsic;n or other ·identification. 
' .. 

IGCP Subelement and line item number(s) 
which the product responds to. See _para 4 
belo\'T, 

Optional 

Co~pleted by V3 (NSOC) for all electrical 
product; ap9ropriate releasing authority. 
for HCO product not processed through.NSOC. 

4. To give DDO the ability to respond to the evaluation of 
the Key Intelligence Questions, ·complete Block 2a with the 
number, and sub-naracrraoh· letter of tne cue:Stion to \·Thien the 
product res?onds: F;r ~xarnple, · a producf relating t~ I 

Houle b~. i-r:C.:i.ca t:ed as 
~--.w-.....-.A;-.---:::A--=p=-=r--o=--"ar:-u=-=c=-... .-.... ---=o-P-:-: .-------------~-~- ;;.... """. _"":~. • \-:c)u l d l: = inc ic a ted 
as 2311.. (NOTE: . -· m1en us.:;.ng·l.·. ·--::u.-·en-ce= ..... ock 28 C.ot;·m i:1. the 
lo,.,er right-h~nd co;-ne=-~ ~at . block 19.) 

; ...... .. .. .. 
, , .. : : :- .. 

,.---------('.I". . /'27 /)};.7 / . ,_.c._/ 
a!:;:$:7 ~?.-&,~--(b) (1) 

(b) (3) - 50 usc 3024 (i) 

(b) (3)-P . L . 86-36 

cc: AS 
A6 
A7 
AS 
A9 
Bll 
B2 
B3 
B4 
B6 
B7 
c1· 
C4 
cs 
C09 
E 
El2 
GS 
G6 

G7 
G8 
G9 
Gll 
R2 
V31 
V32 
V33 
V34 
V35 
V36 
V37 
FLEX 
~vl 

H2 
r73 
~·~4 

v 
DDO 

DO~·!ALD B • OLIVER 
Chief, V2 
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