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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

August 8, 2019

MR. JOHN GREENEWALD JR.

SUITE 1203

27305 WEST LIVE OAK ROAD

CASTAIC, CA 91384
FOIPA Request No.: 1374060-000
Subject: ITB Year in Review

Dear Mr. Greenewald:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Below you will find check boxes under the appropriate statue headings which
indicate the types of exemptions asserted to protect information which is exempt from disclosure. The appropriate
exemptions are noted on the enclosed pages next to redacted information. In addition, a deleted page information
sheet was inserted to indicate where pages were withheld entirely and identify which exemptions were applied. The
checked exemptions used to withhold information are further explained in the enclosed Explanation of Exemptions:
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174 preprocessed pages are enclosed. To expedite requests, preprocessed packages are released the
same way they were originally processed. This material is being provided to you at no charge.

Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to your
request. “Part 1” of the Addendum includes standard responses that apply to all requests. “Part 2” includes
additional standard responses that apply to all requests for records on individuals. “Part 3” includes general
information about FBI records that you may find useful. Also enclosed is our Explanation of Exemptions.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP's FOIA online portal by creating an account on the following web
site: https://www.foiaonline.gov/foiaonline/action/public/home. Your appeal must be postmarked or electronically
transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you submit your
appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act Appeal.”
Please cite the FOIPA Request Number assigned to your request so it may be easily identified.



http://www.fbi.gov/foia
https://foiaonline.regulations.gov/foia/action/public/home

You may seek dispute resolution services by contacting the Office of Government Information Services
(OGIS). The contact information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at
ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. Alternatively,
you may contact the FBI's FOIA Public Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute
resolution correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so it may be easily identified.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Information Management Division

Enclosure(s)

In response to your Freedom of Information Act (FOIA) request, enclosed documents represent the final
release of responsive information. Please note that an ITB Year in Review report was not created for the year 2015.
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FBI FOIPA Addendum

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum
includes information applicable to your request. Part 1 of the Addendum includes standard responses that apply to all
requests. Part 2 includes additional standard responses that apply to all requests for records on individuals. Part 3includes
general information about FBI records. For questions regarding Parts 1, 2, or 3, visit the www.fbi.qov/foia website under
“Contact Us.” Previously mentioned appeal and dispute resolution services are also available at the web address.

Part 1: The standard responses below apply to all requests:

0] 5U.S.C. 8552(c). Congress excluded three categories of law enforcement and national security records from the
requirements of the FOIA [5 U.S.C. § 552(c) (2006 & Supp. IV (2010)]. FBI responses are limited to those records
subject to the requirements of the FOIA. Additional information about the FBI and the FOIPA can be found on the

www.fbi.gov/foia website.

(i) National Security/Intelligence Records. The FBI can neither confirm nor deny the existence of national security and
foreign intelligence records pursuant to FOIA exemptions (b)(1), (b)(3), and PA exemption (j)(2) as applicable to requests
for records about individuals [5 U.S.C. §§ 552/552a (b)(1), (b)(3), and (j)(2); 50 U.S.C 8§ 3024(i)(1)]. The mere
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC §
3024(i)(1)]. This is a standard response and should not be read to indicate that national security or foreign intelligence
records do or do not exist.

Part 2: The standard responses below apply to all requests for records on individuals:

@) Requests for Records about any Individual—Watch Lists. The FBI can neither confirm nor deny the existence of
any individual's name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§
552/552a (b)(7)(E), ()(2)]. This is a standard response and should not be read to indicate that watch list records do or
do not exist.

(i) Requests for Records for Incarcerated Individuals. The FBI can neither confirm nor deny the existence of records
which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption (j)(2) [5 U.S.C. 88 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)].
This is a standard response and should not be read to indicate that such records do or do not exist.

Part 3: General Information:

0] Record Searches. The Record/Information Dissemination Section (RIDS) searches for reasonably described records by
searching those systems or locations where responsive records would reasonably be found. A reasonable search
normally consists of a search for main files in the Central Records System (CRS), an extensive system of records
consisting of applicant, investigative, intelligence, personnel, administrative, and general files compiled and maintained by
the FBI in the course of fulfilling law enforcement, intelligence, and administrative functions. The CRS spans the entire FBI
organization and encompasses the records of FBI Headquarters (FBIHQ), FBI Field Offices, and FBI Legal Attaché Offices
(Legats) worldwide and includes Electronic Surveillance (ELSUR) records. For additional information about our record
searches visit www.fbi.gov/services/information-management/foipa/requesting-fbi-records.

(i) FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of this
dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on
every person, subject, or entity.

(i) Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division
provides Identity History Summary Checks — often referred to as a criminal history record or rap sheets. These criminal
history records are not the same as material in an investigative “FBI file.” An Identity History Summary Check is a
listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, federal
employment, naturalization, or military service. For a fee, individuals can request a copy of their Identity History
Summary Check. Forms and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-checks.
Additionally, requests can be submitted electronically at www.edo.cjis.gov. For additional information, please contact
CJIS directly at (304) 625-5590.

(iv) The National Name Check Program (NNCP). The mission of NNCP is to analyze and report information in response to
name check requests received from federal agencies, for the purpose of protecting the United States from foreign and
domestic threats to national security. Please be advised that this is a service provided to other federal agencies. Private
citizens cannot request a name check.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld,;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who
furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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uring Fiscal Year (FY} 2010, the FBIs Information and Technology
Branch (ITB) designed, developed, and deployed hardware, network
infrastructure, and applications that had a positive impact across the
FBE These initiatives were coupled with a renewed emphasis on providing
superior IT services 1o all FBI customers and their Law Enforcement (LE) and
intelligence Community (iC) partners.

The Branch has made a difference in the way the FBI conducts business to-
day and has changed the culture with regards to IT and how it will be used
going forward. The iTB has:

s Deployed a new worldwide network infrastructure that significantly in-
creased the speed with which our FBI emplovees and task force mem-
bers can login to access key counterterrorism, criminal, and intelligence
resources.

¢ Delivered next generation hardware to the feld that enhances their
desktop capabilities and offers them state-of-the-art ways to collabo- CHAD L. FULGHAM

rate face-to-face securely across vast distances. Executive Assistant Director and
Chief Information Officer

s Upgraded more than 27,000 BlackBerry® devices, including offering
photographic capabilities and investigative support databases for
agents in the palms of their hands - a first for the Bureau.

¢ Enhanced the security and management of our information resources through rapid deployment of fron Ports,
Blue Coat, Two Factor Authentication

e Improved the speed and user experience of vital systems such as Deita,| I\lationai Gang Intelligence b7E
Center, and Commaon Operational Picture - all of which provide centralized solutions for the management and
sharing of large volumes of data required during investigative analysis.

e Deploved Sentinels most significant capabilities that allow digital signatures and electronic workflow.
¢ And so many more customer-focused projects and initiatives.

The ITB has continued o aggressively hire a workforce who not only possess the talent and expertise to meet today’s
technology requirements but a workforce who can adapt to the demands of the fast-paced challenges of the future.

Ouwr commitment remains clear, to provide an unprecedented level of service by delivering enhanced IT tools and
capabilities that support the FBI's critical mission to fight crime, protect, and defend the nation for today and for the
future.

e

Executive Assistant Director and
Chief information Officer
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he U. 5. Congress approved
the reorganization of the

2 1TB in June 2010. The ap-
proval marked the final step in the
18-month process that involved
numerous discussions with senior
leaders, stakeholders, and ITB staff.

The Branch now consists of thres
divisions ~ the IT Management Di-
vision {TMD), (formerly the Office
of IT Program Management and the
Office of IT Policy and Planning),
the IT Engineering Division (TED),
(formerly the Office of IT Systems
Development), and the IT Services
Division (ITSD}, (formerly the T Op-
erations Division) - the Office of the
Chief Knowledge Officer (OCKO),
the [TB Executive Staff Section (ITB
ESS), {formerly the ITB Support Sec-
tion) and the Chief Marketing Offi-
cer (CMO). See page 26 for the new
organizational chart.

The current organizational struc-
ture and missions are outlined be-
fow:
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e The ITMD providesl |

e The {TED providesl I

e The IT53D provides computer
and telecommunication ser-
vices that meet or exceed cus-
tomer's requirements in terms
of quality, timeliness, and re-
sponsiveness through cost-
effective, schedule-compliant,
reliable, and secure leveraging
of IT.

e The OCKD promotes the cre-
ation and sharing of FBI knowl-
edge to improve employee
performance. During FY 2010,
the OCKO weated two units:
the Knowledge Management
Unit and the Knowledge Re-
sources Unit.

e The I[TB ESS providesl |

e The CMO collaborates with ITB
project leads to plan market-
ing strategies for product and
sarvice implementation, of-
fers guidance about customer
service ideology and methods
to improve the customer rela-
tionship, and builds processes,
standards, and products to
support and increase customer
usage of the [TB's products and
sarvices.
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CRYSTALCITY
RELOCATION

In conjunction with the reorgani-
zation of the [TB Divisions, plans
for physical relocation of staff took
place. Between April and June
2010, more than 240 ITB employ-
eas and contractors, including the
QOCKO, ITMD and the {TB ESS relo-
cated to modern office space in
the Crystal City area of Arlington,
Va. Those individuals who moved
received the new Next Generation
Workspace (NGW)} computers and
associated equipment, including
webcams and microphones, to fa-
cilitate communication across the
Branch and the FBL

POCATELLO SERVICES
EXPANSION

The Pocatelio Services Center (PSC)
consists of staff assigned to the Di-
ractorate of Intelligence (DB, the

x\\\\\\\\\\\\\ \\\\\ §QQ§§{\§\\\§§\\\\ \ \\\ %’-}ED)E Reccim?{s f\?an;geiaeit Divi-
. S N

sion, ITED, and ITSD.

After months of construction, the
: Data Center was recommissioned
\\\\\ and an Enterprise Operations Cen-

X
\ tar was establishad. PSC expansion

T TR A \\\ also included an OTD Computer

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\‘ Analysis Response Team faremic
) \\\\ & \ \\\ lab and a DI Language Services

O

i
X Transiation and Analysis Center.?

Pocateiio, idaho

Pacatello Services Center, |
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he strategic direction for the
FBi's 1T is led through the T
Strategic Plan {T5P}), IT Port-
f@iio Management, and IT Gover-
nance process. The [TSP identifies,
documents, and promotes the FBls
strategic direction. [t establishes
and leverages IT performance mea-
sures and tracks progress toward
achieving goals and objectives that
guide strategic management of the
FBI's information resources.

WncLESSIED

Fuly 2608

FRISITSP highlig sion for future

technology.

hts the vi

T STRATEGIC PLAN
159}

The ITB continued its strategic di-
rection in line with the FBISITSP FY
2010-2015. s goals and objectives
are to:

e enhance customer satisfaction,
¢ transform our iT workforce,

e improve information sharing
and collaboration,
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e create a resilient, agile, and se-
cure infrastructure and,

¢ improve IT management.

The ITSP outlines an enterprise ap-
proach to integrating processes
and technologies, promoting col-
faboration and information sharing,
and complying with federal man-
dates. The plan reinforces the FBIs
role as an integral member of the
Intelligence and LE Communities.
During FY 2010, the [TB continued
to analyze, reassess, and redefine
the ITSP to ensure the goals remain
aligned with the ever-changing,
fast-paced IT environment.

TINVESTMENT
MANAGEMENT

The ITB assists FBI management in
determining which IT initiatives to
invest in by evaluating IT invest-

ment proposals based on their
alignment with FBI strategic objec-
tives, potential to improve mission
effectiveness, risk, and return on
investment. High-scoring, effective
business cases (Office of Manage-
ment and Budget (OMB) Exhibit
300s) for major FBI investments
were developed by providing ITB
assistance to program and project
managers. In FY 2010, ITB sup-
ported 17 major OMB 300 submis-
sions and 51 non-major Exhibit 53
submissions. The ITB implamented
significant OMB policy changes to
these submissions and the Federal
{T Dashboard designed to promote
transparency and openness in gov-
ernment IT spending. The ITB suc-
cessfully negotiated with the De-
partment of justice (DOJ) and OMB
to “demote” five major investments
to non-major investmeants, thus re-
ducing FBl oversight.

FTBNY 3N Wear In Boview
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ENTERPRISE
PORTFOLIO
MANAGEMENT

Enterprise portfolio management
assesses the operational effec-
tiveness and organizational value
delivered by the FBIs {T systems,
applications, and infrastructure as-
sets. Cost savings are achieved by
identifying and eliminating low-
value, under-used, and duplicative
assets.

During FY 2010, portfolio assess-
ments were performed on &1 sys-
tems for the Office of the Associate
Deputy Director (ADD), 43 systems
in the Human Resources Branch
{(HRB), and 33 systems in the Na-
tional Security Branch {(N3B).

IT GOVERNANCE
SECRETARIAY (TGS}

The IT Governance Framework en-
sures that [T programs and projects
comply with the Life Cycle Man-
agement (LCM} and good project
management practices. T Gover-
nance drives the executive-level
oversight necessary to maintain
continuous  alignment between
the FBls investments, projects,
and mission priorities. During FY
2010, the TGS supported 27 Gov-
ernance Gate decisions by facilitat-
ing and coordinating the mestings
for the Investment Management
Board, Project Review Board, and
Technology Development and De-
ployment Review Board. For sach
meeting, the TGS performed the
scheduling, provided logistical
support, facititated the discussions,
and racorded and disseminated
the notes to the appropriate par-
ties. The TGS performed 12 Gate
Assessments with nine proceed-
ing through their respective gates.
Of the three that did not advance,
each project voluntarily chose to
withdraw from their scheduled
gate appearance. TGS performed
31 detailed monthly Project Health
Assessments (PHA) on projects that

[#1
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are subject to significant execu-
tive scrutiny. The PHAs review five
areas of a project’s health includ-
ing, scheduls, cost, scope, risk, and
quality. These resuits are used as a
contribution to the milestone gate
assessinent.

IT CONTINUITY OF
OPERATIONS (COOP)

The {TB has made significant tech-
nological improvements that have
benefited our ability to improve
our COOP readiness:

b7E

b7E
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he ITE actively participates
and represents the FBI in
managing T-related informa-
taon sharing efforts within the FBI
and throughout the federal gov-
ernment. The Branch recognizes
that community-wide sharing ca-
pabilities are critical in the devel-
opment of IT information sharing
tools. Capturing information and
having the ability to retrisve, share,
and collaborate with our internal
and external partners remains not
only an obligation, but also critical
to future mission success.

INFORMATION
SHARING
TECHNOLOGY TEAM
HSTT}

During FY 2010, the OCKG integrat-

The OCKO is creating
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ed the

OCKGO staff participated in two
working sessions held for SMEs
- the Phase 1 training pilot class,
held in Dallas in May 2010, and the
Phase 2 training pilot held in Au-
gust 2010.

TERRORIST SCREENING
CENTER (TS}

Continued enhancements to the
Encounter Management Applica-
tion resuited in the Terrorist Screen-

ing Center (T5C), Department of

Horeland Security (DHS), and Cus-
toms and Border Protection (CBP)
agencies establishing an integrated
information sharing environment
for Known or Suspected Terrorist

(KST} identities Watch {ist Sorvices
(WLS).

SUBIELCT
IDENTIFICATION
TRAINING PROGRAM
{SITP}

The OCKO is providing support to
the Training Divisions (TD} Inte-
grated Intelligence Training Unit
(HTU} as they develop and deploy a
SITP across the FBL

BUREAU T
KMNOWLEDGE
REPOSITORY (BIXKR)

During FY 2010, the [TB enhanced
BIKR, which is an information shar-
ing tool that enables employees to
gasily locate and share information
about FBI T investments, projects,
systems, applications, networks,
contracts, and processes. The {18
added new datasets and system
application details for all Office of
the ADD, HRB, and N3B sponsored
systemns. Changes included adding
a super search feature and remov-
ing 35 systems as they were retired
or became non-existent

b7E
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ring FY 2010, initiatives
ocused on providing infra-
structure updates, enterprise
IT solutions, legacy mainframe ap-
plication upgrades, and replace-
ment utilizing and reusing existing
services when possible. Major im-
provements in infrastructure en-
terprise-wide opened the door for
advanced applications and capabil-
ities. initiatives were implemented
in three categories: customer fo-
cus, infrastructure modernization,
and security management.
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principal focus within the ITB

has been on customer service
and satisfying user needs through-
out the enterprise - the operational
and support branches, IT user com-
munity, and our LE and IC part-
ners. Proactive user support and
enterprise solutions development
have been key priorities. During FY
2010, the {TB actively continued its
commitment to customer-focused
project delivery.

ACTIVE DIRECTORY
{AD)

Since june 2010, AD has been used
to update the address book fea-
ture in Outloock 2007 on UNet. AD,
a directory structure used on Win-
dows-based systemns to store infor-
mation and data about networks
and domains, controls users’ access
to various information and data-
bases on the Bureau’s networks. A
key source of information for AD is
the Bureau Personnel Management
Systern which is used to populate
the data fields within the Qutlook’s
contact information.
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Successful pilots were conducted
with the Chicago, Memphis, Tampa,
and Washington Field Offices (FOs).
Updates to the UNet address book
now occur on a bi-weekly hasis,
ensuring that addresses reflect cor-
rect information for FBI employees.
The AD allows the Outlook look-
up function to display a recipient’s
name, office of assignment, tele-
phone number, and other perti-
nent information concerning an
employee. FBI BlackBerry device
users can quickly find contact in-
formation of other FBI employees
simply by using this function.

BUREAU
INVESTIGATIVE
DOCUMENT
MANAGEMENT AND
AMNALYSIS 3YSTEM
{BIDMAS)

BIDMAS provides a centralized so-
lution to an ongoing and growing
technology shortfall in the litiga-
tion support process used to col-
lect, analyze, manage, and share
large volumes of data required dur-
ing investigative analysis. BIDMAS
initiated five FO pilots throughout
FY 2010

s Under Phase 1, the BIDMAS
Program Management Office
(PRAO) was brought in to sup-
port a local FO in its use of a
DOJ Commercial Off-the-Shelf
(COTS) product that was found
to be limited in its distribution
and licensing availability.

s Under Phase 2, the PMO con-
ducted an acquisition for E-
Discovery products. A product
was selected to support finan-

cial fraud cases undertaken by
the Criminal Investigative Divi-
sion {CID).

As of the close of FY 2010, BIDMAS
was supporting six CID FO cases.
Lessons learned from Phase 2 will
help to further define processes
and requirements for Phase 3,
where emphasis will be placed on
expanding the use of the product
to support cases undertaken by

all FBI divisions. A key obiective
of Phase 3 (FY 2011} is tol

This may require the procurement
of additional hardware, software,
and additional integration support.

BIDMAS Praject Management Team
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BLACKBERRY DEVI(E
TECHNICAL REFRESH

In April 2010, the {TB began a tech-
nical refresh of ail BlackBerry de-
vices on both the Verizon Wireless
and the AT&T Networks to provide
cutting-edge technology to FBI
personnel who rely heavily on mo-
bila communications to complete
their mission. The new BlackBerry
davices include quad-band service
and 5IM cards to ensure connectiv-
ity in most countries worldwide; a
carnera to allow quick photos dur-
ing fast-paced investigations, a
push-to-talk capability; a high-def-
inition screen; and the latest avail-
able operating system.

The devices were piloted in April
2010 at FBl facilities located in
Memphis, Tampa, Chicago, Lon-
don, Tokyo, and Washington, D.C
Since then, more than 27,000 FBI
personnel in the field and at FBIHO
have received the upgraded devic-
es. Replacement of the devices at
FBIHO began August 16, 2010, with
a completion date of September 3,
2610.

{CYBER CRIMES
TASK FORCE (CCTF)
TRACKINGTOOL

fn March 2010, IT8 developed a
web-based solution to give the
FBIs Cyber Division (CyD), CCTF, a
way to track and monitor task force
program expenses. The CCTF appli-
cation, allows the user the ability to

b6
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Employees at Tampa FO receive the new BlackBerry devices.
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The CyD anticipates that the CCTF
application will save more than 150
man-hours per year by automating
the process. By using a COTS prod-
uct, the ITB was able to provide
a secure, scalable database, sav-
ing them resources in the years to
come.

DELTA

Delta is an operational IT project

sponsored by the DI that assists

agents implementing the policy

for managing Confidential Human

Sources (CHS)L] | b7E
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DEPLOYABLE KIT
SOLUTION DATA INTEGRATION
AND VISUALIZATION
This year, the ITB embarked on an SYSTERL EQEVS}

initiative aimed at providing im-
proved deployable kits for staff sta-
tioned far from home. For many of
those individuals, job duties were
delayed by long wait times and less

This STAO-led program serves as
a virtual tool kit of collaborative
devices that assist teams of inves-
tigators, agents, analysts, and lin-

than ideal access to the FBI classi-

! guists on a daily basis. Designed
fied network {FBINet).

to improve user access to the vast
amounts of information in the Bu-

Working closely with Operational
Technology Divisions (OTD) Tech-
nical Response Unit (TRU), the ITB

reau’s systems and databases, it

Delta Project Management Team
provides the capability to

. revised outdated reguirements
. to make the FBINet inm
I:k_lfuncticm as well as the
. network t

ssed by stateside col
leagues.

The sophisticated kit features full-
blown NGW, new software, domain
controlier, and file and print server.
Locally-stored profiles are vet an-
other feature of the kit, which elim-
inates the time-consuming task of |
retrieving profiles over extremely | b7E
long distances. One of the most |
user-friendly enhancements for
employees was the single log-on
capability, which mirrors that of the
home office login, and eliminates
the reguirement for users to man-
age logins to muktiple domains and
other applications.

Although the primary goal was to
help TRU develop a capability to
meet longer deployment opera-
tional needs, these kits may also
be utilized for short-term needs,
such as when TRU provides secure
communications capability during
large sporting events.

Future plans will Enc!udel | :

DRAGON
MATURALLYSPEAKING
{DRAGON NS}

In June 2010, the ITB partnered
with the FBls Resource Planning
Cffice (RPO) to provide a solution
to allow agents and analysts the
ability to dictate reports instead of
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typing them. The [TB purchased
approximately 30,000 licenses of
Dragon NS, a COTS voice recogni-
tion software program which can
be used with any Windows'-based
program such as Microsoft” Word,
Excel’, PowerPoint’, and Corel
WordPerfect”.

Using a NGW-supplied headset,
the user speaks normally into the
microphone to open and <lose
programs, dictate text, and browse
web pages. Dragon NS creates a
voice profile for each user that con-
tains information about the unique
characteristics of each person’s
voice along with a customized set
of words, known as a vocabulary,
and user-specific information. Each
time the employee uses Dragon
NS, the more accurate and adapt-
able the program becomes for that
specific employee.

An engineering pilot was held dur-
ing August 2010 to test the instal-
fation of the software. A business
pitot was held at the Chicago and
Tampa FOs which provided user
feedback on the Dragon NS experi-
SHCE,

The deployment of the Dragon
NS addresses two organizational
needs identified by RPO. First, it
addressed the needs of employees
with disabilitias for whom the voice
recognition software will make it
easier to create reports and docu-
ments. Second, it eases the heavy
administrative burden on agents
and analysts who spend a great
deal of time typing reports.

Deployment enterprise-wide is ex-
pected in the upcoming FY.

E-DISCOVERY

The FBlis subject to certain unique
retention and disclosure require-
ments with respect to e-mail. The
FBl is required by the Federal Re-
cords Act to properly maintain offi-

cial FBH“records” The FBHs required
by the Federal Rules of Civil Pro-
cedure, to preserve and produce
Electronically Stored information
(ESE that is relevant to litigation.
The traditional approach uses mul-
tiple disparate tools and resources
to conduct E-Discovery. Because
the field of E-Discovery requires
mastery of both the substantive
legal area and technology, the [TB
is working closely with the Office
of the General Counsel (OGC) Elec-
tronically Stored Information Dis-
covery Unit (ESIDU) whose mission
is to support the FBI by responding
to E-Discovery and other requests
for ESI related to pending or rea-
sonably anticipated civil litigation.
During FY 2010, the {TB worked
closely with ESIDU in the areas of
IT project managemeant, technical
support, and capital planning. A
funding timeline strategy was de-
veloped identifying major acqui-
sitions and milestones. ITMD has
engaged the [TED, ITSD, and OGC
to collaborate on the E-Discovery
solution effort.

FBIAUTOMATED
MESSAGING 5YS5TEM-
DECISION AGENT
{(FAMS-DA)

FAMS incorporated the Decision
Agent {DA), a Defense Messag-
ing System {DMS) product, into s
system architecture to support the
Secret and Top Secret enclaves of
organizational messaging. The DA
is a DMS product that allows an in-
stallation to receive messages from
DMS via organizational or individu-
al mailboxes and route the messag-
es to additional recipients based on
user interest profiles.

FAMS-DA has become the FBI's or-
ganizational messaging system for
communicating in a secure and
expeditious manner within the FBI
and with other government agen-
ciss wsing the Automatic Digital
Network (AUTODIN) and the DMS
communications networks.  FBI
users can create messages via the
web-based application FAMS-DA
Message Manager and send them
to any organization connected fo
DMS and the AUTODIN systems.

On August 9, 2010, the decision
was made to discontinue using
the FBI's legacy system, Secure Au-
tomated Message Network, and
solely use FAMS-DA for its official
message traffic. FAMS-DA offers
many benefits to users including an
easy-to-use web-based interface
called message manager; quicker
sending and receiving of messag-
es, improved message processing
efficiency, 24-hour access, and an
electronic backup system. FAMS-
DA also features user-friendly tools
such as an e-mail-like interface,
filtered searches, browsing by cat-
egories, and many preference op-
tions.
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FINANCIAL
INFORMATION
SYSTEMS (FIS)

FIS brings the FBIs financial system
in line with the Federal Financial
Management Improvement Act’s
requirement of maintaining an in-
tegrated financial management
system that complies with Federal
system  requirements, Financial
Accounting  Standards  Advisory
Board, and the U.S. Standard Gen-
eral Ledger at the transaction level.
FIS represents a series of bridge ef-
forts and initiatives that help both
the Finance Division (FD) and the
FBI move toward the DOJ's Unified
Financial Management Systam.

Phase 1 of this project was com-
plated on February 4, 2010. Phase
2 and continued project manage-
ment support was transferred from
the ITB to the FD.

FOREIGN
INTELLIGENCE
SURVEILLANCE ACT
{FISA) MANAGEMENT
SYSTEM (FISAMS)

FISAMS is a web-based application
and database, designed to capture
information for FISA initiations and
renawals as they move through the
approval process and to the FISA

)

iDX3 is an enterprise-wide technol-
ogy application used to analyze,
visualize, and disseminate FB{ con-
tent within a geospatial context.
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iT PRODUCTS AND
SERVICES WEBSITE

The ITB introduced a consolidated
resource for customers to access
product and service information
and to obtain self-service support
Located on the ITB intranet home
page, this customer-focused site
offers announcernents, a product
summary, customer service infor-
mation, and training and usage re-
sources. Using a minimum amount
of technical language it offers a va-
riety of support tools for customers
of all experience levels. Enhance-
ments to this customer service tool
are planned for FY 2017,

LAPTOP
STANDARDIZATION

With new technology arriving daily,
the Branch began the process of
replacing outdated laptop com-
puters. Recommendations were
issued on new laptop computers
in the 4th Qtr. of FY 2010 following
a query of members of the infor-
mation Technology Specialist (iTS)
Advisory Group to ascertain what
was needed in the field. The new
machines would need to:

e Connect to external resources
outside the normal unclassi-
fied areas,

e Withstand
ments,

harsh  environ-

e Have sufficient power to run
various applications and spe-
cialized software without im-
pacting performance and,

e Provide sufficient resources to
support software and Operat-
ing System upgrades.

Four categories of laptops wers
identified: Executive/General User
(tablet and lightweight), Mobile
(Netbook/small form factor), High
Performance, and Ruggedized.
Each category had specific mini-
murn requirements based on the
user's needs. For example, staff
members who use laptops primar-
ily for accessing their e-mail and
Internet could use a machine with
a smaller processor and battery. An
employee stationed in a remote
war-torn area would need a “rug-
gedized” machine that could sur-
vive in extreme temperatures and
allow them to use the machine in
the dark.

Following comprehensive testing,
the group made recommendations
for each category of laptop. Plans
are under way to begin purchasing
the selected modeis as funding be-
comes available.
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SHAREPOINT
MY SITE”

My Site is a tool that assists FBl em-
ployees in making connections,
sharing job knowledge, and solv-
ing problems. An employee’s My
Site page serves as a “public face”
to the rest of the FBI. It gives users
a central location to manage and
store documents, content, links,
and contacts. It also serves as a
point of contact for others in the
FBI to find information about each
other and their skills and interests.
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Similar to other networking sites,
each employee has a personal My
Site with basic contact information.
Contributing additional informa-
tion, such as skills, past projects,
and interests, is voluntary.

My Site was piloted in several of-
fices, including the ITB, in summer
2010. ltis expected to be available
to all FBl users in 2011.

NGIC Project Management Tearmn

NATIONAL GANG
INTELLIGENCE CENTER
{MNGIC)

The NGIC is designed to combine
the manpower and resources of
partner Federal agencies respon-
sible for investigating and gather-
ing intelligence on violent street
and motorcycle gangs. This sys-
tem provides the tools required
for the NGIC for conducting gang
intelligence analysis and  work-
flow; image collection and search;
and facilitating information shar-
ing among LE agencies to conduct
gang investigations. The FBIl has
been mandated to establish the
technological ability to receive,
store, manage, and interpret gang
intelligence received from numer-
ous LE agencies. As required by
lagislation, the NGIC will integrate
the assets of the FBI and other DOJ
componant agencies to serve as an

o
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intelligence hub and information
rmanagement mechanism for gang
intelligence on a national and in-
ternational scope. Phase 1 of NGIC
was completed in September 2010.

NEXT GENERATION
WORKSPACE (NGW)

The NGW 10-month FO deploy-
ment ended on July 1, 2010, NGW
for FBINet and UNst was installed
throughout the FBIS 56 FOs and
large RAs. By the time the field
deployment was finished, a total
of 30,177 NGW workstations were
installed. The next phase of the de-
ployment, targeted at FBIHQ loca-
tions, began on August 5, 2010.

NGW workstations come complete
with:

¢ uypgraded operating systems,

s faster desktops with increased
rmemory capabilities,

+ larger monitors with integrat-
ed speakers,

# centralized configuration man-
agement systems,

¢ upgraded office suite software,

« new collaboration and real-
time comimunication software,
and

e secure video cameras, head-
sets, and speakets.

With NGW, employees have real-
time ability to communicate with
peers through instant messaging,
Voice over internet Protocol, desk-
top video teleconferencing, and
live meetings. This gives employ-
ees the ability to conference with
multiple  individuals  simultane-
ously right from their desk. Other
benefits of NGW include upgraded

T8 employee works at NGW workstation.

information management and in-
formation sharing capabilities; a
more secure workstation environ-

rent; better user-response times;
and easier deployment of new soft-
ware and updates.
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Sentinel team member assists during Phase 2,
Segment 4 Pilot.

SENTINEL

The Sentinel program is steadily
providing increased services to
agents, analysts, and professional
staff. On March 3, 2010, the FBi di-
rected a partial stop work of Phass
3 and all Phase 4 activities to focus
on the deployment of Phase 2, Seg-
ment 4. It also returned Phase 2,
Segment 4 from operations and
maintepance activities back into
the development phase,

Three pilots were held in May and
dune 2010 at the Critical incident
Response Group (TIRG) and at the
Richmond and Tampa FOs. The
goal of the pilots was to test Sen-
tinels new forms and workflow ca-
pabilities which were part of Phase
2, Segment 4. User feedback was
also gathered during the pilots.

On July 12, 2010, the FBl extended
the March 3, 2010, partial stop work

order to include the remainder of
Phase 3.

On July 26, 2010, the ITB deployed
Phase 2, Segment 4, providing new
and enhanced capabilities includ-
ing the creation of case documents
online; the efficient flow of those
documents electronically through
submission, collaboration, vetting,
and approval; the capability to
search across all case-related infor-
mation; and an easy-to-use inter-
face.

fn all, Segment 4 included two new
forms (the FD-1036 Import Form
and FD-1038 Lead Request} and
two modified forms (FD-1057 Elec-
tronic Communication and FD-302
Interview Formy).

Other notable upgrades to Senti
nel’s functionality included a mod-
ern, user-friendly, web-based in
terface; customizable “workboxes”
that summarize a user’s cases; auto-
mated movement of files between
Sentinel and the Automated Case
Support {ACS) systemy; improved
online help and search functions;
and hyperlinks to aid access to in-
formation within cases. More than
8,000 FBi employees are using Sen-
tinel to manage case leads and to
search for and view documents
contained within the legacy ACS
system.

SPECIAL EVENTS
MANAGEMENT
APPLICATION (SEMA)

The {TB developed SEMA to co-
ordinate the FBIs involvement in
special events, ranging in size from
a state fair to the Super Bowl. ITB
representatives  worked  closely
with Special Events Management
Unit (SEMLU) and special event co-
ordinators, agents, and analysts
who would be using the tool to en-
sure it met their needs.

The web-based application, avail-
able over FBINet, allows special
event coordinators {o request as-
sistance from the GRG's SEMU di-
rectly, rather than through e-mail
or phone calls, The application,
deployed July 8, 2010, also cap-
tures relevant information related
to training, consulting, and opera-
tional support provided for spe-
cial events. It allows uploading of
event-specific documents for easy
access and refrieval, streamlined
tracking and historical documenta-
tion of events coverage. With many
capabilities built into one applica-
tion, SEMA was designed to be a
“one-stop shop”for all spacial event
coordination.

KT FILE

As the Bureau turns toward a more
collaborative  working  environ-
ment, the sharing of information
becomeas increasingly important
To assist staff in sharing knowl-
edge, the XT File project was initiat-
ed to provide a simple web-based
method of file sharing between
DO cross-agency teams and exter-
nal groups.

Large fhles, which are often diffs-
cult to transmit via e-mail, are now
available for external upload or
download. Although not designed
for long-term storage, users can
transfer up to five gigabytes for
each batch upload request.

The large file transfer capability be-
came available in the 4th Qtr. of FY
20140
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odernization and enhance-
ments to the aging IT infra-
structure were prioritized during
FY 2010 to ensure compliance with
DGJ, ODNIL OMB, and other exter-
nal requirements and mandates.

Three objectives were identified:

DATA CENTER
SERVICES

The FBI has acquired turn-key Data
Center Services and is in the pro-
cess of migrating all the comput-
ing enclaves by the end of FY 2011,
The facility utilizes green technol-
ogy for cooling and an appropriate
amount of floor space and power
to meet anticipated needs. Facil-
ity and services provided are in
compliance with other OMB E-Gov-
ernment initiatives that include vir-
tualization and doud computing.
The Center is undergoing security
accreditation, easing the certifica-
tion and accreditation burden on
the systems housed within its con-
fines.

b6
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NEXT GENERATION
NETWORK (NGN)

The NGN project modernized the
FBI's existing network structure tc
one that is aligned with current
industry best practices. it reduced
complaxity, improved operational
efficiency, and increased the com-
munication bandwidth and net-
work availability, and serves as a
backbone for thres FBI networks
-~ UNet, FBINet, and Top Secret
SCION network. More than 950 cir-
cuits were replaced in 56 FOs and
over 400 Resident Agencies {RAs)
throughout the U.S. between April
2009 and Decermnber 2010. The NGN
provided 45 times as much capac-
ity as the one i replaced and dou-
bled the access speed at its end-
points. Before and after upgrade
comparisons of connection times
for the FOs and the RAs showed a
significant reduction in the time it
took to log into the FBI's network.

NGN Phase #, beginning in May
2010, provided a follow-up review
and delivery of additional band-
width. Network connections that
were found to be insufficient to
support mission needs after the
first initial phase were upgraded
and “right sized,” bringing FBI net-
works at all locations in line with
one another. NGN Phase Hif is under
way to refresh classified equipment
and provide newer natworking
eqguipment throughout the FBl en-
terprise.




The new network will also serve
the FBl into the future with the flex-
ibility to add new services, features,
and applications easily, and the ca-
pability to integrate with new and
evolving technologies.

MNEXT GENERATION
SENSITIVE
COMPARTMENTED
INFORMATION
GPERATIONAL
METWORK (NGS5}

Allowing FBI agents and analysts
round-the-clock access o power-
ful analytical tools is required to
support the ever-changing intelli-
gence mission. The NGS initiative
will enhance the SCION by pro-
viding top-notch, state-of-the-art
infrastructure that will allow for
greater reliability. With NGS, agents
and analysts will be able to connect
with outside intelligence sources
and use robust applications to col-
fect and evaluate intelligence data
in a tirnely manner.

The NGS project will upgrade the
following components:

b7E
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The security and protection of
our systems, networks, and in-
formation remains a foremost pri-
ority. Projects dedicated to main-
taining and ensuring FBI networks
and data are secure were deployed
in tandem with processes aimed
at actively protecting critical infor-
mation from internal and external
threats. Advanced technology re-
guires assured information deliv-
ery, system access, and information
protection fracking enterprise-
wide.

CLASSIFICATION
MARKING TOOL [CMT)

The CMT is designed to allow users
to classify documents and e-mail
messages with approved classifica-
tion markings that meet both the
FBI SecD and the Executive Branch’s
requirements. The CMT is part of
the NGW suite of productivity tools
designed to work with NGW desk-
tops that are configured to use the
Windows XP baseline and Micro-
soft Office 2007 products.

The CMT is an automated classifi-
cation tool that applies classifica-
tion control markings to electronic
documents and e-mail.  Users

z
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select criteria based on the infor-
mation being classified. The CMT
then automatically generates por-
tion marks, a classification banner/
header and a block, based on the
criteria selected by the user. The
CMT can also validate markings to
ensure all portions are marked and
to help resolve any discrepancies
between the banner/header and
portion marks.

An engineering pilot for this tool
was held during the summer of
2010 to test the installation and
execution of the software. The ITB
anticipates the release of the CMT
in 2011.

ENTERPRISE
MANAGEMENT 5YSTEM
{EMS)

EMS is a transformational project
chartered to develop a comprehen-
sive and standardized tool solution
for all enclaves (UNet, FRINet, Black-
Net, and SCION) that is fully inte-
grated and based upon a single an-
chor vendor strategy - the Hewlett
Packard {(HP) Business Technology
Optimization (BTO) Suite,

The ITB has engineered and de-
ployed two deliveries of the EMS
sotution that are in production to-
day. The first phase is the HP Net-
work Automation (NA) for BlackNet
only, which is a configuration, au-
tomation, provisioning, reporting,
and compliance tool for a wide va-
riety of network devices. NA will:

S ITBEYGYear In Review

The second phase consists of a
suite of HP BTO applications on the
UNet enclave and consists of the
foliowing applications:

& Operations Manager for Win-
dows

# Network Node Manager
» Network Automation

¢ Performance Manager
& Performance Insight

The FBiNet, SCION, and remain-
der of BlackNet tools will be engi-
neered and deployed over the next

year with capabilities extendad o
the field.

NETWORK ADMISSION
{CONTROL (NAC

Establishing a self-defending net-
work is a critical element of net-
work security. One of the FBIs
latest initiatives is the NAC project
which will enhance the NGN.

NAC uses the network infrastruc-
ture to enforce security policy com-
pliance on all devices trying to ac-
cess network computing resources.
it recognizes users, their devices,
and their roles in the network;
evaluates whether machines are
compliant with security policies;
and enforces security policies by
blocking, isolating, and repairing
machinas that are non-compliant.

The operation of the NAC is trans-
parent to users, but will help main-
tain a secure network and save time
for ITS staff. NAC provides network
access to endpoint devices that are
fully compliant with the FBI's secu-
rity policy. Non-cornpliant devices

are denied access, placed in guar-
antine for remediation, or given re-
stricted access to resources.

Equipment designated for FOs and
large RAs has been received at FBI-
HQ. Engineering design and pro-
curement efforts began in October
2009. The project team completed
the design for FBINet, and the pilot
is under way. The feam delivered
the FBiINet NAC solution for deploy-
ment on October 5, 2010, Design
and implementation work for the
UNet enclave is planned for the 1st
Qtr. of FY 20%1. The SCION enclave
will follow in the 2nd Qtr. of FY
2011, with the BlackNet and LEGAT
design and pilot efforts to foliow.

TWO FACTOR
AUTHENTICATION
{TFA}

Starting in January 2010, all FBl em-
ployees were required to start us-
ing a TFA process to access unclas-
sified FBI e-mail from any computer
not directly connected to the FBI's
UNet. TFA technology is used to
secure networks and information
from unwanted users. TFA — used
to protect online accounts with

b7E



both a password and a computer-
generated one-time use passcode
— is designed to be more secure
than using a single password. The
FBI is using an RSA SecurlD" prod-
uct both as a hard and a soft token
pushed to BlackBerry devices.

There are more than 37,500 UNet
users who have registered in the
RSA system and been issued active
tokens. The daily average of au-
thentications for FBI users logging
on to Outlook Web Access is 6,000
authentications. The monthly av-
erage is 135,000 authentications.
This IT effort is the first, truly mobile
access for FBI agents, intelligence
analysts, and professional support
staff who can securely access their
unclassified e-mail from any place,
at any time, and from any comput-
ing device with a web browser.
User reports and testimonials indi-
cate heavy use by the FBI CIRG and
agents on international temporary
duty and travel.

Future plans include upgrading the
RSA system and the installation of
additional RSA authentication serv-
ers at the PSC. This technology
provides a framework to securely
access Sensitive But Unclassified
applications in the future. It was
successfully deployed in December
2009.

" merging and advanced tech-
 nology systems, services, and
= applications reqguire [T profes-
sionals with skill sets and exper-
tise commensurate with the highly
technical duties they perform. The
ITB has concentrated its hiring ef
forts both internally and externally
to meet these critical demands and
racruit and hire individuals who
possess the talent and skill sets es-
sential to transform its workforce.
Working hand-in-hand with the
FBlI's HRB, the ITBS objective is to
become a center of excellence and
employer of choice.

HIRING INITIATIVES

The ITB participated in several pro-
grams during FY 2010 to ensure
qualified applicants were identified
to meet its Full-Time Equivalent al-
locations.

An HRD sponsored “Intelligence
Compmunity Virtual Career Fair” pro-
vided ITB hiring managers the abil-
ity to interview and select gualified
individuals. A resume’~based da-
tabase was developed by HRD in
concert with the fair to enable the
[TB to fill future openings as they
arise. This database alleviated the
need for online job postings except
for specialized hires.

The ITB continued to use a resume’
database of qualified applicants
built by the ITB Recruitment Team
through attendance af Recruit-
ment Fairs during FY 2009. Once
candidates were identified and
vatted, a direct-hiring process was
used for expediency in meeting
mission-critical hiring needs.

b6
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FAD/CIO Chad L. Fulgham briefs local high school students on IT careers.
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Seventeen qualified and experi-
enced contracior personnel al-
ready onboard were identified and
offered permanent government
positions. This practice follows the
government-wide initiative to re-
duce contractor numbers, where
appropriate, and re-purpose fund-
ing for additional government po-
sitions. These conversions enabled
the {TB to retain a workforce with
expertise already tested in the de-
livery of IT products.

During FY 2010, the [TB was suc-
cessful in bringing onboard 52 new
FBI employees. Dedicated hiring
efforts resulted in an historical low
number of vacancies.
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ADVANCED
MANAGEMENT
PROGHAM (AMP)

Three ITB employess were selected
by the National Defense University
for the 14-week AMP beginning
Septermber 13, 2010. During the
past three vears, a total of ten ITB
employees have been attendees.
This program prepares mid-and
senior-lavel leaders to leverage in-
formation for strategic advantage
by educating participants in policy,
planning, performance, process,
acquisition, and information assur-
ance. AMP students participate in
freld studies and complete the stra-
tegic leadership development cur-
riculum, an integrated graduate-

5
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level course of study. Successful
completion of the course can earn
participants the CIO Certificate and
credit toward additional certifi-
cates.

DEPAHTMENT OF
DEFENSE EXECUTIVE
LEADERSHIP
DEVELOPMENT
PROGRAM (DOD ELDP)

During FY 2010, for the first time
ever, two {TB employees were se-
lected to attend the prestigious
DOD ELDP which is slated to begin
in FY 2011, The 10-month aggres-
sive hands-on training irnmersion
program is designed to expose
future leaders to the joint and in-
teragency perspective. Class mem-
bers are deployed to a variety of
locations both in the U.S. and over-
seas. In addition, ELDP members
attend briefings on defense and
international issues at Georgetown
University, briefings from the Joint
Staff and Interagency Organiza-
tions, and deliver a formal informa-
tional briefing at the Pentagon.

UNIVERSITY
EDUCATION PROGRAM
{LEP}

The UEP a professional develop-
ment program funded by Congress
and managed by the TD, provides
employees the opportunity to
pursue a certification or academic
degree related to their current job
duties. Eleven ITB employees were
selected by a review board in FY
2010 to enter the prograim.

FEDERAL ACOLHSITIONS
CERTIFICATEFOR
FROGRAM AND PROJECT
MANAGEMENT LEVEL
CERTIFICATION

{FAL P/PM}

Leadership and management of iT
prograrns and projects require pro-
fessional and accomplished Project
Managers. ITB recognizes the need
for development and retention of
expertise among its Project Man-
ager ranks. During FY 2010, the ITB
funded 10 Program Manager posi-
tions for the FAC P/PM Level Il Cer-
tification Program Course.




SPECIAL ADVISORS
PROGRAM

This year the ITB received support
from two Special Advisors un-
der the Special Advisors Program
sponsored by the Director's Office.
While assigned to highly visible ITB
projects, the Advisors address busi-
ness challenges under the leader-
ship of [TB’s Senior Executive Staff.
This program is mutually beneficial
to both the FBl and the Special Ad-
visors. The FBI is rewarded by the
insights and expertise of the Advi-
sors, and the Advisors learn from
applying their skills to real iife situ-
ations and challenges.

SCHOLASTIC HONGORS
INTERNSHIP
PROGHAM /INTERN
HIRING INITIATIVE

Although the FBI had no formal
Honors Internship Program during
FY 2010 because of the number of
FY 2009 interns who reguested 1o
return and serve during FY 2019,
ITB hired five former interns as per-
manent ITB employees.
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Each vear the Branch recognizes
employees who have made con-
tributions that greatly benefit the
Branch in achieving its mission,
goals, or objectives. Employess are
recognized both internally and by
external organizations for their ac-
complishments. This year numer-
ous employees who demonstrated
a high guality of service in their
positions received recognition for
their efforts.

e 36 Quality Step Increases, for
year-long excellence in job
performance,

e 127 On-the-Spot awards,

& 64 Time-Off awards,

e 41 incentive awards, and

¢ 400 ITB Lape! Pins and Chal-
lenge Coins (combined) wers
presented by the EAD/CIO,

PHRECTOR'S AWARD

The Director’s Annual Awards for
Excellence are the highest awards
emploveas may receive from the
FBL This program gives the Dirac-
tor and other FBI officials the op-
portunity to  publicly recognize
outstanding contributions and ex-
ceptional service to the FBI and its
mission.

The NGN team was chosen for the
2010 Director's Award for Informa-
tion Management. The award is
given to individuals or groups re-
sponsible for the development of
LE technigues in information man-
agement. in order to qualify for the
award, the recipient(s} must have
significantly contributed to the
mission of the LE community.
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he ITB encourages collaboration within the Branch by promoting op-
portunities for employees to gather in small and large-group settings,
in addition to, online web outreach choices for information sharing.
These programs and events include both social and professional venues.

EOM——— [ NEW EMPLOYEE ORIENTATIONS

and !nfrastr;Jci‘ure Support Section Chief John

F. Everett with the FBI's information Week i The [T8 continued the highly successful employee orientation welcome

award. i aboard briefings began during FY 20609. The day-long program includes
¢ high-level overviews by Unit Chiefs and Section Chiefs of their organizations
i and functional responsibilities. In addition, the Q0 and Executive staff meat

“ENEORMATION and greet thie new hi!;@s and ti;e raev;?1ire§ can bgcome a_;qua;jrted}:v\/it%; oth-

WEEK” MAGAZINE . ernew employees who may have shared experiences. Two New Employee

Crientations were held during FY 2010
INNOVATION AWARD

The FBI was recognized by “Infor-
mation Week” magazine for its
NGN and NGW initiatives. The FBI
competed with more than 500 pri-
vate companies and other agencies
throughout the government and
was chosen as one of two govern-
ment agencies to receive the award
given for outstanding IT Innova-
tions.

New employees attend Welcome Aboard Orientation.

5
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FBI Director Robert S. Mueller iff was speciol guest speaker at the State of the (TR meeting hosted by

FAD/CIO Chad L. Fulgham.

STATEOFTHEITE

Two “State of the ITB” meetings af-
forded the CIO the opportunity to
discuss [T successes and acknowl-
edge and publicly thank those who
worked diligently on the significant
number of projects, initiatives, and
other achievements within the
Branch. The events stressed how
critical customer service is to the
ITB and its commitment to deploy
products and services to the field
followed by FBIHQ to ensure the
operational entities receive the lat-
est technology first. Guest speak-
ers included FBI Director Robert
S. Mueller HI and Deputy Direcior
Tirnothy P. Murphy.

Deputy Director Timothy £ Murphy addresses

iTB employees.

T EXCHANGE
CONFERENCE (JTELC)

The Information and Technology
Exchange Conference (TEC) 2010,
following the theme “Customer
Service: T Matters, was attended
by over 400 individuals. This venue
served as an opportunity to inform
attendees of future IT deliveries
and provided an open forum for a
discussion of comments and con-
cerns and sharing of information
between [TSs and Electronic Tech-
nicians from Headquarters and FOs
throughout the US.

KMNOWLEDGE WEEK

The OOKO hosted Knowledge
Week, a speaker sevies focused on
knowledge management, Octo-
ber 26-30, 2009. Knowledge Week
featured one speaker each day on
knowledge management, informa-
tion sharing, and technology. Chief
Knowledge Cfficer G. Clayton Grigg
and ITED Assistant Director Jeffrey
{. Johnson were among the week’s
speakers, which also included FBi
Historian and knowl-
edge management experts from
other government agencies. The
event was held at FBIHQ, but was
available to employees throughout
the FBl via webcast. Participation
included more than 1,500 distingt
users visiting the site during the
wesek-long event.

bé
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AD Jeffrey C Johnson speaks during
Knowledge Week.

Deputy Assistant Director Jennifer R. Sanchez briefs [TEC participants.
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T CIO PROJECT
OPEN HOUSE

The ITMD held an inaugural Open
House on September 17, 2010, at
the Crystal City offsite. The event
provided [T Program Managers
and IT Governance lead personnel
an opportunity to directly engage
one-to-one with EAD/CIO Chad L.
Fulgham. With a format compara-
ble to “speed dating,” CIO Fulgham
was provided with a comprehen-
sive overview of the Divisions cur-
rent projects and processes. The |
itinerary consisted of 2¢ individual | Leee—————s—e—ee——————————
project stations including four | EADUTIC Chad L. Fuigham shares a "Cup of Joe” with ITB employees.

demonstrations focused on project
scope, budget, and sponsor pre-

sentations. : "CUP OF JOE”

The “Cup of joe” program enables employees to participate in small-group
meetings of 10 or fewer employees to share a cup of coffee and discuss one-
on-one their concerns and ideas with the CI0. This program provides the
vaiuable opportunity for the ClO to become acquainted with employees in
an informal setting. Three "Cup of Joe" sessions were held with 35 [TB at-
tendees.

FAMILY DAY

ITB empiovyees, along with other FBI Divisions and Branches, welcomed fam-
ily and friends to FBIHQ for the annual FBI Family Day celebration in June.
With a theme of “No Bugs in our IT Systems, numerous ITB employees volun-
teered their time to work at the highly successfud event, organize the display,
and create theme-related give-away items.

EAD/CIC Chad L. Fulgham and AFAD/DCIO]
are briefed at the ITMD Open House.

CI0 SUGGESTION BOX

The EAD/CHO Suggestion Box pro-
vides a means for employees to
provide a suggestion, ask a ques-
tion, or express a concern either
anonymously or with thelr name
to the CIO, Responses are posted
to the ITB'S SharePoint site or to the
employee submitting the informa-
tion. The collaboration through the
“Cup of Joe” and CIO Suggestion
Box forums provide both the CIO
and employees the opportunity o
discuss Branch issues and gain in-

sight into 2ach other’s viewpoint. ! T TR 1
Y B volunteer distributes stickers to children visiting the ITB Family Day display.

I8 YRSV WWear In Review



b6
b7C

MATIONALS GAME -
FTES DAY AT THE PARK

Approximately 100 ITB employees,
family members, and friends gath-
ered at the Washington National
balipark on Saturday, September
25, 2010, to watch the Washington
Nationals play the Atlanta Braves.
This event was selected by employ-
ees through a survey. The Nationals
balipark offered a great family ven-
ue and a unigue opportunity for
ITB employees to join with fellow
workers outside of the workplace.

COMBINED FEDERAL
CAMPAIGHN (CFC)

Employees cheer at {TRs Day

The TB was a key participant in
the FBIl's CFC in 2009, themed “The
Compassion of Individuals, The
Power of Cornmunity” A cormnmuni-
ty of 20 {TB key workers organized
fundraising events and canvassed
their colleagues for contributions.
In total, ITB employees donated
more than $85,000 during the cam-
paign. Especially noteworthy is the
fact that:

e Twenty ITB employses re-
ceived "Eagle” pins for donat-
ing one percent of their annual
salaries,

# Seven  employees  earned
“Double Eagle” pins for donat-

ing two percent of their sala- i Employees at the Pacatello Services Center showed their spirit with “Casual Sports Team Wednesdays”
ries. \ toraise money for CFC fundraising drive,

TR employees participated in fundraising events
including food sales, raffles, and a flea market.

z
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Jul 04
Bt Approved
Reorganization of OCIO
May 03 7/
Director Named /
. Lowery 1RD Jf:«‘er?:med /
as Acting CIO !
e May 04 1ToD 7
Nf’v o1 4 Director Named y May 05
Congr.ess Approved 7. Azmi as GIO ; First pc;o
Establishment of the y Dec 03 N / Established
ocio Nov 01 “'\. Director Named \ / / Sep 05
% Z. Azmi as Acting CIO \ ya / iT Utilities
; = /

/ " Director Named B. Dies
o as Ach_ng Cio | ——

111/2003 1112004

911/2001 112002

101172001

Jut 02
Director Named D. John
as CIO

Placed Under CIO

1/1/2005 1/1/2006
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Jun 04 Jut 08
ITSD Established \ OCIO Designated
OIPM Established -, as an FBI Branch
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Sep 04

Congress Appraved
Reorganization of OCIO
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Sep-07
Attorney General
Approved Name Change to
Information and Technology Branch;
CiO to EAD Mar-08
\ Congress Approved

Dec 08
Director Named
C. Fuigham as CIO

Name Change

Jul-09 May 10
ITOD Reorganized Congress Approved
Aug-07 Renamed iTSD Reorganization of iTB
OCKO Established

AN

1/1/2010

1/1/2008 1/4/2009

1/1/20@7

i Apr-08
/ Director Announced
Jan-07 Name Change
Second DCIO )
Established

»OI0== Chief information: Officer

1 CYO = Ehief Tachnology Officer
RGO = Deputy Ohigt tnformation: Offices:
FEAD s ExecutiveAssistant Sirector:
RO == tiformation Resources Division:




ACRONYMS

ACS Automated Case Support

AD Active Directory

ADD Associate Deputy Director

AMP Information Resources Management College’s Advanced Management Program
AUTODIN Automatic Digital Network

BIDMAS Bureau Information Document Management Analysis System
BIKR Bureau Information Technology Knowledge Repository

BTO Business Technology Optimization

CBP Customs and Border Protection

CCTF Cyber Crimes Task Force Tracking Tool

CFC Combined Federal Campaign

CHS Confidential Human Sources

CID Criminal Investigative Division

clo Chief Information Officer

CIRG Critical Incident Response Group

cMO Chief Marketing Officer

CMT Classification Marking Tool

COOP Continuity of Operations

COTS Commercial-off-the-Shelf

CYD Cyber Division

DA Decision Agent

DHS Department of Homeland Security

DI Directorate of Intelligence

DIVS Data Integration and Visualization System

DMS Defense Messaging System

DOD Department of Defense

DOD ELDP Department of Defense Executive Leadership Development Program
SO ITREYO8Year in Review



DOJ
Dragon NS
EAD

EMS

ESI

ESIDU
FAC P/PM
FAMS
FBIHQ
FBINet
FD

FIS

FISA
FISAMS
FO

FY

GETA

HP

HRD

IDW

ISTT

ITB
ITEC
ITED
ITGS
ITu

ITMD

Department of Justice

Dragon NaturallySpeaking
Executive Assistant Director
Enterprise Management System
Electronically Stored Information

Electronically Stored Information Discovery Unit

Federal Acquisitions Certificate for Program and Project Management Level lll Certification

FBI Automated Messaging System
FBI Headquarters

FBI Classified Network

Finance Division

Financial Information Systems

Foreign Intelligence Surveillance Act

Foreign Intelligence Surveillance Act Management System

Field Office

Fiscal Year

Government Employees Training Act

Hewlett Packard

Human Resources Division

Intelligence Community

Investigative Data Warehouse

Information Sharing Technology Team
Information Technology

Information and Technology Branch
Information Technology Exchange Conference
Information Technology Engineering Division
Information Technology Governance Secretariat
Integrated Intelligence Training Unit

Information Technology Management Division
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Information Technology Specialist

Known or Suspected Terrorist

National Gang Intelligence Center

Next Generation Sensitive Compartmented Information Operational Network

Next Generation Workspace

National Name Check Program

Office of the Chief Knowledge Officer

Office of the Director of National Intelligence

Office of the General Counsel
Office of Management and Budget
Operational Technology Division
Program Management Office
Project Management Professional

Program Management Support Services

ITS

ITSP IT Strategic Plan

KST

LCM Life Cycle Management
LE Law Enforcement

LEGAT Legal Attaché

NA Network Automation
NAC Network Admission Control
NGIC

NGN Next Generation Network
NGS

NGW

NNCP

NSB National Security Branch
NSL National Security Letter
OCKO

ODNI

OGA Other Government Agency
0GC

OMB

OTD

PMO

PMP

PMSS

PSC Pocatello Services Center
QRB Quality Review Board

RA Resident Agency

RPO

Ry

W

7

Resource Planning Office
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SCION

SecD

SEMA

D

TFA

TRU

TSC

TSDB

UEP

UNet

WLS

WMD

WMDD

Sensitive Compartmented Information Operational Network
Security Division

Special Events Management Application
Training Division

Two Factor Authentication

Technical Response Unit

Terrorist Screening Center

Terrorist Screening Database

University Education Program
Unclassified Network

Watch List Services

Weapons of Mass Destruction

Weapons of Mass Destruction Directorate
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Letter from the Executive Assistant Director and Chief
information Officer

This year's 2011 Information and Technology Branch {TB) Year in Revisw
highlights the unwavering commitment of more than 1,800 ITB employees {0
provide enterprise-wide 1T products and services for the FBl's 33,000 customers.
The extent of the ITB’s responsibilities is vast, including managing and
maintaining approximately 87 000 workstations in 56 Field Offices, 381 Resident
Agencies, and 76 Legal Attachés.

information technology is what we are all about. The ITB staff takes seriously
its essential duty to work cohesively to plan, develop, engineer, and deliver
programs, projects, and initiatives in support of our Law Enforcement and
intelligence Communities. H's tremendously rewarding to deliver new eguipment with advanced
capabilities to the emplovee’s desktop, but it's just as rewarding o modernize and upgrade the
infrastructure ~the “backbone” ~to support those advanced applications and ensure our T systems are
secure from both internal and external threats.

This past vear, we've continue 1o concentrate on delivering exceptional service and paving particular
attention to the FBVs future [T needs. Inthat regard, The ITB operates and maintains 1T service support
24x7. The Branch leads the strategic direction for the FBI's IT through the IT Strategic Plan, IT Portfolio
Management, and IT Governance process, and promaoies and facilitates the creation, sharing, and
application of FBI knowledge products,

The I'TB does not stand alone in bringing 1T products of excelience to iis customers. We work behind the
scenes {o deliver FBl-essential capabilities while endeavor 1o remain at the forefront of IT innovation. As
we move forward to 2012, ITE professionals will maintain their close partnerships with managers, senior
leaders, and customer subject matter experts {0 support the FBI's mission. Those parinerships have
allowed us to achieve the successes recounted in this year’s review. Thank you for your support!

g

Chad L. Fulgham
Exacutive Assistant Director and
Chief Information Officer
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informetion and Technology Branch (ITB)
Mission

The mission of the {TB is to deliver reliable and effective
technology solutions needed to fulfill the FBI's mission
anytime, anywhere, on-time, and on-budget; lead the
strategic direction for the FBI's Information Technology
(IT) through the IT Strategic Plan (TSP), IT Porifolio
Management, IT Governance process; and promote and
facilitate the creation, sharing, and application of FBI
knowledge products to improve overall effectiveness.

The Branch is comprised of three divisions, the IT
Engineering Division (ITED), IT Management Division
(ITMD), IT Services Division (ITSD), the Office of the Chief
Knowledge Officer (OCKO), the ITB Executive Staff Section
(ITB ESS), the Chief Marketing Officer (CMO), and the
Customer Liaison Unit (CLU).

» The ITED provides| |

« The ITMD'’s focus on| |

b7E

« The ITSD provides computer and {elecommunication
services that meet or exceed cusiomer’s requirements
in terms of guality, timeliness, and responsiveneass
through cost-effective, schedule~-compliant, reliable,
and secure leveraging of IT technologies for the FBIL

« The QCKO is aligned under the Executive Assistant
Director and Chief Information Officer (EAD/CIO).
The office focuses on the way people, systems,
and technologies exchange data, information, and
content to meet FBI goals and objectives. The OCKO
fosters an environment that promotes collaboration
and sustains knowledge-transfer through policies,
programs, processes, and technology. By partnering
with FRI components, the OCKO applies knowledge
managemsnt principles to document and manage what
knowledge is being produced, by whom, and how it is
being consumed both internally and externally,. OCKO
pariners to establish efficient and effective ways to
capture, distribute, and manage the FBI's institutional
knowledge.

« The ITB ESS provides| |

b7E
« The CMO promotes IT with a concentration on
“value added” services and customer refationship
management. Froducts are branded s0 customers
are assured of their guality. Branding establishes an
increased responsibility and pride of ownership within
the ITB.

« The CLU represents the ITB and the ClO to all of the
FBI's branches. its goal is to enhance the customers’
perception of the ITE as a service provider by
increasing transparency into the ITE, maintaining open
tines of communication, and fostering relationships
between consumers and the [TB.



ITB’s Senior Leadership
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Daniel D. Dubiee John Martin Hope Jeffrey Clement Johnson

Tervorist Screening Center (T3C}
Relocation

During FY 2011, the TS8C began its high-tech 24/7
operations in a new, modem facility in Vienna, Va. The
move transitioned the TSC, a multi-agency central location
for terrorist watch-listing information, from three buildings to
one centralized lncation.

The Terrorist Screening Center Unit (TSCU) is made up

of National Security Branch (NSB) and {T8 emplovees

and contractors. T8 personnetl provide iT support {o

the TSC on both the FBI classified networks and the
unclassified TSCNet, and are also responsible for a variety
of applications for processing, consolidating, and sharing
information on known or suspected terrorists. In addition,

the TSCU staff acts as dispatchers for any buillding-relaied
issues. An antenna from one of the World Trade Center fowers is displayed in
the new Terrorist Screening Center Facility.

The building contains a state-of-the-art data center with
power and IT systems that have been designed 1o TSC’s
unigue needs. Because T30 operates the world’s largest
database of known or suspected terrorists, processing
thousands of transactions daily, it reguires siate-of-the-ant
IT capabilities and backup systems o ensure continuity of
operations of FB! mission-critical services and data.



iT5P

The FBI requires timely, reliable, and effective T solutions, that provide accurate and actionable information o those

carrying out the FBl's mission. The ITSP’s focus is on using 1T as the enabler to collect, store, transport, display, analyze,

and disseminate information in support of the FBI's lines of business. The ITSP denotes the high-level business goals
and objectives that support the overall FBI Sirategic Plan and the Strategy Management System (8MS) goals. in
supporting these goals and objectives, the TSP embraces a future vision of the FBIIT, i.e., consolidated dala centers,
and enhanced information collection, sharing and collaboration capabilities. The TSP aligns with the enterprise
perapective for improving strategic processes, tactical aclivities and technology to achieve increasing benefits to the
mission owners.

During FY 2011, the ITB revised the ITSP for FY 2012-2017, as an annual update of the ITSP. The ITB vision of the FBI
T “to-be” state includes:
« Creating a resilient, agile, and secure infrastructure,

» Improving analysis, collaboration, and information sharing,

b7E



» Transforming the FBI's information technology
workforce,

» improving the overali management of information
technology and,

» Enhancing customer satisfaction.

The FBHITSP maps to the Department of Justice (BCJ)
Straiegic Plan, DOJ ITSP, and the FBI SMS and was
developed on the foundation of current legislation and
directives.

IT investment Management

During FY 2011, the ITB developed and guided
implementation of significant management controls and
processes that resulied in major improvements in the cost,
schedule, performance, and priority management of the
ITB’s and the FBl's development efforts. These efforis

helped deliver critical IT capabilities 10 the Bureau’s agents

and opergtional Divisions in support of the goals and
objectives defined in the President’'s Management Agenda,
the DOJ's Strategic Plan, and the FB's Top 10 Priorities
and SMS.

Significant cost savings and efficiencies included:

« Developing and implementing processes and tools
needed o manage and assess FBHT assets. The
Bureau's IT Knowledge Repository (BIKRY,

|has become
the authoritative source for information on [T assets.
A BIKR Advisory Group, composed of representatives
from the Finance Division (FD), Security Division
(SecD), Records Management Division (RMD), the

Office of the General Counsel (OGC), and the ITB, was
esiablished to approve changes to the repository and
quide future BIKR enhancements.

@

Revising the FBI's approach 1o system life cycle
managemeant, using industry best practices 1o forge
new Governance and Life Cycle Management (LCM)
Process framework practices, strengthened and
enhanced agile development approaches within the
FBI. The first draft of the Universal LCM framework, to
be hosted on the ITMD website, was completed in FY
2011,

*

Standardizing and documenting internal processes
assured consistency, high quality, and greater accuracy
in the processing of IT acquisitions. Ten task orders
were awarded under the Program Management
Support Services contract with a total savings of $12.9
million.

@

Awarding of the IT Supplies and Suppori Services
contract valued at|

which is expected to result in substantial savings over
the lifetime of the contract.

®

Developing enhancements to the Encounter
Management Application resulted in efficiencies that
improved the user experience and performancs.

®

Coordinating and facilitating the development and
cascading of the SMS Shift Diagrams and Strategy
Maps for all of the ITB and the QCKO.

Enterprise Licensing Agreemenis

The ITMD, Contracts and Acquisition Management Unit,
Enterprise Licensing Agreement (ELA) team, worked on
initiatives that produced cost savings or avoidance of over
$5 miilion dollars for the FBI though mapdmizing the use of
existing available software licenses.

The ELA team worked closely with the ITSD, Systemn
Management Support Unit to moniior usage of major
vendor software on FBINet. This monitoring enabled the
ELA team to redirect unused software licenses o users
with immediate need to avoid additional procurements. In
the past, Divisions would often purchase individual licenses
because there was no methoed of determining license
usage.
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Goal: Enable more
IT with less money!

“ROTE: The PRR may he cotductent ax twe distingt reviews: Acquismun Readitmwss Review (AR_R) anad Project ;lsmﬂng Review (PPR}

FB!IT Governance Framework

The ELAteam is working closely with the ITB to streamiine
and improve software management processes. The ELA
team recently published a user-friendly online catalog
providing some of the major products available from
vendors with ELAS, such as Microsoft and Oracle. The
catalog is linked with the FBl Standard Producis List (SPL},
published by the ITED, o ensure customers request
licenses for approved software lisied on the online catalog.
The ELAteam is also working with 1TSD 1o streamline the
software installation process.

iT Governanos

The IT Governance Framework ensures that iT programs
and projects comply with the LCM and good project
management practices. T Governance drives the
exacutive-level oversight necessary 1o maintain continuous
alignment between the FBI's investments, projects,

and mission priorties. During FY 2011, IT Govemance
supported 39 milesione review decision meetings;
performed 24 milesione review assessments,; and produced
60 detailed monthly Project Health Assessments (PHA) on
14 projects. IT Governance was responsible for scheduling,

providing logistical support, facilitating discussions, and
recording and disseminating minutes for 31 Executive
Steering Councll, Investment Management Board,
Froject Review Board, and Technology Development and
Deployment Review Board meetings. The PHA process

includes a review of each IT project from four perspectives:

schedule, cost, scope, and risk.
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Strengthening Collaboration and
Knowledge Sharing

OCKO organizes Federal Knowledge Management Community events.

Federal Knowledge Management
Community

The FBI brought together knowledge officers from across
the government during FY 2011, The newly created
Federal Knowledge Management Community includes
representatives from more than 20 different agencies,
including components ¢

-~

The FBI OCKO organized four community meetings offering
an opportunity for the Bureau to acquire best practices,
derive more value out of existing technologies, and provide
professional development opportunities 1o its employees at
no additional cost o taxpayers.

Knowledge Coplure Inftiative

The OCKO collaborated with the Human Resources
Division (HRD) in capturing key job knowiedge of ITB, HRD,
and SecD employees who participated in the Voluntary
Early Retirement Authority and the Voluntary Separation
inceniive Payment program (VERANSIP).

The program, known as the HRD V2 Knowledge Capture
Initiative, involved capturing essential knowledge through
voluniary intervisws between September 2010 and
February 2011. The interviews were conducted by two-
person teams, generally consisting of an interviewer from
HRD and a scribe from OCKQ. The interviewer conversed
with the retiring employes while the scribe concentrated on
recording the retiring employee’'s thoughis.

The interviews captured points of contact, key fraining
resources, and other wisdom for those taking over the
individual's job responsibilities. Interviewees were also
asked for permission to share the interview on a SharePoint
site for distribution to appropriate individuals.

The OCKO took lessons learned from this project and
launched iis own interview program for departing senior
executives — including the FBI's Deputy Direclor and the
General Counsel. This program provided the FBI a unigue
opportunity 1o assemble knowledge and experience that
might have been lost with the departure of these employees
inn critical positions.



R

N \\\\ TR

.

During FY 2011, projects, programs, and initiatives

were designed to provide superior iT services to all FBI
customers and their law enforcement and intelligence
community partners. Categorized into three focus areas;
Customer, Infrastructure, and Security: all are designed to
support the FBI's critical mission to fight crime and protect
and defend the nation today and in the future.

The ITB strives to enhance customer satisfaction by
improving its customer service. Customer service has

10 be of a superior quality, providing relevant, timely, and
reliable enterprise capabilities and services that satisfy
mission and customer needs. Superior customer service
benefits both the customers and the service providers. To
reap the benefits of superior cusiomer seivice, the [TB
actively listens to its customers and proactively engages
in mutual problem solving. This is being accomplished
through increased communication and coordination with
its customers, including ongeing Haison efforts by the CLU.
in addition, improved tracking, quality, and timeliness of
iT requests and customer service nesds and increased
enterprise IT marketing efforts have been successfully
undertaken.

508 Compliance

The ITB, together with the OGC, Office of Equal Employment
Opportunity Affairs, Office of Public Affairs, and the FD
recently convened a working group to facilitate development
of a best practices Seclion 508 program. This ensures that

. ;
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ITMD staff brief Associate Deputy Director T.J. Harrington on
cLrent projects.

the FBI provides systematic accessibility of electronic and IT
for people with disabilities.

This collaboration is the next step in the establishment of

a compliance framework that mests the provisions of the

law and follows best practices in the federal government.
Section 508 of the Rehabilitation Act of 1873, as amended

in 1998, mandates that federal agencies’ elecironic and T is
accessible o people with disabilities. The U.S. Access Board
has published the requisite standards for software; web-based
information and applications; telecommunications; video and
multimedia products; self-contained and closed products; and
deskiops and portable computers. Ensuring captioning on
video and multimedia products is an example of Section 508
compliance in practice.

The 508 Working Group’s approach is aimed at weaving
Section 508 compliance into the fabric of how the FBI does
business. The FBI's goal is to become a leader in the federal
community for Section 508 compliance - strengthening
compliance while improving accountability. The working
group conducted a rigorous review of project artifacts and
validation processes for some of the National Security
Branch’s (NSBs) projects and determined they qualified for
Section 508 Exceptions by law. This represents a significant
step in achieving a standard of due diligence. The working
group is planning for enterprise~-wide implementation of this
program in FY 2012,
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Enhanced Customer-centric
iT tools

Bureau Investigative Document
Manogement Analysis System (BIDMAS)
The ITH continued enhancements {0 the BIDMAS, a

system that provides a centralized solution to an ongoing
IT shortfali in the litigation support process. This system

| Case

productivity was measured 1o be advanced up 1o two vears
with an estimated 80 percent reduction in investigative
costs. Of users surveyed, 100 percent stated that BIDMAS
enabled them o search, tag, and analvze case data
expeditiously; 82 percent indicated they will use BIDMAS in
the future for document-intensive investigations.

“Communicator” Video Series

in the summer of 2011,

the ITE debuted a
four-part video series,

the Office for Victim
Assistance utilizing
the Next Generation
Workspace (NGW)
tools, Communicator
and Live Meeting. The
story-based series
was used as a training
too!l combined with
public relations {0 help
customers understand
and use the new
unified communications
tools. ITB Marketing

coordinated the video,
and staff throughout the Branch participated.

The series was the first significant use of video by the
Branch in order to help educate and communicate o
customers about product features and benefits. The ITB
received great feedback on the videos, and there are plans
{0 incorporate more video inio messaging, training, and
promoting the I'TB and its products and services.

“‘Communicator,” featuring

FBI Glossary of IT Terms

in July 2011, the ITB developed a Glossary of IT Terms {o
provide a standardized single-source reference guide for
preparing policy, electronic communications, and general
communication mediums for consistent usage of IT terms.
Available via a link on the front of the ITB home page on
FBINet, the glossary creales a reference document for IT
products and services and consolidates 1T terms into one
document.

The glossary was developed with collaboration from ITE
Marketing, the ITMD’s Product Assurance Unit's Policy

and Process Team, and the OCKO. Oncethe ITBis
comfortable with s use and has integrated the glossary into
its work processes, it is hoped this standardized reference
ool will be adopted Bureau-wide.

FD-540 Travel Request Form

The Travel Request Form/FD-540 (generally referred to

as the FD-540) is the official form for employees {0 obtain
authorization for official travel and reimbursement for
expenses. The paper form was replaced with an electronic
browser-based version of InfoPath utilizing SharePoint
Shared Services and integrated workflow:

« New program/sub-program codes
» Automated workilow

« Electronic approval for efficient routing

» Automatic summation of expenses



« Common portal to manage and track status

 Printing Capability

The form was piloted by the ITB, and the Memphis, Tampa,
Chicago, and Washington FOs in July, It was deployed
enterprise-wide on August 5, 2011, The FD-540 automated
form now is the FBI's official travel form.

Data integration and Visualization
System (DIV3E)

The DIVS program is the FBI data aggregation initiative,
making all FBI intelligence and investigative data
discoverable, accessible, and usable through a single
information Sharing Environment. DIVS improves the ability
for FBI agents, analysts, and linguists to identify aclors,
threats, and other risks faster and more efficiently.

The development of DIVS is led by the Special
Technologies and Applications Section (STAS) of the
Operational Technology Division with ongoing support from
iT8, NSB, Criminal Cyber Response and Services Branch
(CCRSB), FD, and the OGC. With a goal to provide rapid
response to FBI field offices and operational organizations
with leading-edge systems, technologies, and dala
managemeani capabilities|
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intelligence provided by Confidential Human Sources
(CHSs) is fundamental {o the FBI mission. To be effective,
the FBI needs to know what information it possesses. As
mandated by the 9/11 Commission, the Weapons of Mass
Destruction Commission, and by Fresidential Directive
given to the Attorney General in November 2004, the FBI
must be abile o finally "know what it knows” and enhance
fts ability to recrult informants and share intelligence.
Consequently, the FBI was directed to implement revised
processeas and procedures to easily capture intelligence
data and share it among operational entities. The FBl was
further direcied to improve the manner in which it operated,
administered, and managed its CHSs.
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Drogon NoturallySpeaking® (Dragon N§)

Dragon NS is a Commercial-off-the-Shelf (COTS) voice
recognition and dictation software that can be used with any
Windows®-based program such as Microsoft® Word, Excel,
PowerPoint, and Corel WordPerfect®, 1t was identified

to meet the FO need for dictation sofiware. The FBI
purchased 30,000 Dragon NS licenses,

By speaking into a NGW computer and headset, Dragon
NS users can open and close various computer programs
as well as diclate texi, edit, read, and browse through
documents using voice commands. Dragon NS creates a
voice profile for each user that contains information about
the unique characleristics of each person’s voice along
with a customized set of words, known as a vocabulary,
and user-specific information. Each time the employee
uses Dragon NS, the program becomes more accurate and
adaptable for that specific employee.

After successiully piloting the application at the Washington
FO, select Headquarters off-sites, Chicago and Tampa,
Dragon NS was deployed enterprise-wide in late 2010,

application was used to offer the software onto each
FBINet NGW workstation.

The deployment of Dragon NS on the FBiNet addresses
w0 organizational needs: Employees with disabilities to
make it easier {o create reporis and documents, the general
workforce who can dictate reports instead of typing them,
easing an administrative burden.

K3

With the recent release of iDX3, a web-based Geographic

information System (GIS)|

iT Novigotor

The ITE introduced the T Preducts and Services site

in 2010 as part of its effort to centralize information

and materials about current IT projects, services, and
deployments. In 2011, the purpose of the site remains the
same, but the name has been rebranded into [T Navigator.
With its new icon placed in publications or on gther FBINet
pages, this symbol will be recognized by customers and
help lead them to resources and information for assistance.

A one-~click, one-page solution for
accessing customer pages with
helpful resources on {T products
and services, iT Navigalor
currently hosts information for 14
different products and services.

All customer pages feature
announcements, a product/service
summary, a custormer service
section, and a resource box. The
resource box provides customers with a quick and easy way
to find user guides, Electronic Communications, deployment
schedules, frequently asked guestions, eic.
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My Site

FBI employees will soon be able to connect with their
co-workers and share expertise through the use of the
My Site professional networking fool. Deployed as a part
of Microsoft® SharePoint 2010, My Site will assist FBI
employees in finding others, making connections, sharing
job knowledge, and solving problems.

Similar to other networking sites, each employee’s My Site
includes a My Frofile page with basic contact information.
An employee’s My Profile page serves as his or her
“public face” to the rest of the FBI. Employees can eleciio

contribute additional information about themselves to enrich
their profile, such as current responsibilities, education,
experience, certifications, skills, interests, and more.
Employees can set permissions {o control which information
they disclose to different audiences. Disclosed information
will be searchable by others, allowing employees {o easily
find others with the expertise they need, such as working a
specific type of case.

Once users seek out a person or area of expertise, they
can see where the individual fits within the organizational
hierarchy, see the person’s skills and responsibilities, or
find out what they share in common, such as colleagues or
similar past projects. There are g variety of other ways this
tool can be used to assist empioyees in their daily work,
such as locating and networking with others who have
similar skills and interests, establishing communities, or
keeping up with colleagues who have moved elsewhere in
the Bureau.

My Site was piloted in several offices, including the ITB,
inn the summer of 2010, 1t is expected {0 be available
enterprise-wide in FY 2012,

Mational Gang intelligence Center
information System (NGIC i5)}

The NGIC, g DOJ National program administered by the
FBI, was designed {o combine the manpower and resources
of partner Federal agencies responsible for investigating
and gathering intelligence on violent street and motorcycle
gangs. The NGIC I8, created to support the NGIC program,
is a set of web-based tools capable of receiving, storing,
managing, and interpreting gang intelligence received from
Federal, state, local, and tribal taw enforcement agencies.
The NGIC IS integrates the assels of these agencies and
serves as an intelligence hub and information management
mechanism for gang intelligence on a national and
international level,

The NGIC IS is built on Microsoft SharePoint Server

2010 which provides a development platform accessible
via web browser for internal and exdernal users. After
authenticating to Law Enforcement Online (LEOQ), NGIC

IS users connect directly to the system and access their
individual home pages. Single sign-on access makes the
process of validating identities, identifying users, password
maintenance, and obtaining related information i.e., agency
name and contact data, invisible o those users. On their
individual NGIC IS Portal home pages, users can request
information, search the Gang Encyciopedia, search the
Signs, Symbols, and Tattoos (S8T) database, search or
submit gang intelligence, or view the status of requests and
submissions to the NGIC 1S,
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NGIC IS contains in-depth profiles about various gangs
including membership, history, gecgraphy, and other topics.
Users are encouraged to submit input for review and
inclusion.

The General Intelligence Library, a collection of intelligence
docurnents, is searchable and contains information about
various street, prison, or molorcycie gangs and gang
members. Documents can be submitted for review and
inclusion. NGIC IS also features an SST Guided Sesarch
which allows {aw enforcement personnel o browse or
search S8T information. The application accepts user input
that is reviewed and considered for inclusion.

NGIC IS moved to an agile development framework starting
with Version 2.1 in May 2011, This approach, rather than

a traditional development approach, is better suiled to
recognizing changing priorities and needs of NGIC IS users.

During FY 2011, six versions of NGIC 1S were released,
with each release providing enhanced functionality. In
FY 2012, additional releases are planned, with additional
funclionality available {o FBI users.

NGW

The NGW remains a key component of the [TB’s ongoing
afforts fo provide FBI emplovees the best technology
possible. NGW is transforming how the Bureau conducts
business by providing emplovees tools with which they can
better manage and share critical information.

NGW workstations are equipped with faster deskiops
with increased memaory capabilities, larger monitors
with integrated speakers, and centralized configuration
management systems. Also, included are upgraded

office suite software, new collaboration and real-lime
communication software, video cameras, and headseis.

End-users now can coliaborate and communicate with
co-workers throughout the Bureau in realdime via instant
messaging and online meetings, using audio and video with
true multimedia conferencing. They can conference with
muitiple individuals simultaneously right from their desks.
Cther benefits of NGW include upgraded information

b6
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NGW workstation provides coliaboration and cormmunication fools.
management and information sharing capabilities, a more
secure workstation environment, better user-response
times, and easier deployment of new soflware and updates.
bé
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The OCKOD and EAD/CIO Chad L. Fuigham use collaborative
conferencing ool
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The NGW project began in February 2009 with the first
prototype followed by an engineering pilot. Memphis,
Tampa, Chicage, and Washington FOs participated in the
business pilot which concluded in October of 2000,

Bureau-wide deployment of NGW was completed in March
2011, with 45,194 computers migrated to NGW.

Secure Mobility

The Secure Mobility project’s primary goal is 10 provide
Mobile Surveillance Teams and Special Agents remote
access to the FBPs FBINet in settings such as an FBI
vehicle or remote locations where FBI controlled space may
not be available.

Secure Mobility Project benefils include:

Remote Information Xchange) has come through design
and functionality testing and is beginning the first round of
operational testing at the Washington, Chicago, Tampa,
and Memphis FOs. Pending successiul operational tests,
MATRD( will be made available FBl-wide.

SCION gnd NGECION ShoarePoint 2070

Sentine!

in October 2010, as the result of a comprehensive
assessment by subject matter experis of Sentinel's past

During FY 2011, the Secure Mobility Team performed
testing to validate full functionality of all FBINet applications.
The product, known as "MATREX” (Mobile Access Tactical
b6
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{TB employee demonstrates the capabilities of MATRIX.

performance, current state, and future reguirements, the
FBI announced changes for completing development

of the Sentinel application. The ITB moved Sentinel
engineering efforts in-house 1o the FBI's ITED. Operations
and maintenance of the system’s current capabilities were
fransitioned to the FBI's ITSD.

The Sentinel team kicked off its new direction--Agile
Development with Scrum methodology. Agile development
allows the team io integrate the latest iechnologies and
best practices and address remaining reqguirements in an
effective, priontized manner. Small tearms working quickly
on pre-defined requirements develop, deliver, and evaluats
Sentinel functionality every two weeks (called sprints).
Thus, the team delivers small software releases quickly and
efficiently.

To gain feedback on functionality, usefuiness, and value

o the user population, the program manager established

a designated, diverse user group, the Sentinel Advisory
Group (SAG). In March 2011, SAG members conducted

an assessment and evaluation of functionalily developed fo
date, providing feedback directly to Sentinel developers and
key leaders.
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Other milestones:

« in Aprit 2011, the current Sentinel
application was approved by
the RMD as an official system
of record. More than 11,000 FBI
employees are using Sentinel each month.

®

During June and July 2011, move than 350 users gt the
Washington, Memphis, and Chicago FOs participated
in Sentinel beta tests. Testing allowed users 1o gain
hands-on experience with the functions in Sentinel they
will use to perform their jobs.

@

During September 2011, the Sentinel team expanded
awareness of the Sentinel application as it prepared
for an October 2011 global functional exercise. The
team briefed, demonstrated, and provided hands-

on experience with the application 1o a variety of
audiences, including the Director and his staff, the
Director's Advisory Groups, and employees from the
Headguarters Operational Divisions.

s

During FY 2011 the team completad 23 sprinis (B4
percent of Sentinel functionality) and the development
of three forms {the FD-1038, FD-1057, and FD-302),
single sign-on capability, digital signing of documents,
and the ability to set and assign leads.

The team is continuing to develop and release builds (o
achieve full operating capability in FY 2012, Appropriate
awareness and training materials are being developed in
tandem with functionality development to ensure employees
can successfully use Sentinel to complete their daily tasks.

SENTINEL users fest Agile Sentinel af the Noithemn Va. RA.
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ACS Sentine!

While the Sentinel team is developing agile Sentinel, the
ITSD continues to provide Operations and Maintenance
functions for the current version of Sentinel used Bureau-
wide in support of the mission.

During 2011, atotal of 21,730 unigque users accessed the
Sentinel application. The Sentinel Support Unit (SSU)
provided 98.96 percent system availability for 2011 through
effective monitoring, backups, paich updates, hardware
upgrades, and troubleshooting. The unit moved the JEH
sysiem to Site 73, and configured the hardware for COOP,
and set up a test environment for failover/switchover to help
validate the Senlinel COOR.

S38U aligned the Sentinel sofiware development

process with the Agile Sentinel sprint approach, which
facilitated dramatic improvements to Elecironic Case File,
Investigative Case Management, and Universal Index
search capability. The SSU deployed three quarterly
releases and closed 198 Defect Reports, Operational
Reports, and Software Change Requesis.

Service Manager (SM)

The ITB recently acquired the cutling-edge Hewleti-Packard
SM, COTS software, to replace ServiceCenter for reporting
and fracking 1T trouble tickets. SM will significantly improve
the capabilities of the ITB in resolving technical and non-
technical issues reported by FBI employees. This tailored
tool is a self-service console which allows employees to log,
update, and monilor their own tickets. [t will serve as an
alternative to employees sending e-mail, leaving voicemail
messages, or calling the FBI Enterprise Cperations Center
(EOC) Help Desk.

SM will also provide the EQC accurate operations
performance siatistics and valuable fesdback on efficiency
and customner satisfaction. With metrics to measure
progress and resolution time, SM can greatly enhance the
EOC’s cusiomer service. SM will improve the customer
experience and provide the ECC a fasier, more effective
ool to betler support FBI employees,

SM was deployed to ITB employess located at FBIHQ on
June 15, 2011, Full enterprise-wide deployment began
Cctober 3, 2011.
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SharePoint Success: Operation Guard
Shack

The ITB played a crucial role in keeping nearly 1,000 agenis
from across the country connected and informed as they
investigated a police corruption case that resulted in 131
arrests in Puerto Rico in October 2010,

Agerits in FPuerto Rico work on Operation Guard Shack fracking
information in real time.

FBI agenis and suppuort personnel working on Operation
Guard Shack utilized a SharePoint teamsiie to have a
common operational view for the mission o comimunicale
information between the Taclical Operation Centers (TOCs)
and to relay information to the main command post in San
Juan and {o the Strategic Information and Operations Center
(SIOC) at FBIHQ. They used the site as a single location

o store operational information, such as pictures, suspect
information, briefing packages, siiuational awareness logs,
and more.

Operation Guard Shack was the largest police corruption case

in FBI history. The two-year investigation came as a result
of an undercover drug investigation. The suspects were
arrested during a coordinated operation in the early moming
hours of October 8, 2010.

The use of SharePoint in Operation Guard Shack allowed
the Critical Incident Response Group’s (CIRG) Crisis
Management Unit to provide the San Juan Division with

a mechanism for operation management, personnel
accountability and tracking, information sharing, and
situational awareness. |
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The Cperation Guard Shack sie consisted of | |

Standord Products List (SPL} 2.0

The SPL 2.0 serves as the single authoritative list to govemn
the acquisition, use, and disposal of technical producis in
accordance with the FBI technical archilecture. The SPL
streamiines the procurement cycle, ensures the use of
authorized technologies, and optimizes 1T investmenis.

it provides a comprehensive list of preferred deskiop-
level products that are offered through the Technical
Refresh Program (TRP) Blanket Purchase Agreement
(BPA)Y or the COTS approved list. The listis a guide for
customers to view and gather the proper information

for possible purchase of approved hardware for their IT
needs. [t encompasses the majority of hardware required
for the “user” platform within all of the FEI enclaves.

in some cases, there will be server or network and
telecommunication preducts on the list, providing they are
on the TRP BPA or on the COTS approved list.

An FBl-wide road map, the SPL is easily accessible,
periodically updated with current data (version/model
control, points of contact changes, and technology status
updates), and published on the ITED’s SharePoint site.

infrastructure Modernization

2
P
Geay”

The ITB recognizes the need o create a resilient, agile,
and secure infrastructure with “right-sized” data centers
and Continuity of Operations (COOP) capabilitiss. Hts
goal is fo enable user communication, collaboration, and
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cross-domain information access through secure enhanced
fiexible networks and to provide enterprise users with
standardized IT solutions and services using upgraded
infrastructure support.

Data Center

The ITB acquired the center, known as Site 73, in 2010,
The facility utilizes green technology for cooling and has
an appropriate amount of floor space o meet anticipated
needs. Facility and services provided are in compliance
with other OMB E-Govemment initiatives that include
virtualization and cloud technology.

The {TB has begun moving its systems and applications

{0 the new facility. Curvently one-third of the major
systems have been moved, and the team is busy migrating
applications and deploving hardware, which will result in
the complete migration by the end of FY 2012, The center
will also house applications currently hosted at other data
centers. This massive project puts the FBI in the forefront
of the Presidential directive {o consolidate data centers in
the federal government.

NGECION

NGECICON, the FBl's new TS/SCH network platform, is
helping agents and analysts meet the FBI's intelligence
mission. NGSCION was successiully deployed to nearly
2,000 users in 2011. NGSCION provides secure and
reliable access 1o the FBI's Intelligence Community
pariners and offers its users the following benefiis:

Mext Genergtion Network (NGHN}

The I'TB officially kicked off the NGN implementation project
schedule on April 1, 200%. The three phases of the NGN
project include:

» Phase | - NGN Modernization
« Phase Il - Circuit Right-sizing

« Phase Il - Refresh of Network Equipment

NGN Phase | was completed in December 2010, with more
than 950 circuits being replaced in 56 FOs and more than
400 RAs throughout the U.S.

NGN Phase |l consisted of reviewing the amount of
bandwidth for each site and identifying those stilt needing
additional bandwidth. Beginning May 2010, the ITSD
provided a follow-up review and delivery of additional
bandwidth. Network connections that were found to be
insufficient to support mission were upgraded and “right-
sized,” bringing FBI networks in line with one another,
Phase |l continues with 184 of 187 circuits completed as of
September 2011,

NGN Phase I will refresh classified equipment and provide
newer networking equipment throughout the FBI enlerprise;
however, it is on hold until funding is available.

Security Management

The ITE is ensuring the fulure-state of IT will include
common enterprise services with multi-level security o
keep up with continually evolving and expanding mission
requirements. The security of the FBI's systems, networks,
and information is crucial to establishing the appropriate
access and successful sharing of critical information across
all enclaves.

Classification Monagement Tool (CMT)

The CMT is an Office of the ODNI-mandated, ClA-
created automated ool for use throughout the Intelligence
Community. The (ool allows users 1o apply correctly
formatted classification markings to electronic documents
and e-mails. Based on classification criteria selected by
users, the CMT automatically generates portion marks,

a classification banner (header and footer), and a block.
The CMT also allows users to validate the portion marks
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against the banner, ensuring marking consistency and more
effective protection of national security.

An engineering pilot for the CMT was held during the 31d
Citr. FY 2010 to test the installation and execution of the
software. After the engineering pilot, the ITB collaborated
with the developers and with the FBI's SecD 1o refine the
ool and ensure it was appropriately cusiomized for the
FBI environment prior io Bureau-wide deploymenti. in April
2011, participants from ITB, the Directorate of intelligence
{01, Sech, and select squads from four FOs (Chicago,
Memphis, Tampa, and Washington) participated in a
business pilot.

After incorporating lessons learned from the business pilot,
ITB compleled the enterprise-wide deployment of CMT on
the FBiNet in May 2011,

E-Discovery

The FBI is subject to certain unique retention and
disclosure requirements with respect to e-mail. The

FBl is required by the Federal Records Act to properly
maintain official FBI “records.” The FBlis reguired by the
Federal Rules of Civil Procedure, to preserve and produce
Electronically Stored Information (ESI) that is relevant o
litigation.

in September 2010, December 2010, and January 2011,
the ESID project received funding in three increments,
respectively. Nearly ali of the funding was used in FY 2011
{o procure hardware, software, storage, miscellansous
iterns, and licenses for Symaniec Enterprise Vault and
Clearwell as well as procuring Program Management Office
support services.

in July 2011, the ESID project deployed Enterprise Vault
inio production and began archiving ali e-mails sent and
received on FBinet. Additionally, the system archived
every e-mail held in the mailboxes of the FBI's top eight
execytives. The ESID project was the first independent
system 1o be deployed into the Site 73 Data Center. In
August 2011, Discovery Accelerator was installed on the
OGC deskiops.

The ESID project has continued its successes --

Network Admission Controf (NAC)

The NAC project enhances the FBI's NGN by establishing a
self-defending network. The NAC uses the current network
infrastructure for all FBI enclaves (UNet, FBINet, SCION,
and BlackMNet) to enforce security policy compliance

on all devices trying to access network computing
resources. Each enclave’s design is unigue {o meet

the specific requirements of the particular network. The
NAC recognizes users, their devices, and their roles in

the network; evaluates whether machines are compliant
with security policies; and enforces security policies by
blocking, isolating, and repairing machines that are non-
compliant. The operation of the NAC is transparent to
users, increases security compliance, and saves FBHITSs'
time by eliminating the time-consuming process of having o
add new or move current devices on the network.

Milestones included:

» Engineering design and procurement efforts in October
2008.

» The design and pifot for the FBINet enclave concluded
in 2010

« The FBiNet NAC solution deployed in October 2010,
« FBINet NAC implemented in 24 of 56 FOs in FY 2011,

« The design work for the UNet enclave completed in
Qctober 2011,

» The engineering pilot planned for 1st Qir. FY 2012,

Provisioning ond Access Control System (PAC)

The ITB has an immediate need 1o replace the critical
components of the Enterprise Process Automation System
{(EPAS)Y/ System Access Request process, a web-based
service ulilizing the EPAS {o route IT access-related tasks
for approval and implementation. These tasks include
creating computer accounts for new employees, adding

or removing specific accesses, deactivating accounts for
employees separating from the FBI, and requesting a name
change for non-Bureau employess. The current system has
no automation or tracking for the provisioning of access and
identity information.

The overall objective of the PAC is 1o enhance the

user experience by simplifying services, offering self-
service tools, and providing an enterprise-level identity
management soiution for the FBI. The PAC system will
reduce operational risk by ensuring compliance with
security policies and controlling access to information
SOUICES,

The FBI awarded the PAC coniract on September 28,
2011, using a Business Process Analysis to incrementally
developffund the identity and access management solution
for the FBL
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Building today’s workforce fo meet
tomorrow's IT challenges

The iTB faced numerous challenges in identifying,
recruiting, and hiring highly qualified professional
employees during FY 2011. Due {0 an unceriain budgetary
environment including Congressional Budget issues and
an impending government shutdown, the FBP's HRD halted
hiring in January 2011,

As a resolution to these issues, the ITB used innovative
hiring methods to continue to staff critical positions.

« ITB hiring managers accepled and reviewed resumes
recommended and referred to them by [TB employees.

« The ITB submitted documentation for 146 Mission
Critical Hires for employment background processing.

« Through a Contractor Buy-Back Conversion Program
sponsored by the Resource Planning Office and the
FD, the ITB requested and received 32 Funded Staffing
Level positions. This enabled the ITB o save money
by cost-effective replacement of contracting staif with
government employees.

* The ITE participated in HRD-sponsored hiring
initiatives including an ODNI Vintual hiring event and
reviewed resume’s provided by the Joint Warfare
Analysis Center Base Realignment and Closure Office.

« The ITB used an “Approved for Hire” SharePoint
siie developed by HRD o hire individuals who had
successfully completed the FBI background process.

in addition, the ITEB posted 38 vacancy announcemenis on
the FBljobs.gov hiring website,

As a resuit of these efforts, ITB hired 83 new employees.

Mew Employee Orientation

During FY 2011, ITE conducted two New Employee
Orientations. Forty-three new ITB employees received

an introduction to the Branch consisting of an overview

of mission and functions, and key products and services
provided. The ITB ESS also provided important information
concerning financial, security, and human resource-related
matiers. All day sessions, presented by key personnel,
acquainied new hires with each ITB division and office.

b6
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EAD/CIO Chad L. Fulgharn briefs new ITB employees.

VERA/VSIP

in December 2008, the FBI applied 1o the Office of
Personnel Management (OPM) for the authority 1o offer
early retirement options o staff along with a voluntary
separation payment. On April 16, 2010, OPM granted
approval for a limited number of professional staif
employees in the HRD, SecD, and the ITR. The goal of
the FBl VERA/NSIP program was to realign and reshape
the workforce 1o ensure the FBl is positioned o meet
future missions, mitigating the risk and impact of having a
large number of retirement-eligible employees departing
at one time. Groups were selected based on the size of
the retirement-eligible population and the number of siaff
available 1o assume the positions of a large group retiring al
one time.
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Application to the voluntary program for iTB participants
commenced Oclober 18, 2010 through January 31, 2011,
with a retirement window concluding February 28, 2011,
Atotal of 62 ITB employees retired during FY 2011, 52 of
them under the VERA/NVSIP program.

Training

Advanced Management Program (AMP)

Two ITE employees were selected for the 16-week resident
graduate AMP at the National Defense University. The
course is designed for middie-and senigr-level managers
and leaders responsible for promoting and attaining national
and international security goals through the strategic

use of information and IT. Participants share knowledge
and best practices, strive {0 become betler leaders and
decision makers, and master the tools of lifelong learning.
interaction with feliow students, faculty, and government
executive guest speakers provides a network of peers
throughout the U.S. public and private sectors, and
internationally. The participants have the option of earning
a ClO Ceriificate or a Cyber, Financial, or Government
Strategic Leadership certificate.

iTS Certification Training Program

T8 coordinated and funded ITS Certification Training
apecializing in earning Microsoft/Cisco/Oracle training
certificates upon completion of required coursework.
Training included equipment and vendor software
recognized certification and credentials examination
preparation.

During FY 2011, 24 ITB employees participated in the [TS
Certification Training Program.

Department of Defense Executive
Leadership Development Program (DoD
ELDP)

Two ITB employees completed the DoD ELDP under the
sponsorship of the DoD Civilian Personnel Management
Service. The 10-month long program which began in
September 2011, is an aggressive hands-on training
immersion program designed (o expose future leaders of
the U.B. Government to joint and interagency perspeadctives.
This sabbatical opporiunity is a developmental step
designed for future leaders of the FBL

[

Awards and Recognitions

The ITB recognizes that the execution of FBI T missions
is driven by the collective talent, skills, and capabilities of
its employees. Employees whose effoits and devotion
represented the highest standards for achievement were
recognized and rewarded for their outstanding service and
their excellence in serving the Branch.

During FY 2011, the ITB proudly awarded:

= 40 Quality Step Increases, for year-long excellence in
jcb performance

= 381 On-the-Spot Awards

= 38 Time-Of Awards

= 38 incentive Awards

« 20 1TB Lapel pins presented by the CIO
« 250 ITB Challenge Coins

FBI Project Management Excellence

According to the American Society for the Advancement

of Project Management, the FBl is on the right track in

its implementation of certification standards for IT Project
Managers (PMs). A February 2011 study addressed the
status of the certification, measuring agencies’ compliance,
the early effects, and recommendations for those involved
in its implementation.

The Federal Acquisition Certification for Program and
Project Managers (FAC-P/PM) was created in April 2007,
with the goal of maintaining a force of well-irained and
experienced program and project managers.

The study commented that the FBl's project management
direction satisfied the needs addressed in the initial
establishment of the FAC-P/PM program and praised the
[TE for ils efforts as early adopters. The ITB was ciled as

a model for other agencies seeking to gain benefit from

the program and for its career progression and mentoring
programs for new PMs. According to the report, “Today,
the FBI could be an exampie for many other agencies (o
follow as they implement and work to gain benefit from the
FAC-P/PM program. The FBI has recognized that customer
involvemnent in the project is key to the success of a project.
Customers participate in the decision making process on
acquisitions.”

Currently the IT Project Management Section, [TMD,
has 22 certified FAC-FP/PM Level llis, the gold standard

(=)
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in certification. During FY 2011, 13 ITB employees
completed the FAC-P/PM training funded through divisional
Government Employee Tralning Act training funds.

in addition, the ITB coordinates Project Management
Professional (PMP) training sessions which are opento
350 certified PMPs enterprise-wide. These sessions, held
at FBIHQ and available by video teleconferencing, feaiure
qguest speakers on current topics of interest in the field.

During, FY 2011, three sessions were held with 83 PMPs
participating in the events.

2017 Director’s Award for Excellence

On July 15, 2011, 15 1TB emplovees received the Director’s
Annual Award for Excellence in Information Management
for the NGVY initiative in a ceremony held at the DAR
Constitution Hall, Washington, D.C. in addition to providing
an online coordination and collaboration platform through
SharePoint team sites, the NGW initigtive brought instant
messaging, rich presence, Voice Over Intermnet Protocol,
deskiop video teleconferencing, and web meeting to FBI
employees.

These capabilities are expected to save the FBI millions of
dollars by reducing the need for travel and enhancing FBI
employees’ ability to find and share expertise. The iniliative
ensured that NGW computers received|

Director’s Annual Awards for Excellence - NGW initiative.

top 50 CiOs in federal, stale, and local government for his
efforis to drive IT innovation. CIO Fulgham was lauded
for applying agile development methodology to lead the
Sentinel case management system towards completion.
The CIO 50 fist looked at top executives who are making
a positive impact on all levels of government through their
vision, influence, and proven results,

Knowledge Management Awards
Program {(KMAP)

The OCKO launched the KMARP in conjunction with
the Director’s FBISave program. The OCKO collected

| A

standardized NGW platform is expected to increase security

through advanced documeni and paich management and
reduce operations and maintenance costs,

“InformationWeek Government”
Magazine (10 50

FBI CIO Chad L. Fulgham was recognized by
“InformationWeek Government” magazine as one of the

submissions from individuals and teams on innovative
actions employees took 10 save the Bureau time and
resources and increase mission impact.

Qualifying ideas included:
« Establishment of methods to capture and/or share
information

= Development of ways to promote collaboration and
teamwork

b6
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Administrative Projects Unit for achieving the highest overall

score for all the competing Units. ITMD Senior Leadership

 Implementation of successful business or process sponsored the event which included refreshments to “kick
improvements. off’ the new year.

» Promotion of innovation and originality in the workplace

b6
The OCKO will use these submissions to build a repository b7C

of FBI success stories, best practices, and knowledge
“‘nuggets” to share throughout the FBI.

One hundred forty-four proven solutions were identified and
372 employees were recognized as FY 2011 awardees,
There was broad involvement across the FBI — with

75 percent of FOs and 71 percent of FBIHQ Divisions
participating. Ten of the top solutions are expecied to be
recognized during Knowledge Week 2011,

Atotal of 18 ITB employees were recognized fortheir KMAP  winners of 17MD Jeopardy Team-Buiiding Event.
contributions. Sixeen employees were awarded with

b7E

certificates and two received certificates and On-the-Spot
awards.

The ITMD Jeopardy Event

The ITMD conducted an educational and morale-building
event modeled after the television game show “Jeopardy.”

Questions were based on IT and FBl-related facts and
historical knowledge. Atrophy was presented io the



ITB empioyees participated in social and professional Based on scheduling availability, the ITB conducted one

gatherings throughout the vear. Small and large-group meeting in the FY on March 3, 2011, in the Bonaparie
programs and events provided the opportunity to keep Auditorium. The event was also webcast for those who
attendees current on the status of ITB projects and could not attend in person.

initiatives.

EAD/CIO Chad L. Fulgham updated ITB employees on the
Branch’s achievements, presented CIO {apel pins 1o 10
emplovees for their outstanding contributions 1o the Branch,
and opened the floor up to questions from the atiendees
and those not able to attend in person. He reviewed the
many successiul infliatives efforts of the ITB this year, such

b6 as:@xg, the NGW, SM, and more. b7E

b7C

EAD Shawn Henry of the CCRSE, the guest speaker,
shared his historical perspective on the FBI and focused on
the FBI’'s anti-terrorism and intelligence work.

Knowledge Week

EAD Shawn Henry, CCRSB, shared his historical perspective of
the FBI at the State of the {TB meeling.

The iTBs State of the ITR

b6
The T8 semi-annually hosts ali ITB government employees b7C
meetings {0 keep its siaff informed about projects,
initiatives, and achievements. This meeting offers a
professional development venue provided by invited guest
speakers.
bé
b7C
Knowledge VWeek, held on October 18-22, 2010, under the
sponsorship of the OCKO, provided a week-long venue
for the sharing of information on how the FBl and other
agencies are using knowledge management practices and
collaboration tools to improve performance in accomplishing
critical missions.
A variety of senior government leaders representing
ITB empioyees receive recognition at the State of the ITB semi- the FBi, CIA, ODNI, the DoD, and OGAs served as
annual rmeeting. distinguished speakers in a variety of 15 one-hour

presentations.

23



The event was held at FBIHQ and broadcast to employees
throughout the FBI via Live Meeting and Intranet webcast.
This was the first time such an event had been broadcast
enterprise~wide via the new Live Meeting technology. it

is estimated that there were more than 1,200 participants
during the week. In a formal survey conducted after the
event, more than 90 percent of respondents indicated they
found the event valuable, and over 85 percent said they
were likely or very likely 1o attend in FY 2012,

Cup of Jog

The Cup of Joe with the CIO program is an opportunity for
T8 employees to meet informally with EAD/CIO Fuigham
and share ideas, questions, or Concerns in an open, relaxed
dialogue.

Two Cup of Joe sessions were held during FY 2011, During
these sessions, the CIO updated the altendees on the
status of current projects and initiatives. Atotal of 18 ITB
employees parlicipated in these meetings.

Combined Federgi Campaign (CFC)

Assistant Director Daniel D. Dubree, 1TSD, and EAD/CIO Chad L.
Fulgham take a “Fie in the Face” for the CFC.

The ITB had another successful year in helping charitable
organizations through the annual CFC. The CFC took place
from September 1, 2010 through January 17, 2011. The
ITB contributed more than $60,000 to charity as part of the
CFC. FEIHQ Divisions and the Washington FO gave more
than 3800,000.

in addition o individual giving, ITE employees raised funds
through a variety of special events, including a “Pie in the
Face” contest, bake sales, and fish fry events.

FBI Emerging Mobility Showogse

EAD/CIO Chad L. Fulgham and Director Mueller joined
employees in the FBIHQ s William H. Webster Room for

the “FBI Emerging Mobility Showcase.” Hosted by the
ITED, the event featured industry experts and leaders in

the development of secure maobile technology. Experts
provided hands-on demonstrations of products such as
encrypted infrusion detection systems and mobility solutions
that enhance the secusity of voice and data mobile traffic.

Ci0 Suggestion Box

Using the CIO Suggestion Box, available on the [TB's
SharePoint site, employees submitted suggestions, asked
guestions, and raised concems regarding the FBI's [T
program and [TB’s operations and services.

During FY 2011, the ITB received 53 submissions, and
prepared 60 responses 10 new and previous submissions.
Submissions guiside of the ITB’s purview were forwarded
to the relevant Branch for responses. Employees who
provided their name received a direct e-mail personal
response from the EAD/CIO. Hems considered to be of
interest to the general audience were also posted on the
CIO Suggestion Box SharePoint site.
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BIDMAS Bureau investigative Document Management Analysis System
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CFe . CombinedFederalCampaign
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tem Life Cydie Management
LEC Law Enforcement Online

KMAP Knowledge Management Awards Program

LE Law Enforcement
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Nac Network Admission Contol
NAsA National Aeronautics and Space Administration
Neeis National Gang Inteligence Center information System
NeNo Next Generation Network
NGSCION Next Generation Sensitive Comparmented Information Operational Network
NGW Next Generation Workspace

NSE MNational Security Branch

OCKO .. Officeofthe ChiefKnowledge Officer
ODNI . Officeoftne Direclor of National nteligence
OGA . OtherGovemmentAgency
oee . Officeofthe General Counsel
OPM . OfficeofPersonnel Management
PAC Provisioning and Access Control System

PHA Project Health Assessments

PM Project Manager

PMO Project Management Office



PMP Project Management Professional

RA ResidentAgency
sa6 Sentinel Advisory Group
saR SystemAccessRequest
SCION Sensitive Compartmented Information Operational Network

SechD Security Division

Si0C Strategic information and Operations Center

M Service Manager

SMS Strategy Management System

Lo Standard Products List
sST ... SensSymboisandTatos
STAS .~ SpecalTechnologies and Applications Section
TOC Tactical Operation Center

W Technical Refresh Program
T8C Terrorist Screening Center

TSCU Terrorist Screening Center Unit

UAG User Advisory Group

UNet FBi Unclassified Network
VERA Voluntary Early Retirement Authortty
VIR Voluntary Separation Incentive Payment
WMo Weapons of Mass Destruction |
WMDD Weapons of Mass Destruction Directorate

%2



History of Office of the Chief information Officer/information and Technology Branch
FY 2001-FY 2006

Jul 04
FBI Approved
Reorganization of OCIO
s
Jul 04 /S
IRD Renamed /
Ve
/7 May 05
First DCIO
Sep 05

ITOD
/
Established
IT Utilities
Placed Under CIO

May 03
Director Named
W. Lowery
as Acting CIO
| May 04
! Director Named
Z. Azmi as ClIO

~
T

Dec 03
Director Named

Z. Azmi as Acting CIO
1/1/2006 .
! 9/30/2006

Jul 08
OCIO Designated

Nov 01

ro Congress Approved
© Establishment of the
OQIO Nov 01
/' Director Named B. Dies
g as Acting CIO
1/1/2004 /j 11112005
Jun 04
* as an FBI Branch

Sep 04
Congress Approved
Reorganization of OCIO

ITSD Estabfished
OIPM Established
OIPP Established

9/11/2001 1/1/2003
10/1/2001

11172002

Jul 02
Director Named D. John
as CiO



History of Office of the Chief Information Officer/information and Technology Branch
FY 2007-FY 2011

Sep-07
Attorney General
Approved Name Change io
Information and Technology Branch; ) Dec 08
CIO to EAD Mar-08 Director Named

Congress Approved C. Fulgham as CIO

Name Change

Jul-09 May 10
{TOD Reorganized Congress Approved

Aug-07
OCKO Established

Renamed ITSD Reorganization of ITB

~
™.

1/1/2010

1/1/2009

1/1/2008

/ Apr-08
i Director Announced
Jan-07 Name Change
Second DCIO }
Established LROY s

G0 = Chiet Information Officer

- CTO — Chief Technology Officer

PO — Deputy Chist information-Olficer
SEAD == Executive Assistant:Director:




This publication was produced by the ITB Executive Staff Section Cominupications and
Gddreach Uni
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The report may be viewed online at FBINet

Cfficiod FRE Publication

1.5, Department of Justice
Federal Bureau of Investigation
Information and Technology Branch
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fetrer from the Executive Assistant Director gnd
Chief information Officer

This report is g testament to the shared commitment of the ITB staff and its cross-divisional
partners o meet the demands and deliver exceptional IT products and an array of updated
services 1o FBI customers. Fiscal Year (FY) 2012 found the ITB faced with many challenges
including fiscal constraints, hiring freezes, and a transition in leadership.

The document is a snapshot in time. It represents only a small window info the numerous ongoing IT programs, projects,
and initiatives. The business of planning, identifying requirements, obitaining funding, testing, piloting, and deploying IT
enterprise-wide encompasses a multi-year effort.

This year the Sentinel case management system was deploved, bringing with it a change in culture as the FBl moved from
a paper-based 1o an electronic global case management systern. More than 30,000 FBl employees now use Sentinel {o
manage their investigative and case management workload.

More than 30 million documents have been serialized using the Sentinel application. This means that employees processed
as many documents in a three-month period as were procassad during the first 12 vears of the Automated Case System
(ACS) | | b7E

Using the Sentinel application also has reduced the average time to electionic awareness by 50 percent.

in addition, the merger of the Data Integration and Visualization System (DIVS) the FB's Search and Discovery platform,
with the Investigative Data Warehouse (IDW) application has enabled] |

| thank the ITB staff for their dedicated service this past fiscal year. These talented and experienced professionals worked
fong hours implementing money-saving strategies and efficiencies to work smarier to get the job done.

| fock forward to building on the foundation that has been laid and the successes that have been achieved as we explore
innovative ideas and technologies in the year ahead.

¥ Jerome M. Pender
Executive Assistant Director and
Chief information Officer
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Jerome M. Pender Named
Executive Assistant Director (FEAD) and
Chief information Officer (G0}

FBI Director Robert S. Mueller appointed Jerome M.
Pender to serve as the EAD/CIO of the Information and
Technology Branch (ITB) on August 21, 2012, Pender
previously served as the Deputy Assistant Director (DAD)
of the Criminal Justice Information Services {CJIS) Division,
Operations Branch since entering on duly with the FBl in
2003,

For the lasi nine vears, his responsibilities included the
integrated Automated Fingerprint identification System,
the National Crime information Center 2000, the National

Fulgham reorganized the ITE {o make its operation more
business-aligned and services oriented.

Fulgham was recognized by the “InformationWeek
Government” magazing as one of the top ClOs in federal,
state, and local government for his efforts {o drive IT
innovation.

iTB Executive Staff Changes

Jerome M. Pender reporied September 8, 2012, as EAD/
CIO, replacing Chad L. Fulgham.

IT Engineering Division (ITED]

Brian A. Truchon reported June 3, 2012, as DAD, ITED,
replacing Perrye K. Turner who was named as the Special
Agent in Charge, Louisville FO.

William Searcy Il was reassigned June 3, 2012, {o the
Operational Technology Division {OTD) from his former
position as Section Chief of the Enterprise Engineering
Section.

iT Services Division {IT5D)

Jennifer R. S8anchez reported April 8, 2012, as the AD,

ITSE, replacing Daniel Dubree who retived. bé
b7C

Instant Criminal Background Check System (NICS), o

and the Law Enforcement Online (LEQ) service.
Pender also provided oversight for the National Data
Exchange; Next Generation identification; Uniform
Crime Reporting Replacement; new NICS; and
biometric interoperability programs.

A S A

EAD/CIO Chad L. Fulgham
Departs FBI

Chad L. Fulgham resigned in April 2012 {o pursue a
private sector position after serving more than three
vears as the ITB's EAD and FBI CiO.

His many accomplishments included overseeing the
Sentinel case management project and successfully
redirecting its development efforis toward an agile

methodology approach. During his tenure, he
upgraded the agency’s IT infrastructure; replaced
cutdated hardware and software,; and promoted the
use of the latest collaboration tools. in addition,
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Special Technologies and Applications
SLection (§TAS) Realignment

During FY 2012, exscutive ieadership recognized the need
to streamline data aggregation and exploiiation activities
through organization realignment and consolidation. To
accomplish this effort, the STAS was realigned inio the
ITB/ATED, to increase managerial accountability over
enterprise data aggregation efforis, decommission the
IDW, and transfer IDW's functionality and datasets to the
DIVS o generate long-term cost savings. This transition
required the cooperation and coliaboration of the Direclor’s
Office (DO}, Finance Division (FD), Resource Planning
Office, Facilities and Logistics Services Division (FLSD),
Counterterrorism Division (CTD), ITB, and National
Security Branch (NSB).

The STAS provides the FBIl's investigative and intelligence
communilies with advanced data discovery, analylics,
exploitation, and visualization capabilities through

the development and integration of innovative {ools,
technigues, and systems. The STAS advances the FBl's
enterprise data management inferests; and facilitates

and promotes enterprise standards for software and data
interoperability.

The STAS is comprised of four units:

& Infrastructure and Logistics Unit —l |

& Analytical Tools and Applications Unit —l |

& Computer Engineering Uﬁit~| b7E

& Advanced Concepls Unit»l

governmeni employees, inciudingﬂ professional staff, PTE
gents, and gitractors were transferred from the

OTD to the ITED. In addition, to form the new section
professional staff and ontractors were transferred from
the ITSD {o the ITED. Of the total number of employees
transferred:bTAS employees were realigned under
the ITB Executive Staff Seclion (ESS). STAS government
employees and coniractors were transferred inio new {TB
cost centers, with most transfers effective March 11, 2012.
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iT investment Management

iTE Strategy Manggement System (SMS)
Strategy Map

The iTB SMS Strategy Map is a visual representation of the
ITB organization’'s strategy and the processes and systems
necessary {0 implement that strategy. It shows employees
how their jobs are linked to the organization’s overall
objectives,

The ITB Executive Assistant Dirsector and Assistant
Directors are responsible for

& implementing the SME within their areas of
responsibility,

@ establishing and communicating their respeclive
program’'s strategic shifts, map, and plan throughout
their division or branch, and

& justifying how the division or branch SMS supporis the
FBI's enterprise SMS.

IT Asset Management Program
(ITAMP)

The FBIl spent nearly 350 million dollars on hardware and
software in FY 2011, These procurements were made by
many different purchasing crganizations within the FBI,
spread among hundreds of different vendors. Analysis
showed that most purchases were made on an individual

basis without research into what the FBI already owned,
thus making it difficulf {0 leverage economies of scale.

in October 2011, the IT Management Division ITMD}
addressed this challenge by creating the ITAMP within
the Capital Planning Unit, chartered to create efficiencies
in IT software and hardware procurements. ITAMP
provides a full range of customer-centric services based
on the General Services Administration Federal IT Asset
Management framework. ITAMP svaluates the potential for
enterprise ggreements; consolidates division and program
requirements {o leverage economies of scale; assists

the FD with the acquisition process related to enterprise
agreements; reconciles associated purchase orders;
manages the product distribution, which may be software,
licenses, or hardware; and manages software license
compliance.

The ITAMP invoices the customer for purchases and
includes in each invoice a mulii-year estimate of what the
customer will have to pay for software maintenance. This
information is consolidated annually into division-level
reports for FBI executive budgetary planning purposes.
The ITAMP also provided design evaluation services o
help customers choose the best sofiware licensing model
for their program or development projects.

Through highly effective communication/outreach and
sfficient and focused execution, the ITAMP delivered on
shared commitrments {o achieve significant cost savings
and avoidance for the FBL. During FY 2012, $18 million
in cost avoidance and $1.5 million in cost savings were
realized through the ITAMP




In FY 2013, the ITAMP will begin mapgping the FBl's
technical architecture {0 identify additional oppuortunities
for cost savings opportunities through fine-tuned software
license models.

iT Governgnce

The iT Governance Framework ensures IT programs and
projects comply with the FBI's Life Cycle Management
{(LCM) and best project management practices. 1T
Governance drives the executive-level oversight necessary
to maintain continuous alignment between the FBl's
investments, projects, and mission priorities.

During FY 2012, IT Governance supported 48 milestone
review decisions and performed 24 milesione review
assessiments, and produced 66 detailed monthly Project
Health Assessments (PHAS) on 40 projects. The milestone
review assessiments are objective independent technical
assessments that provide unbiased and actionable
information on an |7 project’s readiness to advance in the
LCM process. The detailed PHAS provide insight on the
health of each 1T project from four perspectives. schedule,
cost, scope, and risk.

The IT Govemance Team, Product Assurance Unit, was
responsible for scheduling, providing logistical support,
facilitating discussions, and recording and disseminating
minutes for 23 Executive Steering Councll, Investment

Management Board, Project Review Board, and
Technology Development and Deployment Review Board
meeatings.

Bureau IT Knowledge Repository (BIKR)

BIKR is an information sharing ool that enables employees
to quickly and easily locate and share information about
FBIUIT investments, projects, systems, networks, contracts,
and processss.

BIKR's searchable database containsl |

BIKR was enhanced to BIKR 2.0 in September 2012, The
application has migrated from a SharePoint environment
into [TB's Distributed Application Virtual Environment
(DAVE). This move, along with switching from an Access
Database {0 a Standard Query Language Server database,
allows for a faster response, more flexibility, and more
concurrent users than the previous version of BIKR.

BiKR has become the aguthoritative source for information
on iT assets. FBI personnel across all branches and
divisions use the fool. it has helped emplovees reduce
unnecessary man hours in responding {o data calis.
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Delta

Della is an operagtional 1T system sponsored by the
Directorate of intelligence (D) that assisis agenis
implementing the policy for managing Confidential Human
Sources (CHSs). The Delta system:

DIVEADW Application Merger

Since first launched in Oclober 2010, the DIVS, the FBI's
Search and Discovery Platform, has steadily grown with
the addition of new data and enhanced capabilities. The
IDW served as the principal data warehousing system
investigative and analytical FBI personnel used to permit
searches from a variety of source data utilizing search
engine technology and analytic tools built o meet the FBI
user’s needs. In January 2012, the FBI approved the
merger of the DIVS with the IDW application into a common
customer interface.

b7E

These efforts are yielding impressive results and are having
a poweriul impact on the FBI's mission.

National Gang Intelfigence Center (NGIC)
Onldine Tool

The NGIC is the only Departiment of Justice (DOJ) entity
tasked with collecting, analyzing, and producing gang
intelligence products to support federal, state, local, and
tribal law enforcement agencies. On a daily basis, they
assist with regional and national threat assessments;
geospatial analysis and mapping projects; identification of
gang signs, symbols, and tattoos; and analylical support
for specific gang-related investigations. They also produce
strategic and tactical intelligence reports and provide
training.

The NGIC has unveiled NGIC Online, an FBl-developed
information system with web-based tools designed for
researching gang-related intelligence. This system

is accessible through LEO, a free resource available
throughout the country. It allows law enforcement
members to search the system’s vast library of intelligence
products and images, post announcements, access officer
safety reports, request information, and view the status of
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requests and subrmissions o the NGIC. Also, additional
resgurces are available including a gang training and
events calendar, discussion board, and fully searchable
gang-terms dictionary.

Since its original deployment in March 2011, four additional
versions were deployed in FY 2011, and six were deployed
in FY 2012, An agile development methodology is being
used to deliver additional enhancements to the NGIC
Online tool. These enhancements continue {o meet the
changing priorities and needs of NGIC Online users.

Mational Name Check Program (NNCP)

The NNCP is a software application designed io mest

the Bureau's responsibilities {o provide information for
background checks conducted internally and for authorized
exiernal agencies. External agency customers include all
other federal agencies, state and local law enforcement
agencies, and select friendly foreign governments.

The focus of the NNCP is o] |

The successful completion of this effort has had, and will
continue to have, a positive impact on the national security
of the LL.S. by helping to identify individuals who should not
be granied entrance into this couniry or who should not be
given positions of trust within the government.

Mobile Access Toactical Remote
Information eXchange (MATRIX)

The MATRIX is a pilot project designed tﬂl

I'The NNCP is sponsored by the Records
Management Division (RMD), which provides funding for
the application and employs a staff of 400 name check
analysts who utifize # to conduct more than 3.5 million
name checks per vear.

The most significant enhancements 1o the NNCP were
unveiled when]| |

As a result, the FBI now has a state-of-the-art name check
capability that is among the best in the world, With 75
percent of the resulls returned being correct maiches.

The entire NNCP Operational Enhancements effort ook 20
months uly 20, 2010 1o March 16, 2012) and just under
$3.7 million to complete. It required:

& the integration and customization of new Commercial
Off-the-Shelf (COTS) products and technologies info
the FBP's IT environment;

e the modification of existing data stores and software;
@ the development of new data stores and software;

& rigorous altention to operating performance and
efficiency;

& six months and multiple rounds of detailed testing; and

& extensive communication and coordination among
various entities within the {ITSD, RMD, and ITMD.

The Secure Mobility Team completed the MATRIX
project design and engineering pilot in Oclober 2011.
The business pilot kicked off in November 2011 with
the deployment of kits to the Washington FO. Pilot
deployments are being conducted with the Chicago,
Tampa, Memphis, Baktimore, and Charloite FOs;
Science and Technology Branch; NSB; CTD; Critical
incident Response Group (CIRG); High-Value Detainee
interrogation Group; STAS; and ITED.

The Secure Mobility Team is crafling a comprehensive
business plan that will provide for the continued use of
MATRIX for existing pilot users and the piloting of the next-
generation of mobile access at a significantly reduced cost.

b7E

b7E
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Mobility Applications Concept of
Operations (CONQFPS;

Two ITED employees were {ransferred temporarily from the
ITED {0 the OCKO to assist with the Mobility Applications
{apps) CONOPs pilot. They conducied a study and

an analysis of the activities involved in developing and
delivering applications for mobile (SmarntPhone and

tablet) platforms. The team reviewed, characterized, and
identified mobile applications that were potentially useful

o the FBl. Additionally, the team analyzed FBI policies

to ideniify those policies that could apply 1o using mobile
applications when conducting official FBI duties.

Two FBl mobile applications were developed and delivered
during the Mobile Knowledge Pilot in the 3rd Qir. of FY
2012; two additional applications were developed and
delivered in the 4th Qtr. of FY 2012, including:

@ An interactive, unciassified version of the FBI
Domestic intelligence and Operations Guide (DIOG).
This application improves access {o and knowledge
of the DIOG and helps fo improve investigative
efficiencles. # also promotes greater awareness,
adherence, and compliance.

Manuals, handbooks, guick guides, and helpful tips
publications are prime candidates for movement o mobile
devices. As aresull of these pioneering efforts, the
development team discovered ways of how to improve
the process. All of these applications advance the goal of
mobilizing FBI knowledge to support FBEI operations and
promote business efficiencies and compliance.

Lentinel

in October 2011, in collaboration with the CIRG, the
Sentinel feam prepared for a Sentinel Functional Exercise
(SFE D) with participanis from FOs, Legal Attachés (Legats),
and FBI Headquarters (FBIHQ) divisions. The exercise
replicated daily business practices using Sentinel to allow
participants an opportunity 1o evaluale Sentinel functionality
and provide user feedback. During this exercise it was
discovered that the Sentinel application would need {o be
supported by more powerful servers.

After the October 2011 SFE, the Sentinel Agile team
continued to develop Sentinel while waiting for the new
hardware 1o arrive. As they developed new functionalities,
the Sentinel Agile team aclively began seeking feedback
from a designated user group to assess and evaluate
Sentinel to ensure iis usability and effecliveness.
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in March 2012, more than 300 Special Agent Sentinel
Advocates participated in Sentine! orientations in the
Atlanta, Denver, and Newark FOs. These agents received
a preview of important new features that would be available
when Agile Sentinel was released o the enterprise.

The ITB and CIRG conducted SFE |l at the end of April
2012. SFE U allowed more than 525 participants o
experience Sentinel funclionality in a simulianeous,
enterprise-wide exercise environment. Exercise
paricipants representied 55 FOs, 12 Resident

Agencies (RAs), five Legals, and five FBIHQ divisions
(Counterintelligence, CTD, Criminal Investigative, Cyber,
and the Directorate of Intelligence).

Following a successful SFE i, the Sentinel team began
training the Organizational Unit Administrators, Operational
Support Technicians, and a cadre of agents who, in tumn,
were to train personnel from their FOs for enterprise-wide
deployment.

in late May, more than 440 FBI emplovees attended six
Train-the-Trainer sessions conducted at the Dallas and
Denver FOs and the Northern Virginia RA. Participants
from across the country received a comprehensive
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infroduction to the Sentinel application during a four-day
hands-on orientation. They alsc worked through case-
based scenarios to become familiar with the application.
The trainers returned to their organizations o train thely
counterparts.

Sentinel was deployed for “Go Live Set Up” May 29, 2012.

During that time, two “dress rehearsals” in preparation
for enterprise-wide deployment occurred. Alocal dress
rehearsal with two squads from the Washington FO and
one FBIHQ Division ook place from June 8-8, followed
by a global dress rehearsal June 18-22. Dress rehearsal
participants performed all duties in Aulomated Case
Support and, in parallel, performed the same fasks in
Sentinel. This provided employees the opportunity

{o understand and focus on the process for using the
application without drastically impacting operations.

On July 1, 2012, Sentinel was deployed enierprise-wide
and became the FBPs global case management system.
The change to the new Sentinel system represenis a
significant change in how the FBI conducts #s daily
investigative and case management workload. Since its
depioyment, over 30,000 employees have used Sentinel.

The Sentinel team continues 1o develop and enhance
Sentinel functionality and train and communicate with users
in the field in preparation for future Sentinel releases.
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Surveilfance Program Integrated
Reporting and Intelligence Tool (5PIRIT)

SPIRIT is a SharePoint application that serves as the
FBl's primary repository for raw intelligence data collected
through mobile physical surveillance methods. Sponsored
by the CIRG and developed by the [TB, SPIRIT helps

FBI agents and analysis maximize the effecliveness of
surveiliance operations.

SPIRIT is an FBl-wide solution for storing mobile
surveillance data, tracking program metrics, and managing
surveillance workflow. It improves the processes for
requesting and scheduling mobile surveillance resources
throughout the FBI, provides workflow automation, and
facilitates efficient dissemination, review, and analysis of
raw intelligence,

Rather than handling surveillance requests and
documentation on an office-by-office basis, as was done
previously, requests are submitied through the same
systemn. Having a unified system for all surveillance
information and workflow across the FBI aliows users {o
retrieve historical surveillance data, such as a surveillance
subject's associates, vehicles, residences, and businesses,
and create reports for investigative or intelligence use.

Significant enhancements were deployed in the SPIRIT 1.3
upgrade reieased during July 2012,

Highlights include:

b7E




Because SPIRIT allows for surveillance information to

be documented, shared, and queried across the FBI,
intelligence analysis can use the sysiem {o research trends
and discern links — aliowing them {0 "connect the dots”

and make the most of the information obtained during
surveillance pperations.

Standard Products List {§PL)

The SPL, managed by the ITED, is the single authoritative
list to govern the acquisition, use, and disposal of
technoiogies, including workstation hardware eguipment,
such as multi-function printers, and standard baseline
software. itis an easily accessible, user friendly, valuable,
enterprise~wide cusiomer resource. ftems not on the SPL
can only be purchased after g review and approval process
by the ITED. The SPL, located on the ITED ShareFoint
site, has approximately 70 items that have been approved
through an established vetting process.

Technology stewards, comprised of executives, points
of contact, subject matier experts, and communities of
interest, keep the ITED apprised of current technologies
and approve requests for new technologies.

During FY 2012, the ITED conducted an Open Vetling
Season with ITED technology stewards. One-on-one
sessions were conducted to educate the technology
stewards on their role and provide training on how {0
process requesis more efficiently. During the Open
Vetting Season, the ITED reduced the hacklog of pending
requests, which increased the vetling percentage by more
than 125 percent.

Windows® 7/0ffice® 2010

Windows® 7 is a pilot engineering effort designed to
upgrade the current operating systemn and office suite
before Microsoft® support for the legacy XP is no longer
available. The new software upgrades the FBFs computers
from Windows® XP to the Windows® 7 Enterprise Edition
with a corresponding update to Office® 2010 at a date o be
determined. This will provide the speed and performance
necessary {0 support mission tasks and sites that reguire
additional IT computing power. Windows® 7 will provide
greater communication, multi-media, and security
functionality than Windows® XP.

During FY 2012, the ITED Windows® 7 Project Team
completed version 1.2 of the Windows® 7 baseline for
FBINet, FBI Unclassified Network (UNet), and Next
Generation Sensitive Comparimented Information
Operational Network (NGSCION).
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Unified Financiol Monagement System
{UFAS)

The UFMS is the DOJ's new financial and acquisitions
management system. It is a COTS, Federal Financial and
Acquisition Management System sponsored by the FD.

The UFMS will improve the DOJ's financial and goquisitions
management performance and provide the FBI and

other DOJ components with an enterprise-wide financial
management system, enabling more effective management
of financial resources in support of the DOJ’s mission,
objectives, and strategic goals.

The UFMS offers features that will streamiline financial
workflows by eliminating or consolidating duplicative
functions. it will also address material weaknesses
and non~conformance in internal controls, accounting
standards, and systems securily identified by the DOJ's
Office of the Inspector General

Finally, the UFMS will provide procurement functionality o
streamiine business processes, consolidated management
information, and the capability to meet the mandatory
requirements of the Federal Acquisition Regulation and
Justice Acquisition Regulations.

implementing the UFMS is one of the FBI's fop priorities,
as it will significantly enhance the Bureau's ability to more
effectively and efficiently manage financial business
processes which, in turn, will enhance the ability to carry
out national security and law enforcement operations.

The FBI is deploying the UFMS in three phases:

Phase 1 consisted of the deployment of the UFMS
Contract Writing Tool (CWT) in 2008,
The CWT provided the FBI acquisitions
community with a uniform, automated
mechanism for generating solicitations.

Phase 2 was compleied on October 1, 2012. The
full system functionality of UFMS was
deployed at the CJIS, and the Pitisburgh,
Chicago, and Louisville FOs.

Phase 3 is scheduled for the 1st Qir. of FY 2014,
and will include Bureau-wide deployment
of UFMS.
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Continual Service Improvement Program
{C5)

The C3!is an ITB initiative to resolve enterprise
performance issues and improve the availability of IT
services. The effort is being led by a core team of 25
IT3SD and ITED personnel. Support Tor the program, which
began in February 2012, is wide-reaching, including FOIT
Specialists and Electronic Technician staff, and assistance
from the ITMD, FD, FLSD, and Security Division (SecD).

The CSI represenis the first ime in several years the ITB
has conducied an exiensive review of its network and
system infrastructure components, software, and internally
developed applications. The CS8lis turning the tide on

IT service and engineering at the FEI by streamlining
business processes and assuring secure adherence fo
indusiry best practices. This helps deliver vital operational
IT products 1o the FBI enterprise on time with increased
efficiency and maximum performance. The CSI is currently
focused on the BlackNet, |(FBENet), application
guality of service, deskiop performance, and the coniinued
success of the Sentinel application.

During FY 2012, CS1 accomplishments included:

5ite 73

Site 73 is a modern, reliable data center facility able fo
deliver guality customer service,

it provides:

& a lights-out location with minimal personnel supporting
all FBI enclaves, enterprise services, storage, and
network connectivity.

@ increased capability to belter maintain applications
and systems through standardization of hardware,
processes, and procedures,

& enhanced FBI productivity through increased data
center capability and improved service.

& the technology needed by the ITSD {0 continue its
operation and mainienance capability and operational
support.

During FY 2012, the ITED completed the Data Center
Network Design initiative which included designing many
aspects of the site with respect to equipment layout,
cooling, power distribution, and fiber and cable routing.

in Aprit 2012, the STAS completed the move of its Ashburn
Data Centerto Site 73, The cost aveidance for the physical
reduction of the Ashbum Data Center was $700,000 for

FY 2012,

When completed, Site 73 will support the modernization of
all FBI networks, [T infrastructure, and provide modern core
services, and nelwork storage.

DAVE

Maintaining a cuvent IT infrastructure is critical to
the operations of the ITSD and its customers. The
infrastructure Support Section, Data Center Unit, is using




b7E

The circuit consolidation initiative is ongoing. The
remaining activities are primarily associated with lists of
circuits that are tracked by invoice {0 determine when those
circuits are disconnected. The ECC is projecied to be
completed during FY 2013,

Continuing these efforis will help the FBI handie the fiscal
constraints it is currently facing and demonsirate the
organization’s dedication to being a conscientious steward
of taxpayer doliars.

Enterprise Secure Remote Access Service
(ERAS)

improving access to information anywhere, anytime is an
objective not only for the FBI but also for the entire Federal
Government. in support of that objective, the ITED took

a step foward realizing a secure remote access capability
that is secure, scalable, affordable, and available as a
service for the enlerprise.

Enterprise Circuit Conselidation (ECC)

The ECC is one of eight initiatives within the FBI that will
collectively streamiine the FBI's network infrastructure.

it provides tremendous cost savings 1o the FBI while
reducing its overall energy and real estate footprint;
increasing security; improving efficiency; and eliminating
excess spending and outdated technologies across the
entire FBL

This multi-year effort, spearheaded by the ITED, began
in 2009 and is nearing completion. 1t will end with

100 percent identification of ITB-purchased circuils

that the Network Engineering Unit recommends be re-
engineered or disconnected, providing cost reduction

or elimination. Lessons learned during the ECC effort
will promote periodic “right-sizing” of circuils to maintain
efficiencies in IT costs. The ECC circuit consolidation
initiative has proven 1o be an exdremely valuable project,
helping o identify discrepancias in billing and inventory
of telecommunications circuits, providing significant cost
savings for the FBIL

Initiatives completed during FY 2012 include:

e Identification of billing and inventory errors in
equipment vendors’ maintenance contracts

e ldentification of unnecessary circuits and analysis of
all telecommunications cost accounts

b7E

ERAS will be an FBI service that provides users with

secure access {o information on both the FBINet and
UNet simultanecusiy. b7E
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NGESCION

The ITB began deployment of its new, state-of-the-art

Top Secret (TS)/Sensitive Compartmented Information
Operational Network (SCION) platform, NGSCION in

May 2011, NGSCION provides agents and analysts with

an environment that supporis the FBI's National Security

mission| | b7E

b7E

Multi-Function Printer (MFP) Deployment

During FY 2012, the ITSD, and FD worked jointly 1o refresh
printers, copiers, and scanners in the FOs supporting
FEINet activities.

The MFP project modernizes the Bureau's infrastructure by
deploying standard network multi-function print, scan, and
copy devices {o replace the large number of network and
individual-user printers and scanners currently deployed
world-wide to every FBI facility. Enhanced features allow
the FBI to consolidate and downsize from its current supply b7E
of copiers, printers, and scanners providing a standard
product that can be betler supported by 1T personnel.

The deployment of MFPs also reduces the total number
of network printers and their associated costs, while
increasing the total number of available scanners,
improving operational efficiencies enferprise-wide.

Currently, the Bureau mainiains 14,000 printers, or ong
printer for every three resources (ratio of 1:3). The MFP
initiative — a one-time capital investment — will change the
printer-to-resource ratio from 1:3 t0 1:9. It is estimated
that this change of copier products will reduce copier
replacement costs by nearly one half and maintenance
costs by 70 percent, resulting in cost avoidance in the first
year in excess of $3.8 million.

Printer delivery {0 FOs was designed to take place in
phases. Phase 1, completed July 1, 2012, included the
full deployment of the monochrome MFPs. Phase 2,
scheduled for completion during December 2012, will
deliver the remaining color MFPs and Single Funclion
Printers to all the FOs. Deployment {o the FOs began in
July 2012 with an anticipated compiletion of Phase 2 by the
end of December 2012,

Security Management

Classification Marking Tool (CMT v.3.1)

On September 28, 2012, the {TB deployed CMT v.3.1 of the
Office of the Director of National Intelligence-mandated and
CiA-developed CMT on the FBI's classified network.
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The CMT allows employees 10 use the auiomated tool

to select the correct classification criteria based on the
information being classified. Proper document marking
facilitates information sharing with a consistent marking
format designed 1o ensure classification decisions for
each portion are clearly marked and easily understood.
Al classified documents—including, but not Hmited

io e-mail, electronic communications, policy guides,
newsletiers, spreadsheets, documents, presentations, and
photographs—must display portion markings and banner
lines on each page as well as the classification authority
block on the first page of the document.

The updaied CMT features the same functionality to the
user community, but has a slightly different web-based
“look and feel.” A number of enhancements have been
made on the backend of the tool to accommuodate for
additional changes expected during FY 2013,

e-Discovery

The ITB is addressing the FBFs #1 compliance risk

by standardizing the tools and processes used for the
identification, preservation, collection, and review of
electronically stored information (ES)) in civil and criminal
e-Discovery.

ITB is parinering with the OGC, RMD, Sech, Inspection
Division, and the FD o manage the launch of new
e-Discovery tools and processes and centralize all ESI
search and collections.

FY 2012 milestones included:
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The e-Discovery Project Management Office is working
with the ITED, ITSD, RMD, and Sentinel management to
develop and deploy a Record Marking Tool within Outlook
that will be piloted and deployed during FY 2013.

Provisioning and Access Control System
(PAL)

PAC is an FBI T modernization project, enabling accurate
and efficient management for granting and revoking system
access rights across the enterprise. PAC is a modermn
identity and Access Management infrastructure. i will

Security Management Information System
(SMS)

During FY 2012, the ITMD completed the SMIS and
transitioned the project io the SecD’s Enterprise Process
Automation System team. The creation of the SecD in
20081 in response 1o the arrest of Robert Hansen prioritized
the need to consolidale and centralize management of the
security programs in support of Secl’s Sirategic Plan.

The SMIS initiative automated the SecD’s Initial Clearance
Section’s Clearance Processing System (CPS). The

CPS tracks and manages background investigations and
clearance determinations. Auiomating the CPS allows

the FBl 1o process background investigations for agents,
professional support personnel, and contraclors in a more
timely fashion. Cther benefits CPS automation provides
customers include:

b7E
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The ITB requires skilled, educated, and experienced 1T
professionals to address new and emerging technologies.
To enhance s workforce, the ITB used a myriad of hiring
methods o continue o staff critical positions.

During FY 2012, the ITB posted 82 vacancy
announcements and 138 applicants were submitted for
employment background processing. In addition, ITBE hiring
managers accepied and reviewed resumes recommended
and referred to them by ITB employees. Atotal of 86
empioyees were hired using this “Direct Hire” process.

d 5

The I'TB employed an “Approved-for Hire” SharePoint site
developed by HRD io hire individuals who had successfully
completed the background process and were available to
report onboard without further processing.

Twenty-two employees were hired through the On-Board
Contractor Buy-back program. This enabled the ITB to
save money by cost-effective replacement of contracting
staff with government employees.

All of these hiring methods enabled the ITB to fill their
vacancies for critical positions.

Awards and Recognition

Rentinel Team Wins Directors Aword

On September 6, 2012, 15 members of the ITB’s Sentinel
team received the 2012 Direclor's Award for Outstanding
information Management. Before Sentinel’s launch

this past June, the Sentinel team spent more than 22
months working on the development and deployment of
the application, using innovative technologies (o meet
the system requirements specifications and to meet the
customers’ case management needs. The Sentinel team
invested in user training opportunities and deploved

extensive online training materials to ensure a smooth
fransition for all FBI employees. Sentinel has allowed
employees {0 share and view case information among each
other within minutes and hours rather than the days or
weeks it ook previously.

Sentinel is one of the most significant sofiware applications
ever developed for the FBI workforce and represents one
of the most all-encompassing technological contributions to
the FBL

Assistant Divector Jennifer R. Sanchez,
Presidentiol Rank Award Recipient

ITSD AD Jennifer R, Sanchez was honored in a ceremony
in the Bonaparie Auditorium at FBIHQ on May 11, 2012,
with the Meritorious Rank for the 2011 Presidential Rank
Awards -~ the highest award the President can giveto a
member of the Senior Executive Service.

AD Sanchez’'s was recognized for her professionalism,
lovally, and devotion o duty she has demonsirated during
her nearly 33 years with the FBL

During her tenure, she led the ITSD's move o enhance
its 1T infrastructure services to meet the FBI's operational
needs and user expeciations. She directed the effort to
obtain state-of-the-art data center services and played a
key role in establishing the ITSD Strategy Map identifying
priorities and guiding division resources 1o ensure mission
SUCCESSs,

AD Sanchez’s service as a leader and role model and her
devotion to duty was recognized by her peers within the

bé
T8 and throughout the FBL
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Emplovee Awards and Recognition

During FY 2012, the talents and hard work of I'TB
employees did not go unrecognized. Employees received
awards and recognition for their individual performance,




service, and teamwork. Awards were given for innovative
ideas, cost-saving initiatives, and business or process
improvements,

ITB emplovees received:

45 Incentive Awards

500 On-the-Spot Awards
88 Time-Off Awards

20 Lapel Pins

35 Quality Step Increases (for year-long excellence in
job performance)

]

& & @& @

Knowledge Awards Program (KAP}

The OCKO sponsored the KAP, a Bureau-wide awards
and best practices sharing program, designed 1o provide
an avenue for emplovees to share proven solutions,
knowledge, and experiences to help the Bureau “do
more with less” and foster the innovative spirit of the FBI
workforce.,

The OCKO received 150 approved submissions. These
included 87 submitied by FOs, 82 from FBIHQ entities, and
one submitted by a Legat. Overali, 86 percent of the FOs,
100 percent of FBIHQ Divisions/Offices, and six percent of
Legats pariicipated.

Seven hundred sxty-five employees were recognized with
certificates. Of these, 377 employees received On-the-
Spot awards.

Training

Advanced Management Program (AMP)

Two ITB employees participated in the 16-week resident
graduate program at the National Defense University. it
is designed for middle-and senior-level managers and
leaders responsible for promoting and atiaining national
and international security goals through the strategic
use of information and information technology. The
AMP is & highly interactive student-centered educational
experience in which leadership skilis and abilities are

emphasized. Participants have the option of earning a ClO,

Cyber Leadership, Chief Financial Officer Leadership, or
Government Strategic Leader Certificate.

New Employee Orientation

New FBI employees receive an FBl-related orientation
when they first “report for duty.” OCther employees might be
“veteran” FBI employees, but are new {o the ITB. Because
neither group receives any ITB-specific information, the [TB
established a newcomer’s orientation to familiarize them
with the Branch and iis mission.
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Recognizing the importance of the orientation, the ITB’s
executives, including the EAD, make every effort to
personally attend and brief the newcomer’s on their areas
of responsibility--an overview of their mission, vision,
functions, and key products and services they provide,
During the orientation, new employees receive in-depth
information about human resources, security, budget,
logistics, and communications-related policies and efforis to
ensure they “learn the basics” and know where to go within
the Branch for assistance. These sessions also provids
the employees the opportunity to ask any guestions, meet
other new employees.

The number of orientations, dates, and number of
attendees vary based on the number of individuals coming
onboard and their availability. Based on these parameters,
the ITB conducted two new employee orientations during
FY 2012, Forty new emplovees attended the all-day
Sessions.

NGSCION Training

To improve obtaining the required Sensitive
Compartmented information (SCI) accesses and training
in the use of NGSCION, the {TB's ESS formed a team to
investigate the current process; identify improvements
1o reengineer and virtualize the training; and eliminate
excessive lead times and fravel o FBIHQ.

The team engaged the SCION/NGSCION program
manager, the SecD, HRD, and other ITB stakeholders {o
coordinate the necessary actions required including:

The system was rolled out in February 2012, The
requirement for classroom training was phased out.
Currently the average time reguirement {6 complete the
process is 14 days. Since the rollout, 1,760 employess
have requested and completed training.

GETA Training

GETA training provides professional development training
opportunities for all FBl employees. Consideration for

all fraining requests is based upon supervisory approval,
employee work demands, GETA program manager
approval, and financial resources available at the time
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of the request. Training must be related directly o
documented duties and/or collateral duties as assigned.

During FY 2012, 316 ITB employees attended GETA-
funded training.

Program/Project Managementi
Professionals

The Office of Management and Budget (OMB) developed

a program management cerification program in April 2007
io ensure federal project/program managers possessed the
necessary coimpetencies o succeed at various stages of
their careers.

The Federal Acquisition Certification for Program and
Project Managers (FAC-P/PM) consists of three levels
of certification (entry-level, mid-level, and senior). The
program alsc features a continuous leaming requirement
once an individual achieves any level certification.

Currently the [TMD has 20 cedified FAC P/PM Lavel Hiis,
the gold standard in certification. During FY 2013, the
section is expected have six additional cerlified FAC-P/
PhMs.

b6
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Regional ITS Program

To betier engage the IT dislogue between FBIHQ and

the field, the ITSD Field Support Unit (FSU) created

the position of the Regional information Technology
Specialist (RIT). The F3U is now the home 1o five RiTs
who are responsible for a coliection of regionally based
FOs throughout the continental U.S. This new program
enhancement gives all the units at FBIHG one bulton o
push to send and receive information, 1o and from the field
IT communiiy.

The consolidated approach provides a targeted,
streamlined information flow that allows everyone involved
to focus on his/her own areas of expertise. Whether
gearing up for a deployment or perhaps a pilot, now FBIHQ
units and project teams do not have (o search websites
and staffing lists for names, phone numbers, and poinis

of contact for FO personnel. Likewise, the FO Information
Technology Specialists (ITSs) do not have {o search
organizational charts and mission statements to determine
which units could provide the respective support or service
neaded for any given situation.

Armed with extensive experience both in the field and
FBIHQ, each of the five RiTs are acutely aware of the
challenges of working IT in the FOs, as well as the broad-
based sirategic perspective of HQs. The dialogue is
certainly a two-way communication. As the conduit for

all IT matters between FBIMQ and the field, just one call
through the RITS yields the flow of information both ways.

During FY 2012, the FSU initiated a bi~weekly summary for
to the field of IT events, activities, and issues of concern.
in addition, the FSU conducted monthly live meetings to
allow the field the opporiunity {o ask questions and hear
directly from subiject matter experts from FBIHQ. The F8U
also sponscred its first virtual conference.

Virtual Information Technology Exchonge
Seminar (VITES)

The FSU sponsored the VITES hosled at FBIHG on
September 18-20, 2012, highlighting the theme “IT3s: The
front line of providing betier technology service.”

More than 175 attendess per session participated in the
highly successful event including participants from every
FC. EAD/CIO, Jerome M. Pender, presented the keynote
message outlining his vision and priorities. AD Jennifer R.
Sanchez provided a welcome address and discussed her
foremost focus for the ITSD, “improving the overall guality
of IT services throughout the enterprise.”

This year's event was unigue: It was the first ime it was
hosted remotely using Online Meeting. Subject Matter

Experts offered solutions for troubleshooting issues,
network concerns, and reports. Informational presentations
included: DIVS-IDW Merger, Advanced Enterprise

Troubleshooting
iopics of interest,

Service Manager, and many other

The seminar was available 1o all interested emplovees
and allowed every IT Specialist the opportunity o leamn,
coliaborate, and share from any location. The highly
interactive forum offered the ahility to ask questions in real
fime or by messaging.

ITB “All-Honds” Meetings

Three ITB “All-Hands” meetings were held during FY

2012, EAD/CIO Chad L. Fuigham held the first FY 2012
meeting on Cctober 3, 2011, in the Bonapaite Auditorium at
FBIHG. Guest speaker, retired EAEI spoke
on “The Value of Your Work... A View from the Private
Sector.” He encouraged ITB employees to remember the
importance of thelr work to the mission of the FBL. He also
discussed applying business principles, such as business
plans, focusing on deliverables, and risk management

to public sector work, Fulgham spoke about the Branch
accomplishments, hiring initiatives, and Sentinsl.
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Fulgham hosted the second Siate of the ITE meeting

on February 21, 2012, in the Bonaparte Auditorium at
FBIHQ. Retired EAD] | previously the head
of the Science and Technology Branch, spoke about how
imporiant each Branch’s contribution is {o the FBl's overall
mission. He described each employee “as being one fiber,
one thread of the entire investigative process, but that each
empioyee can be the thread that pulis everything together. ©

Fulgham updated employees on current and future ITB
projecis/initiatives to include the streamiining of the SCION
access and training processes, the Regional TS program,
NGSCION, the MATRIEX secure mobility project, wireless
mobile devices, and Sentinel. He also recognized the
contributions of several ITB employees with lapel pins

and presented a Penguin Award to an employee who was
willing 1o take risks to further innovative ideas.

EAD/CIO Jerome M. Pender hosted a “Welcome Aboard”
Ali-Hands meeting on September 28, 2012, in the
Bonaparte Auditorium at FBIHQ. ADD Kevin L. Perkins,

the guest speaker, discussed his role as a customer of the
ITE and praised the Sentinel team saying that the “rollout
was one of the single-most important accomplishments the
FBi has done.”

Pender introduced himself and addressed his three guiding
principles: Integrity, Teamwork, and intelligent Risk Taking.
He discussed his vision for the Branch which included

four priorities: T Business Alignment, Network Stability,
Financial Responsibility, and winning Back the Mission
Business.

2011 Knowledge Week
Ordinary People, Extraordinary Solutions

Knowledge Week, an annual event sponsored by the
OCKQO, features speakers on fopics such as collaboration,
knowledge sharing, and innovation. The 2011 event took
place November 14-18, 2011, in several conference areas
in the FBIHQ. | also was available enterprise-wide via
webcasting and Microsoft Live Meeting.

The program included presentations on the My Siles
networking tool, a mentoring/ioh shadowing program, and
the KAP. Knowledge Week atiendees participated in a
Knowledge Café, which included a variety of FBI speakers
on topics such as intelligence, gangs, and technology.

Knowledge Week also featured a panel discussion and
awards ceremony for the top recipients of the KAP who
traveled from across the country to FBIHQ o present their
success siories and lessons leamed.

Knowledge Capture Program

The OCKO created the Knowledge Capture Program {o
record employees’ years of knowledge and experiences
before they leave the FBI for relirement, a rotational duty,
or another job assignment. Prior to their departure, QCKO

b6
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staff interviews emplovees and makes their recorded
answers available {o their successors.
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During these meestings, community members from the

Topics discussed include key ongoing issues, important
points of contact, challenges that may lie ahead, and
lessons learned. This past year several executive-level
empiloyees participated in the program prior {o thekr
departure from the FBL

Federal Knowledge Management
Community

This past year the FBI's Office of the Chief Knowledge
Officer (OCKO) brought together knowledge officers from
various federal agencies for five Federal Knowledge
Management (KM} Community meetings. These meetings
were held atl |

and more, shared ideas that ranged from
how to meet different challenges the agencies were facing
to projects and programs working for the agencies.

Some of the ideas discussed included how io betier
coliaborate using the Federal KM Community website -
creating a Federal KM Primer and collaborating regarding
best practices 1o reduce redundancy; the BOT's use of
ideation and crowd sourcing through the use of Ideabub;
and the Army’s succession planning programs — Army
intern and Mentor Programs, Continuity Books/Standard
Operating Procedures, and Exit Interviews.

Community of interest Groups

The ITMD is now home 1o two “‘Community of Interest
Groups” whose individuals share a comimon interest and
meetl 1o discuss how it impacts their work, These working
groups focus on the unique challenges of their respective
members.

The ITMD Advanced Technology Group (ATG) was formad
inJanuary 2012, to bring together employees and their
technical expeitise to improve the Division’s business
processes. The ATG helps the ITMD keep pace with rapid
IT innovation.

The ITMD has also assembled a group of senior-level
employees with the creation of the Council of Fifteens
(Cof 15). The Cof 18, comprised of non-supervisory GS-
15 personnel assigned to ITMD, leverages the extensive
knowledge and experience of subject matier experts.
During FY 2012, the 17-member team focused on specific
areas of development including LCM streamlining, staff
fraining and certification, and employee mentorship. This
feam also attends the monthly ITMD leadership meeting to
present updates on their ongoing initiatives.

Together, these working groups encourage colfaboration
and enhance business operations.

ITED Vendor Day Events

During FY 2012, the ITED hosted three Vendor Day events.
These gatherings, held in the William H. Webster Room

at FBIHQ, provided professional venues for educating
atiendees and keeping them cumrent on new IT products
and industry trends.

& The Cloud Computing Expo took place on January
18, 2012, More than 50 vendors participated in this
event which featured a variety of new and improved
technology tools.
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& The Application and Storage Management Expo took
place on Aprilt 17, 2012, Vendors showcased new
products and services offered by each company.

@ The third IT Vendor Day took place on on August 1,
2012, More than 30 small businesses and prime
contractors were on-site to share information about
their iatest technology products and solutions.

b6
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The [TMD Jeopardy Event
The ITMD sponsored a team-building event modeled afler
the television game show, “Jeopardy.”
Contestants answered guestions on IT-related and FBI
historical knowledge.
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ITB Medals in Olympic Preparedness

Millions of people descended on London July25 - August
12, 2012, to witness the Summer Clympic Games. More
than 10,400 athletes vied to grab 302 possible medals in
28 sporis.

& For those not holding one
\‘ of the eight million event
tickels, there were numerous
otherways for fans {o enjoy
the festivities. Organizers
estimated that billions

of people around the
globe were glued to their
televisions and/or computers
to cheer their favorite athletes as they
competed in everything from archery to
basketball to table tennis.

With the spotlight planted firmiy on

London and the dozens of venues

used for competitions, it wasn'i

surprising o know that the FBl had a
strong presence at the games.

A group of highly-skilled and dedicated agents, intelligence
analysts and professional staff worked closely with other
international partners {o ensure that athletes and speciators
alike were protecied.

These individuals relied on the availability and speed

of the FBI's networks to share necessary information

with international counterparnts worldwide. However,

with the influx of tech-savvy visitors equipped with their
SmartPhones and tablets, connectivity was challenged like
never before.

To alleviate any potential issues, the International Support
Unit (1ISU) worked closely with the Legat office in London io
prepare for the games and provided additional TEMPEST
workstations and other IT equipment for FBINet access.

Additionally, many cother items were enhanced to ensure

FBI personnel were ready and able (o assist during the
games. Bandwidth was increased, encryplion devices were
upgraded, and additional fiber oplic cable was insialled.
And, if FBI employees needed assistance, remote help desk
support was also available around the clock.

Getting ready for the Olympics was a long process with
many moving parts, but thanks to ITB personnel in the ISU,
the FBI's technology rescurces were secure and reliable.
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History of Office of the Chief Information Officer/Information and Technology Branch

FYZ001-FY2006
Jul 04
FBI Approved
Reorganization of OCIO
May 03 7
Director Named Jul 04 //
IRD Renamed e
ITOD 4
/ May 05
/ First DCIO
’ Established
! Sep 05
iT Utilities

W. Lowery
as Acting CIO
| May 04
: Director Named
Z. Azmi as CIO \
/7
i

Placed Under GO

Dec 03

Director Named
Acting CIO

1/1/20086 )

9/30/2008

Nov 01
Congress Approved
"'-,.' Z. Azmi as
Jui O
OCIO Designated
as an FBi Branch

Establishment of the
0Cio Nov 01
Director Named B. Dies
i \,

/' as Acting CIO
1112003 11112004
Jun 04
ITSD Established
OIPM Established N
Sep 04

OIPP Established
Congress Approved
Reorganization of OCIO

1/1/2002
E CIOChief infarmation Officer
IO - Beputy:Chigrinformation Qfficer

9/11/2001
10/1/2001

Jut 02
Director Named D. John
as Ci0




History of Office of the Chief Information Officer/Information and Technology Branch
FYZ2007-FY2012

Sep-07
Attorney General
Approved Name Change to
Information and Technology Branch;
ClO 10 EAD Mar-03
Congress Approved
Name Change

OCKO Established

\
Aug-07 \
\

1/1/2008

Jan-07
Second DCIO
Established

Dec 08
Director Named
C. Fuigham as CIO

Jul-09

ITOD Reorganized
Renamed ITSD

Apr-08

i
Director Announced

Name Change

Aug 12
Director Named
J. Pender as CiO

May 10
Congress Approved
Reorganization of {TB

1/1/2010 17172011 1/112012

GG Chief Infarmation: Officer
CI0 - Reputy Chiefinformation Officer
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Letter from the

Executive Assistant Director and gjc
Chief Information Officer

The information and Technology Branch's Fiscal Year (FY) 2014 Year in
Review provides an overview of the many IT products and services we
delivered to our customers enterprise-wide.

This past fiscal year, the FBl was faced with a three-week govemnment
shuidown, hiring freezes, travel and training restrictions, and uncertain
funding allocations. Despite these exiernal forces, the ITB continued {0
deliver essential products and service to all FBI employees and their Law
Enforcement and intelligence Community partners. We made some difficult

budgetary choices to stretch our funding and put those funds on the highest
priority initiatives.

This report highlights those noteworthy FY 2014 1T accomplishments.

&

ITB Organizational Realignment -- The ITB realigned its divisions effective April 2014. The
corganization changed from functional divisions to divisions reflecting the branch’s sirategy and
priorities. The new structure improves service delivery, streamlines decision making, and simplifies
customer interaction.

Data Center Consclidation - The ITB's realignment moved an entire section to Pocatelio. The current
building is undergoing renovations {o house additional ITB personnel, along with personnel from the
Finance Division.

Smartphone Deployment -- The Samsung Galaxy 8%5 was piloted at the San Francisco, Dallas,
Louisville, Tampa, and Charlotte Divisions with enterprise-wide field office deployment taking place
from Sept. 28, 2014, through ~ Jan. 2015.

Sentinel Case Management — The ITB continues its’ commitment to enhance the Sentinel application.
With the release of the new Sentinel 1.5 intelligence Management Module in Sept. 2014, Sentinel is
strategically positioned to make a significant contribution o the FBI mission. Being able to connect the
dots across the organizations’ vast body of information is what the public expects from the FBI.

Windows 7 -- More than 100,000 workstations on the FBl's classified (FBINet) and unclassified (UNet)
networks were converted to Microsofi® Windows® 7. The deployment of the operating sysiem fool lege
than one year. All FBINet and UNet machines were converted by May 2014 using, mainly
capability which required very litle "hands-on” labor from the [T Specialists.

b7E

|The RSNTR project upgraded approximately 1,814

network devices in more than 700 resident agencies, 56 field offices, FBI Headguarters, data centers,
and Legal Atlachés.

The above mentioned achievements are but a representative handful of the significant work undertaken by
the mission-focused ITB employees. Their dedication to delivering innovative, cost-efficient solutions and IT
tools is making a difference in how you conduct your daily business..

| look forward to building on the successes of the past vear and to delivering many more exceptional iT

products and updated services on your behalf.

hm M

Jerome M. Pender
Executive Assistant Director and
Chief information Officer
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David J. Bukovich, Jr. was selected as Section Chief (8C) of the Enterprise Data Analvtics
Section, ITADD, in December 2013.

Jon Kevin Reid was selected as Deputy Assistant Director (DAD), ITCRMD, in December
2013,

Joseph Brandon was selected as SC of the IT Project Management Office Section,
ITCRMD, in April 2014,

William Searcy, Il was selected as DAD, ITID, in May 2014,
Brian A. Truchon was selected as AD, ITID, in May 2014,

Michael Malinowski was selected as SC of the Data Center Hardware and Operating
System (O8) Section (Pocatello), ITID, in June 2014,

Tracey A. North was selected as DAD, ITADD, in July 2014,
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The ITB realigned its divisions effective April 2014, Final Congressional approval was granted on
September 15, 2014. The organizational structure was changed from large functional divisions {o
divisions reflecting the branch’s strategy and priorities. Additionally, some sections and units were
renamed to clarfy internal roles and how business is conducted.

The new structure, with more descriptive names, improves service delivery, streamlines decision
making, and simplifies customer interaction.

¢ The IT Management Division has been renamed the IT Customer Relationship and
Management Division. The division’s focus is on improving and sustaining customer
service as a core principle and facilitating communications between the ITB and the FBI
enterprise.

2 The IT Engineering Division has been renamed the IT Applications and Data Division.
The division provides full life-cycle enterprise IT application services, maximizing
coliaboration and consclidating development and support skills.

e ThelT Services Division {{TSD) has been renamed the IT Infrastructure Division. The
division reflects the consolidation of underlying enterprise computing, storage, and transport
utilities with the service desk and field 1T support functions. This change creates a more
ampowered, flexible, and accountable management of mission-critical services.

A new organization, Office of the Associate Chief Information Office (OACIO) for Innovation
and Strategy, was created for branch-wide integration functions such as enterprise architeciure,
data management, and oversight of IT standards. The office also serves as the ITB's principal
interface with partners in the Intelligence Community (1C).

These changes will benefit {TB's staff and customers o best mest the challenges facing the FBIL

x




ITB Organizational Chart
October 2014
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The PSC was originally purchased by the FBI
to serve as the Western Regional Computer
Support Center and housed the FBI's
mainframes. However, the FBI's mainframe
computers, network operations, and help desk
were all relocated from Pocatello to other
venues in 1994,

Today, with the recommissioning of the
Pocatello Data Center, the [TB's new
DCHOSS relocation to Pocatello, and the
addition of FD's Travel and Transfer Payment
Program, the facility is undergoing a major
makeover.

The PSC Maintenance Sub-unit, with

assistance from the Facilities and Logistics Services Division and contractors, is overseeing and
performing needed self-help renovation projects, such as demaolishing the old space, rewiring/
recabling power and data communications, installing furniture and flooring, and replacing the
aggoregate rock and brick sidewslk with concrete.

Aerial View - PSC

Renovation Updates:

b7E
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Renovated Office Space o

The PSC has also opeanead its doors {0 the Department of Justice (B0.J). DOJ personnel
are currently setting up their network communications and the PSC will receive 100 racks of
equipment from DOJ that will be addead to the existing PSC Data Center floor.

The FBI submitted a request to the DOJ and the Office of Personnel Management (OPM) in
July 2013 for authority to offer VERANSIP. The OPM approved the request in October 2013
The VERANSIP authorities covered most professional staff positions at HQ. This management
tool provided the FBI with options to restructure, reshape, and streamline the workforce. The
program’s goals included:

b7E

The HRD established employment criteria and identified employees who were eligible to receive
a lump-sum payment up to $25 000 for voluntary early retirement. The retirement window ran
from Jan. 31 through March 31, 2014,

Thirty-three 1TB employees: 17 ITID, 12 [TCRMD, and four from ITADD who met the
requirements took advantage of the program and retired under VERANSIP.
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The FBI's SMS is the FBI's strategic planning and strategy methodology. The Sirategy
Management Tool (SMT) serves as the single, centralized IT tool to betler assist with the
execution of the SMS at the enterprise, branch, and division levels within the FBI. It enables
executives across the FBI to more proactively manage their strategy through better insight into
the current status of their key objectives, measures, and initiatives.

The ITB EAD and ADs are responsible for:
e implementing the SMS within their areas of responsibility;

¢ Establishing and communicating their respective program’s strategic shifts, map, and plan
throughout their division or branch; and

e Justifying how the division or branch SMS supporis the FBI's enterprise SMS.

There were 19 ITB SMS Initiative Project Management Reviews (PMRs), four [TB SMS Quarterly
Reviews, and weekly scheduled PMRs held in FY 2014,

iITHh SMS Map

The ITB SMS Strategy Map is a visual representation of the ITB organizatior's strategy and the
procaesses and systems necessary (o implement that strategy. it shows employees how their jobs
are linked to the organization’s overall objectives.
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CIO Mission, Objectives, Initiatives

Deliver reliable and effective technology
solutions needed to fulfill the FBI's mission
anytime, anywhere, on-time, and on-budget.

Lead the strategic direction for the FBPs 1T
through the IT Strategic Plan, IT Portfolio
Management, and {T Governance process.
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STRATEGIC GUIDANCE 7

The QBRs were established in FY 2013, The
goal of this strategic measure s {o facilitate
bi-directional communication between {TB's
executives and FBIHQ executive customers,
The ITCRMD's CLU serves as the measure
manager for the QBRs. Each QBR briefing
focuses on the respective customer's T
opportunities and/or concerns and any ITB
services applicable to them.

The following themes were identified in the 25
briefings held in FY 2014:

& Smartphones
2 Deployment of Windows 7

¢ More robust classified computing
environment

&

Request for Change Service Ticket
process
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The FBIIT LCM Framework describes the
FBl's standard approach for “cradle o grave”
management of information systems, including
acquisition, development, operations and
maintenance, retirement, and disposal. The
LCM Framework serves as the FBVs primary
source for guidance in developing IT solutions.
The Framework establishes standardized,
repeatable, and sustainable processes.

With the implementation of LCM Framework
version 6.0 in January 2013, the FBI initiated
enhancements to evolve the LCM Framework {o
support an incremental software development
model. There was a demand for a flexible
approach that introduces agility with respect o
the development practices and management
oversight to accommodate emerging business
needs where customer requirements change and
the business environment is uncertain.

The LCM now contains three volumes: Waterfall,
Unified Process, and Scrum. Each volume is
constructed {o detaill a development methodology
and includes LCM failoring guidance, relevant

.

N




enterprise [T governance oversight, and
supporting milestone reviews. Updated releases
will be implemented to further improve and refine
the LCM Frameawaork.

During FY 2014, LCM v6.2 and LCM v6.3 were
released.

LOM vB.2 enhancements included:

b7E

LOM vB.3 enhancements included:

The FBI's mission of intelligence,
counterintelligence, and law enforcement
operations requires a modem, resilient, and
secure |1 infrastructure. The FBI's IT capabilities
are rapidly evolving to modernize and improve
the efficiency and effectiveness of the FBY's
operational and administrative functions,
however, as IT budgets are impacted, supporting
the FBI mission of protecting the nation from the
most dangerous threats requires a much higher
return on T investments.

The FBl must be a responsible steward of
taxpayer funds, and centralized management of
enterprise agreements s an effective means {o
achieve that goal.

Centralizing the management of software
and hardware procurements, licenses, and
compliance management enables the FBl to
leverage its full bargaining strength.

0
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in that regard, the ITAMP team has
established enterprise agreements for the
procurement of software and hardware items
and licenses, enabling the FBI to purchase
these IT products at lower costs through large
coordinated buys. This results in savings and
administrative efficiencies that are then passed
back to the FBL

The EITG framework is the primary means
for the FBI to ensure it maintains continuous
alignment between its IT investments,
associated programs and projects, and is
mission priorities. The EITG helps the FBI
comply with the requirements of the Clinger-
Cohen Act, the OMB Circular A-130, and
the Government Accountability Office IT
Management Framework.

The IT Governance team is responsible for:

e Managing IT Governance on behalf
of the CIO, with emphasis on guiding
projects through the FBI's LCM process

8 Teaming with sponsors throughout
the FBI to address mission-critical
needs, from concept exploration
to development, deployment, and
maintenance of an IT asset

8 Leveraging governance expertise
to help program managers, working
groups, and IT porifolio managers
improve project performance

o




¢ Providing the formal mechanism for
approving authorities (e.g. Executive
Steering Council and IT decision boards)
to prioritize and manage FBI investments

@ Applyving lessons leamed to ensure
continuous improvement of IT
Governance processes and procedures

During FY 2014, IT Governance supported 27
milestoneg review decisions for 18 IT initiatives,
performed 13 milesione review assessments,
and coordinated the retirement of 20 1T assets.

STRATEGIC GUIDANCE #

The IT Governance Team, Product Assurance

Unit, was responsible for]

b7E

in 2012, the ITB established the FBI Seclion
508 Program. The Section 508 Coordinator’s
mandate is to develop, implement, and
oversee a comprehensive compliance program
to ensure “barrier-free” access to information
regardiess of the technology medium being
used or the physical limitations of the person
accessing the information. This means “equal
access” {o enterprise data and information
processing capabilities for FBl employees and
members of the general public.

To ensure Section 508 compliance, the U.S.
Access Board, an independent Federal agency
that promotes and advances equality for
disabled persons, established standards that
must be applied to all electronic and 1T,

These standards are grouped into six
technology areas:
& Software applications and OSs

¢ Web-based intranst and Intermnet
information and applications

& Telecommunications

e Video and multimedia

& Self-contained closed products (such as
information kiosks)

@ Deskiop and portable computers

The FBI Section 508 Program has made great
strides since 2012, Section 508 requirements
are now an integral part of the FBI's IT LCM
framework. Sectlion 508 requirements and
required language have also been added to the
FD's ART and to FBI contract documents.

Section 508 also requires that individuals with
disabilities who are members of the public
seeking information or services from a Federal
agency, must also have access to, and use of,
information and data that i1s equal or comparable
to that provided to individuals without disabilities.
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The BIKR is a tool that enables employees {0
quickly and easily iocate and share information
about FBl investments, projects, systems,
networks, contracts, and processes.

The BIKR team deploved seven BIKR releases
during FY 2014, including more than 30
enhancements and new functionalities in support
of stakeholders’ needs and users’ requests. The
BIKR team also consistently collaborated with
other team members to ensure the information in
BIKR was accurate and up-to-daie.

During FY 2014, the BIKR team:
# Resolved more than 350 change requests
that came through the BIKR inbox

& Sent "Data Refresh” email for 376
active systems 1o business owners and
technical point of contacts (POCs) and
updated approximately 300 sysiems




.
IN PSS

e Obtained the latest status of all active January 2014: %
projects quarterly from PMs and tachnical I
POCs —
e Registered 26 sysiems, three controlled Go
interfaces, 17 projects, and four networks ﬁ
New functionality added to BIKR this FY &3
included: o
)
October 2013: y o
o
Y
February 2014: b7E F¥E

May 2014

b7E
November 2013:

September 2014: b7E
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in February 2010, the Federal Data Center
Consolidation Initiative (FDCCI) was created
and tasked to the CIO Council. The DO, as
directed by the FDCCH, created its strategy
under the DCTI, took an inventory of the
Department’s data centers, and developed

a plan for consclidating and transitioning

to more efficient power, space, and cooling
technologies.

in 2014, a Data Center Executive Steering
Commitiee was formed with the ClOs of the

DOJ, FBI, and the Drug Enforcement Agency.

This commitiee is leading the effort on behalf
of the Department while also providing data
center services under the consolidation plan.

The initiative’s goal is tol |

This FBl-wide inttiative requires representation
and involvement from other FBI divisions
including the Finance, Faciliies and Logistics
Division, and the IT8's {TID.
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In September 2014, the Directorate of
intelligence (D) and the ITB began deployment
of the DDB Book. The DDB delivers the daily
briefing material for the Director and select
executive staff on both the desktop and on

a secure mobile tablet. By enabling a digital
platform, the program eliminated current costs
to the FBI of daily hardcopy production of the
briefing and provided an on-demand delivery of
the reporting in a secure manner.

The program allowed its field users {o view the
daily briefing material from their daskiops while
exacutives viewed the daily briefing material from
a secure mobile tablet during the daily briefing
meetings. it allowed interaction with the daily
briefing material, such as making annotations,
highlighting, and viewing of media files. The
program also enabled the Director {o travel with
the secure mobile tablet.

Technologically, the program converted the DDB
hardcopy (binder) delivery model {0 a secure TS/
SCl-level digital platform. The secure mobile
tablet uses| |

b7E

Overall, the program developed and deployed
a modern, scalable, and dynamic briefing
experience.
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The program transitioned to ITB’s Operations
and Maintenance on Sept. 30, 2014,
Improvements and next steps for the program

include|
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Prior to the Laboratory Information
Management System (LIMS), or elLAB,

the FBI laboratory managed the flow of
evidence in a largely paper-based process,
with a limited “in-and-out” database. The
computer networks within the laboratory were
repurposed, reconfigured, truncated, and
stove-piped o support individual forensic unit
requirements without centralized management
of these facility networks. These cutdated
practices and systems required the laboratory
{0 upgrade to a more efficient and effective
process.
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9% , b7E
s The el AB provides an end-to-end

o electronic/automated evidence-tracking
Josswe . . . .
= capability and will, for the first tame| |

-
— Phase 2 completion is anticipated for January
R 2015.
\ﬂ\\\“
b7E YO NTE
\\\i The ITB has been coordinating with FBI
o Mission and Business Partners to identif
A
B Phase 1 of the eLAB launch was completed opportunities for the Bureau to leverage IC
&y InJanuary 2014. The following items were ITE Service offerings. Coordination includes
N addressed: working with the Directorate of Intelligence (D)
Tl . . . .
N during the summer of 2014, to refine mission
\.\“\\ - . .
S needs. Beginning in May 2014, members
\\ from across the {TB participated in IC [TE
N events, conferences and topic-specific working
£ groups. In Septembaer, IC ITE was identified as
S M 5 . . i .
N a Director’s Priority Initiative for the FBl. The

IC ITE Services provide capabilities from {C
Agencies , which have the potential {o provide
improved interoperability, communications and
secure data sharing among the FBi and other
members of the IC, through Cloud, Network/
Transport, Identity Management, Desktop and
Applications Services.

o .
N

W

o
“ot

b

Gt

R T N T T T
PUICPOROTY (HTINEY REUnangs 8

2

The FBl's enterprise email system is a primary
communication mechanism for all employees
Phase 2 has begun and will include: within the FBI on the FBI's classified network
{FBINet) enclave. The Exchange email team
operates and maintains this mission-critical
system via application servers. The servers are
installed with the Exchange software application
to regulate overall emall operation. As with
many applications, upgrades are necessary o
ensure the services provided are optimal for

the customer. Microsoft Exchange 2010 is the
newest software application o replace Exchange
2007 .

Exchange 2010 benefits users when they check
email using Outlook Web Access (OWA). (OWA
is recommendad whenever users are chacking

b7E
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email at an FBINet computer other than thair Pan-lie 8 RN

usual workstation: it expedites accessing L
email.) It integrates Lync, instant messaging Pen-Link is a COTS application used by law e
(IM), and meeting application with OWA email, enforcement and intelligence agencies to Y
so that when opening OWA users can start an collect, store, and analyze telephonic and/ 2
IM session. Users can also search folders and or Internet provider-based communications, \\
manage distribution groups. Analysts, agents, Staff Operations Specialists, B
As of Sept. 1, 2014, the Exchange 2010 and iT Spgctaiasts _(ETS)‘ in the FBI currently \
: 4 " ’ . use Pen-Link 8 to identify relevant data N
migration continues. The Exchange email team - N
has successfully moved the user {0 Exchange gxtracts 'Ccni:a;nang lawfully coliected S
2010, irsfqrr_natsor}, such as teigphcne humbers, Cf’:’iii N
activity, and subscriber information. Pen-Link s
et 8 analyzes data and displays the results as T
RATRUE PRGN link-analysis charts, time-line charts, and other
graphic charts, tables, or reports. W
In October 2010, the NGNCP became an official ~ The FBl modified the Pen-Link contract in e
FBI project and is currently a top initiative FY 2014, to include| | o
for the Records Management Division. As a “\
collaborative effort, project management is being \\\
conducted by the ITB's ITCRMD project team. \i
The goal of the NGNCP is to improve accuracy )
and efficiency for the National Name Check b7E

Program (NNCP) and its customers. The NNCP
processed approximately 3.7 million name
checks during FY 2014, Increasing the critical
demands placed on the NNCP requires an
intuitive and innovative system that correlates
with the FBI's mission.

When complete, the NGNCP will provide:

On Sept. 27, 2014, the Sentinel team deployed
Sentingl 1.5. Intelligence Management
Module (IMM), a significant enhancement of
the Sentinel application.

b7E This release represented a long time
in Aprit 2014, the NGNCP became operational on collaboration between the ITB and DL The
FBINet for a small group of users. In December IMM improves many aspects of the FBl's
2014, the NNCP wiiil | day-to-day intelligence work byl b7E
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Sentinel users also saw othar improvements
to the system. The Sentinel team upgraded
the user interface and provided other
enhancaments such as an Online Help tool,
the ability to quickly access frequently worked
on items, and more.

Other beneficial Sentinel 1.5 features include:

e

STRERERS

e e

Training prior to the deployment was targeted
at ensuring users could readily adapt to the
changes offered in the new module. Future
enhancements are planned to further increase
the capabilities provided by the application.

b7E
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The ITB has been deploying the Samsung
Galaxy 8®5 to replace the current BlackBerry
device which has reached the end of ils iife
cycie. The implementation of a new mobility
infrastructure is a tremendous undertaking for
the FBI and a progressive step for technology
not only at the FBI but for the federal
government. The Galaxy S%5 offers advanced
mobile technologies and applications without
compromising security and compliance.

The device has many outstanding capabilities
including:

& Touch screen

& Advanced email
fegtures

& Multi window
capability

¢ Instant preview of
photos, files, links,
and text without
touching the screen

The Galaxy S%®5 also features
an enhanced security
component — KNOX which requires a complex
password (o enter. This is where users will
access their email and calendar.

Following a successful pilot at the San
Francisco and Dallas Divisions during FY 2014,
deployment to the FOs is scheduled to begin in

By ot
SEIEREN R




October 2014, with completion of the deployment \§\§b7E
scheduled for January 2015, \\\
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More than 100,000
workstations on the

>

FBINet and UNet RN
networks have been \ \ '
SR AR :F-:-.\ RS

converted to Microsoft®
Windows® 7. The
deployment of the OS took
less than one year. it began wsth :
the August 2013 deployment at HQ, followed PN
by deployment to the FOs in October 2013, All \\
FBINet and UNet machines were converted by e
May 2014, This represented a milestone for the \
IT8. ™
in a well-publicized move, Microsoft set the end-
date of security support for XP -~ an 08 that first B
arrived on the commercial market in 2001 - for
Aprit 8, 2014,

The ITB reviewed its options: (1) continue to
use XP and pay millions of dollars to support
the OS or (2} acquire Windows 7. Acquiring the
new OS was less expensive, more efficient, and
increased capabilities for users. The decision to
move to Windows 7 and do it rapidiy put the FBI
one step ahead of many other federal and non-
federal agencies.

ey

While past large scale software deployments

required a significant time commitment from

FO ITSs and associated downtime for users

during the reimaging process, this time the ITB

deploved Windows 7 usind | b7E
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The FBI is always locking for ways o increase
efficiencies, while the ITB looks to advance
technology. One way the FBl and ITB are
achieving these results is through the ECI
which is led by the ITADD.

Currently each enclave -- FBINet, UNet, and
SCiNet -- operates independently and requires
separate workstation, cables and network
devices, and resources. This separation
incurs significant capital investment and
extensive labor to maintain and support the
infrastructure. ECI will eliminate this stove-
piped operation and configuration.

The ECI will free up employee workspace., A
switchbox will no longer be needed and neither
will & physical UNet PC. Employees will be
able to see FBINet and UNet on the same
screen, and existing UNet cabling, routers,
switches, and printers will be eliminated.

The ECIwill:

& Simplify users’ workspace

& Reduce infrastructure complexity
& Improve network performance
&

Achieve cost avoidancefreduction
in expanding or refreshing UNet
infrastructure

@ Reduce all deskiop operations and
maintenance labor

e Provide UNet capability to the 300 FBI
locations without current UNet access

e Provide UNet capability to Legats
¢ Reduce power and cooling requirements
e Eliminate the KVM switchbox

iTB conducted an Engineering Pilot for 50
users during October 2013, followed by

an expanded Enginegering Pilot in 2014, A
Businass Pilot and training and deployment
are scheduled for the summer of 2015.
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The ERAS is a laptop system that provides FBI
employees remote access {0 the FBINet and
the UNet from a laptop computer connected to

the Internet| | b7E

The laptop comes in three platform types: 1)
consumer grade, 2) semi-rugged, and 3) fully
rugged. The term “rugged’ refers to the laptop's
ability to withstand harsh environmeants.

The ERAS team is deploying the laptops using
a two-phase process. Phase |is an ongoing
pilot 1o test the three laptop platforms, which
began in September 2013, Approximately 150
users tested the laptops in Phase | Phase i,
scheduled to begin in late 2014, will deploy 10
consumer grade ERAS laptop systems to each
FO.

ERAS key features:

b7E
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ERAS benefits:

The ITID's ERAS Collaboration and Compliance
Engineering Unit, provided support to the
Indianapolis Division in a large-scale indian
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New computers at Crystal City, Va. site s

. T N
This refresh initiative enabled | n

artifacts trafficking case. |
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The Special Compartmented Information
Network (SCINat} Unified Communications
(UC)Y initiative enables FBl employees o
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in March 2014, in honor
of Women's History
Month, the government IT
news weabsite FedScoop,
recognized DC’s top

50 women who were
influencing technology
decisions in the region.
AD Jennifer Sanchez,
ITCRMD, earmned a spot on
this prestigious list.

OnAug. 4, 2014, in FBIHG s William H.
Webster Room, EAD/CIO Jerry Pender
recognized {TB employees with incentive and
on-the-spot awards. He selected employees
he observed performing great work as
representatives of the ITB on major projects
and programs, such as Sentinel, Guardian,
and strategy management. According to EAD
Pender, these talented individuals exemplify
the meaning of fulfilling the organizatior’s
mission and objectives.

FedScoop described AD Sanchez

these women as “movers and shakers, all with
diverse backgrounds, representing government,
Congress, the commercial sector, defense and
academia, who have a passion for using tech
as a force multiplier to push government and
industry to the next level by leveraging and
improving IT services in unprecedented ways.”

According to FedScoop’s interview with AD
Sanchez: It bagan “just as a job,” but Jennifer
Sanchez’s foray into the FBI has lasted for more
than three decades. Her FBI career took root

in 1978 when she came in as a file clerk in the
identification Division, and she later became a
fingerprint examiner. Hwas a time when few T
programs existed, so Sanchez took night classes
to get more familiar with the topic. She soon
gqualified for an IT position, and she became a
computer programmer for the FO information
Management System. Subsequently, she

held a role supporting the Violent Criminal
Apprehension Program at Quantico, Va., over

a 17-year span. Sanchez also served as chief
of the Headquarters Investigative Software
Development Unit, among other roles. Today,
as AD in the ITCRMD, her focus is on the
management of IT programs and projects.

— \.
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Recipients of the ITB's ClO Awards:

Sentinel:
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Smartphone:

Financial Management:
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Guardian:

HSHN Initiative:

Strategy Management:

Every year the Foreign Language Program
Office (FLPO), within the Office of the Director
of National intelligence (ODNI), awards
funding to one or more projects in the human
language technology (HLT) area. The goal

of the FLPO’s HLT Seedling Program is to
develop new ways o incorporate HLT info the
workflow of IC users and increase the adoption
of HLT in support of IC missions.

The EDAS's HLT team in the ITADD submitted
a proposal to the FLPO, and it was selected.
The proposal, titled “Customized HLT Service
Cloud for Cyber Users” was granted $800,000
from ODNI funding based on meeting the
requirements for funding.

During FY 2014, {TB employees received:
e 202 On-the-Spot Awards
8 544 Time-Off Awards
# 104 Incentive Awards

Employees were recognized for their individual
performance, service, leadership, and team

work. The FBI awards program was funded in
February 2014, after being discontinued in FY
2013 due to government budget-cutting efforts.
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GETA fraining provides professional
development training opportunities for FBI
empioyees. Training must be related directly
to documented duties and/or collateral duties
as assigned. Consideration for all training
requests is based on supervisory approval,
employee work demands, GETA program
manager approval, and financial resources
available at the time of the request.

For FY 2014 the ITB was allocated $1.173
million for training. The funding was received
in May 2014, As aresult of the available
funding, 536 ITB employees were approved {0
attend GETA-funded training.

FBi Director Comey makes a surprise visit
at T8 All-Hands

December 2013

The ITB held an All-Hands meeting on

Dec. 12, 2013, Stephen L. Morris, SAC,
Houston Division, shared his experences of
using technology in case work to meet his
mission.

SAC Morris presented two cases:

He

emphasized that what the ITB does, allows
agents to effectively do their jobs in solving
cases, and that the 1TB is a valuable and
trusted partner that provides innovative
technical solutions to accurately analyze
case evidence, and that it reduces the field's
administrative burden.

To emphasize that point, seven current and
former EDAS DWS members also received
an QDN unit citation: | |

ang | After SAC Morris’
presentation, EAD Pender and SAC Morris
presented the awards to those members
present,

-
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SAC John A. Strong, Charlotte FO

June 30, 2014

The ITB’s June 30, 2014, All-Hands began with
a special guest speaker — John A. Strong, SAC
from the Chariotie FO.

Strong explained how his FO staff tackled
the Frank Janssen kidnapping case, clearly
describing each facet of the operation to the
more than 400 ITB employess.

Strong pointed out that it was through the
use of internal and external information
technologies that the FBlwas able {0
gventually locate Janssen.
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that played the most vital role was social
media — Facebook, Twitter, and Instagram.

in that regard, he advocated that
communication -- sharing information -- is key.
Communication through technology {(especially
wireless communications), organizations, and
individuais helped the FBI bring a dangerous
and volatile situation 1o a successiul
conclusion.

in January 2013 EAD/CIO Pender initiated the
“SITS Rotational Shadow Program,” hosting
the first two participants from the Louisville
and Baltimore FOs. This program enables
two SITSs per week, as schedules allow, to
be brought on temporary duty to FBIHQ to
shadow the ClO for one week

As of Sept. 1, 2014, 16 SITSs rotated for this
FY with an overall total of 29 from 21 of the 56
respective FOs.

Throughout the course of their visiis, sach
SITS is immersed into a rigorous schedule
that includes a steady state of meetings with
iTB executives and key FBIH( personnel

with business lanes that serve as the direct
touch-points to their respective operations in
the field. Additionally, the SITS are given the
opportunity to request meetings with other key
parsonnel {o discuss sensitive issues that are
specific to their FO.

Each SITS also spends four hours at the
Enterprise Operations Center (EOC) in
Chantilly, Va., where they {ake part in actual
help desk call support and become familiar
with the realities of working with a wide varisty
of customers and issues.

The program has vielded significant benefils in
raising the awareness of issues and processes
from both the FO and FBIHQ perspectives.

When possible these issues have been
addressed head-on as a direct tasking or
action item.

Among the issues addressed:

e Developing a funding model and policy
to equip Task Force Officers with T
resources

& Right-sizing FO ITS staffing models

& More effective use of the EOC and halp
dask processes

e Unclassified (non-UNet) and Non-
attributable Networks alternatives

# Training and Certification for FO ITS
staff

® increasing ITS access and visibility to
the networks

bé
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ITE's Honors Interns

The FBI Honors Intemship Program is

a paid irnternship opportunity that offers
undergraduates, graduates, or post-doclorate
students throughout the country an insider’s
view of FBI operations and an opportunity to
explore career opportunities within the FBL

The program aliows students to work at select
FO locations across the country or in FBIHQ

divisions located in Quantico, Va., Winchester,
Va., Clarksburg, WVa., and Washington, D.C.
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interns work for 10 weeks side-by-side with FBI
employees on a variety of organizational issues

or invastigative matters.

The interns worked on various projects in Crystal

City and FBIHQ in su
including Sentinel

degrees.
To provide a broader view of the FBI's

operations, the interns visited CJIS and toured

the data center.

The ITSD's Field Support Unit conducted its
third annual VITES on March 4-5, 2014, The

ort of the ITB’s divisions
and the ERAS. The
ITB’s interns are studying for technology-related

theme was "A Focus on Technical Advancements

-~ improving T Services.” The online sessions

were open to FBLITS government employees.
The training workshop was conducted online
to eliminate the travel and per diem costs
associated with conducting the meetings at a
conference location.

More than 300 employees from across the
FBI's FOs, RAs, and HQ Divisions listened
and participated in online presentations on a
variety of IT programs, such as the Wireless

Communication ngram|

and Enterprise Process Automation System.

-
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it offered the opportunity for the field IT staff to

learn about IT programs, ask guestions, and
raise their concerns. This collaborative forum
resulted in an open dialogue between the
field ITS staff and the {TB’s leadership where
all received valuable "lake-aways” from their
participation.

For the first time since the 2010 T Exchange
Conference, the FBi's field and FBIHQ ITSs
met face-to-face to exchange best praciices
and hear the perspectives of ITB executives
on the current state of IT in the FBL

Approximately 300 IT represeniatives from
FOs across the country and FBIHQ divisions
attended the ITOTS on Sept. 23-25, 2014,
hosted by {TID at the National Conference
Center, Lansdowne, Va.

The theme was “Building for the Future -

IT Starts with Us.” The ITOTS provided a
forum for {TSs to learn more about new FBI
technologies and their role in technology
success, and an opportunity to share
knowledge and best practices. It facilitated
needed collaboration between field {TSs and
the ITB.

The agenda included opening remarks by
EAD/CIO Pender. When askad what ha feit
was a benefit of the ITOTS, EAD/CIC Pender

said, “We have to understand what the issues
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are in the field and what we can do to support
the front-line operation. This [the ITOTS] gives
us the opportunity to have the HQ and field
interact.”

‘We are commitied to establishing points of
contact o help vou solve the problems you
have,” said AD Brian Truchon, ITID, during his
opening remarks. “We need to emphasize
who the field ITS counterparis are inthe ITB.

Over 25 conference sessions covered a
variety of IT topics of special interest to {TSs,
including:

¢ PITO

e Enclave Consolidation iniliative

e FBI Mobility Program (Samsung Galaxy

$®5)
Network Access Control
PKI

SharePoint 2013

&

L

@

Guest speak@rl |a financial
fraud consultant and lecturer for the FBI
Academy, gave a presentation on identity theft.

To keep the ITSs abreast of updated
information concerning 1T technologies, the
Enclave and Field Support Unit, ITID, conducts
monthly information-sharing sessions via Lync
throughout the year. This seminar pulled the
IT professionals together for a more open
venue (o exchange best practices.

During FY 2014 the ITB sponsored two
Vendor Days. These gatherings, held in the
William H. Webster Room at FBIHQ, provided
professional venues for educating attendees
and keeping them current on new {T products
and industry trends. More than 200 atiendees
were present at each of these events.

e On Feb. 19, 2014, the ITADD hosted
FBIHQ Cloud Computing Technology
Day. More than 50 small businesses and

S UM RNHRARS

T Security Taechnology Day

Hosted by

Wednesday, May 28, 2014
William Wehster Conference Room (Flag Room) w
FBIHQ Room 1236

10:00-a.m. - 2:00 p.m.

v T v gUAYARteaR

prime contractors were on-site to share
information about their companies and
how their IT security solutions may be
utilized by the FBL

On May 28, 2014, the ITADD hosted
FBIHGQ IT Security Technology Day.
Fifty-two vendors participated in this
event. The “IT Security” theme was
chosen due to the various recent
security breaches throughout the nation
and addressed three main objectives:
confidentiality, integrity, and availability
of data.
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Some CFC voluntsers

This past year ITB employees were faced

with budget cuts, furlough possibilities, and a
government shutdown, yet through it ail, they
continued o show generosity to others through




the 2013 CFC which helps local, national and
international human, health, and environmental
service organizations.

N

Jean/Jersey Day parficipanis

Through deductions, one-time donations, and
fundraising participation, the {TB’s employees
contributed $61,655 to a variety of CFC charities,
exceeding its goal of $30,137. All divisions
exceeded their 2013 goals. The ITCRMD CFC
Coordinator |and his CFC team
received the Chairman’s Award for achieving an
overall per capita gift of $264.

CFC volunteers balanced their workloads and
duties to organize muiltiple fundraising events at
the division level such as Jean/lersey Day, bake
sales, and chili cook-offs. Due o these special
events, the Breast Cancer Research Center, the
Ronald McDonald House Charities, the American
Red Cross, and the Habitat for Humanity
received additional contributions.
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ACIO
ART
BIKR
cC
CEF
CFC
CLO
CLU
CiO
CJIS
CORE
CTD
DAD
Dal.AS
DCIO
DCTH
DDB
Ol
DIvVS
Do
Dod
DWS
EAD
ECH
EITG
EOQC
EPAS
ERAS
FBI
FBIHQ
FBiNet
FD
FDCCH
FIDS
FLPO
FLSD
FO

Associate Chief Information Officer for Innovation and Strategy

Automated Requisition Tool

Bureau IT Knowledge Repository
Communications Center

Core Enterprise Facility

Combined Federal Campaign

Customer Liaison Officer

Customer Liaison Unit

Chief Information Officer

Criminal Justice Information Services
Collection Operations and Requirements Environment
Counterterrorism Division

Deputy Assistant Direclor

Data Loading and Analysis System
Deputy Chief Information Officer

Data Center Transformation Initiative
Director's Daily Briefing Book

Directorate of intelligence

Data Integration and Visualization System
Director's Office

Department of Justice

Data Warehouse System

Executive Assistant Director

Enclave Consolidation Initiative
Enterprise Information Technology Governance
Enterprise Operations Center

Enterprise Process Automation System
Enterprise Remote Access Service
Federal Bureau of Investigation

FBI Headquarters

FBI Classified Network

Finance Division

Federal Data Center Consolidation initiative

FBI Inteliigence Information Report Dissemination System

Foreign Language Program Office
Facilities and Logistics Services Division
Field Office

AR 23N
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ACRONYMS
e
o

ITADD
ITAMP
iTe
ITCRM
iTiD
ITiM
ITOTS
iTS
iTSD
LCM
LEEP
LEGAT
LIMS
NGNCP
NGSCION

NNCP
NSB
OACIO

OCKO
ODNI
OGA
OoMB
OPM
08
OWA

Fiscal Year

Human Language Technology

Human Resources Division

Headguarters

High Speed Network

Intelligence Community

investigative Data Warehouse

instant Message

intelligence Management Module
information Technology

iT Applications and Data

iT Asset Management Program

information and Technology Branch

IT Customer Relationship and Management
iT Infrastructure Division

IT Investment Management

information Technology Operational Training Sympaosium
Information Technology Specialist
information Technology Services Division
Life Cycle Management

Law Enforcement Enterprise Portal

Legal Attache’

Laboratory Information Management System
Next Generation Name Check Program

Next Generation Sensitive Compartmented Information
Operational Network

National Name Check Program
National Security Branch

{Office of the Associate Chief Information Officer for Innovation
and Strategy

Office of the Chief Knowledge Officer

Office of the Director of National intelligence
Other Government Agency

Office of Management and Budget

Office of Persornnel Management

Operating System

Outlook Web Access

. . s D




PKl
PM
PMR
POC
PSC
RA
RMD

Public Key iInfrastructure

Project Management

Project Management Review
Point of Contact

Pocatelio Services Center
Resident Agency

Records Management Division

SAC
sC
SCi
SCiNet
SCION
Sech
SITS
SLA
SMS
s
UFMS
UNet
VERA
VITES
YSIP
VYT1C

Special Agent in Charge

Section Chief

Sensitive Compartmented Information

Sensitive Compartmented information Network
Sensitive Compartmented Information Operational Network
Security Division

Supervisory Information Technology Specialist
Service Legal Agreement

Strategy Managemaent System

Top Secret

Unified Financial Management System

FBI Unclassified Network

Voluntary Early Retirement Authority

Virtual Information Technology Exchange Seminar
Voluntary Separation Incentive Payment

Video Teleconferencing
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FY2001-FY2006

History of Office of the Chief Information Officer/ Information and Technology Branch

Jul 04
FBI Approved

Reorganization of OCIO
//
&

Jul 04 /
v
v
May 05
First DCIO
Sep 05

May 03
Director Named
W. Lowery
as Acting CIO IRD Renamed
May 04 ITOD y
\ Director Named Ve
\ Z. Azmi as CIO
\ Dec 03 N Established
i 7 ¢
Director Named 7
Z. Azmi as Acting CIO \ ) 4 T Utilities
k / Piaced Under CIO

1/1/2006

Nov 01
Congress Approved
Establishment of the

ocio Nov 01
Director Named B. Dies \
as Acting CIO }

1/1/2005

1112004 Py
Jun 04 '
N,
N,
N,
Sep 04

ITSD Established
OIPM Estabtished
Congress Approved

1 Key
CLIG 0 Chistinformation Officer

/

1/1/2003

1/1/2002

OCIO Designated

as an FBI Branch

OIPP Established
Reorganization of OCIO
SDCHODaputy Chief Information Officer

9/11/2001
10/1/2001
Jut 02
Directar Named D. John
as CIO

i Legend

X

9/30/2006




History of Office of the Chief Information Officer/ Information and Technology Branch

FYy2007-FY2011
Sep 07
Attorney General
Approved Name Change to Dec 08
Information and Technology Branch; . ec
ClO to EAD Mar 08 Director Named
\ Congress Approved C. Fuigham as CIO
Name Change

May 10
Congress Approved
Reorganization of ITB

!

Jul 09
ITOD Reorganized
Renamed ITSD

Aug 07
OCKO Established

1/1/2008 1/1/2010

1/1/209‘)7 1/1/2008
;{
( Apr 08
§ Director Announced

Jan 07 Name Change
Second DCIO '
Established kRO
; CIQ 2 Chief information Officer:

cDEH:Deputy: Ghief nformation Dfices
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STATION AND TECOHNOQIOGY STANCH

History of Office of the Chief Information Officer/ Information and Technology Branch
FY20L1-FY20i4

Aug 12
Director Named
J. Pender as CIO

015

1/1/20

Aprit 14
Implemented ITB Re-
alignment of Sections

and Units

Sept 13
OCKO Dissolved




This publication was produced by the

ITB Business Relationship Management Section, Communications and Qutreach Unit.
Thanks to all ITB staff who collaborated and contributed to this effort.
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The report may be viewed online at

OFFICIAL FBI PUBLICATION

.8, Department of Justics
Federal Bursau of Investigation
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Message from the Executive Assistant Director

This year’s ITB Fiscal Year 20186 “Year in Review” highlights some of the
many significant accomplishments and successes achieved by dedicated and
resourceful iTB employees.

The National Program Review in June; the establishment of the Office of
the Chief Information Officer and the realignment of units and functions to
that organization; our own reorganization, and the filling of key executive
management positions have kept us working hard to improve the critical
services we provide.

As a forward leaning, operationally focused, and customer-service based
grganization that designs, builds, operates, and maintains the F8I's T
resaurces, | believe the alignments we made will drive efficiencies, and help
us work together to provide the FBI the guality services and products it needs and deserves.

RN

Enhanced IT customer management provides relevant, timely and reliable enterprise capabilities and
services to satisfy mission and customer needs.

| believe that 2017 will be ancther exciting year for the [TB as we search for opportunities to meet the
FBI's mission needs. | look forward to working with you as we design, build, operate, and maintain vital
iT assets.

ey

rd
James L. Y/urgai,

Executive Assistant Director
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Tracey North
Assistant Director

IT Applications and
Data Division

rganizational

James L. Turgal, Jr.
Executive Assistant Director

]

X

Jeremy M. Wiltz W. L. Scott Bean, Ili

Assistant Director Assistant Director
IT Customer Relationship and IT Infrastructure Division

Management Division

verview

Information and Technology Branch (ITB) Mission

Provide affective information technology {IT) to the entire FBI in an environment that is consistent with intelligence and law
enforcement {LE} capabilities, as well as ensure reliability and accessibility by members at every location at any moment

in time.

Fujues piesucd

pusRRIsd0

pasnaog A

ITB’s Three Pillars of Success

Director James B. Comey, Ir. refers to iT as the central nervous system of the FBL
The central nervous system processes and integrates information it receives and
sends information to the rest of the nervous system, controlling the body’s thought
processes, guiding movement, and registering sensations throughout the body. As
the FBY's central nervous system, ITB employess must be aware of--and accurately
process--the information received {customer’s needs, the mission, the threats) and
ensure what it designs, builds, operates, and maintains keeps the body operating
at optimum strength so it can succeed as an organization.

Without 1T, the FBl's employees would struggle to complete their everyday
workload, and it would be difficult to achieve the mission. The ITB’s products
and services are critical to the FBVs mission, and the {TB cannot be successful in
providing and maintaining the FBI's IT resources without dedicated, motivated,
and well-trained employees who are leaning forward, operationally focused, and
customer-service based.
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ITB Organizational Chart

As 0F 21 Sepiember 2018

Director Comey’s strategic vision is to be “ahead of the
threat through leadership, agility, and integration.” As
such, ITB personnel are responsible for ensuring the FBI's
employees have the best possible IT tools to be ahead
of the threats to the nation and to protect the American
public.

Groganization

The T8 is comprised of three divisions:

}-ab working in tandem to

accomplish the mission,

ITCRMD

Mission Statement

The ITCRMD delivers reliable and effective technolog
solutions to help the FBl meet its strategic goals and
ahiectives. Qur high-performing resources lead the strategic
diraction for the FBIs [T through Project Management {(PM]}
and User IT incident Management and Resolution.

Support to the Fleld

The ITCRMD provides direct support to the emerging
operational mission needs of FBi agents, analysts, and Task
Force members through a number of key programs and
initiatives. The division manages the Enterprise Operations
Center {EOC), which processes all IT service requests from
employees within the FBl and select consumers within
the Intellipence Community {iC). The ITCRMD's Customer
Liaison Unit serves as the central gateway for FBIcustomers
in need of T products and services through “find IT.” The
unit’s overarching goal is to increase the visibility and
transparency of IT products and services while providing
direct consulting services to FBI consumers.

ITADD

Mission Siatement

The ITADD decreases time to data awareness, increases
awareness of available information, and makes software
tools available to the workforce when and where they
need it.
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Support o the Field

ITADD continues to support the esmerging opsrational
mission needs of FBI agents, analysts, professional
staff, and Task Force members by designing, building
and maintaining “industry best” enterprise software
applications connecting cases to intelligence, threats,
sources and evidence; collaborating with domestic and
international partners by sharing internally developed
analytical tools and technologies; and delivering cuthing
edge analytical tools, including visualization, cloud, human
technology and geospatial technologies.

Current major {TADD initiatives include:

ITID

Mission Statement

Deliver agile, scalable and operationally focused
networking, storage and mobility solutions to enable
MISSIoN SUCCess.

Support o the Field

The ITID supports operational and administrative needs
through the following:

& Delivering improved mobile capabilities to
enhance the field’s ability to operate away from
the office {e.g., Enterprise Remote Access Service
{ERAS), Smartphones);

& Coordinating Field Information Technology
Specialist {ITS) support to deliver a consistent
experience for FBI T

@ Analyzing T issues that affect the performance at
Field Gffices {FOs}/Resident Agencies (RAs) and
identifying/implementing improvements;

& Implementing agile planning approaches to
increase the speed that ITiD delivers new
technology and product improvements/features
to the field;

€ Completed Multi-Factor Authentication
enablement on both FBINet and UNeat for all
FBIHQ divisions, 56 field offices, and RAs; and

@ Researching and implementing new technologies

that will provide increased capabilities for the
FBi's Unclassified Network {UNet), including user
storage and collaboration toois like Lync.
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Executive Staff Changes

Arrivals

James L. Turgal, Jr., Executive Assistant
Director {EAD)Y

EAD James L. Turgal, Jr, joined ITB on February 22, 2016,
after serving as the AD of the Human Resources Division
since August 2013,

Mr. Turgal entered on duty in March 1896 as a Special
Agent {SA) and was assigned to the Houston Division
working Organized Crime and Drug Investigations. Since
then he has served in a variety of leadership positions both
at Headquarters and in the fisld, including oversesing the
high-profile case of the shooting of U.S. Congresswoman
Gabrielle Giffords when he served as the Special Agent
in Charge of the Phoenix Division. He is also a Bureau-
certified pilot.

Tracey A. North, Assistant Director {AD),
ITADD

Tracey A, North was selected as the AD of the ITADD on
july 24, 2016, having served as Acting AD since January
2016. She served as ITADD’s Deputy Assistant Director
{DAD]} from August 2014 to January 2016.

Ms. North entered on duty as an SA in 1886 and reportedto
the Atlanta Division where she investigated violent crimes,
organized crime, and domestic terrorism. Over the years
she worked many high-profile cases including those while
assigned to the Spguthsast Bomb Task Force. In August
2001, Ms. North was promoted to Chief of the Executive
Staff, Counterterrorism Division (CTD} at FBI Headquarters,
supporting the AD and the CTD Front Office in the overall
executive management of the Counterterrorism Program.

From March 2005 to May 20086, she served as the Assistant
SA in Charge (ASAC), Albany Division. She then returned to
FBI Headguarters, to serve as the Special Assistant to the
Deputy Director {DD), followed by service as the Director’s
Special Assistant. In August 2008, she reported as the DAD
of CTD. Ms. North served as the DAD for the Intelligence
Services Branch, Directorate of Intelligence (DI} from May
2010 to August 2014,

W. L. 5cott Bean, £11, AD, ITID

W.L. Scott Bean, Il} was named AD of ITiD July 24, 2016.
He previously served as the Administrative SAC at the
Washington Field Office (WFQ).

Before reporting as SAC at WFQ, Mr. Bean led the Technical
Surveillance Section of the FBI's Operational Technology
Division {OTD). He also served as ASAC of the White Collar
Crime Branch of the WF0O and led Washington Field’s
Economic Crime sguad, investigating matters of corporate
fraud, insider trading, market manipulation and traditional
mail and wire frauds.

During his 19-year tenure with the FBI, Mr. Bean has
investigated white collar crime, drug trafficking, and
domestic and international terrorismm. He was the
Joint Terrorism Task Force Coordinator and Olympic
Coordinator for the 2002 Glympic Winter Games in Salt
Lake City, Utah. Following the Clympics, he was assigned
to FBI Headguarters, where he led the White Supremacy
Program for the Domestic Terrorism Operations Unit
During his initial assignment to WFG, Mr. Bean served
as the Personnel Security Supervisor and Acting Chief
Security Officer, with oversight of the Director’s Protective
Detail, the Attorney General’s Protective Detail, and two
security squads.

Jeremy M. Wilte, AD, ITCRMD

Jeremy M. Wiltz was named AD of ITCRMD September 4,
2018,

Since lanuary 2013, he served as DAD of the Information
Services Branch, Criminal lustice information Services
Division {Cli5). He was responsible for the Biometric
Services Section, the IT Management Section, the National
Instant Criminal Background Chsack System Section,
and the Major IT Programs Section. He also provided
oversight for the National Crime Information Center, the
Law Enforcement (LE} Enterprise Portal, the National Data
Exchange, the Uniform Crime Reporting Redevelopment
Project, the FBI Biometric Center of Excellence, and
hiometric interoperahility programs.

Mr. Wiltzbrings to the FBimore than 19 years of professional
and technical leadership experience engineering and
deplaying IT systems for the U.S. government. His previous
positions with the FBI include DAD, IT Services Division
{ITSD), and Section Chief {SC}, IT Project Management
Section, IT Management Division {ITMD}.
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Departures

Brian A. Truchon

After more than 29 years of service
with the FBl and almost four years
with the [TB in executive leadership
positions, AD Brian Truchon retired
from the FBI on April 30, 2016, Brian
was an integral member of the {TB

team, serving with the Branch in five
executive-level positions. He served as multiple DADs:
first in T Engineering Division {ITED), followed by the ITSD
from 2012-2014. He served as the AD for the ITID from
2014-2015. With the departure of the ITB’s EAD/FBI Chief
Information Officer {CIO) in August 2015, Brian was asked
to serve as the Acting EAD/CIO. He served in that capacity
until February 2016, then served as the Acting ClO until
April 2016,

Jannifer R, Sanches

Jennifer Sanchez retired from the FBI
on April 30, 2016, after more than 37
yvears of dedicated FBI service. She
served almost 36 vyears in a variety
of positions of increasing leadership
within the IT field. Anintegral member

of the ITB team, fennifer held four key
senior management positions. She served as 5C of the
Systems Support Section, IT3D from 2008-2010; as IT5D's
DAD from 201010 2012; a5 {TSD's AD from 2012-2014; and
as AD of the ITCRMD from 2014 until 2016.

\\\ 3%”%%&%5%"" Reid
\ Jon “Kevin” Reid retired from the FBI
-

on june 30, 2016, after more than 33
\\\ vears of dedicated federal service. In
Y December 2013, Kevin joined the ITB
N to serve as the DAD of the former
information Technology Management
Division. He transferred from the
CJiS Division, where he served as the Executive Program
Manager for the Next Generation ldentification Program,
the largest IT program in the DO In May 2015, Kevin was
reassigned to the ITADD to serve as that division’s Acting
AD, then assumed responsibility as the ITiDYs Acting AD in
January 2016.

Kevin's federal service extends far beyond his years of
providing oversight and executive managemesnt in a variety
af key assignments within the FBL. He served 12 vyears

with the Department of the Navy and Navy Air Systems
Command, successfully managing and implementing
multiple major projects, and ensuring warfighter
capabilities in support of the Navy’'s mission.

- William {Bill} Searcy, I

William “Bill” Searcy, i retired on
February 28, 2016, from the FBI after
more than 20 years of service with the
FBI and almost five years with the ITB
in execubive leadership positions. Bill
was an integral member of the ITB

team, serving with the Branch in four
executive-level positions. He served as 5C of the Enterprise
Engineering Section, ITED from 2010 to 2012; as DAD for
ITED from 2013-2014; as the DAD for the ITID from 2014~
2015; and, finally, as the Acting AD of ITID effective August
26.

N Jeffrey C. Johnson

> After more than six and a half years
I with the FBI and the ITB, Jeff johnson
X \\ accepted a new and challenging
Y opportunity at the United States Postal
Service in Washington, D.C. leff served
as the AD of the {TED from 2008-2012.
While serving as ITED's AD, Jeffalso took
on the Herculean assignment of developing and deploying
the Sentinel Case Management System enterprise-wide. In
2012, Jeff was assigned as ITMDY's AD; in 2014 he returned
to ITED as AD, since realigned as the ITADD. Throughout
his tenure, Jeff served as the FBI's Chief Technology Officer.
In May 2015, Jeff was asked to assist the DQOJ on several
high-profile initiatives including the DOJYs Data Center
Transformation Inidative. He departed from the FBI on
April 15, 2016,
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Strategic Guidance

Mational Program Review

The ITB participated in its first National Program Review
{NPR} lune 1-10, 2016. The review required preparation
af detailed information prior to the review, followed by
long hours during the inspection answering gquestions and
providing additional materials.

The NPR was a significant event for the branch. EAD Turgal
requested that the Inspection Division {INSD} conduct
a thorough review because he wanted them “to assess,
identify, and report on those things we are doing right,
those areas we need to improve, and those areas that
are being affected by a lack of resources {money and/or
personnei}.”

According to Turgal, “We need a solid idea of the health of
aur programs and what areas need to be fixed so we can
define the vision and set the course for the future. This
independent and solid assessment of the critical work you
do will help us build the roadmap that will move us from
good to great in the products and services we provide our
customers.

b7E

Another concern ig]

The inspection team focused onl

The MPR was a thorough one. |

During the lune 10 out-briefing to ITB's management,
INSD's DAD Ron Twersky, commented that this NPR was a
“massive undertaking,” but one that was “interesting and
valuable” to the team. He expressed his appreciation for
averyone’s assistance,

The team
successful in accomplishing its mission.

reported that—overall—the ITB is very
They found

The ITB is scheduled to receive the INSD's draft report with
recommendations for review and comments during the
1st Quarter {Qfr.) Fiscal Year (FY) 2017.

FBI IT Life Cycle Management (LCM)
Framework

The FBI's IT LCM Framework provides:

® A structured approach to the coordination and
management of IT solutions from conception
through disposal;

® A foundation to align other processes such as T
governance and project management; and

& Standard reference models used by T
practitioners engaged in the acquisition,
development, deployment, maintenance and
disposal of IT solutions.

For each model - the LCv  P7E
Framework describes the key achivities performed and
associated deliverables as an T solution moves through

the course of its life cycle.

As with the private sector and other federal agencies,
significant enhancements have been made to incorporate
fsan, agile management and development practices into
the LCM Framework.

During FY 2016, the Product Assurance Unit staff revised
LCM  Tailoring Process - Streamlined LCM Tailoring
Agreement process in SharePoint. The revised process was
designed to capture the IT project’s unigue application of
the framework and svidence that demonstrates effective
management of activities performed throughout the life
cycle in a flexible, more user friendly manner.

Enhancements deployed in FY 2016 include:

b7E
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FBI's Enterprise IT Governance
{(EITG) Framework

The EITG framework is the primary means for the FBl to
ensure it maintains continuous alignment between its
iT investments, associated programs and projects, and
its mission priorities. The EITG helps the FBI comply
with the requirements of the Clinger-Cohen Act, the
Office of Management and Budget Circular A-130, and
the Government Accountability Office IT Management
Framework.

The T Governance team:

During FY 2016, IT Governance supported nine milestone
review decisions for 13 T initatives, performed five
milestone  review  assessments, and coordinated the
retirement of 22 IT assets.

The [T Governance Team, Product Assurance Unit, was
responsible for scheduling, providing logistical support,
facilitating discussions, and recording and disseminating
minutes for nine Executive Steering Council, Investment
Management Board, Project Review Board, and Technology
Development and Deployment Review Board meetings.

Other significant accomplishments for FY 2016

# Revised IT Retirement and Disposal Review
Governance Process ~ Streamlined the
governance proceass for approving 1T system
refirements by incorporating the reguirements
from various stakeholders (Records Management
Division (RMD}, Security Division, Office of the
General Counsel {OGC), and the Enterprise Data
Management Office into a single process and a
cormmon set of artifacts.

€ Revised Mission Nead Review {MRNR])
Governance Process - Introduced the Enterprise
Requirements and Capabilities Working Group as
the new MNR approval authority, and automated
the review and approval process in the Bureau iT
Knowledge Repository.

IT Cost Transparency

Increasing IT Cost Transparency was established as an ITB
Branch Initative in FY 2014, and continued in FY 2016
as an {TCRMD initiative. The ITB budget accounts for
approximately 40 percent of the IT spending in the FBL

The CIQ/EAD requested ITCRMD support to help him gain
visibility into the other 60 percent so that he could provide
adequate oversight of all IT spending in the FBL. The FBl has
12 major T investments, owned by six divisions across the
enterprise. The continued implementation of Enterprise
IT Cost Transparency has served to achieve the following
resufts throughout FY 2016:

@ Increased executive awareness of IT investments
and assets within the division;

@ Provided visibility {transparency) into IT costs
and spending through alignment of IT assets with
investiments;

# Ensured investment information was timely,
correct, and complete; and

® Informed the decision-making process and
assisted with prioritization of T resources.

The ITCRMD Capital Planning Unit (CPU} and Financial
Management Unit {FMU} met with Finance Division {FD}
Budget Section leadership and proposed a strategy for FMU
and CPU to partner with the Budget Section and prepare
joint guidance on IT cost transparency and the Federal IT
Acnuisition Reform Act {FITARA] for the Zero-Based {ZBRA)
budget process; incorporate [T specific data elements in
the ZBRA budget templates; and develop new IT budget
execution reporting to leverage existing 1T commodity
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codes in the financial management system,

in addition, FD developad new IT cost transparency
reporting that provided unprecedented visibility into more
than $1B of IT spending in five IT commodity types across
multiple fund categories. Recognizing the value of this
effort to the enterprise, FD has since modified its templates
to include IT data elements into subsequent ZBRA budgets.

The IT Cost Transparency initiative has been a mutually
beneficial effort for the Chief Financial Officer, EADITB, and
the CI0 as the enhanced visibility has provided them with
hetter accountability over the value of agency IT spending,
which is their charge in the Clinger-Cohen Act and the
FITARA. It has also afforded FBl leadership greater visibility
into the performance of IT initiatives, established the first
budgst linkages betwesn the ZBRA process and the FBHIT
investment portfolio, and has provided the foundational
data for future IT dashboards.

FBI Accessibility Program

FBI SECTION

PROGRAM

Section 508 of the Rehabilitation Act of 1873, as amended
by the Workforce Investment Act of 1998 (29 U.5.C. §794d),
requires the federal government to ensure the information
and communication technology (ICT} it procures, develops,
enhances, maintains, or otherwise uses is accessible and
usable by individuals with disabilitiss, unless an exception
applies. ICT covers a wide range of IT and communication
technology, including any software; websites; mobile
devices and applications; electronic documents; video
media and wehcasts; assistive technology; and any
operational IT or scientific equipment, tools, or systems.

Section 508 is intended to eliminate barriers for thoss
individuals with disabilities to access and use federsl
sovernment ICT, provide new employment opportunities
for individuals with disabilities, and encourage technological
development to help achieve the program’s goals.

The FBI's CIC established the FBI Accessibility Program,
formerly known as the FBI Section 508 Program in

UNCLASSIFIED//FOR G

2013, The Accessibility Program staff works closely with
individuals with disabilities and [CT stakeholders, including
systemn owners and project managers, to ensure the 508
Program’s goals are met and that all ICT is compliant with
the Section 508 accessibility standards.

This past year, the Accessibility Program completed six of
17 action items from the Office of Integrity and Compliance
Section 508 Red Team’s Risk Mitigation Plan. Specifically,
the Accessibility Program:

@ Established a SharePoint site to receive and track
formal complaints alleging inaccessible ICT.

# Established a mechanism to report periodically
to the DOJ and FBI CIOs the status of: approved
exceptions to compliance with Section 508; and
complaints filed alleging inaccessible ICT.

& Established a new policy directive 1o replace the
Cetober 2015 policy notice {currently pending
final executive approval).

® Incorporated accessibility compliance monitoring
mechanisms into all phases of the FBI's IT LCM
Framework.

@ Established an accessibility testing guide and
checklist and a new testing training module. This
training is advertised and provided weekly.

The Accessibility Program staff also developed a SharePoint-
bhased accessibility compliance survey to assess and
determine the scope of inaccessible ICT. it was provided
to the owners of a sample population of 35 systems and
applications.

The Accessibility Program staff continued to provide
Section 508/Accessibility training to stakeholder divisions,
including several units within the Training Division, as well
as training and presentations on building accessibility
compliance programs to external business partners,
including the General Services Administration and the
Bureau of Alcohol, Tobacco, Firearms, and Explosives.

The staff also executed Office of Management and Budget
{OMB) and DQJ-mandated audits that assessed the level
of the FBIs compliance under Section 508. The DOJ's
biennial Federal Section 508 Compliance Survey assessed
FBI's maturity and compliance posture for FY 2015, ending
September 30, 2015. The most recent OMB biannual audit
conducted in February 2016 assessed FBI compliance for the
period between August 1, 2015 and lanuary 31, 2016. The
survey results revealed that significant progress has been
made since the original surveys were issued in FY 2013,

Fr!




Programs, Projects, and
Initiatives
Deployment of

b7E
|

b7E

e-Discovery

Electronic discovery, or “e-discavery,” is the process by
which electronically stored information is shared between
parties involved in litigation. The FBI has an obligation to
comply with discovery reguirements, whether in defense
of a civil law suit or in pursuit of a criminal conviction.
Supporting the FBI's ability to preserve, collect, review,
and produce electronically stored information for litigation
or other related purposes ulimately supports the FBIs
mission to “uphold the Constitution of the United States.”

In 2015, e-Discovery was identified as a Deputy Director’s
Priority Initiative {DDPH due to an urgent need to
modernize and expand the FBI's e-discovery capabilities.
The OGC, in conjunction with the T8, sponsored the new
DDPH which consisted of a cross-functional, multi-division
team that included the key e-Discovery stakeholders,
process reengineering staff from the Resource Planning
Office {RPO), IT Program/Project Managers, and Project
Management support staff from [ITCRMD’s  Project
Management Office Section.

The e-Discovery DDPI team identified two primary goals:

in FY 2016, ITADD's Enterprise Applications and Data
Services Section established the new Discovery Information
Technology Program Management Office {(DITPMO} and
Discovery Information Technology Support Unit {DITSU)}
to work in partnership with 0GC’s Discovery Management
Section to meet the FBI's e-Discovery legal obligations.

Together DITPMC and DITSU have worked with the OGC
to deliver the following benefits to the FBI and e-Discovery
stakeholders:
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As we enter FY 2017, maintaining effective and meaningful
collaboration among the various divisions working with
e-Discovery will allow the FBI to mitigate the legal risks
posed by the ever-increasing amount of electronically
stored information being created, stored, and distributed
by the FBIL

Enterprise Briefing System (EBS)

Since 2013, the Director’s Daily Briefing {DDB) application
enabled the FBI to efficiently and securely share briefed
intelligence, reduce costs to support the briefing process,
and utilize advanced technology consistent with other U5,
intelligence Community partnears.

Users access the application via both a Windows tablet app
and a web-based desktop application. These applications
interact with SharePoint for electronic access to the DDB.

ITADD developed the EBS and successfully deployed the
next generation version of the DDB application. ithasbeen
operational since August 26, 2016. The EBS will improve
users’ overall experience, address a number of the DDB's
technical issues, simplify the system’s architecture, and
eliminate many limitations. The system will still draw its
content from the sources that have informed the DDB,
including:

The EBS offers the following enhancements and new
features:

Gnd IT

As the ITB continues to advance its T products and services
to keep pace with the ever-changing needs of FBI field
agents and professional support staff, find T {pronounced
“find I-T”} was created to provide a way for these users to
stay informed of T solutions available to them, along with
providing them a way to better communicate their neads
to the ITB.

find IT'is designed with a friendly and intuitive interface. By
taking a customer focused approach; users are no longer
required to have pre-existing knowledge of who owns a
particular service or product. Instead, users of find IT can
now locate their desired service by dlicking through several
easy-to-navigate categories.

This logical search method helps to minimize search times
and eliminate confusion. After locating their intended
product or service, usars will find standardized and useful
information as well as guick-links to either order, access,
fix, or learn more information about their desired product.
These guick-links take them directly to the source and help
eliminate the questions of wheare to go or who to contact.

Since its deployment in early 2015, find IT has evolved into
an FBi-wide catalogue used by FBI headquarters, FOs, and
Legal Attaches’ {Legats). The find IT team continues to work
with ITB service providers to incorporate key products and
services. To date, more than 65 products and services are
represented in find IT, with more than 700 unigue users a
month and growing.

UNCLASSIFIED//FOR OFFi

b7E




b7E

Innocence Lost Database (ILD)

The FBI's Criminal invastigative Division {CID} has taken a
more proactive stance in the fight against criminals and
criminal enterprises that profit from child sex trafficking
and exploitation. Through the Child Exploitation Task
Force, the FBl and its partners have expanded cooperation,
collaboration and intelligence sharing with international,
federal and state LE, and non-federal governmental agency
partners through the ongoing Innocence lLost National
initiative.

Through its leadership position within the LE community,
the FBI has developed more collaborative partnerships
and intelligence sharing methods, while improving
intelligence gathering, dissemination, data tagging,
and associations, along with enhanced predictive data
analytics to incorporate a proactive LE posture in response
to intelligence leads vs. the previous reactive posture.

This capital investment is a demonstration of the FBI's
commitment to fellow LE partners and the public. The
new ILD enhances the CIDYs FBI mission-essential function
to coordinate, manage, and direct investigative programs
focused on violent crimes against children {i.e., child
sex trafficking). The system allows for investigative
collaboration, coordination, and lead de-confliction to
ensure resource efforts can be managed efficiently. The
new ILD is the only national database that contains child
vicklims, pimps, and associate information to bridge cross-
jurisdictional investigations and create national leads with
an interest to expand the LE user community.

To support the CID, the ITCRMD provided project
management, contract, and operational management
services for the new LD system, replacing the lsgacy
iLD. The team completed system development using
Agile methodologies and deployed the system in April
2016. An enhancement, released in June 2016, provides
extensive {data and image} analytics, entity collection,
and distribution of ILD intelligence. The new ILD provides
an innovative, user-friendly, and reliable database that
centralizes LE sensitive intelligence, automates data
upload, and provides systematic interfaces.

Justice Enterprise File Sharing
System (JEFS)

On October 1, 2015, the JEFS system, part of the LE
information Sharing Program replaced XT-Files as the
application used by the FBiI to provide web-based file
sharing capabilities to thousands of LE personnel in federal,
state, local, and tribal organizations.

The JEFS provides the following features:
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Next Generation Name Check
Program (NGNCP)

The National Name Check Program (NNCP} management
team completed development of NGNCP in June of 2018,
and is currently transitioning customers and internal users
to the new system.

Sponsored by the RME in collaboration with the T8
IT Project Management Unit 2, NGNCP provides secure
portals for external and internal customers to submit name
check requests and to receive responses. It also provides
a new automated workflow and systemn interface services,
enabling the NNCP to check a large volume of names
quickly and accurately; to capture and report on system
performance and individual metrics; and to collect billing
information. NGNCP was developed using

The new and improved capabilities help resolve challenges
with the current NNCP IT process including:

The program has been in an operation and maintenance
phase since lune 2016; however, the team continues to
develop and deploy enhancements to the system while
transitioning internal and external users to the system.

Resident Agency Circuit
Enhancement (RACE)

The RACE project, which began in FY 2014, focuses on
the network upgrade of 115 RAs whose usage frequently
exceeds existing network capacity. Among the sites
selected, the average bandwidth utilization experienced
during business hours and during the time when the
network connection was analyzed was almost 86 percent.

RACE will increase the circuit from a relatively small one
that can support data traffic at a slow rate to a significantly
farger circuit that will allow a much faster data transfer
rate. The increase will improve user experience and work
flow.

By the end of FY 2016, 97 of the 115 priority RAs had been
upgraded. The remaining 18 sites are in construction

pending network upgrades.
b7E
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The NGNCP team deployed Release 3 in November 2015,
and Release 4, the final release, in June 20186,
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As a result of this effort, the ITB helped sliminate
approximately 500 hours of lost productivity per month
and vastly improved productivity.

The investment in customer service and transparency
throughout the project also built strong relationships
hetween the FBY's deployed agent and support staff. Not
anly has the technology been labeled “life changing,” the
appreciation for the staff’s improvement in professionalism
was recognized by the overseas staff,

The Sentinel and Guardian teams also supported the
migration of the headquarter’s divisions and 56 FOs to the
new organizational structure, which was completed in 3rd
Qtr. FY 2016.

On August 31, 2016, more than 80 F8I employees and
contractors from [TB, the Science and Technology Branch,
the Criminal Cyber Response and Service Branch, and
members of the Director’s Office were recognized by the !
Director for their commitment, skill, and efficiency. b7E

For a project of this size and scope to have been completed
as quickly and cleanly speaks directly to the dedication of
avery person involved in meeting the Director’s challenge
on February 6, 2015.

Sentinel/Guardian Integration

At the beginning of FY 2015, the FBI Deputy Director
designated the Sentinel/Guardian Integration effort as
a priority initative. The goal of the Sentinel/Guardian
Integration Initiative is to utilize the strengths of the
Sentinel and Guardian applications by integrating them
into an enterprise-wide threat information management
system, This integration effort unites Guardian's
iterative assessment processes with Sentinel’s core case
management features. The end result of this integration
effort achieves this goal by:

b7E
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. Awards, Recognition, and
- Training
. FBI Director’s Awards

ITADD's winners gt this year’s Director’s Awards.

The Director’s Annual Awards for Excelience are the highest
honors employees may receive from the FBI and recognize
gsutstanding contributions and exceptional service to the
FBI and its mission. This year four ITB emplovees were
recognized for their excellence during an awards ceremony
on September 15, 20186, at DAR Constitution Hall.

| Bustained Distinguished Service
| |Computer Scientist {(5), ITADD

For more than 24 years asan CSIZIdEsﬁnguished

himself as an employee whose remarkable passion was
matched only by his remarkable performance.

I:heveieped groundbreaking computer analysis

and scoring algorithms tol

bé
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CS|:| retired in February 2016 after more than two
decades of creating leading-edge technologies to support
FBI investigations and operations. He will be remembered
for his unparalleled innovation and unwavering dedication
to the FBI mission,

Suistanding Service in Diversity and
Inclusion

Hispanic Advisory Board Mentoring (HMP) Program,
internotionol Operations Division

As the demographics of the United States continue
to evolve, it is critical for the FBI to reflect the diverse
communities we serve. This allows us 1o connect and
build trusting relationships with all Americans and ensures
that our employees are cradible stewards of justice within
their communities. Actively recruiting diverse employees
is essential to achieving this goal. Equally important is
fostering a supportive and inclusive culture within the FBI
by developing and retaining current employees.

The Hispanic Advisory Board Mentoring Program {HMP)
team rose to this challenge. Team members developed
this new program to connect employees with diverse
backgrounds through formal mentoring sessions,
opportunities to learn from senior FBI employees and
executives, and discussions about career challenges,
diversity and inclusion, and professional development.
They created a virtual platform to match employees with
mentors and set up a dynamic site to manage the program.

This talented team displayed tremendous dedication
to strengthening diversity and inclusion in the FBL. By
proactively establishing a reciprocal, mutually rewarding,
and career-building initiative—now an FBI best practice
that other divisions have replicated— this tearm has made
a lasting contribution to the future of the FBi workforce.

|ETS, iTADD, is a member of this

14-person team.

Sutstanding Information Management
Advonced Geospatial Technologies Project Team, ITADD

From SWAT teams to surveillance planes, keeping track
of FBi teams deployed down range is vital for safety and
situational awareness. Yet until recently, when a crisis
occurred, FBI leaders did not have access to real-time
deployment information. They had to rely on manual
reporting, tracking, compiling, and mapping of data.

This required a high burn of man-hours and led to an
unavoidable time lag and a series of “current” reports that
were actually several hours oid. By the time information
reached decision makers, the situation on the ground had
already changad.

Recognizing the administrative burden and the operational
risk_this created) |
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Government Employee Training Act
{GETA)

GETA training provides professional development training
opportunities for FBI employees. Training must be related
directly to documentad duties and/or collateral duties
as assigned. Consideration for all training requests is
hased on supervisory approval, emplovee work demands,
GETA program manager approval, and financial resources
available at the time of the request.

For FY 2016, 469 ITB emplovees were approved to attend
GETA-funded training.

Enterprise Data Analytics (EDAS)
Field Training

b7E

In FY 2016, the EDAS Training Team provided training at 26
FOs and two RAs onl |
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ITB and Emplovee Awards
The ITB's FBI employee strength averaged 648 employees
during FY 2016.
{TB employees received:
& 222 On-the-Spot Awards
& 176 Time-Off Awards

@ 71 Incentive Awards

Employees were recognized for their individual
performance, service, leadership, and teamwork.

Collaborative Forums and

tvents
ITB All-Hands Meetings

Director Comey addresses All-Hands attendees.

The ITB held two All-Hands meetings during FY 2016. The
meetings included a variety of speakers and topics of
interest to IT8 employses.

Thefirstmeeting, lanuary 5, 2016, washosted by Acting EAD/
CiC Brian Truchon. Agenda topics included organizational
updates, a Diversity and Inclusion Coordinator briefing, an
intelligence Community information Technology Enterprise
{IC ITE} briefing, and a Support Services Transformation
Office briefing.

On July 18, 2016, EAD Turgal hosted his first ITB All-Hands
Meeting in the Bonaparte Auditorium and via webcast.
“I wanted to bring all the employees together s0 | could
share what | learned in my first five months. | wanted
the ITB employees to know what | saw, the information
| collected, where the ITB has been, and where | see the
iTB going,” Turgal stated. He spoke about ITB's vision and
customer perceptions, his three pillars to success — leaning
forward, operationally focused, and a customer-service
based operation.

To everyone's surprise, Director Comey arrived and spoke
o attendees early in the meeting. He explained that the
FBYs mission and vision was recently rewritten to streamline
and simplify it 50 everyone can understand and connect to
it — both FBI employees and the American public. Director
Comey quoted the FBI’s vision and mission as:

@ Vision: Ahead of the threat through leadership,
agility, and integration
€ Mission: The mission of the FBI is to protect the

American people and uphold the Constitution of
the United States
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“It's my mission and it's your mission. We are the same.
QOur job is to protect the American people and uphold the
Constitution of the United States.” He stressed that, “the
mission of the FBI belongs to all of us,” reiterating that ITB
has an important role in the FBV's mission. He also thanked
{TB employees for their hard work and dedication.

INSD's AD, Nancy McNamara, presented an overview of
the June NPR of the ITB. This review was one of the largest
performed to date. The NPR’s purpose was o identify
arsas of improvement for the {TB. The NPR identified
several high-level findings that will provide areas of focus
for ITB to make improvements. These recommendations
are: define the strategy better; create measures and
matrices; improve customer service; improve training for
all employees; establish contract management oversight;
focus on preparing and maintaining documentation on key
decisions; and practice good communications. The ITB is
awaiting the formal report.

in addition, CI0 Gordon Bitko presented the vision of the
Ci0’s office and discussed the transition of some of the
{TB units that are proposed to move to the Ci0. The plan
calls for the OCIO to have two sections: the Enterprise IT
Management Section and the Technology and Strategy
Section. The OCIO will have enterprise-wide responsibility
to develop the long-term direction and strategy for
information and technology for the FBL. The ultimate
goal will be to provide core services that are first rate and
deliver solutions quickly to make improvements.

EAD Turgal recognizes the newly-selected ADs for [TR.

EAD Turgal followed the formal portion of the All-Hands
with a question and answer period to ensure employees
had an opportunity to comment and ask any questions
concerning the reorganization or his philosophy as the
{T8’s new EAD.

Information Technology Operational
Training Symposium (ITOTS) 2016

The {TOTS took place Monday, August 22-25 at the
National Conference Center in Leesburg, Va. The theme
for this year’s symposium was, “LT. — Operating Ahead of
the Threat.”

EAD James L. Turgal, Ir. addressed the attendees Monday
morning to start the symposium. “ITOTS is bringing
together all elements of both the Headquarters [T elements
and the field elements that work the daily routines in FBI
field offices. This is our ability to bring everybody together
for a week to learn, to share, and to collaborate”

Director Comey addressed the ITOTS audience referring
to the ITB as, “The Central Nervous System of the FBL”
He reminded the audience of the importance of staying
ahead of the threat by being agile, receiving feedback, and
reacting to it appropriately.

Unit Chief of the Field Support & 1T

Modernization Unit, is the Field ITS Program Manager and
was one of the coordinators of this year’s event. He said
the National Conference Center was chosen specifically to
encourage interaction among the attendees. “We're at
a location where it's geared toward communicating with
one another, More IT Specialists should come. We're
here to make our organization better. t's an opportunity
to talk, to get to know one another, and learn important
information that makes us better as a whole. If you have
the opportunity to come, take advantage of it — give us a
shot!”

The symposium break-out sessions covered topics ranging
from Human Resources Qustions and fanswears {Q&A} to
the Samsung Galaxy 57. Sessions included:
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The Supervisory TS {SITS) Forum-—a pansi discussion
between ITB executives and Supervisory [TS—offered an
opportunity for sharing information. While the primary
focus of ITOTS was to educate and inform 1TSs from around
the Bureau, the secondary bonus was one-on-one face
time outside the classroom.

Ian Electronics Enginser with the Science

and Technology Branch’s Operational Technology Division,
enjoyed {TOTS because of the glimpse it offered into the
life of an ITS. He said, “! usually work with the Electronics
Technicians and Technically Trained Agents, 50 it was nice
to get the IT Specialist perspective on operations and field
responsibilities. This helped me to realize some of the
gaps in communications hetween the groups that L hope to

ciase.”:aiso hopes the networking opportunities
everyone experienced will help to solve future problems.

I:l an ITS from the Omaha FO, said, "I had a

much better time than | had anticipated. | walked away
feeling a bit empowered,” about attending his first ITOTS.
“Fvery much enjoyed my time at ITOTS and lock forward to
seeing all of the challenges set before us come to fruition.
it truly is an exciting time in the Bureau to be in IT”

said.

DOJ ~ FBI IT Job Shadow Day

On April 14, 2016, the ITB and the DOJ (IO hosted 14
students interested in IT careers from Damascus High
School in Montgomery County, Md. The students and
their teachers began their tour of FBl Headguarters with
“The History of FBI Firearms” at the active shooting range
auditorium in the FBI Educational Center. Then, ITCRMD's
Acting DAD Michael P. Klopp guided the guests through the
FBI's exhibits of its most famous cases, discussing the role
IT played in the cases.
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DG GO loe Klimavicz, [T Project Manager I:l

and Kiopp spoke to the audience during lunch. They
spoke about the biggest and fastest computers--mostly
associated with government initiatives in nuclear energy,
space _exploration, biometrics, and intelligence gathering.
B@thljland Kiopp described how their careers began in
the military and progressed to their current assignments
serving in T as a support professional and an agent
respectively,

All three luncheon speakers provided insight on how to
develop careers in IT, complement IT skills with soft ones,
and why they chose public service over private industry.
DI GO hosts, Jason Walsh and Management and Program
Anaiystl spoke about their careers to give the
students a well rounded perspective. The students ended
their tour with a visit to the FBI SIOC

FBIHQ Technology Days

During FY 2016, the ITID hosted three IT Technology
Days in the William H. Webster Conference Room on
MNovember 3, 2015, February 23, 2016, and May 8, 2016, T
Technology Day showcases new and innovative technology
to all interested FBI employees. The events have evolved
since they began in 2012 as “Vendor Days.” The themes
more accurately reflact the purpose of the events—to give
employees an opportunity to see what is new in the IT
world and what companies are doing to improve it.
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& Witiam H. Webster Conference Room (Room 1236}
9130 aum. - 1:30 pam
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More than 50 small business and prime contractors
showcased their various security, network, and application
technology offerings and answered employees’ questions
about how their IT products can change and improve the
way FBI employees conduct business,

ITB Field Integration Program (IFIP)

in 2016, the Branch Administration Section, ITCRMD,
established the IFIP to facilitate the shift for the ITB to
become a true field-enabling organization. Derived from
the SITS Rotational Shadow Program, IFIP deployed {TB
Unit Chiefs {UCs) and senior staff to FOs to see first-hand
how 1TB's technology is used in day-to-day operations,
while raising awareness of T issues from both the field and
H{ perspectives.

At the close of FY 2016, eight UCs and senior staff had
participated in a rotation of four FO visits Richmond,
Charlotte, Chicago, and Atlanta. Each participating UC
engaged in a series of operational activities typical to the
realities faced in the field on a daily basis.

Due to the program’s initial success, IFiIP will be expanded
in FY 2017 to include its scope by bringing the SITS to HQ
on a rotating basis to engage with HQ staff to provide the
HQ perspective through an interactive itinerary.

ITCRMD's Gettysburg Leadership
Retreat

On October 15, 2015, 32 ITCRMUD leaders and staff traveled
to Gettysburg, Pa., to participate in a one-day professional
development event on the historic grounds of the battlefisld.

Supervisory SA| land | | subject
matter experts on Gettysburg and leadership, led the group.
They regated the attendees with lesser known facts about the
battles and commanders.
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Participants walked on the same hallowed ground where Civil
War leaders stood and made decisions that would change
the course of U.S. history. Participants learned about the
difficult circumstances military leaders faced in 1863, and had
an opportunity to discuss and explore the decisions these
leaders made as well as the consequences of those decisions.

While visiting eight specific iocations, they engaged in
discussions relevant to leadership on the battlefield and
how those leadership examples and lessgns learned could
be applied to leadership within the FBL and

continually encouraged the attendees to reflect on their
leadership styles to see if modifying that style might benefit
their employees and the organization.

Discussion topics included:
& Not fearing responsibility
& Personal character counts

® How leadership styles can affect subordinates
and results

How and when to disagree with the boss
if you don’t know, ask
Everyone is a leader

When o exercise “the third option”

& & & & &

Strategic thinking

|conducted a follow-up session during
ITCRMD's monthly leadership meeting on November 12, 1o
further discuss the leadership styles and decision-making
abilities of the historical leaders and each individual
employee’s leadership style.

ITCRMD Launches Mentoring
Program

Taking a cue from employee feedback, ITCRMD built and
faunched a formal Division-wide mentoring program 1o
help employees leverage the knowledge and skill sets of
other, more experienced employees. The ITCRMD unveiled
the program at their February All-Hands Conference on
February 25, 2016, and held three Lunch and Learn sessions

OF
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on March 15, May 4, and August 38, to continuously build
awareness of the program.

The program currently has five formal mentor/mentee
pairings; program growth is expected throughout FY 2017
as ITCRMD becomes the [T Enterprise Services Division.
Once the ITCRMD Mentoring Program is fully astablished,
ITCRMD plans to expand the program branch-wide,
providing an avenue for people in one {TB division to reach
out for mentors in another part of the branch.

New Space for the EOC

The EOC's new location offers more space which lends
itself to o more collaborative environment.

The EQC celebrated the end of construction on its brand-
new location in Chantilly, Va., August 3, 2016. The staff
hasn't moved in yet; however, the space is ready for final
security approval and for equipment to be installed. The
facility should be ready for move-in at the beginning of the
new FY.

The new office is significantly more spacious and user-
friendly, built specifically for the ECQC, and designed to
have the team function as a Help Desk. The space design
provides a more collaborative environment for EQC staff to
work together on solving problems.

This workspace should ultimately benefit the entire
enterprise. The state-of-the-art facility will allow the
employees to have a great work environment and to have
access to newer technology to ensure that they can answer
calls quickly and resolve issues for FBI customers.

Family Day 2016--ITADD Geospatial
Buck Pond

ITADD took over the courtyard fountain at the FBFs Family
Day, June 2016, with their Geospatial Duck Pond! This
might be the start of a new tradition at Family Day.

FBI kids chased after 300 yellow duckies. The ducks were
getting ready for their migrations, some nearby {e.g., White
House) and some far away {e.g., Grand Canyon). The ducks

wers ‘geo-tagged’ with a color. The kids discovered the
power of satellites by matching up the color on the duck
with an image of the final migration location via Google
Maps.
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FDAS participated at FBI Family Day by
harnessing current geospatial technology for the
“ITADD Geospatio! Duck Pond.”
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Acronyms

AD
AD
ASAC
CHS
Cip
Cio
CHs
Py
s

cY
DAD
DD
DOB
DDP
Di
DITMIO

DiTsy

DIVS
BOl
EAD
EBS
EITG
EOC
ERAS
ET

FBi
FBIHG
FBINet
FD
FiDS
FITARA
Fiviu
FO

Assistant Director

Active Directory

Assistant Special Agent in Charge
Confidential Human Source
Criminal Investigative Division
Chief Information Officer
Crirminal Justice Information Services
Capital Planning Unit

Computer Scientist
Counterterrorism Division
Deputy AD

Deputy Director

Director’s Daily Briefing

Deputy Director Priority Initiative
Directorate of intelligence

Discovery information Technology
Management Office

Discovery information Technology
Support Unit

Data Integration and Visualization System
Department of lustice

Executive Assistant Director
Enterprise Briefing System

Enterprise IT Governance

Enterprise Operations Center
Enterprise Remote Access Service
Extraterritorial

Federal Bureau of Investigation

FBI Headguarters

FBi Classified Network

Finance Division

FBI Intelligence Dissemination System
Federal IT Acquisition Reform Act
Financial Management Unit

Field Office

b7E

FY Fiscal Year

GETA Government Employee Training Act

HAMP Hispanic Advisory Board Mentoring Program

HUMINT Human intelligence

ic intelligence Community

WY Information Communication Technology

Fip IT Field integration Program

RS Innocence Lost Database

INSD inspection Division

INTERPOL International Criminal Police Organization

T Information Technology

TADD IT Applications and Data Division

ITED IT Engineering Division

e Information and Technology Branch

ITCRMD IT Customer Relationship and
Management Division

iTiD [T infrastructure Division

MDD IT Management Division

iTOTS information Technology Operational
Training Symposium

iTs IT Specialist

iTsh IT Services Division

JEFS lustice Enterprise File Sharing

LM Life Cycle Management

Legat Legal Attache’

MNR Mission Need Review

MGNCP Next Generation Name Check Program

NNCP National Name Check Program

MER National Program Review

Odio Office of the Chief Information Officer

0GLC Office of General Counsel

OMB Cffice of Management and Budget

RA Resident Agency

RACE Resident Agency Circuit Enhancement
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RMD Records Management Division

SA Special Agent

SAC Special Agent in Charge

€ Section Chief

50 Sensitive Compartmented information
SITS Supervisory T Specialist

T8 Top Secret

UNet Unclassified Network

ZBRA Zero-based
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History of Office of the Chief Information Officer/Information and Technology Branch

FY2001-FY2006
Jul 04
FBI Approved
Reorganization of OCIO
May 03 /
Director Named Jut 04 y
W. Lowery IRD Renamed Fd
Nov 01 as Acting CIO May 04 ITOD
Congress Approved DifeCtOlt Named /,"/ May 05
Establishment of the \ Z. Azmi as CIO / First DCIO
ocIo Nov 01 Jan 04 \ 7 Established
Director Named B. Dies \ Director Named -, ’ ! Sep 05
AN as Acting CIO -~ Z. Azmi as Acting CIO \ i i IT Utitities
. N / Placed Under CIO

b AN

1/1/2002 : 1/1/2003 1/1/2004 A N 1/1/2005 1/1/2006 o
i N e
{ N
1/1/2001 ! Jun 04 \, Jul 06 1/1/2007

i {TSD Established AN OCIO Designated
OIPM Establ'ished \\ as an FBI Branch

i OIPP Established

i Sep 04

Jut 02 Congress Approved
Director Named D. John Reorganization of OCIO

as CIO

£ ClO- - Chief Informiation Officer
EHCIO: Deputy Chief Information Officer
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History of Office of the Chief Information Officer/Information and Technology Branch
FY2007-FY2011
Sep 07
Attorney General
Approved Name Change to Dec 08 Jun 10

Information and Technology Branch;

i QIPM, OIPP reorganized renamed ITMD
CIO to EAD Mar 08 Director Named , :
Jan 07 Congress Approved C. Fulgham as CIO ITSD reorganized renamed to ITED
an
Second DCIO Name Change
Establ!ished Jul 09 May 10
i ITOD reorganized Congress Approved
Aug 07 renamed ITSD Reorganization of ITB
OCKO Established N Ny

0

11112007 1/1/2008 1/1/2009 1/1/2010 1/1/2011

~
Apr 08
Director Announced
Name Change

S CIG Chiel Information Officer

- DCIO - Deputy Chief Information Officer
SEAD U Executive Assistant Director
Information: and: Technology Brangh




History of Office of the Chief Information Officer/Information and Technology Branch

FY2011-FY2016
Director Named _ Associate Deputy Director Named
J. Pender as Apri 14 B. Truchon Acting EAD/CIO
EAD/CIO Implermented ITB Re-alignment:
ITED reorganized renamed ITADD Feb 16
ITMD reorganized renamed ITCRMD Director Named

ITSD recrganized renamed ITID J. Turgat EAD

i
[8
\

1172011 1/1/2012 17172013

11172017

112014 | 1/1/2015 1412016
: Feb 14 i
Sept 13 . ) Aprit 16
OCKO Abolished Acfg]ziigf’;i%m Director Named
G. Bitko CIO
Strategy
Legend

CEADICIO - Exscutive Assistant Director/Chief Information Officer
LOCKD: - Office of the Chief Knowledge Officer
: nAssaciate GIO
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This publication was.produced by the

Business Relationship Management Section, Communications and Outreach Unit

Thanks to all [TB staff who collaborated and contributed 1o this effort.

OFFICIAL FRI PUBLICATION

LS. Department of Justice
Federal Bureau of Investigation
informuation and Technology Branch
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