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FORT GEORGE G. MEADE, MARYLAND 20755-6000

Serial: MDR-103900
17 January 2019
Mr. John Greenewald, Jr.
27305 W. Live Oak Rd.
Suite #1203
Castaic, Ca. 91384

Dear Mr. Greenewald:

This responds to your request of 26 March 2018 to have “Cryptologic
Involvement in USS Pueblo Incident” reviewed for declassification. The material has
been reviewed under the Mandatory Declassification Review (MDR) requirements of
Executive Order (E.O.) 13526 and is enclosed.

Some portions deleted from the document were found to be currently and
properly classified in accordance with E.O. 13526. The information denied meets the
criteria for classification as set forth in Section 1.4 subparagraph (c) and remains
classified TOP SECRET and SECRET as provided in Section 1.2 of E.O. 13526. The
withheld information is exempt from automatic declassification in accordance with
Section 3.3(h)(2) of the Executive Order.

Section 3.5 (¢) of E.O. 13526, allows for the protection afforded to information
under the provisions of law. Therefore, information that would reveal NSA functions
and activities has been protected in accordance with Section 6, Public Law 86-36 (50
U.S. Code 3605, formerly 50 U.S. Code 402 note).

Please be advised that some information responsive to your request includes other
government agency’s information and is also included.

Since your request for declassification has been denied you are hereby advised of
this Agency’s appeal procedures. Any person denied access to information may file
an appeal to the NSA MDR Appeal Authority. The appeal must be postmarked no
later than 60 calendar days after the date of the denial letter. The appeal shall be in
writing addressed to the NSA MDR Appeal Authority (P133), National Security
Agency, 9800 Savage Road, STE 6881, Fort George G. Meade, MD 20755-6881.
The appeal shall reference the initial denial of access and shall contain, in sufficient
detail and particularity, the grounds upon which you believe the release of the
information is required. The NSA MDR Appeal Authority will endeavor to respond
to the appeal within 60 working days after receipt of the appeal.



If you have any questions regarding this action, please contact me at 301-688-
7785.

Sincerely,

JOSEPH DEMATTEI
Chief
Declassification Services
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FROM : PO,
. W. D. Oppenhoimar/3356-3

SUBJECT: COMINT Compromise Duuwige dsseasment ielstiv: i xaironbs Sor wfiial X4 is
OPT (TECHINS 6u02 2, 701G, 7011, 7013, 9Giid) ' :

1. TECHINS 60C2, SIGINT MINTIIZE PROCEDURES — docursnt is cilruslli.-i
SECRET-HVCCO, and provides information in mencral rolative td the
of n-:atenal/infom.stion generated wd.th \ thy ! u:‘. e f"n"u*dn' cuec“ .

by counax,under MI: :[Zb cond:.tlons. Tt\, cunnre s
effect the c’rypt*glc effort except t-. giva rn ey
disrupt and slow down the electrical a:xch.nge of eror‘.
the members of coamunity by disl'uptirw corplcnbions
might be declar& ’ ' _

£
=
-
=3 : -2, TECHINS 7&110 INFORFAL TECHNICAL MOTES — Doeuien®
I . SECRET-HVCCO and reveals generil type informstion t'\ L
a would expect to be exchanged'between and :
= organization. Its compromige  would n(v{, g
k effort. :
3. TECHINS 7011, canToLochmr TI0K PUnLTaATR
SECRET with a OOMK)B.D Annex, It woyld revea? th.t o IR
separately from normal SIGINT product and therefur. -
C . Its ,c.cmpromi‘se would not seriously affect the cr.\-p‘acllg

ks wwsqm' STANDARD TRANSLIT:ATION TAOLES - D
&

cuzent, iy TOS |
.-m»n is hindlad -

¢ oifors.

assified

z SECRET- nd reveals that the NSE usés or has sat | L Lished ST rwthods
!ji ‘for converting foreign languages (part:.r‘al' ]J oy1~1 .Lll } to rervimized fori with
=4 morse equivalents. Such could be expucted Uy nny wesiirn eryptolegic orgunization,
: and would, in part, be available frau cron.sourcea. {6 suriaug Lo woukild
= occur by th:.s camprordse unless n:itions ch .ngad procaduies wvar 11,
, . 5. TECHINS °b0), CA'I'K‘:ORIZATION OoF 0! I‘:T ~ Docur~nt ila clazgificq TOT
SECRET CODSMORD and deéfines vurious c-tezocins of CUITNY -nd degrea of
sensitivity the U.S, apohes to each., It roveslz 2na T rr r culloavoration,
S ‘axistemea of special sources, exdstence :f 2rd Party sewress Uy ostition :
—— desiMm, certain clessificztion cr*ter x, #nd (in :‘.rm.c.-:es) specific cutegorizat
ﬁ:. claniﬁ.o&tion rules for COMIKT materi-l -ssignod to the virious categiries. Tho -

=1



http:ll:~JnI':,t:;.,.ir
http:n:'.t:!.on
http:L"-'"')!.OO
http:cCIIlpror.n.se

29 January 1968

1 tter ic a definite reveisztion of success both from a T/A and €/A and eoll.ection
stondprint in additior to »raferenc? “ng sther docurents which are even more specific
in their revelaticn. Ocompremise ol thiz docurent is considered sctremely grave.

‘b Cormrordse of (31 of ihe l,"ve, docurents wo.\ld compromise US/2nd Party -
SGIET collaberstion wnd COTINT udowmda vy virtue of their distribution lists
and cirgsification,  Curoromise the -SPECIAL SUPPLEMENT to T=9003 would reveal
cert-in gpeciil sourae v.iesf.;-;n:-\.tc\rs which nre not releasable to foreign nationals. -

7. Sreuld bhe documonis listed £:il into the hands of SINO/SOVIET BLOC .
org mizrtiong, wne Aould evpect widespre.d changes in target communications —
syote . ag well vy prssitiy '.Hric:\:s diplouatic actions against the U.8. . -

wiwndsd $hat the -otber be reported to USIB as well as LSIB. . .
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LAWRENCS D. TERRY ’
1i<_af Orerations Staff
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SUBJECT: USS FUEBLO Incident; Impact and Loss on Group A ; ﬁf géfég;;é)usc 3605
Targets and Operations

1. PREFACE:

A. The following constitutes an assessment of the impact on. Group A
SIGINT operations and targets resulting from the presumed comprgmise of
those documents known to have been provided as support to the USS PUEBLO
and which may have been on-board at the time of its capture. Jn the
absence at this time of authoritative evidence regarding either (1) which
Group A-related.documents may have been off-loaded at Kami-Seya prior to
departure on the last mission, or (2) which specific Group A-related
documents on-board may have been destroyed by the crew of the USS PUEBLO,
Group A has assumed that all pertinent documents provided as support to
USS PUEBLO operations have been compromised. Additional gupport may well
- have been provided by other organizations (e.g. messages'from USN-39, NOTAL
DIRNSA) on which Group A is unable to comment. It may eventually prove
feasible, subsequent to possible identification of off -loaded documents,
to moderate our present assessment of demage.

B. Each technical support paper, selected TECHINS, or other document
relating to Group A operations, has been reviewed and a precis has been
prepared with accompanying impact statement. In ingtances in which
essentially the same information is presented in several .different forms
(e.g. various sorts or reverse listings), the documerits have been grouped
together and a single assessment provided. A summary statement of overall

impact on Group A targets will be provided as the final section of this
report.

II. DOCUMENT EVALUATIONS:
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F. ABl COMINT Technical Report 7o-67 .
Title: Russian International Cal:'l.si.gh Listing
Clessification: whGRiegWdi=' ©

Content: This report is an glphatetical listing of International
callsigns used on Soviet communications. These callsigns are
drawn from blocks allocated.to the Soviet Union through inter-

netional sgreement. | iy :

.

| The format utilized provides the following
categories of information:

1) Callsign .
2) Callsign usege indicator (i.e. day/night/both)
:: Station f\;\gction dndicator (i.e. control, outstation)
cation by place name; or in case of ships, the name -
or number of the'individual ship

6) Type of Ship
7) Ship tonnage .

11) Date first observed e g

12) Date last observed

13) Validity ——




.....,,Q.——-v\—-::rr:r: :r-:——-\ﬂ".‘ 'Hrj EO 33(h) (2)
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3605

A detailed listing of abbreviations and their expans',lons
indicative of Types of Russian commercial shipss’ na?al
ship types and naval ship classes is :anluded‘ Y

? .

A6l Working Air #10-66
Title: - Soviet Radiotelephone Manual
Classification: YRGREm=mpmp—

Content: This document is a glossary and ha.r;d‘book reference
intended for use by Russian linguists enga@ed' in the inter-
ception and transcription of Soviet radiotélaphone cotmunications.
While the overall classification of this doctment is SECRET
Codeword, it includes information remging.f.rom unclaslified

material in open source Soviet and U. S. pub'lications\

:J Specific infermation

included in the report follows:

1) COMINT designation of certain Sovj:et electronic equipment.
2) ELINT covernames as applied tq Soviet radar equipment.

4) Equation of certain Soviet covernames to SIGINT covernames.
5) One =~ 2 flag naval code and associated nunerical
eguivalents, .
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I. Russian English Dictionaries

Title: SMIRNITSKIJ; Russian-English Dictionary
SEGAL; Russian-English Dictionary
MULLER; Russian~English Dictlonary
MORSKOH SLOVAR' (Naval Dictionary)

Classification: UNCLASSIFIED

Content and Tmpact: The Russian-English dictionaries and the
Morsko] Slovar' are open source documents whose presence aboard
the PUEBLO are of absolutely trivial significance in comparison
with other documents aboard, and serve only to confirm our
interest in Russian language rmaterial in general and, in the
case of the Morskoj Slovar', Russian naval activities in
particular.. It is difficult to consider their loss as a
compromise of any significance. Wy s . -
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Title: Type J (JULIETT) Callsign System EO 3.3 (h) (2)

Clessification: =ONOREB=ShEN PL 86-36/50 USC 3605

Content: Although no specific document has been compromised,
the sum total of Juliett callsign information contétned in
other documents on board leads to the conclusion that the

U. S. state of knowledge on the Juliett callsign s:[stem has
been compromised. .

A6T Working Aid 1-67, dated 20 March 1967’
Title: HEAD NET Radar Equated to Specific Ships | : >
Classification: =SEGRE=SkkERE 5

Content: Indicates possibility of identifying sgecific Soviet
‘ships through ELINT analysis of the HEAD NET early warningj
surface search radar associlated with certain mIss e~conf'igured
Frigate, Destroyer and Soviet Missile Range Instrumentation Ships.
Itemizes, based on analysis of HEAD NET signals from all Fleet
areas (i.e., Baltic, Northern, Black Sea and Pacific Ocean)

\ Also In-

cluded are references to other radars associated with certain
of the specific vessels (e.g. BIC NET, FLAT SPIN, SLIM NET
KNIFE REST, SHIP WHEEL /with SMRIS SAKhALIN, SIBIR, SUCHAN

W
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A2 COMINT Technical Report #19-6T, dated 1 May 1957

Title: Soviet Merchant and Fishing Callsign List

Classification: "SPOREBeRALIN .° B :

Content: The document is a. éOmpilatlon in alphhbetic order

of Soviet R and U callsizns used by the Soviet.merchant ship and

fishing vessel fleets and associated shore stations and
identifies the users' of the callsigns. -It includes the
callsign _Juser, type of.vessel, tonnage and
the validity (e.g. A%) of the eqpatlon.
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W. A582 Working Aid #1-67

Title: Cross-Referenced Listing of TEXSIGS as of 1 September 1967

Classification: OBGAESeSEL




EO 3.3 (h) (2)
PL 86-36/50 USC 3605

- Content: Provides a current listing of Teghm'.'c.al Extracts
~ of Signals (TEXSIGS), both active and cantelled, to include
by NsA| 1 .
and the system covernames assigned {(e.g. BLACKPOOL) . -
Impact: Due to imprecision in the identification of documents . s
provided as support to USN-LETY, it is not yet certain that this § .
Working Aid has been compromised. | <
III. INTELLIGENCE PRODUCT EVALUATION: N
N
w
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B. GOPI (COMNAVFORJAPAN)
Title: General Operational Intelligence (Broadcast)

Classification: Probably up through TOP SECRET TRINE

Content: Tnls report is the general intelligence broadcast

which is reportedly received by all NAVSECGRU detachments
as USN-467Y. Although the precise content is unknown, i%

such °

purportedly includes current intelligence on all targets within

the purview of CINCPAC. T

Impact: Undetermined

C. No other SIGINT intelligence product relating to the Soviet

problem has been identified at this time.

EO 3.

3(h) (2)

IV. MESSAGES ' PL 86-36/50 USC 3605

A. Situation: | !té USN-33; info to
USS PUEBLO, and Others. ote USS ?UEBLO Tech

Support ' oo

.o

1) In event PUEBLO 1is deployed to Sqé'of Japan, intend to
dupe USS BANNER Soviet collection guidance for PUEBLO

when operating in modes 2/3.°°

2) Query station ability ﬁp'brovide technical info/does
necessary to supnort PUEBLO based on BANMNER guidance.
DIRNSA will prov1da any itmes you feel necessary and

not available your area.

3) For | | Request you assist where possible

unquote.

.
.

B. USN—39| |Quote Anticipate no difficulty
in providing PUEBLO seme tech support as is provided BANNER

unquote.

Based on this exchange, it must be assumed that the PUEBLO had
contacted either USN-39 or the BANNER to obtain the “collection
guildance" referred to above so she would have prior knowledge

of her future Soviet missions. If this were indeed true,

several

messages would be involved and are discussed in detail below.
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C. Contents: I ‘Still Selid :

33 page collection guidance messagé for'"CLICKBEﬂ‘LE"
operations in the Sea of Japarr. $ .

% .
.

Part I COMINT

1) States priorities on w'i intercept
& desired, not. only of specificl NN |cases,
but special signals as well (e.g{. . .- |
etc.). Indludes recording instrubtions. and 1ists
ases in areas 1l thry 9 .wh,ich inclu@es
e general area of Soviet coastline. from VladiVOStok

to Sovetskaya Gavin, S

2) VHF Radiotelephone. All in'cl,u.siv,é in'struct.ions on
intercept of service voigeé cemmunidgtions, including
Soviet Navigational Air, Soviet Long Range Aviatlon,

Military tactical air ~So iet th t ca o
Alr Defense. 3 &
. __-_I Soviet Naval: and -

Naval Air assignmepts, { ]

Type activity ancT—ﬁ type (e.g. helos,
Rocket Cutters, etc.). Also dncluded in this section
was some Military amd Borger, Forces tactical voire

and [ ]
for Soviet’ Merchqnt ahipping.

3) Manual Morse cases were specified however, no
frequencies or term:.mals vere stated.

k) | L' - | Freguency, callsign both

day and night and kno chedules were given for 8
ases. Aﬁuard was specified, but no
instructions were given; however, reference was made

to Special SCRAMTIL #92-64 which was knovm to have been
on-board.

Part II

-
.

Special Signals receiver/recorder instructions f’efe

given in brief form on 6 TEXSIGS including

PART III

Contained instructions on forwarding all data collected
to NSA attention A6l.
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Part IV 'x".

Was NMSOB general tesking for new or unusual.'é‘lgnhls

and referenced cataloging in acc : IS 1621.
- Intercepts should be frwarded to K N .
signal analysis laboratory. . * :

Part V .

VWas detailed ELINT tasking for specific geographic areas
noted by coordinates and specific tadars desired. Areas
_included the East Coast of North Korea, North Korean
Navy, North Korean Air and North Korean Argly targets.
General target signals were also listed by SEDSCAF
designator and name (e.g FIREWHEELJ. An additional
specific task was included which was referenced by SICR.
A special PEEL GROUP task vas assigned to satisfy SICR
N-E1¢-13488. The objectives were stated with all
background information, requirements and extremely
detailed collection instructions. ;
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PL 86-36/50 USC 3605

E. I | éeneral| '-F-"E |
ech support and collection guidance ,[fop USN-40TX

(USS BANNER) during deployment in the SoufetaFar East .
peripheral area. Although the PUEERLO was no'}. é_h distribution.
for this message, probable dunlication of ,,f.'he‘ ‘bext may have
been obtained from USN-39, the BANPER IR

would be one of tbe ig fpripr ty items for
.PUEBIO collection.

. - B ,- o » ..
- . ” e .
F. Content: | . . ,.'*' . +'lon insight to
its use, how the system operates a eta d instructions
on collection techniques. . : - ot
o Do
G. . * ’ .. ':- .. ¢ ..: "
. .;‘ i
H. [ 4| Pa.r:tial upda.ting of K12/168 above.
Gives frequencies,, bur designator o sisnal end type of signals
‘associated with the miésile. Additional impact
statement not nécessery,’ r A
I.| .| Anotker updating of K12/168 which
added and deleted certaln| i . Jchanged
to Soviet tactical gir .+ |assignments; added the

| g . |Jadditional ELINT SEDSCAF
designators were.also added. An additional impact statement
.1s not necessary. g

5. ]

K. Content: Additional ELINT coverég.e in the Sea of Japan., Gives
background information and coth;cj;ion requirements on FLATSPIN
and SLIMNET raders.
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Exploitation and Reporting: comsidersble gvidence has been
provided as to the ways in which SIGINT is used for both
immediate tactical support ard for summary analysis and
reporting. In some instangés, primarily "in the case of
Soviet Far Eastern Naval and Air Defense.comrunications,
the | ~ particular

types of SIGINT reporting/support have been delineated
and identified. [~

Technical Identifiers: case and TEXSIC- notation systems,
arbitrary unit designator (AUD) systems of at least Far
Fastern forces, coverword assignments and, in some cases,

the interrelationships of these "handles“ , have been disclosed. -

A Orgenization: ai least certain A elements are clearly
Tdentified as possessing interest/r¢sponsibilities for

certain SIGINT targets and/or operations. \

.

Impact of Compromise:

— LIMITED DSTRIUTION
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TITLE: North Korean Naval Mamml Morse Nsssage Formats JLSECANB.SAREN e

CONTENTS :

This document formats and has sample messages for Tracking

reports, Administrative/Operational Messages, position reports and Wsather
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TITLE: Bll Working Aid #01-67, North Korean Air i‘orce ’Bnctica.l Voice
Activity, L Aug 67, (ORORBIGNBI)n

CONTENTS:

frequency usage, sirfield cover nmumbers, frequently, vbserved placenames,
bomb and ground sttack ranges as well as cover t.m and texminology used in

communications.

This working aid contains technical dmu concerning NKAF
tactical ground station callsigns, pilot callsign allocation systens,

.
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— TITLE: BT CTR f4-66, North Korean Air Force Commnications Relay
W Activity, 8 March 1966 ¢ORGANI-SAENN .- - .

CONTENTS: This technigal- rdrort contains a detailsd summary and

discussion of North ‘Air Force commmications relay activity and
related communications procedures. Also included are
working Tams depicting the Net struqture on each of the

consmnications modea.
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TITLE: 2/8/KCA-E/R1-67, Technical Supplement, NMorth m.an Air Force
Supersonic Pighter Aircraft, 15 February 1961M—

CONTENTS: This document provides a complete u'stin‘ in chronological
order of flights by supersonic aircraft of the IKK!‘ from 1 Deceuber 19G5-
1 December 1966. .
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TITLE: Bll Working Aid #3-67, NSA standardized
Abbreviations, 9 November 1967, %86

CONTENTS: This document contains extracts from TECHINS
1991 and is used to standardize certain abbreviatiamns for
English texms.

ASSESSMENT: No damage would result from the disclosure
of this document.
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TITLE: BLL TR 1-67, North Kovean Navy Cossmmicatiqns, 6 Nov 67 48

CONTENIS: This report presshts recoversd techuical details on the
pignal operating plan of.ile North Koreen Mavy (MXN).as of current date
level. 3pecific information contained in the document includes dlagrams

unications structure, details of the BXN mamal morse and
wm-ym-umnmw.
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TITIE: B7L CR #15-66, North Karean Navy Cowmuications, B Dec 66 98)

c t Iike sevaral other reports in this assessssut this report
presents on NEN commnications procedurea..’ In this case details of
NKN use of ssperators; name, location and function of land based navy stations;
gea ares dagignations and NKH weathsr terms used in commmdications.

Wy



http:oat.S.aM
http:1'1'1'1.11

EO 3.3(h) (2)
PL 86-36/50 USC 3605




EO 3.3 (h) (2}
PL 86-36/50 USC 3605

TITLE: 7/0/TRL/RL3-67, Possible New nuuo xquamt m mn Koroa,
10 Apr &7 @e¥

CONTENTS
existence of

—

fabrication)

rcport containg n!.n!.l- evidence of the
equipment in Nm-nz Korea (possibly local

s
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TITIE: BTl CIR #10-66, Adrcraft of the North Korean A:lr Force, 17 Aug 66 8@

CONTENTS: This report is NOFORN dlssemination.

This report is designed as a reference manual for analysts
vorking ths NKAF problem. It containg technical de

talls concerning aircraft
perfoarmance, aircraft specifications, electronic equipment and armament/cargo

speciticatimformairamtypukmvntobointhmuimtoryand
those expected to be added.
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TITLE: 2/0/KCA-E/RQL4-67, North Korean Air Force A.u./SAH Related Flight
Activity, 25 Apr 67 488 8

CONIENTS: This product repart contains a brief sumsary of North Korean
Air Force (NKAF) activity balieved to be related to practioe for AdA and SAM
units. Flight route activity, airfield controller -actions and location of
SAM gites through intercept of FAN SONO, A/B radars are prowinant.

e ra :...

<N \‘;’E“-



T =
Pl A
Lousl

EO 3.3(h) (2)
PL 86-36/50 USC 3605

()




EO 3.3(h) (2)
PL 86-36/50 USC 3605

TITLE: TECHINS 2¢2¢ ~ TEXTA Fanual
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TITLE: ToCHINS 1455 - SIGINT Activities Directory

CONTNTS: FProvides a complete list of all U.S. and 2nd ‘pn'ty collection
and processing sites with specific locations (map coordinates) and describes in
general terms the extent of the mission of each station. Tjis document also '
lists the administrative designators for the U.S8, intorcepb stations.

TITLE: TECHINS 1¢43 - NSA Forwarding Directive

CONTENTS: . Annex B thru B: Trafflc forwarding Anm.; F thru I: Tech
product forwarding, Content - Provides list of all raw traffic and tec!micai

product generated by each U.S. collection/processing (oyert) station and the-
flow of materials. Includes materisls contributed by Third Party sources. .

TITL&: TECHINS 2929 - TEXTA Manual
CONTINTS: Provides detalled description of casg notation systema, world-

wide, and desaription of elements of the TKATA formet. With regard to the CHICQL
Ground and Naval targets, this document | |

Jidentifies CHICOM Filitary Reglons and Naval Fleet areas.

-ty -
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TITLE: TECHINS 1993 - Radiotelephone Recording .h'uwcriptiom Procedures
CONTENTS: Mentions CHICGK ud.!.otehphone. .

TITEE: TSCHINS 13@7 - Morse General Soarch cover and Reporting

CONTiNTS: Discusses cnmml ' |

TITLE: TECHINS 1919 - Machine Intercept Analysis Report (LIAR)
CONTENTS: Discusses CHICON MIAR reporting.

TITLE: THCHINS 1442 - Instructigns for Preparing and Packaging for
Forwarding of Intercept: Traffic and Related Material

CONTENTS: [ |

TITLE: TECHINS 1l@L4 - Instructions for the Selection and Forwarding of
Product DDI's, Selection of kesasges, Administrative and Operational
Delivery Distribution Indicators (DDI's)

CONTENTS: Lists DDI's to be used on the CHICON problem.

TITLE: TECHINS 2003 - Instructions for Preparation of Daily Technical
Sumnaries (T:CSUMS)

TS: Provides format and data elementa for all Tecsums, to include
CHICOM CGround, Naval and Naval Air,

TITLE: TECHINS 4@l - Serialisation of SIGINT Product

CONTERTJ: Acts as a working aid in allowing the reader to have a rapid
assessment of the content of a given report/translation. Othemdse no
intelligence value.

-rm.m T:I:HINS 4219 - SIG Pudbl Fanual (iformerly TECHINS L4@1@)

m: Ties together 17 other TECHINS dealing with SIGINT reporting

procedures. This one document divulges all the general principles, rules,
and procedures governing the nature and form of SIGINT reports and translations.
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ITLE: TECHINS 4§11 - SIGINT Support to Unified and Bpocifiod Cqmanda
and other Overseas Consumers .

CONTENTS: Reveals JSFG, | 2 5]
TITLE: TECHINS 7¢lg - Informal Tech Notaa, '(I‘nl'n)

CONTENTS: Mentions "CHICOM Naval Aixt ‘as example of tit:lo o£ report.

TITLE: TECHINS 7¢l, - Procedures for Providing Infomtion Support
to U.S. SIDINT Fleld Units

CONTENTS: Lands further reference to JSFC's rupomibﬂitiu in field
support on CHICON targsts. %
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TITLE: TECHING 1056 (Collection Management Procedures( (U)

CONTENTS: Establishes standurd procedures for the management of SIGINT
Collection facilities at United States Stationms.

ASSESMANT: The loss of this docwont should present only 5 rdnimad
fmpact to thu coammmity. It 1s noted that the forrat of messagss ie given in
this docurent and wxder certain conditions this type of informution could
be uged for cribbing. The probability of this is thought tu be very low.

For soce no effect on future operations.
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TITLE: TECHINS 141 (Stundird Intercept Symbols and Abbreviatioms) (U)

CORTEHTS: This document contuins standard abbreviations and their
axpensions to bo used by SIOINT collectors and processors. It is crossreforenced
and covera guch general subjects as imternationil coaxmmications terms, stundurd
~bbrevixtions for describing frequency meusurements, signsl quality ~nd symbols
used to indic:te the technical busis for idemtification of collected slignala.

(i.c. identified by callsipn und schodule or identified by frequency, procsdure
and plicenacce,

A3SESSMENT: A. Ths loss of this document should have very little if uny
imp.ct on tho SIGINT comumity. In reality it is nothing more than . list of
camson comunicztion znd coarmmicaticns related terms which are used by
commnic:tions personnel world wide.

B. Section 3 parn 7 and par: 1) appsar o be the only areas
of this document that could provide some help to wmauthorized users. Howsver
avon these puvigraphers vre of no use unless tho wnsuthoriged user has access
to clresified SIGINT correspondenco on - comtinuing basis.
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TITIR: TECHINS 1021 and changes thereto ,;I‘ .

_@%x This publicution provides deaignators towkmm connunicitions
sign.ls methods the Nop-Morse Operntors Signsl Analysis Handbook provides
descriptions of known corrnmications signals. The Telegraphic Code Hanual
provides ccihnation quivzlonts for knowmm teleg: xyhlc ‘codes.

ASSESGMENT: Acceses to :ny of these docwcn‘bo by potantial ensrdcs vould
reveal the axtent of our knowledge of the a:d.eml parcmeters and coding: of
cormmunlcations signals. Further, the fact’ th we dagoribe aignals and codes
of non~t.rget" countries . | Bragilian,




TITLE: TECHINS 1943 (Rediotelephons Recording and Transcription
Procedures (U)

CONTENT: Basically this document provides the standard terminalogy
and procedures to be used vy intercept units engaged in the intercept of
Radiotelephone tranamissions.

ABSEBSMENT: The impact on the SIGINT comuunity due to the loss of this
document to0 unauthorized persons should be miniwmal.

Bxcept for the degree of thoroughness this document should
offer little more than the knowledye of how the U.8. COMINT cossunity performs
the recording and transcription of Radiotelephone transmissions.

The loss of the document should bave no effect on future
Radiotelephone collection.
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TITIE: TECHINS NO. 1037,

Intercept Stations (CH~

t This docusent, classified SECRET~HVCCO, is & rescwce stundards
docuent prescribing selectod gemeral and specific commnity wide st:ndards
for SIGINT operations bulldings, intemnu fields, cnd equipment. configurations
for each position, to be used wherever spplicisble in support of the development
ind revicw of resource roquiroments. .o

Ths stanxi.rds listed in Annex A,

wnd Anternns Pleld,”

are very gemsral,

EO 3.3(h) (2)
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‘Equipmont and Pactlities Standards for

"SIGINT Operitions Suilding

The standards listed in Ammex D, ‘Equipment Composition of

Positioms, ' are very specific,

The equipments listed in this sgction cre

+11 oquipments of :n clectronic, electrical nul ulectro-mechanical nature

th:t ure an integr:l part of a SIGINT positiom und have beem stindsrdized by
NSA to increase comcmmity-wids opertiomal and tochnical efficiency. In Ammex D
there is a camplete description of our Idemtificution Code Systen fror: which

the si: elament, :lphn

Prograr=ing and Tasking documents.

mmeric code designstor is cstablisghed, und this is
comionly called PORI (Position/Equipmwnt Indicotor))in

the Agericy's and 3CA's

In Annox D sach position sheet incluwdes the foilcwing:

Positicn Code (POEI)
Capability
Equipment

Floor Space Required
Woight

Powor Required

Under the Capability Sectiom of the position gheet ic given
the cipubility of the equipment in the position in relatiomship to tho requireuant
which astablished the position. Jpecifice imcluded in the capubility uro:

type trunsvissions.

233 The frequency rings of the .receivers.
]

| goneral

Capubllity of Domodulatingq

(¢} In some of our |

|position shasts

the capabllity saction includes specific sign.ls the position is cupuble of

on=1line processing.
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(d) In soro Radioprimter positi y .
det. 11 on our capubility for collecting .

Included in tho EZquipment section of this document is practically
overy Jnown cquipment used in the SIUINT comsmmnity. This equipment is listed by AN
or conmorci:1 designator plus the titlo of the equipment. -

In conclusion it must be sald thut ewme.position sheets are
vory briof :.nd soe do go into great detull of the cappbility for collscting
ind processing signals. ¢
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TIZIE: K12 DIpect Statement on the Logs of the U3S Pusblo

1 The following messages were sboard the U3 Pusdlo and owr
thair coapromise is ligted belew:

a. Two USN-467Y messages of 22 Jan (SECRET SAVIN) were tech reports
for the pariod 12-22 Jan 63. These nessuges contained the epecific COMINT and
ELDNT frequancies monitored during thet periocd. This imfarmation shows the
capability of the on-board equipment amd provides insight imto the U.S. targete
of interest. The addresses lists also associzte the sixip with WBA
SIGINT and ccmmend wnlts.

and
b. CIMCPACFLT meg 1919202 Jan proposed to CINCPAC the patrol dwring
vhich the PIEBLO was captured. Ths message contained cbjectives for the patzol
m,wgmmz, associated the ship and patrol with XSA and various
command ta.

c. DIRNSA 1220092 Jan (K12-36) to the PURBLO and BAMNER advised of

tecimical suppart paskages being forwarded., This message shous direct RSA
involvement with the ship,

4. CIF 96 1100/2Z Jen advised of PUEELO sailing delsy and tizough
the addresses liat associsted MSA snd other commamds vith the ship.

e. CINCPACFLT 052157Z Jan, same as d. above,
£, WBRL67X (1SS BAGER) 05071027 Jan, same as 4. above.

¢. DIRNBA maguage of L Dec (A/518) to various SIDINT addess discussed
the tech support srrengenents for the PIRELO and BANNER, The meesage cleaxrly
associates WSA with thess ships.

h. CTF 96 050512Z Jan eontained PUEBLO sail ardars end agsociates
N9A with the patrol tirough the addes list.

i. USN-L67Y (PORBLO) O3N1AZ Jan provided ite operational achedule
for 3rd querter FYS58. The meesage shows U.S. interest in specific operating
MM“-@ slso associstes these motivities with aryptologic elements,

J. JCS 0216157 Jam approves requssted TRS mnd special surface operations
submitted bty CINCLANT and CINCPAC. Although the specifis operations sre not
identified, the addresses list ommtains the names of all the U.S. technical
ressaxrch ships, the AGER's, E3SA, other cryptologic elemsute and commend units.
The asscciations are cbvious.

k. CINCPAC 2921117 Dec 67 discusses the use of a SEQRET Codeword to
be assigned for "PACFLY AOKR operations as intelligenoe cellection ships
incinding SIGTRE materisl and persommsl mppors®. The addes list associates

. MSA and other cryptologic unite with thess activities.
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1. DIRMBA 292017Z Dec 67 (K12-1266) mmwa&xuum
requirensnta for the PUEBLO operatioms in the KOROUM arga. - These requirements
show apecific knowledge of and interest in the fqllewing SEIINT targets:

r
o ”

| . |
@[]

(3) Narth Korea Air Foroe activity on specific frequencies
() ¥orth Korea Army sctivity in specific frequency ranges
(5) North Korea Navy activity in specific frequency ranges
{6) Cruise missile exitters at a pecific losation

{7) Otber ELINT exitiers at a specific location(s)

n. CINCPACFIT 1721542 Inc 67 was the smme propogal as contained in
b. above.

n. CNO 151410Z Dec 67 advised the flest commnders of expendad AGER
oparations end requested the assignuent of pew codewerds for use in their
operating areas. The addes list associstes XSA with these ¢perations.

o, DIMMAVSECORU 0219122 Jan advised DIENAVSECURUPAC that the PUEBLO
ghould take DIRMSA K12-1266 (see 1. sbove) for action. This associates MSA
direstly with $kis patrol.

Pe DIRNAVSEOR UWPAC 0321447 Jan tasked the PUEBIO with the R3A
requiremssts sontained in 12-1266.

Q. CINCPACFLT 2902262 Sep 67 assigned the cryptelogio designstar
USK-L6TY far uss by the NAVSEQGRUDET sbosrd the PUERLO., The meesage almo
outlines command reporting responsidilities for the OIC of the detachmsnt.
NSA is aseociated through the mesesge addes list,

r. CINCPACFLT 290111Z Sep 67 outlines cosmand and control relation-
galps 10 the NAVERCORUDE!, Among these is the statemsnt "E.
Techniocal direction over SIIINT fuastions is vested im DIRNSA,....".

8. DIRHSA 2523302 Ang 67 (R72-003) propowss TDY for two NSA civilians
to vigit the PALY BEACH and PURBIO in eammection with egquipment installation
matters.

t. MNAFSHIPSYSCOM HQ 1614562 Mar 67 associztes MSA, LTV Elec
at Bremmrton, Waskington and Sylvamia Electronic Systems with the PALM BEACH
and PUEBIO,

2. Soveral other messages noted in the K1
comnnted on. These messages associated NSA with the PURALO through the
xessage addes list. Although the neas

|
|




ASSESSMENT . hﬂmhﬁomwwuw
or impect statements beaing prepared elsewhere, fellowing com-
m&mtuﬂnwmmwmwhmm
of ths P 1

3. [IRHSA is associated directly with the astivitiss of the WSS
PUEBLO,

b. DIRNSA providsd specific ocollection requiremsats for the
PUEBLO,

c. The ESA requirements ideatify specifie U.8. SIDINT interests.

d. Thae addressee lists parmit an insight imte U0.S. aryptologic
camsnd and technioal relationships.

e. A listing of ewxface SIOINT technical research ehips is given.
Contact lr. Richard Harvey, K12, on extension 3891/5305s far further
information,
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TEXTA (Technical extracts of Traffic Analysis)[ | KCH, KCA; KM,

A, Gist of informetion -~ Contains identifying characteristics of raw traffic
extracted through processes of T/A, together with conclusions reached by the
analyst as to the type of working being used, the type af signal being used
to transmit, type of traffic being passed, and the location of the transmitting
stations, The case notation tetragrpph when related to the Texta Manual can
. be revealed, e.g. KCi = North Korean kilitary,

.
.
.
.

C. Office of preparation - K13

Earl H. Angus, 5€165/] " Jensn s ex cE

PL 86-36/50 USC 3605
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C. Office of preparation - K13

Earl H. Angus, 5816s/or

PL 86-36/50 USC 3605
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UNITED STATES GOVERNMENT PL 86-36/50 USC 3605
) DATE:
oM o ' .
'BJECT: TICHINS 1643 (Forwarding Directiare) i

A, Gist of document ~ This document contains forwarding instructions for
collected raw ma.terlals, (Magnetic tapes, pageprint, perforator tapes, etc.).
Instructiona are brdoken dovmn to Morse, Radlotelepﬁone and Radioprinter

I — } Also includes selection guides for certain
types ol intercept - now to identify high inte,rest traffic and what raw
traffic is to be forwarded electrically.

.

- :
S C. Office of preparation - K13

Earl H. Angus, 5616és/or | |......

PL 86-36/50 USC 3605
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-  TECUINS 1855

(SICINT Activities Directory)

2.

n
ODa

GIST CF DOCUHENT

Tuis docuwent tontains information regarding ezch intercept site

i.e.
Tgarizacional Title

7 5 —
- . & eyl
~— - Ly JH ¥

b. Location (inclucdes geogrephiczl coordinates)

c. Cetecory cei;ing

EO 3.3(h) (2)
PL 86-36/50 USC 3605

d. If located ir exposed area uhetner considered "Risky® or "Dangerous"

e. lission (Intercept, Direction iinding, Elint, Telemetry collection, etc.)
f. Mail, Courier and Freight Addresses
g. Designator codes (Fnd Product, liachine 3ource, etc.)
h. Unclassified rission Statements (widich are to be given to foreizn

nationals ir the event asked)

A3SESSNT 07 LiPACT CF 1058

loss of tris document constitutes a serious compromise

since it reveals

tre magritude of our 3IUIIT activities and their geographical coordinates,
Also listed is a complete Zecond Party directory of their SIGILT elements ard
o locations. The scope of our 3IGIHT cperations are highlighted in as mucl: as

C.

OFFICE GOF FABPARATICH/EALE CF IKDIVIDUAL

1. K13
2, L. ¥, ICE '
5 I I ......

the document contfains gereral rission siatemepts.

PL 86-36/50 USC 3605
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TECHINS 1419 < :
(Nachine Intercept Analysis Peport) -HIAR S

A. GIST OF DCCULMENT

This document provides instructions for the reporiinz.of all *lon-iorse

: {entities in

a machire retrievable format. It gives detailed instruciions for the preparation of

the revort and identifies wnat types of intercept are ) € this
srsten, and indicates our avility to distinpuish| .°
traffic,

B. A3SE3SFEFT CF IRPACT CF 103S - i

ss of ti:is document constitutes a scridus comprorise from the standroint
of the machine reporting procedures teing employed vy our 3ICILT Activities,

M, (FFICE OF PREFAZATICE/iLGE OF INDIVIDUAL

-
. K13
o REE E SRR : PL 86-36/50 USC 3605
3. fiCHE FHCIE: : ................ e s
-
w
=3~ e e
Pt e — T T T Nm
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TITLE: IFL
Homagrem Scale
Sonagraph Ycale
Signal Diary Cards (Blank)
MMSDB Operators Cards (Blank)

ASSESSMENT: Possession of the above by the North Koreans or any
other potential enemy vould have no serious impact since no information of
3TQINT value could be obtained from thess iteas. The signel diary and
ISI8 operstors logs, if filled in, would provide a sumsary of all inter-
cepts, including known signal paremetsrs, obtained during the Jamary
deployment of ths USS Pueblo.
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TITLE: MMSDB Working Aid for AGER Operatons
TECHINS 1007
TECHINS 1012
TECHINS 1016
TECHIMS 1030, Armex BRAVO
TECEDOC 106
TECHDOC 107

ASSESISMENT: Fossession of the above documents could provide the
holdere with a knowledge of U.S. search anxi signals amalysis methods and
could contribute to an increased capability on the part of those having
access to these documents.|
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TITLE: FIF (Prequency Index File)
T-1021 (Classification Systam for Radio, Siﬁlll)
EMOSAH (Non-Morse Operators Siwll nll)'lil Hendbook )

ASSESSMEXT: mmofunmun provide information to
the North xoruul on the extent of V.S,
knowledge of their cosmunications systems. It may also provide infor-
mation ca commmication systems of other nationma |




TITLE: PUEBIO Equipment Assessment

EO 3.3(h) (2)
PL 86-36/50 USC 3605

COMTENT: The following equipment/positions would provide enaugh
information to reveal the purpose for which the equipment/position were

configured.

The resmining equipment/antennas/positions configurationa
would not reveal any specific cepability., Contact Action Officer G. Horneck,

ext 3947 for more informmtion.
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TITLE: TECHDOC 127 (SBSREP-fVECo)

CONTENT: Sets forth principles and techniqgues applicable to the non-
Morse Search and Development (MMSD) program. Includes mission and objectives

of 16D and provides guldance to operations and processing requirements under
Technical Instructions contained in TECHIRS 1612 and TECHINS 1334.

TITLE: TECEINS 1312 w/changes (SECREE—GAVEN)-

#1 dtd 3 Nov 65, ¢y 2T5
§2 dtd 3¢ Nov 55, cy 2Tb
# atd 11 Jul 56, ey 172
#5 dtd 21 Dec o6, cy 96
#6 atd 9 Peb 67, cy 135
#7 dtd 28 Jul o7

CONTENT: Directs the non-Morse Seerch and Development (MMSD) cperstions
velow 39 wrz. Includes operating procedures/techniques, tuning and recording
ingtructions, and reporting requirements for different systems which may be
encountered in search and contsins search plans for fixed HF HMSD positions.

TITLE: TECHINS 1935, Annex Bravo (SSORBF-SAVI—

CORTENT: Directs operating procedures and technigques for the conduct
of non-Morse Search and Development (EMBD) operations abomrd designated
Technical Resesrch Ships (TRS). Provides instructions for conducting environ~
wmental studies of the RF spectrum frow 39 mhx to 17,75¢ mhx from peripheral
areas of specified countries of SIUINT interest.

Contains 1ist of countries designated as Interest Countries/
arsas to the SIGINT effort and provides instructions on intercept, rscording
and reporting on communications systess emanating from these areas.

TITLE: WMSIB Working Aid for AGER O.erations

CONTENTS: Informstion contained in AGER working aid generally the same
as in Amex Brevo to TECHIRS 1835 but has been revised to be mare spplicable
to the AGER type operations in view of the more limited ssarch/equipment
capability sboard these type vessels.

TITLE: TECHIRS 1315, dtd T January uo, c; 344 with Change §1, dtd
33 Mar Eo

CONTENT: Provides instructions on reporting of unidestified siynals/
systems when encountered by collection positions other than search and
development facilities. In geners, purpose is to ensure that any nev or
unidentified systems get into the proper channels for developwent and signals
anslysis on a timely basis.
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. EO 3.3(h) (2)
PL 86-36/50 USC 3605

TITLE: THECHDOC 186

COFTENT: TECHIOC that provides guidance-to TECHINS 1467 - Morse .
Search and Develoyment cperstions. . Statas objectives, techniques, classi-

fication, formet, reporting.. Makes no specific mentiod to any country, but
:I . * ' :

TITLE: TECEIMS 1347

CONTENT: TECHINS 1847 directs the Morse, Search and Developmeht
operation. The document lists mamner of search, procedures to be followed;

a list of countries (by TEXTA digraph only) on which miniwum gover is
required; also makes specific reference to knowledge of
s T e mannar

ot of re& n ept.

TITILE: IFL -~ International h‘o?umy Ligt drawn up by the Internaticnal
Frequency Registration Board (IFRB) (U)

TITLE: Signal Disry Caxds

CONTINT: Approxizately 53¢ signmal diary cards were on board the
PUERLD, these are classifisd "COMFIDENTIAL - UNTIL PILIED IN®. These
cards are for local use, 10 maintain & record of recovered signals and all
date pertaining to these signals, such as: Frequency, bearing, user, modula-
tion and system (IAW TECHINB 1421), the recovery date, log number, data number,
signal strength, and any remarks pertinent to the system. These cards are
5" xB".

TITLE: MMSD Operators Log, Form M8275, classified “CONFIDENTIAL -
UNTIL FILLED IN".

CONTERT: Approximately 544 of these log forms were on board the PUEBLO,
thase logs were for use of the non~Morse Search and Development position to’
provida ell available information regarding any recovered siynal, such as:
Entyy no., time (Z) up and down, the RF in mhz, polarity, bearing, signal
strength, signal characteristics, (IAW TECHINS 1§21), the operator/analyst
remarks, recording media, date, log no. (sire 3"x13",

TITLE: Frequency Index Flle

CONTENT: This document comtains a cowpilation of nonsMorse communications
activity observed in the VHF-EHP spectrum. The technical data contained was
obtained from MMSDB fleld activities, Bpecisl Sources, and other SCA/NSA
controlled collection efforts, and is intended to provide & ready reference
to spectrum cccupancy data of COMIET (Communications intelligence) activity
in the VEF-EHF range. This document is published by X2k at NSA, and 1s
classifisd SECRET BAVIN. This document contains @@ 1 thru 111, Annexes
A, B, and C, (Pages 1 and 2) and Pages 1 thru 844),
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The data contained in the FIF are as [ollowe: Pirst Hrd Date (year/quarter),
continuity dates, intercept site, ses Annex A. (This Annex lists ull sites
that have intercepted capabilities and that have contributed recovered non-
Morse activity in the FIF). Intercept aves desigmator (L/L/X that equates

to the coordinates at Time of Intarcept), carrier frequency, carrier modue
lation {IAW TECHINS 1421), and other items referring to the signal parsmeters,
transnitting country trigraph, TEXTA notatlion, trensmitting and receiving
city tetragraphs, resarks.
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EO 3.3(h) (2)
PL 86-36/50 USC 3605

TITLE: Memos for Holders of GN/BV/EP Telemetry Buconry Intercept
Operators Handbook, dated 31 Mar 1966, 19 Dec L%o,amumlsw'{

CONTENT: Thesa three mewmos transmitted’ a co-plau revisgion of the
sudbject ct handbook. The document cu'ripa an overall classificetion of

GCECRET, GRP-1. It was desj; an operators aid %o assit in the
intercept and recording o try and tracking beacon si:
The handbook provides a de cal description of known

telametry/beacon signal parsmeters (RF, PRP, bW, etc.). It alsoc contalns sec-
tions on general recording techniques, receiving system sensitivity checks,
time accuracy measursments, and use of the earth satellite plotter, and

siynal enalysis techniques.




EO 3.3 (h) (2)
PL 86-36/50 USC 3605

TITLE: Memos for Holders of GM/ESV/EP Telemetry

Beaconry Intercept Operators Handbook, dated 31 Marx 66,;'
19 Dec 66, 1l Apxr 67. e

CONTENT: These three memos transmitted a complete
revision of the subject handbook. The document carries an ) .
overall classification of SECRET Group 1. It was 'design .
operators ajd to assist in the intercept and recording oﬁ-
telemetry and tracking beacon signals. The handbook provides p
a detailed technical description of known elemetry/beacon
signal parameters (RF, PRF, BW, etc.). It a containg
sections on general recording techniques, receiving aystem

sensitivity checks, time accuracy measurements, use of the earth
gatellite plotter, and signal analysis techniques.

ASSE 1 With the exception noted below, the handbook
does not reveal intelligence successes, but the scope and long
history of the collection efforts, are apparent. Para C, Page IX-7
states that analysis of |
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TITIE: DTA EOB Volune 3, dated 1 October 1967
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TITLE: PACOM Electronic Zquipment ieference Mapual (PER-2), dtd 1 Jun 67

CONTENT: FProvides a comprehensive narrative dsscription of Communist
Bloe non-cormmmnications elsctronic equipment.

ASSESSMENT: This document indicates ths extent of PACOM technical
1now’ regarding Cosminist Bloc Radar inventary. The documsat includes
niciknames, psrametric infermation, dsscription of equipment, funatiom,
cap ties, and correlation of these equipments with assoclated curier
platforms. Yhere availabls, photographs, chaxrts and grephs are pwresented.
Although specific parametiric data is not provided, this documsnt also lists
by country &md platfornm, the Airboarme and Shipborme Electromic Orders of

Battle for Comumist Kloc and Non-Comsmist Bloc (including U,3,) countries
within the PACOH: grea of interest. Incl B
forea, North Vietnsp, Burma, Indonesia,
% Us5. This document also | very ve distribution
. document is classified SECRET, .
EO 3.3(h) (2)

PL 86-36/50 USC 3605
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‘ ASSESSMENT 1 l

e bl . | EO 3.3(h) (2)
A i ' PL 86-36/50 USC 3605

TITLE: PER-3, Collection Requirements, dated 1 Mar 67 (with changes)

CONTENT: The purposs of the PACOHM ELINT Rspart-3 (PER-3) is to provide
comandsrs, their staffs and ELINT collestion umits with callection objsctives .
to be used in plaming ELINT aissiogs. It contains a listing of ELINT emitters :
and systems of interest to PAC(L, Included in each dhjective is the emitter
of interest, the SIR to uhich it applies, ths collection priority, primsry
collectors, ssoomdary collsctars, search areas, ssarch frequencies, recording
instructions, and a Wwrief stateamt regarding wvhat, vhare, and how often to
callect against the specific cbjectives. These cbjectives contain the
aduinistrative dswigomators of various collectors, specific geographic areas
of interest and specifics converning ox intellipwnce gaps in regard to
certain edtters and/or systems.

| Tts scquisition by

the Communists would reveal:

(1) The scope of our operations. Callsctors are listed.

(2) The identilying SEDSCAF designators and nicknames of the
axittars listed.

(3) Actual or suspected sites.

(L) Interested commnds and agencies (distritution list)
(5) Search areas and frequencies

(6) Collection and recording procedurss

(7) Various cther slements of information

The discassion portion of each chjective is sometimes quite extensive. This
docwment im claseified SECRET,

LNV PUE o al .« e -, 49 AR TN DY
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EC 3.3 (h) (2)
PL 86-36/50 USC 3605

TITLE: PEC woarking copies of ELINT Paremeter List

SQNTENT: Asganing that the lists referred to are copies of NSA's EFL,
they provids detalled paramtric descriptioms of all owa Comwanist Bloo
litery and commsrcial radars, as wall as dsployed U.S5, and friendly military

radars.

ASESSEiNT: Congidering that theee 1lists provide the most cwrrent resulte
of ¥5ATp FLLN analytic efforts, the loss of this document constitutes a

serious compraxise. |

"'SE“'F ""!‘j!b]:‘

[ Theso 1ists sre classified -ECRET NOFORN,
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TITLE: PEC SEDSCAF Guides

o] 1 Provide the ccdes thair memning and the besic format for
ELINY reports. Used by operatars as an aid to peeparation of
reporde required by TECHINS 1302.

ASESMBNI: Congsldsrable - these guldes provide the eabdlity to read
ETP farmstted and codad ELINT intercept reports. The classifieation of
these guldes is FECRET.




= EO 3.3(h) (2)
s g PL 86-36/50 USC 3605
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TITIE: NSA ELDN Reference Mmmaal .- °'

mnmmm M)UanWm
af ‘Klos non-oommmdications emisters. The articles
inslude the nicknsmes, paramstric data, deseription ef equipment,
fumetion, characteristics and eapadilities, earrelation with air-
eraft, ships, and other emitters umaﬁlmndphm
vhare available. mmmmmmmw«-ﬂqw
"muw dssigned to asmisgt ELINT operators'and anslysts.

AS3ES, Lu-orthmmmm-nimew-odmu
igac of the mwt signdfieant informstion mown-lLy the U.S.
about non-Commuist Bloc adrborne, landbased and shipborne radars, IFF,
Navigational aids, electromic countermsesures, and metecrologisal uﬁm.
The infarmation in the ERM includes collatersl intelligwmce material, such
as photos and antenus descriptions, as well as data. Alpo,
loss of the ERN in effect ocampromises much of the of Mcinames
far Soviet Hloc and Chinese Electwronic Equipaent,
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T TR b 86-36/50 USC 3605

TITLE: NSA ELDI Parmmeter Limits List, 1 Oct 67/1 Jan 68
: Aspaming that ths lists refesred %o are ooples of K3A's EPL,
Hloec

ASSESSMENT: Considering that thess ligts provide the most current -
resulls of K5ATs ELDNIT analytic effarts, the loss of this docmesnt comsti-
tutss a serious coapramise. |

[ These 1ists are classified SEREY

s st ) 2 Ittt ) i sl m 3 1. L NOFORN-
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20 3.3(h) (2)
PL 86-36/50 USC 3605

TITLE: Mmmmmmmm(m),
dated 1 Jul 67

CONFENT: Provides a detxiled description of all Natioual ELDNST
reporting formsts (technical and oparatiomal) cm.mnnwo«-m
mathods.

mommmnmmmm
the scape activities warld-wide since one set of codes Ldmmtifies
all activitiss (Third Party activitiss mv listed under & "Special Asslignmect”
designatr.) The documnt further reveals all codes and formmts used within
the Hatiomal ELINT Oollectilan, Reporting and Data Proseswing Sywtem. It almo
reveala cur cwrrent state-of-the-art in ELINT collectiom ospablility by the
types of informm statements of ac eto. ¢
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PEC SEDSCAF Cuides (pars 2.B.2 of ref PEC message)

T3t Provide the codes their meaning snd the basic format
for ELINT intercept reports. Used by operators as am aid to preparation
of reports required by TECHINS 1302.

ASSISSMINT: Considerabls - these guides provide the ability to read
RDP formatted and coded ELINT intercept reports.

......... PL 86-36/50 USC 3605
XW/E. R. Bridges/33 i i
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|EO 3.3(h) (2)
PL 86-36/50 USC 3605

TITLE: PEC Working Copiss of ELINT Parameter List (pare 2.B.1.A-D
of ref PEC mssasage)

CONTENTI: Assuming that the 1lists referred to are copias of NSA's
¥PL, they provide dstailed parametric descriptioms of all kmown Commmist
Bloc Military and cosmercial radars, as well as deployed U. S, and
friendly wmilitary radars.

ASSESSMENT: Considering that these lists provide the most current

results of M3A's ELINT efforts, the t ef this loss is ;
considerable.

s a A




TZTLE: TRECHINS 1302, ELINT collsction and Data Reporting Procedures
for SCA Faoilities, dated 1 Septamber 1966.

CONTENTS: Establishes definitions and general procedures relating
to ELINT (less (M/ESV/SP) collection, processing and reporting. The TECHINS
defines generic types of signals, the variocus types of reports required,
reporting requirements for gensral types of signals, tamxing and recording
procedures and photography procedurss. In addition, a distribution list for
the TECHINS is included.

ASSESSMENT: Since T-1302 does not identify specific or sophisticated
collectiom, recording procedures or the degree of success we have in the
sxploitation of ELINT through spplication of thess procedmres, the specific
loss and impact on future operstions is oconsidered minimal. Analysis of
the distrfbution 1ist contained in T-1302 and correlation of this list
with othar documents reported to be aboard the Pusblo (i.s., T-1055 and
T-1043) does, however, indicats tha world-wide scope of ELINT operatioms.
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TITLE: TECHDOC 102, Groundbased ELINT Collestion Operations, dated
25 mly 1966. '
CONTEMT: Outlinss the philosophy and methods of conducting
groundbased ELINT collectiion operations. Identifies typss of ELINT
search and application against generic types of ELINT signals.

S3SEISMENT: MNegligible.

(f
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UNITED STATES GOVERNM :
Memorandum
0 :  DADPM | DATE: 31 January 1968

‘KOM : ADP

UBECT: Classified Material Aboard USS PUEBLO (USN-L6TY) $69—

1. Reference is made to your request for identification of the
technical support meterials which were aboard the PUEBLO, and a brief
assessment of the impact on the SIGINT capability due to the possible
campramise of these materials. (Task #13, dated 27 January 1968)

2. The attached information was prepared by the various offices
of primary interest within the Production Organization (A, B, K, and
P34). The assessments were made on en inventory of SIGINT materials
known or suspected to have been on board at the time of the incident.
These assessments represent an all-inclusive evaluation based on
available information, and should provide an overall indication of
impact on the SIGINT effort. It is believed that the impact reflected
in these attachments is not likely to be seriously altered by later
information concerning other SIGINT materials aboard the ship.

3. Special materials have Been forwarded under separate cover.

i, This memorandum may be downgraded to SECRET HVCCO upon
removal of inclosures. ' TR

e
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Potential Losses to the SIGINT Effort

On the basis of available information, the overall loss and the long

" term effects on the U. S. SIGINT effort, was reported to the 8S0 Defense

Intelligence Agency on 24 January 1968. Tha overall loss wes assessed to

be very severe. This was based on preliminary information that some 33
Naval Security Group perscnnel, and four ships officers, all cleared and
indo~trinated for Category III COMINT, were aboard the USS Puebio. It

was further noted that several of the NSG perscnnel aboard were knowledgeable
in various compartmented problems.

It was noted in general that the Naval Security Group personnel aboard
the ship were fully qualified signals intelligence technicilans and that their
past assignments covered a wide range of geographic areas and targets.
Collectively, these men could be expected to be completely knowledgesble of
the state of the art in the fields of SIGINT collection, processing, reporting
techniquea, and successes on a world-wide basis. In addition, the entire
U. S. SIGINT collection processing and reporting procedures would be compromised
through the depth of the technical support meteriel carried. These documents
expose our SIGINT objectives and techniques in mttacking these objectives. The
results (at least in part) of our years of effort, provide a brosd inaight
into the entire operating structure of the U. 5. and some allied SIGINT
establishments, and the intelligence interests of the U. 8.

The preliminary assessment filed electrically on 24 Jenuery 1908, has
been substantiated. A more definitive list of COMINT knowledgeable personnel
hae since been produced. It has been determined that of the &3 persons known
to be aboard the USS8 Pueblo, the following constitute the COMINT mowledgeable
aboard:

Commanding Officer
Executive Officer

Operations Officer
Communications Officer
Officer-in-Charge, NSG Detachment
27 Ravy enlisted

2 U. 8. Marine Corps enlisted

(The remaining 49 personnel are not known to have had any access to
SIGINT information.) (See Tab M for a consolidated listing by name.)

In sumary, with the total data presented by the capture of the USS Pueblo,
the North Koreans, alone or in concert with other commmist nations, could reveal
the extent of the U. S. worldwide SICINT end various other intelligence operations.

(The message reporting the preliminary assessment of the USS Pueblo loss is
attached hereto as Tab L. Tab M is a comsclidated listing of those COMINT
¥nowledgeable personnel known to be aboard the USS Pueblo. Teb N is composed of
individual statements of known duties, access, and previous assignments of these
34 personnel.)

a . T
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Commander Lloyd Mark BUCHER, USH

Present Duty:

Clearances:

Access:

HAG:

Previous Duty
and Assign-
ment

Companding Officer, USS Pueblo

Indoctrinated for Cat III COMINT
BINNACLE

Commander Bucher's specific sccess to SIGINT is not known.
It ia expected to be minimel due to his previcus assignments,
nonie of which were in the SICINT community.

Unknown, to be established by the Department of the Kavy.

No previous SIGINT assignments.

SECRCTUCOMINT




LT Edward Rens lﬂm, Jro, USKN
LTJO Frederick C. SHUMACHER, USNR
ENS. Timothy Leon HARRIS, USNR

These offiocers are assigned various duties as ship's company aboard
USS Pueblo. They were indooctrinated for access to Category IXT COMINT.
Their access to clasaified matter im the NSG Detachment is expected to
be minimal,

Noue of the nemed officers is known to have had any previous
assigmeente involving access to SIOINT.



FOR-SECRETUCOMINT EO 3.3(h) (2)
PL 86-36/50 USC 3605

CIC_Ralph Delton BOUDEN, USK, 369 0 36

Present Duty: CT 'M' Brameh
Gensral Madntenance Supervisor

Clearance: Indoctrinated for Cat III COMINT
TANKER/HOST
Acoeass. Bouden's specific scosss to olsssified information is

not known at this time, S
During a previous assignment to the Natiomal Security

of the 131 positions (D70 and D79). e positions

were used in processing »

wherein the D79 was used to forma inter-

laced signals into separate channels and the D70 was

used to make a print out of the chanmsls., It can be
that

the use to vhich this material was/is put
by an analyst was known to Bouden,.

Bouden's tour of duty with KSA ended in June 1959.
His access ean be sxpected to have inoressed cor-
respondingly sinse his departure.

HAGs A HAO expiration date of 19 Descember 1971 has been
established for CTC Bouden

Previous Duty

and Asgmtsi NSGD Finegayen, Ouam, Mariannas Islands
Naval Security Station, Washingtom, D. C.
ADKSG, Fort Msade Maryland (NBSA)

In hisg previous duty assigmments, Bouden hes been
assigned duties in the maintensnce of Electro-
Mechanical Cryptogrephic Bruipment (TSEC/KLLT);

DF NCO/AMCO Computers (AN/GYK-3, CP 813, ¥FSQ 59) and
related equipment.
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EO 3.3(h) (2)
PL 86-36/50 USC 3605

CIC James Frencis XELL, USN, 470 06 36

Present Duty: CT 'T!' Branch e .
ELINT Supervisor (Kell is on t-gorary.&dditiom.‘[
duty (TAD) from Keml Seya, Japan . :

Clearances Indoctrinated for Cat IXI COMINT .°

No known compartmented clcarancoé
Accesss Kell has extemsive NAVSECQR} crperience. He is aware

of the LOO program and the. mission of the LOO detach-
ments, He is familiar with SMRIS operations and (Ba
transits. He is very familiar with CANUTE %63 col-
lectors on board 900 missions, the platforms utd.liud,
and the geographical areas of interest, Kell is not
howsver, familiar-with mission results. He was the
training CPO at-USN-39 for persomnel deploying on 900
missions with CANUTE %69 capability., In the wideband
operations ma, Kell is probably aware of DF caps-
bilities, but not familiar with results currently -
being cbteined. In the semsitive analytical fieldp,
Kell has an intimate knowledge of all aspects of .

e I, and & slight knowledge of analytical
pro in Phase II. He has a detailsd knowledge of
CANUTE $8) collection procedures and some kmowledgp of
analysis and results obtained. Kell also has a detailed
knowledge of all aspects of radiocprinter at USN-39'and
other aites, including analytic procedures,
systems, GUA, SMRIS, Flexmux, and others. He aware
of the Juliett callsign system, but 1is not knowledgeable
of methoda of recovery or progrees.

HAG S One year from date of last exposure
Previous Duty
and Asgmtst NSGD Clam lagoon, Adak, Alasks

NSGD Finegayen, (uam, Mariannss Islands
NSGA Kaxd Seya, Homslm, Japan

In theae pruviocus assignments, Kell was assigned duty
as Non-Mores Systems Operator and Supervisor, and
General Search Operator
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CT1 Don Barl BATLEY, USN, L9l 99 84

Present Duty:

Clearance?

Accesst

HAO

Previcus Duty
and Asgmtst

CT '0' Branch
Teletype and Tels soolated C

Equiprent Operstor ley is om Temperery Additional
Daty (TAD) from NSCA Ksad Seya, Japen)

Indoctrinated for Cat ITI COMINT
TANKER/HOST, granted at NSGD Wahiawa

Az a commmnicator, Bailey is intimstely femdliar with
the CRITICOMM system, corypto squipment nomenclatures,
and all other phises of NAVSECGRI communications. His
only association with sensitive operations is that of
handling the commmication treffic. Wihile he probably
lmows generally of the L00-900 progrems, widsband
operstions, restristions on sertain redicprinter analymis
and processing and reporting efforts, it is eonsidered
he has no specific knowledge of current progress being
nade in these areas,

A BAG expirstion date of 6 mgust 1968 was established

based on the TANKER/HOST clearence. Subsequent to this
«xpiration, a HAG of one year from date of last exposure
will be assigned.

NSOA Kami Seya, Homalm, Japen
NSGD, Wahiaws, Oahu, Hawaii
NSGD, San Mignel, Philippines
N30A, Marietta, Washington
USNS Valdes

During these previous assignments, Balley was asaigned
duties a5 a commnications operator, Wideband R¥DF
Systems, and as a Genersl HFDF commmications oparator.



EO 3.3(h)(2)
PL 86-36/50 USC 3605

CT1 Michael Thomas DARRETT, USH, 489 55 2i

Presmt Muty: CT 'I' Branch
Russian Tramslator/Analyst/Reporter
Clearancst Indoctrinated for Cat IIXI COMINT
No known oompartmented clearances
Accesat Barrett's specific access to classified informetion

is not kmown, It is expected that, due.to his
clearsnce and duties, he could well be imowledgeable
of any of the techmical support material aboard the

U83 Pueblo. ;
HAG One ywar from date of last access
Previous Duty
and Asgmist HSGD Clam lagoon, Adak, Alsska

NSGA Bremerhaven, Osrmany
NSGA Kmxd Seya, Honslm, Japan
NSGD Cheltenham, Marylsnd
NSA, Weshington, D. C.

During thess previocus assignments, Barrett was
assigned duties as a Morse Imtercept Operator,
Traffic Analyst, and B/T Trenssriber.

While at the Natimmal Security Agency, Barrett
completed the M-L50 course, ‘designed to teach
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CTl Frangis John

Present Dutys

Clearance:

Acceas:

Previous Daty
and Asgmist

USH 6

CT 'T' Branch
Watch Supervisor, Gemeral Operstions

Indoctrinated for Cat III COMINT
TANKER/WST, at NSGA Skaggs Island

(inther can be expected to have gained asoess to

statious, He is knowm to be kmowledgesble of TANKBR/
HOST, and csn be expected to have gained extemsive
knovledge of nom-morse intereept operations due to
previcus sssignments.

Ginther'e present HAG expires 2 April 1970, based on
TANKER/HOST access. This HAD wdll revert to ons year
after that date.

NSGA Skaggs Ieland, California
NSOD Sidi Yahia, Moroceoo

N34, Washingtom, D. C.

In these previous assigoments, (intber has been assigned
duties as a Tecimical Search Operator in Research and
Development; as a Wideband HFDF Opsrator; and a (Oeneral
Search Oparator; Hoan-lMorse Systams.

VWhen assigned to N84, Ointher complsted the SA-100
oourse, This is the basio 10 week course taught by
the Agmcy to train Non-Morse 3earch Operetors, as well
ra in the fields of ELINT, Telemstry, and

of aonelitersl signals. The course ingludes
the methods of, and analytical procedures to
attacking various forms of signal wodulation.

..Eg
!

raining
used,

4
B
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CTl Jsmes Dewar LAYTON, USN, 533 22 39

Present Duty:

Clearence!

Accesns

HAGs

Previous Duty
and Asgmte?

CT 'R' Branech
Manual Morse Imtercept Operator

Indogtrinated for Cat III COMINT
TANKER/HDST at Cape Chindiak, Alaska

Leyton's specific acesse to classified information
iz not knowm., Dus to kis previous assignments, it
is expected that layton would be intimately familiar
with DF activities in the NAVSECORI. In view of his
presant duty snd clearance, it is possible he could
have bacome inowlsdgesble of any of the technical
support material aboard the USS Pueblo,

A HAG expiration date of December 1968 was established
based on the TANKER/HOST clearancs. After expiration
of this date, a HAG of one year from date of last
access will be established,

NSGA Cape Chindak Alaska
NSGD San Juan, Puerto Rico
NSGD Cheltenbam, Marylsnd

During his previous sssignments, layton has been
assigned duties varicusly as HFDF Operstor (AN/GRD
series), HFDF Operator - Widsband Systems, DF Net
Control, and DF Contact Screener,
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CTL Donald Richard PEPPARD, UsN, h76 Q1 85

Present Duty: CT 'A' Branch o
General Administrative/Personbel Duties

Clearance: Indoctrinated for Cat III COMINT
It is posaible that.Peppard possess an extremely liamtted
knovledge of [ |, due to having processed crypto account-
8bility vecords for tbat compartmented operation.

Accesns: Peppurd's specific access to classified information is not
known. Due to the nature of his duty title, it may be
expected to be substantielly less than that of the other
crev members.

During a previocus tour of duty at NSA, Peppard was assigned
to 933. His duties involved the receipt, control, storege,
inventory, distribution and destruction of all COMSEC
materials processed by 83. Dus to this assigmeent, he
became knowledgeabls of 53's distribution and accounting
syastem, and the erypto accounts serviced and maintained
within the centrsl office of record. Peppard was also
directly engaged in programaing of sm IBN 14J1 machine
accounting system. The latter is nmot the system in current
use.

During & subsequent assigmment at COMSURFLOT Two, Nev London,
Conn., Peppard probably became aware of the 99§ progran in
general and some of its specific dstaclments.

RAG: One year from date of last access.

Previous Duty
& Asgmts: NS50D Finegayen, Ouam, Miriannaeg Islands
firenerhaven, Gerwany
N3A, Washington, D. C.
¥30A, Edzell, Scotland
MWSGD COMSURFLOT Two, New London, Comnecticut
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1
CT David Lee RITTER, USN, 588 10 65

Present Daty: CT 'T' Branch
Ron-Morse Systems Operator
(Ritter is on hTM Mditional Duty ('MD) from
Kami Seya, Japan

Clsarance: Indoctrinated for Cat III COMINT
Binnacle ,’ .
Access: Ritter is aware of the 400, 500° nnd 909 progﬂu.

Hehnbonat!'manlvyamm,
hfmlnrdthﬂuwolam He has alsc been
indootrinated for Binmasle, Although not deployed
with a 500 missiom, thhbrht.donth.progm
and has been exposed to.the sghedule for the first
half of 1968. Ritter Is not familiar with wideband
operations. In the snsitive analytical fields,
Ritter is intimately knowledgeable of Soramscan

FPhase I, having worked in this projest for six months,
He has been indoctrimated in CANUTE %63, and is very
familiar with collection procedures, but his imowledge
un-it.cdinm In the field of non-morse
lmhlnddm. Rtter has a detailed imowledge
mmmsmwmmmuumh He
bas & cosprehenaive and detailed imowledge of radioprinter
operatitns. Although familiar with Sovist callsign
systets, Ritter does not have a workdng knmowledge of the

ecallsign systex,
HAG: One year from date of last exposure
Previous Duty
and Asgmtst NSOA Ksmd Seya, Honstm, Japan
0SS Liberty

In his previous assigmsnts, Ritter was assigned
duty as en ELINT Techmical Search Operator
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CTl James Antwyne SHEPARD, USN, 533 21 3§

Present Duty: CT 'T' Branch
ELINT Technical Search Operator

Clearance: Indoctrinated for Cat IXI COMINT
SPO WP E, granted at NSGA Todendorf, Cermany
(debriefed 19 Feb 1965)

Access: Shepard’'s specific access to classified information is not
known. In viev of his clearance amd duty assigmment, it is
possible Shepard could have become knowledgeable of eny of
the technical support material aboard the USS Pueblo.

HAG: One year from date of last access
Previous Duty
& Asgmts: NSGA Todendorf, Garmany

NES0A Key West, Florida

During these previous assigmments, Sheperd was assigned
duties as an ELINT Analyst, and ELINT Watch Supervisor.



s

CT2 Michael William USN, 391 3, 8

Present Dutyt

Clearance:

Acoess:

HAO:

Previcus Duty
and Asgmts:

CT 'R' Branch
(Mlexander's specifiec duty is not imowm., He is on
Temporary Additiomal Duty (TAD) from DIRNAVSECGRUPAC)

Indoctrinated for Cat IXTI COMINT
No kmown cospartmented clearances

Alegxander's acoess to classified information is not
known. In view of his clearsnce, it im possible he
could be knowledgeable of any of the technical support
material aboard the USS Pueblo.

One year from date of laat aceass
DIRNAVSECGRUPAC

NSGA, Midway Island

During these previcus assigmments, Alexander was

assipned duties as an HFDF Operator (GRD/TRD Sexies),
and as an Operator, DF Net Oontrol.



CT2 Wayne Drexel ANDERSON, USN, 795 71 %0

Present Duty:

Clearancet

Accesst

HAG:

Previous Duty
and Asgmtes

CT 'T' Branch
Non-Morse Operator and Signal Analyst

Indoctrinated for Cat III COMINT
No mown compartwented clearancea

Anderson's sccess to claessified information is not
known. Due to his clearance and duty assigmment, it is
possible that he could be knowledgesble of any of ths
technical support material aboard the USS Pueblo.

One year from date of last acceass

NSCA Kami Seya, Honalm, Japan

During this previous azsigmment, Anderson was also
assigned duty as a Non-Morse Operator and Signsl
Anglyst.
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CT2 Peter Morton LANGENBERG, USN, 777 8 82

Present Duty:

Clearances

Aaceas:

HAGs

Previous Duty
and Asgmtsi

)

CT 'I' Bramch .
/T Transgriber

Indoctrinated for Cat III COMINT
No known corpartmented clsarance

langenberg's specific access to alassified informatiom
is not known. In view of his duties and clsarance, it
is possible he could have become inowledgeable of sny
of the technigal support msterial aboard the USS Pusblo.

One yesr from date of last acoess

NSGA Ksmi Seys, Honahu, Japan

During this previous assigmment, Lan ms_algo
assigned duty as am R/T Trmcribor' |




CT2 Donald Raymond MC CLARREN, USN, 917 18 &6

Present Dutys CT 'O’ Branch
Telstype and Teletype-associated Crypto-
graphide Equipment Operator

Clsarances Indoctrinated for Cat III COMINT
No known compartmented clearancea
Accesa: 4s a communicator, McClarren is intimately

faplliar with the CEITICOMM gystem, crypto
equipment nomenclatures, and all othar phases
of NAVSECGHD commmnications. His association
with other sensitive phases of NAVSECGRU
operations is not known; however, it is pos-
sible MoClarren could l:ave bacome knowledgeable
of any message procsssed during his tour of

duty.
HAGS One year from date of last access
Previocus Duty
and Asgmtss NSGD, Wahiawa, Oahu, Hawaii

Daring this previous assignment, MoClarrsn
was assigned duty as a CRITICOMM Technical
Control Operator end as & Gemeral HFDF
Commmploations Opermtor,
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CT2 Cbarles Ray STERLING, 08112.212';8

Present Duty:

Clearance:

Accens:

Previous Duty
& Asgmts:

CT 'T' Branch
Signal Analyst, Non-Morse Systeas, llon-lloru Operator

Indoctrinated for Cat III COMINT
TANKER/BOST

Sterling can be expected to bave gninea estensive knowledge
of COMINT operations due to his many previous assigmments.
He ia known to be kncwledgable of TAMKER/BOST, and can be
expectad to have gained sxtensive knowludge of non-morse
intercept and processing. .

A HAG of one year ie being assigned, from date of last access.

NSGA Xemi Seya, Homshu, Jepan '
NSGD Finegayen, Ouem, Marisnnes Island

E:f 1
SGA ban Vito del Normamml Adr Btation, Italy

NSGD Cheltenham, Marylend
W3GA Cape Chinfak, Alaske
MBA Washington, D. C.

Sterling's previous duty assignments included dutiss in Non-
Morse collection, Technical Ressarch Operator in Research and

Development, Wide Band HFDF Operator, and HFDF Operator
{ AM/QGRD series).

While assigned to the Natiomal Security Agency, Sterling
completed the SA-19¢ course, This is the basic 1§ week

course taught Dy the Agency to train Non-Morse Search Operators,
as well ps operators in the fields of ELINT, Telematry, and
other types of non-litersl siznals. This course inaludes
training in the methods of analytical procedures to be used

in attacking various forms of signal moduletion. ‘
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CT2 Elton Allen WOOD, USN [

Present Duty: CT 'T' Bransh
Operator, Non-Morse Systems

Clearance? Indootrinated for Cat IXII COMINT
No known compartmented elsaranses

Aocesst Wood's assess to classified Information is not known.
Dyt to ks clearsmos, it is possible Wood could be
imowledgeable of any of the technieal support material
sboard the USS Pueblo.

HAG: One year from date of last acoeas

Previous Daty

and Aspgmtst NSGA Ouantanemo Bay, Ouba

During his assigmment at Quantanamo Bay, Wood was
also assigned duty as an Operator, Non-Morse Systems.
His access during this sssignwent is not kmown.
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CT3 Charles Williaw AYLING, USN 772 97 62

Present Duty:

Clearance:

Access:

HAGs

Previous Duty
and Asgmtes

CT 'M* Branch

Maintenance, Gensral Eectronic Equipment
Maintenance, TSEC/KW-37 Zcvr, TSEC/KW-7, and
TSEC/XW-1l

Indoctrinsted for Cat ITI CQINT
No kmown compartmented clearances

Ayling's access to clossified information is not
known,

One year from date of last access

NSGA, Skaggs Islend, Califormia

During this previous assignment, Ayling was assigned
cgty/g:u the maintenance of TSEC/KG-1l and TSEC/KW-36
VT, R,




CT3 Paul David BRUSHAHAN, USK, 917 59 00

Present Duty: CT 'T' Bransh
Non-Morse Operator and Signal Analyst

Clearances Indoctrinated for Cat III COMINT
No imown compartmented clearances

Accesst Brusnahan's specific access to classified information
is not known. It is possible that he could have becoms
imowledgeadle of any of the technical support material
aboard the USS Pueblo

HAG: One year from date of last exposure

Previous Duty

and Asgmtes NSQGD, Clem Lagoon, Adak, Alsska

Brusnahsn's previous duty sssignmment was also as a
Non-Morse Operstor and Signal Analyst




CT3_Bradley Reed CROWE, USN, 916 63 37

Present Duty:

Clasarences:

Access:

HAG:

Previous duty
and assign-
ments:

CT 'R' Branch

Morse Intercept Operator

Indoctrinated for Cat III COMINT

Crove's specific mccess to classified fnformation is not

known. In view of his clearance and duty assignment, it is
possible he could have become knowledgeable of any of the technical
support materisl abcard the USS Pueblo.

Coe year from date of last exposure.

NSGD Cheltenham, Meryland

During this previcus assigement, Crowe ves also assigned
duty as a Mo:a Intercept Operator.
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CI3 Rodney Hartemsn DUKE, USH, 918 96 T5

Present Duty: CT 'T' Branch
ELINT Technical Search Operator

Clearances : Indoctrineted for Cat IXIXI COMINT
8PO (BPK,E) granted at ESGD Adsk, Alsska
(Debriefed 18 March 1967)

Access: Duke's specific sccess to classified information is not imown,
In view of his duty assigmment and clearance, it is possible
he could have become knowledgeable of any of the technical
support material aboard the USS Pusblo.

RAG: One yesr from date of last exposure.

Previous Duty

and Assign-

ments: K8QD, Clan lagoon, Adak, Alaska

During this previocus assigament, Duke was assigned duty as
a Non-Morse Systems Operator and Technical Search Operator.
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CI3 Jonn White GRANT, USN, sk 38

Present Duty: CT 'l’ Branch Le ==
I ] :
Clearances: Indoctrinated for Cat IIT COMINT

Access: Crant's specific access to classified information is not
known. It is possible that he could have become knowledgemble
of any of the technical support msterisl aboard the USS Pueblo.

Grant wee noted to be on temporary duty at the Bational Secur:lt.y
Agency in March 1967. At this tine, Orant was given three
specialized operational training, in the|

HAG: (e sear from date of last exposure.
Previous Duty

and Assign-

ments: No previcus SIGINT essignments.



CT3 84 Jer

Present Duty:

Clearance:

Access:

Previcus Duty
and assign-
ments :

USN 88

€T 'O’ Brench
Teletype and Teletype-associated Cryptograpbic
Equipment Operator

Indoctrinated for Cat III COMINT
No known comparimented cleerances

Karnes' specific access to clessified informetion is rot known.

As a communicator, it is expected that he wpuld be intimately
familisr with the CRITICCHM system, crypto equipment nomenclatures,
and other phases of HAVSECGRU commnicationa. The opportunity also
exists for s commmicator to become knowledgeable of virtuslly

any message transmitted or received during his tour(s) of duty.

ne year frowm date of last access.

KSCGA Kami Seya, Honshu, Japan

Durisg this previous assignment, Kaunes was slsc essigned duty
as s Telotype and Teletype-associated Cryptographic Equipment
Operator.




Ear

Present Duty:

Clearance:

Acceas:

Previous Duty
and Assign-
ments:

KISLER, USN, Qlh LY

CT '0' Brunch
Teletype and Teletype-associated Cryptographic
Equipment Operator

Indoctrinated for Cat III COMINT
No known compartmsnted clearances.

Kisler's apecific access to classified information is not
xnown. As a commmiocstor, it is expected tlat Kisler will

be intimately familisr with the CRITICOMM systsm, crypto
equipment nomenclatures, and all other pheses of NAVEECORU
commmications. His association vith other sensitive phases
of HAVBECGR) operationa is not kmown, however, it is possible
that Kialer could have become inovledgeable of any nessege
processed during his tour of duty.

On year from date of last exposure.

ESGD, Waheiwa, Cahu, Hawaii

During this previcus assignment, Kisler vas sssigned duty
as a Cenersl Camsmnications Operator.



CT3 Anthony Andrew LAMANTTIA, USN, 793 L0 66

Present Duty:

Clearances

Access:

HAQ:

Previous Duty
and Asguis:

CT !T!' Branch
Non-Morse Operator and Signal Analyst

Indoctrinated for Cat ITI COMINT
No known compartmented clearances

Lamantia'a specific access to classified information
ia not known, In view of his duty, previous assign-
nents, and clearance, it is possibls be could have
become knowledgeable of sny of ths technical support
naterial aboard the USS Pueble,

One year from date of last exposure

NSGD, Finegayen, Guam, Mariamas Iglandas

During this previocus assignmment, Lamantia was also
assigned duty as a lion-Morss Operator and Signal
mt.
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cT mm) MC CLINTOCK, USMR, 693 00

Present Duty:

Clsarance!

Accens:

HAO:

Previous Duty
and Aspmta:

w oo

CT 'R' Braneh

Specific duty title unknown (MeClintock is on
tmpox)-u'y sdditional duty (TAD) from Xasi Seya,
Japan

Indootrinated for Cat IIT COMINT
No known compartmented olearances

MoClintock's knowledge ia very limited,

He has a general knowledge of the program, but
is mnfamiliar with mission or location of detachments,
or the results and areas of interest. He has a
negligible, if my, knowledge of wideband operations.
In the senxitive analytical fields, McClintock has a
negligible, if any, kmowledge of Scramscan, Juliett
callsign mystem, orypto recoveries, or other sensitive
processing and reporting efforts,

One year from date of last exposure

NSGA Xawi Seya, Honslm, Japan

McClintock's previous duty title was Manual Morse
Operztor

® w .

S e o e o

- e e e m s
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CT3 Jobn Allen SHILLING, USN, 776 40 13

Present Dutyt

Clearancet

Access:

HAG:

Previcus Duty
and Aspats:

CT 'T' Branch
Non-Morse Operator snd Signal Analyst

Indoctrinated for Cat IIT COMINT
No known compasrtmsnted clsarances

Shilling's specific access to clussified informetion
is not imown. In view of his clearance and duty
assignmnt, it is possible ha gould have becoms know-
ledgeable of any of the techmieal support material
aboard the USS Pueblo,

One year from date of last ascess

HSCA Bremerhaven, Cermeny

Duringthis previous assigmment, Shilling was also
sssigned duty as a Non-Morse Operator and Signal
Anzlyst. .
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CT3 /mgelo Salvatore STRANO, USH, 915 41 58

Present Duty:

Clearance:

Access:

Previous Duty
& Asgmtn:

CT 'M' Branch

Maintenance Magnetic Tape Records (all types)
Maintenance ELINT Equipment

Indoctrinated for Cat III COMINT

SPO WE;- E, at NS0A Todendorf, Gerwany
(Debriefed 13 March 1967)

Unknown

Ope year from date of last access.
NSGA Todendorf, Germany

During this previcus assignment, Strano was assigned duty
in maintenance of SISS ANV equipment.
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CT3H Steven J

Presesat Duty:

Clearance:

Accesst

HAOs

Previous Duty
and Asgpmts?

iN o 2 D B S

L oawin
T e

ROBIN, USM. 86

CT 'T' Branch
Hon-Morse Operator and Signal imalyst

Indoctyrinated for Cat III COMINT
No kmownn qompartmented clearances

fobin's specific access to claszified information is
oot known, In view of his clsarance end duty sssign-
ment, it is possible Robin could heve become now-
ledgeable of any of ths technisal support material
shoard the USS Pusbla,

(ne year from date of lest access

NSOA Kesd Seya, Homshu, Japan

During this previcus sssignment, Robin wvas also
asgigned duty as a Non-Morse Operetor and Signal




Sgt Robert Joseph CHICCA, USMC, 204 76 22

Present Duty:

Clearance:

Accesss

HAO3

Previous Duty
and Asgate:

Linguist = Korean
(Chiccs 1a on tﬂonry additional duty (TAD from
Kami Sqya, Japan

Indoctrinated for Cat III COMINT
Binnscle

Chicca has a general kmowledge of LOO detachments,
but is not intimately familiar with the mission or
results of missions on specific deployments. Although
briefed for Binmasle, Chicca is probably unawere of
the results of missions, His Imowlsdge 1s characterised
as general ina that he knows of patrol arsas of interest
in the Pacific area, and the purpose of the patrola.
Hs knowledge of Scramscan is negligible, if any. He
worked in the Juliett callwmign recovery sectiom at
USN-39 for approximately two weeks, gaining knowledge
of wethods of attack on this system, the progress of _
recovery and a gwerel familiarization of other aspects
of the system. Whils Chicca has a general knowledge of
the 900 progrem, he is not informed eoncerning other
senaitive operstiems.

One year from date of last exposure

NSCA Kami Seya, Honshu, Japan

Chicca"s previous duty title was Manual Morse
Intercept Operator
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8gt Robert James HAMMOND, USMC, 2046801

Present Duty! Iinguist - Xorean *
(On Temporary Additional Duty (TAD) from m Sqa,
Japan)
Clearances Indootrinated for Cat III COMINT
No known compartmsnted clsarances
Accesst Sgt Hammond is generally knowledgeable of the overall

Morse oollection program. His detailad knowledge of
sensitive areas is slight. He is knowledgeable of the
400 program, including wissions and -goms results.
Haamond has negligidle, if amy, lmowledge of the $00
program. He probably has no information on details or
results of wideband operations. ‘In the sensitive
analytical fields, he probably has no knowledge of
Scramscan operstions. He is avare that progress is
being made on resovery of the' Juliett call aign system,
but has no knowledge of ths progress or deteils of the
recovery of mL |

HAGs One year from date of last exposure
Previocus Duty
and Asgmts NSCGA Kami Seya, Honslu, Jaspan

Hammond's previcus duty assignment was as a Manual
Morse Intsreept Operator
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LT Stephen Robert HARRIS, USNR, 638681/1615

Present Duty:
Clearance:

Access

HAGs

Previous Duty
and Asgmiet

Off{cer-in-Charge, N30 Detachment, USS Pueblo
Indoctrinated for Cat TTI COMENT :
TANKER/HOST K]

BIMMACLE

Prior to reassignment to the USS Pueblo,
LT Harrds was assigned to the Office of- the
Aszistent Director, Nayal Ssourity Qroup
(ADMSG), with duty in GF3 at NSA, Fort -
Msade. In this assigrment, Harris workisd
an the Soviet Navy

). Harris

is known t0 have been assigned as en OIC of &
912 detaclment. He frequemtly visited spaces
in A Grouwp in coomection with these duties,

He i known to be experimnced as an inalyst/
Translator - Processing and Reporting.

A HAG of four years from date of last scocess
has bemn establishad for LT Harris.

LT Harris completed the Russisn lenguage
Course at the Defense Language Institute,
West Coast.

TOP SECRETUCOMINTE
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SUNICT: CRYPIOLOGIC DAAGE ASSEBEMENT - USS PURKIO CAPERE

1. mm-wnmmmummeu-p'pw&mn' )
carried oa the USS Pweblo for IDRCCM targets may heve Veen. compromised, |
the following is comsidered a resscasbls damage assesfment! 1

a. The materials ¢arried by the UBE Pusble sengisted of the
following: .z .
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