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L (U) FINDINGS

(U) The Committee found that the Russian government engaged in an aggressive, multi-
faceted effort to influence, or attempt to influence, the outcome of the 2016 presidential election.
Parts of this effort are outlined in the Committee’s earlier volumes on election security, social
media, the Obama Administration’s response to the threat, and the January 2017 Intelligence
Community Assessment (ICA).

(U) The fifth and final volume focuses on the counterintelligence threat, outlining a wide
range of Russian efforts to influence the Trump Campaign and the 2016 election. In this volume
the Committee lays out its findings in detail by looking at many aspects of the
counterintelligence threat posed by the Russian influence operation. For example, the
Committee examined Paul Manafort’s connections to Russian influence actors and the FBI’s
treatment of reporting produced by Christopher Steele. While the Committee does not describe
the final result as a complete picture, this volume provides the most comprehensive description
to date of Russia’s activities and the threat they posed. This volume presents this information in
topical sections in order to address coherently and in detail the wide variety of Russian actions.
The events explained in these sections in many cases overlap, and references in each section will
direct the reader to those overlapping parts of the volume. Immediately below is a summary of
key findings from several sections.
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Paul Manafort

(U) Paul Manafort’s connections to Russia and Ukraine began in approximately late
2004 with the start of his work for Oleg Deripaska and other Russia-aligned oligarchs in
Ukraine. The Committee found that Deripaska conducts influence operations, frequently in
countries where he has a significant economic interest. The Russian government coordinates
with and directs Deripaska on many of his influence operations.

(U) From approximately 2004 to 2009, Manafort implemented these influence operations
on behalf of Deripaska, including a broad, multi-million dollar political influence campaign
directed at numerous countries of interest to Deripaska and the Russian government. Pro-
Russian Ukrainian oligarchs with deep economic ties to Russia also paid Manafort tens of
millions of dollars and formed strong ties with Manafort independent of Deripaska.

(U) Manafort hired and worked increasingly closely with a Russian national, Konstantin
Kilimnik. Kilimnik is a Russian intelligence officer. Kilimnik became an integral part of
Manafort’s operations in Ukraine and Russia, serving as Manafort’s primary liaison to Deripaska
and eventually managing Manafort’s office in Kyiv. Kilimnik and Manafort formed a close and
lasting relationship that endured to the 2016 U.S. elections and beyond.

(U) Prior to joining the Trump Campaign in March 2016 and continuing throughout his
time on the Campaign, Manafort directly and indirectly communicated with Kilimnik, Deripaska,
and the pro-Russian oligarchs in Ukraine. On numerous occasions, Manafort sought to secretly
share internal Campaign information with Kilimnik. The Committee was unable to reliably
determine why Manafort shared sensitive internal polling data or Campaign strategy with
Kilimnik or with whom Kilimnik further shared that information. The Committee had limited
insight into Kilimnik’s communications with Manafort and into Kilimnik’s communications with
other individuals connected to Russian influence operations, all of whom used communications
security practices. The Committee obtained some information suggesting Kilimnik may have
been connected to the GRU’s hack and leak operation targeting the 2016 U.S. election.

—Beginning while he was Campaign chairman and continuing
until at least 2018, Manafort discussed with Kilimnik a peace plan for eastern Ukraine that
benefited the Kremlin. -

After the election, Manafort continued to coordinate with
Russian persons, particularly Kilimnik and other individuals close to Deripaska, in an effort to
undertake activities on their behalf. Manafort worked with Kilimnik starting in 2016 on

narratives that sought to undermine evidence that Russia interfered in the 2016 U.S.
election. _

vi

COMMITTEE SENSITIVE — RUSSIA INVESTIGATION ONLY



COMMITTEE SENSITIVE — RUSSIA INVESTIGATION ONLY

(U) The Committee found that Manafort’s presence on the Campaign and proximity to
Trump created opportunities for Russian intelligence services to exert influence over, and
acquire confidential information on, the Trump Campaign. Taken as a whole, Manafort’s high-
level access and willingness to share information with individuals closely affiliated with the
Russian intelligence services, particularly Kilimnik and associates of Oleg Deripaska,
represented a grave counterintelligence threat.

Hack and Leak

‘ (U) The Committee found that Russian President Vladimir Putin ordered the Russian
effort to hack computer networks and accounts affiliated with the Democratic Party and leak
information damaging to Hillary Clinton and her campaign for president. Moscow’s intent was
to harm the Clinton Campaign, tarnish an expected Clinton presidential administration, help the
Trump Campaign after Trump became the presumptive Republican nominee, and undermine the
U.S. democratic process.

—WikiLeaks actively sought, and played, a key role in the Russian
influence campaign and very likely knew it was assisting a Russian intelligence influence

effort. The Committee found significant indications tha

At the time of the
first WikiLeaks releases, the U.S. Government had not yet declared Wikil.eaks a hostile
organization and many treated it.as a journalistic entity. -

(U) While the GRU and WikiLeaks were releasing hacked documents, the Trump
Campaign sought to maximize the impact of those leaks to aid Trump’s electoral
prospects. Staff on the Trump Campaign sought advance notice about WikiLeaks releases,
created messaging strategies to promote and share the materials in anticipation of and following
their release, and encouraged further leaks. The Trump Campaign publicly undermined the
attribution of the hack-and-leak campaign to Russia and was indifferent to whether it and
WikiLeaks were furthering a Russian election interference effort. The Committee found no
evidence that Campaign officials received an authoritative government notification that the hack
was perpetrated by the Russian government before October 7, 2016, when the ODNI and DHS
issued a joint statement to that effect. However, the Campaign was aware of the extensive media
reporting and other private sector attribution of the hack to Russian actors prior to that point.

(U) Trump and senior Campaign officials sought to obtain advance information about
WikiLeaks’s planned releases through Roger Stone. At their direction, Stone took action to gain

vii
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inside knowledge for the Campaign and shared his purported knowledge directly with Trump -
and senior Campaign officials on multiple occasions. Trump and the Campaign believed that
Stone had inside information and expressed satisfaction that Stone’s information suggested more
releases would be forthcoming. The Committee could not reliably determine the extent of
authentic, non-public knowledge about WikiLeaks that Stone obtained and shared with the
Campaign. : '

The Agalarovs and the June 9, 2016 Trump Tower Meeting

(U) The Committee found that the connection between Trump and the Agalarovs began
in 2013 with planning for the Miss Universe Moscow pageant. Aras Agalarov is a prominent
oligarch in Russia, and his son, Emin Agalarov, is a musician and businessman in Moscow. The
connection evolved in 2014 and focused on an effort to build a Trump Tower in Moscow that
never came to fruition. During that time communications further extended to Agalarov
associates and family members and to Trump associates and family members. The relationship
with the Agalarovs, which continued through the 2016 U.S. election, included business and
personal communications, in person meetings, and gifts.

(U) The Committee found that Aras Agalarov was personally involved in pushing for
both the June 9, 2016 meeting between Natalia Veselnitskaya and senior members of the
Campaign and for a second meeting following the election, also with Veselnitskaya, that did not
take place. Agalarov likely did this on behalf of individuals affiliated with the Russian
government, judging from his ties with Russian officials who have pursued a repeal of the U.S.
sanctions under the Magnitsky Act. '

(U) The Committee found evidence suggesting that it was the intent of the Campaign
‘participants in the June 9, 2016 meeting, particularly Donald Trump Jr., to receive derogatory
information that would be of benefit to the Campaign from a source known, at least by Trump
Jr., to have connections to the Russian government. The Committee found no reliable evidence
that information of benefit to the Campaign was transmitted at the meeting, or that then-
candidate Trump had foreknowledge of the meeting. Participants on both sides of the meeting
were ultimately disappointed with how it transpired. -

(U) The information that Natalia Veselnitskaya, the Russian lawyer, offered during the
June 9, 2016 meeting and planned to offer again at the follow up meeting requested by Aras .
Agalarov was part of a broader influence operation targeting the United States that was
coordinated, at least in part, with elements of the Russian government. That Russian effort was
focused on U.S. sanctions against Russia under the Magnitsky Act. The Committee assesses that
some of the same information used by Veselnitskaya at the June 9, 2016 meeting was also used
in an influence operation earlier in 2016 by individuals in Moscow who have ties to Russian
intelligence and to Putin. The Committee found no evidence that the meeting participants from

viii
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the Campaign were aware of this Russian influence operation when accepting the meeting or
participating in it.

(U) The Committee assesses that at least two participants in the June 9, 2016 meeting,
Veselnitskaya and Rinat Akhmetshin, have significant connections to the Russian government,
including the Russian intelligence services. The connections the Committee uncovered,
particularly regarding Veselnitskaya, were far more extensive and concerning than what had
been publicly known, and neither Veselnitskaya nor Akhmetshin were forthcoming with the
Committee regarding those connections. Both Veselnitskaya and Akhmetshin may have sought,
in some cases, to obfuscate the true intent of their work in the United States.

Trump Tower Moscow

(U) During the 2016 U.S. presidential election cycle, Donald Trump and the Trump
Organization pursued a business deal in Russia. Michael Cohen, then an executive vice
president at the Trump Organization and personal attorney to Trump, primarily handled and
advanced these efforts. In September 2015, Trump authorized Cohen to pursue a deal in Russia
through Felix Sater, a longtime business associate of Trump. By early November 2015, Trump
and a Russia-based developer signed a Letter of Intent laying out the main terms of a licensing
deal that promised to provide the Trump Organization millions of dollars upon the signing of a
deal, and hundreds of millions of dollars if the project advanced to completion.

(U) Cohen kept Trump updated on the progress of the deal. While these negotiations
were ongoing, Trump made positive public comments about Putin in connection with his
presidential campaign. Cohen and Sater sought to leverage Trump’s comments, and subsequent
comments about Trump by Putin, to advance the deal.

(U) Sater told Cohen about high-level outreach to Russian businessmen and officials that
Sater claimed to have undertaken related to the deal. While Sater almost certainly inflated some
of these claims, the Committee found that Sater did, in fact, have significant senior-level ties to a
number of Russian businessmen and former government officials, and was in a position, through
intermediaries, to reach individuals close to Putin.
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(U) By the end of 2015, Cohen reached out to the Kremlin directly to solicit the Russian
government’s assistance. Cohen made contact in January 2016 with a Russian Presidential
Administration aide to Dmitri Peskov, a senior Kremlin official and key advisor to Putin. Cohen
discussed the project in detail and reported to Trump that he had done so. As a result of this
direct outreach to the Russian Presidential Administration and Sater’s separate efforts to conduct
outreach to individuals in Russia, the Committee found that senior Russian government officials
(including, almost certainly, President Vladimir Putin) were aware of the deal by January 2016.

(U) Cohen and Sater continued negotiations through the spring of 2016. Their
conversations largely focused on efforts to travel to Russia to advance the deal, but the
Committee found no evidence of other concrete steps to advance the deal during this time. On
June 14, 2016, Cohen and Sater met in person in Trump Tower, and Cohen likely relayed that he
would not be able to travel to Russia at that time. During the summer, attempts to advance the
deal stopped.

Geogge Papadopoulos

(U) George Papadopoulos joined the Trump Campaign as part of a foreign policy
advisory team created to blunt criticism that the Campaign lacked foreign policy advisors.
Although Papadopoulos had limited—if any—influence on the Campaign’s policies, he parlayed .
his association with the Trump Campaign to attempt to establish ties with foreign capitals as well
as advance his personal goals of having increased influence in foreign energy circles. Despite
efforts by certain individuals to remove him from the Campaign, Papadopoulos continued to
assert his affiliation with the Campaign and remained in contact with senior staff such as Stephen
Bannon and Michael Flynn.

(U) The Committee found George. Papadopoulos used multiple avenues to pursue a face-
to-face meeting between Trump and President Putin. Papadopoulos believed that he was
operating with the approval—or at least not the explicit disapproval—of Campaign leadership,
who he kept apprised of his efforts Papadopoulos never successfully scheduled a meeting
between Putm and Trump.

(U) The Committee further found that Papadopoulos’s efforts introduced him to several
individuals that raise counterintelligence concerns, due to their associations with individuals
from hostile foreign governments as well as actions these individuals undertook. The Committee
assesses that Papadopoulos was not a witting cooptee of the Russian intelligence services, but
nonetheless presented a prime intelligence target and potential vector for malign Russian
influence.

(U) The Committee found evidence that Papadopoulos likely learned about the Russian
active measures campaign as early as April 2016 from Joseph Mifsud, a Maltese academic with
longstanding Russia ties, well before any public awareness of the Russian effort. The Committee
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further found Papadopoulos communicated the information he learned from Mifsud to at least
two separate foreign governments. The Committee could not determine if Papadopoulos
informed anyone on the Trump Campaign of the information, though the Committee finds it
implausible that Papadopoulos did not do so.

Carter Page

(U) Carter Page was likely a subject of interest to Russian officials during the 2016
election, given that he was the only member of the Trump Campaign’s foreign policy advisory
team publicly identified as a Russia expert. Page had previously lived in Russia and had worked
on Russia policy and energy issues. Russian intelligence officers had in previous years
interacted with Page.

(U) The Committee found no evidence that Page made any substantive contribution to
the Campaign or ever met Trump. Prior to Page being added to the Campaign’s advisory
committee, he indicated to senior Campaign officials that he was in contact with individuals who
were close to the Kremlin and were interested in arranging a meeting between Trump and Putin.
Page later repeated the suggestion of a Trump-Putin meeting to senior Campaign staff. The

" Committee was not able to corroborate Page’s claimed contacts, and found no indication that the

Campaign took action on Page’s offers.

(U) In the summer of 2016, Page was invited to make two addresses in Russia, including
an address during the commencement ceremonies at Moscow’s New Economic School (NES).
This invitation was extended because of the Russian sponsors’ perception of his role in the
Trump Campaign. Page returned to Moscow and NES in December 2016, after his role with the
Campaign had ended, but while he was seeking a position with'the new administration. During
' these visits, Page met briefly with a figure about whom the Intelligence Community has
counterintelligence concerns, and the Committee was unable to obtain a.complete picture from
Page or his document production about his itinerary in Moscow. Page did not explain to the
Committee, for example, how he spent the bulk of several days. Many allegations in the media
regarding Page’s activities in Russia in 2016 as well as almost all assertions about Page in the
“Steele Dossier” remain unverified. In addition, Page’s claims to the Campaign regarding his
activities and influence in Moscow remain unsubstantiated.

Trump’s Foreign Policv Speech at the Mavflower Hotel

(U) The Committee found no evidence that anyone associated with the Trump Campaign
had any substantive private conversations with Russian Ambassador Sergey Kislyak during the
April 27, 2016, Trump speech held at the Mayflower Hotel. Although Kislyak did meet Trump
and other senior officials associated with the Campaign, these short interactions consisted of
general statements about improved relations with Russia. As the first major foreign policy

xi
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speech by the candidate, the event drew wide but typical attention, including By the Russian
ambassador.

Maria Butina and Alexander Torshin

(U) Starting in 2013, and continuing over a several year period, Maria Butina, founder of
a Russian gun rights organization who attended graduate school in the United States, and
Alexander Torshin, a high ranking Russian banker, government official, and politician with
Kremlin ties, established a broad network of relationships with the leaders of the National Rifle
Association (NRA), conservative political operatives, Republican government officials, and
individuals connected to the Trump Campaign. They took steps to establish informal
communications channels to influence the U.S. Government’s policy towards Russia. The
Committee did not find that either Butina or Torshin was able to establish consistent contact with
Trump Campaign officials or senior staff.

Influence for Hire

(U) The Committee found that highly evolved tools used to shape popular sentiment
were utilized in support of the Trump Campaign during the 2016 election season, and Russia has
made use of such tools in its influence operations, but a link between Russian efforts and the
Campaign’s use of these tools was not established. These commercially available services—
many of which are based overseas—rely on an array of personal information to build targeted
messaging profiles. Russia applied these same technologies and methodologies to its influence
campaign during the 2016 election and, in doing so, conducted foreign influence operations
against the United States with a speed, precision, and scale not previously seen. The
commoditization of these influence ¢apabilities by for-profit firms working in the political and
particularly electoral space, coupled with deeply concerning foreign government and intelligence
service ties to some organizations, were troubling enough to warrant additional Committee
scrutiny.

Transition

(U) Russia took advantage of members of the Transition Team’s relative inexperience in
government, opposition to Obama Administration policies, and Trump’s desire to deepen ties
with Russia to pursue unofficial channels through which Russia could conduct
diplomacy. Russia was not alone in these efforts—U.S. allies and adversaries also sought
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inroads with the Transition. The existence of a cadre of informal advisors to the Transition -
Team with varying levels of access to the President-elect and varying awareness of foreign
affairs presented attractive targets for foreign influence, creating notable counterintelligence
vulnerabilities. The lack of vetting of foreign interactions by Transition officials left the
Transition open to influerice and manipulation by foreign intelligence services, government
officials, and co-opted business executives.

(U) The Transition Team repeatedly took actions that had the potential, and sometimes
the effect, of interfering in the Obama Administration’s diplomatic efforts. This created
confusion among U.S. allies and other world leaders, most notably surrounding negotiations over
a UN Security Council Resolution on Israel. Russia may have deferred response to the sanctions
the Obama Administration put in place in late December because of Flynn’s intervention and
promise of a new relationship with the Trump administration.

(U) Also during the transition, several Russian actors not formally associated with the
Russian Government attempted to establish contact with senior members of the Transition Team.
In mid-December, Sergey Gorkov, the head of a U.S. sanctioned Russian bank, met with Jared
Kushner and discussed diplomatic relations. Kirill Dmitriev, the CEO of U.S.-sanctioned
Russian Direct Investment Fund, used multiple business contacts to try to make inroads with
Transition Team officials. One such contact was Rick Gerson, a hedge fund manager and friend
of Kushner’s. Gerson and Dmitriev constructed a five-point plan on how to improve relations
between Russia and the U.S. and presented it to the Transition Team and the Kremlin,
respectively. Dmitriev also made contact with Erik Prince, who passed on the contents of the
discussions to Steve Bannon. Separately, Bob Foresman, an American businessman living in
Moscow who sought a position in the Trump Administration, conveyed brief messages between
the Trump Campaign and several Kremlin-linked individuals, including Putin confidant Matthias
Warnig, and provided other information relating to the U.S.-Russia relationship during the
Transition.

Executive Branch Investigations

(U) The Committee found that certain FBI procedures and actions in response to the
Russian threat to the 2016 elections were flawed, in particular its interactions with the DNC
about the hacking operation and its treatment of the set of memos referred to as the Steele
Dossier. ‘

(U) The Committee found the FBI lacked a formal or considered process for escalating
its warnings about the DNC hack within the organization of the DNC. Additionally, the FBI’s
“victim-driven” response paradigm, whereby hacked entities and organizations are treated as
victims and the FBI relies on their cooperation to access and navigate targeted computer systems,
hindered FBI’s ability to investigate the cyberattack with appropriate urgency. The Committee
understands that the FBI operates with\limited resources and currently follows this victim-driven
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model when responding to cyber threats. However, the Committee found that the FBI could
have, and should have, escalated its communications to the DNC much sooner than it did, but
also that the DNC interlocutors did not assign appropriate weight to the FBI’s warnings. To this
point, the Committee found that communication on both sides was inadequate, further confusing
an already complex situation.

(U) Regarding the Steele Dossier, FBI gave Steele’s allegations unjustified credence,
based on an incomplete understanding of Steele’s past reporting record. FBI used the Dossier in
a FISA application and renewals and advocated for it to be included in the ICA before taking the
necessary steps to validate assumptions about Steele’s credibility. Further, FBI did not
effectively adjust its approach to Steele’s reporting once one of Steele’s subsources provided
information that raised serious concerns about the source descriptions in the Steele Dossier. The
Committee further found that Steele’s reporting lacked rigor and transparency about the quality
of the sourcing.

(U) The Russian attack on the 2016 U.S. elections presented a new, quickly-evolving,
and complex set of circumstances for the FBI. However, the Committee found that FBI overly
adhered to the letter of its procedures in dealings with the DNC, rather than recognizing the gap
between those procedures and effective the pursuit of its mission, and did not follow its
procedures closely enough in the handling of Christopher Steele. During both of these matters,
FBI did not quickly identify the problem and adjust course when it became clear its actlons were
ineffective.
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IL (U) METHODOLOGY
A. (U) The Committee’s Authority and Focus

(U) On January 24, 2017, the Committee formally initiated its inquiry into Russian
active measures in the 2016 elections and the Intelligence Community Assessment (ICA) relating
to Russian involvement in the 2016 elections. The Terms of Reference designated a Russian
Active Measures Working Group from Committee staff to conduct the inquiry on behalf of the
Committee. The five volumes of the Committee’s Report capture the results of three years of
investigative activity, hundreds of witness interviews and engagements, millions of pages of
document review, and open and closed hearings. This Report presents the Committee’s findings
and recommendations as a result of its investigation. ‘

1. (U) The Committee’s Power to Investigate

(U) The Committee’s power to investigate Russian interference in the 2016 U.S.
elections derives from its jurisdiction over the Intelligence Community-(IC) and Congress’s
broad investigative powers. The Supreme Court has recognized that Congress has broad power
to investigate, because investigation is “inherent in the legislative process.”® Congress’s “power
of inquiry . . . is as penetrating and far-reaching as the potential power to enact and appropriate
under the Constitution.”? Congress also plays a long-established “informing function” that the

Supreme Court has described as “indispensable.”

(U) The Senate created the Select Committee on Intelligence in 1976 to “provide vigilant
legislative oversight over the intelligence activities of the United States” and to ensure that
intelligence activities were “in conformity with the Constitution and laws of the United States.”
The Committee is tasked with oversight of the IC, which includes 17 different intelligence
elements and numerous intelligence programs. An assessment of the IC’s response to the foreign
intelligence threat from Russia, and by necessity the nature of that threat, fell within the
Committee’s jurisdiction. The Report’s five volumes—covering topics of election security,
social media, policy response, the ICA, and counterintelligence concerns® surrounding the 2016

Y (0) Watkins v. United States, 354 U.S. 178, 187 (1957).

2 (U) Eastland v. United States Serviceman’s Fund, 421 U.S. 491, 504 (1975) (citing Barenblatt v. United States,
360 U.S. 109, 111 (1959)). See generally Garvey, Todd and Oleszek, Walter J., “Congressional Oversight and
Investigations,” Congressional Research Service, December 1, 2014.

3 (U) Watkins, 354 U.S. at 200; United States v. Rumely, 345 U.S. 41, 43 (1953). See, e.g., Final Report of the
Select Committee on Presidential Campaign Activities, Report No. 93-981, 96th Cong., 2d Sess., June 1974, p.
XXIV.

4 (U) S.Res. 400, 94th Cong. (1976). _
3 (U) Executive Order No. 12333, as amended, defines counterintelligence as “information gathered and activities
conducted to identify, deceive, exploit, disrupt, or protect against espionage, other intelligence activities, sabotage,

1
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elections—address areas of oversight and potential legislative action for the Committee or
Congress. The Committee has already taken legislative action based on its investigation.

(U) The Committee understood obstruction of its investigation to also be within its
investigative purview, as efforts to obstruct the Committee could potentially stem from
additional counterintelligence concerns, interfere with its oversight responsibilities, or form the
basis of additional legislative action.

(U) The Committee reviewed relevant intelligence products, conducted voluntary
witness interviews, and compelled both testimony and the production of documents when
necessary. The Committee’s investigative power was bounded by the tools available to the
Legislative Branch and the statute governing the enforcement of Senate subpoenas, both of
which informed the Committee’s approach to obtain voluntary cooperation wherever possible.’
If a witness refused to comply with a subpoena without asserting any valid legal privilege, the
Committee could choose to pursue either criminal or civil contempt.

(U) As the Supreme Court has recognized, the power to compel testimony and evidence
is a necessary component to Congress’s ability to fulfill its constitutional role.” However,
holding a witness in contempt of Congress is a multi-step, time-consuming process, requiring
action both within Congress and the courts. To pursue civil contempt, the Committee would
begin by issuing a valid subpoena to a witness and providing the witness an opportunity to assert
legitimate privileges, along with legal authorities and rationale for any privilege assertions.

After a ruling by the Chairman and Vice Chairman that the witness had failed to comply or to
assert a valid legal privilege, the Committee could override the objection and direct the witness
to comply. If the witness failed to comply, the Committee could then vote to report a resolution
to the Senate, accompanied by a report explaining the facts at issue, and the reasons the
Committee was pursuing civil contempt as opposed to criminal contempt. Reporting a resolution
to the Senate is considered a privileged motion, and would trigger a vote of the full chamber. If
the Senate agreed to the enforcement resolution, the Senate would direct Senate Legal Counsel to
represent the Committee before a federal court, seeking an order directing the witness to appear,
produce documents, or to answer specific questions. The federal court could then decide to
direct the witness to answer, and the court could impose sanctions to further compel compliance
if it determined them to be necessary.? '

or assassinations conducted for or on behalf of foreign powers, organizations, or persons, or their agents, or
international terrorist organizations or activities.” In this Report, the Committee has, at times, also used
“counterintelligence” to represent the broad range of threats presented by foreign powers, including intelligence
services and their agents, to U.S. elections, campaigns, .and national assets that are critical to the democratic process.
§(U) See28 U.S.C. § 1365.

7(U) McGrainv. Daugherty, 273 U.S. 135 (1927).

§ (U) For criminal contempt, the Committee would vote to report to the Senate (or the President Pro Tempore if the
Senate is not in session) a resolution referring the witness for criminal prosecution, which the Senate (or President

2
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~ (U) Title 28, United States Code § 1365 gives the U.S. District Court for the District of
Columbia original jurisdiction over civil enforcement of Senate subpoenas.” However, § 1365
does not apply—and the court would not have jurisdiction under the statute to consider an
enforcement action—if the subpoena is to “an officer or employee of the executive branch of the
Federal Government” and the refusal to comply- is “based on a governmental privilege or
objection the assertion of which has been authorized by the executive branch of the Federal
Government.”!?

(U) This limitation had important practical implications for the Committee’s
investigation. During the Committee’s investigation, if a subpoenaed witness was a government
official and asserted a claim of executive privilege, no matter how specious that claim appeared,
the Committee was effectively foreclosed from pursuing civil contempt under § 1365.!! The
Committee interviewed several witnesses who refused to answer questions based on potential
claims of executive privilege during the presidential Transition, involving the White House
counsel’s office (WHCO), which further complicated the potential for enforcement. For more on
the Trump Administration’s novel theories of executive privilege during the Transition, see infra
Vol. 5, Sec. I1.C.2.

(U) In some cases, the Committee’s ability to obtain voluntary document production—
including vast amounts of electronic communications, some of which would have been
encrypted—appeared to outstrip the tools of law enforcement. But in other cases, it was clear
that the limited tools available to the Legislative Branch hindered a more thorough effort. For
example, the Committee spent months trying to obtain email communications hosted on a
domain related to one of Paul Manafort’s businesses, DMP International, LLC. Despite
subpoenas issued to individuals and corporate entities, including DMP International LL.C and

Pro Tempore) concurred would be referred to the U.S. Attorney’s Office in Washington, D.C., “whose duty it shall
be to bring the matter before the grand jury for its action.” See 2 U.S.C. § 194. Despite this mandatory language,
the U.S. Attorney’s Office regards its duty as discretionary and is not likely to prosecute an Executive Branch
official asserting privileges.

() 28 U.S.C. § 1365(a).

10W) Ibid.

11 (U) Since the statute’s enactment in 1978, the Senate has exclusively relied on 28 U.S.C. § 1365 in seeking civil
enforcement of its subpoenas, although use of 28 U.S.C. §1331 is not foreclosed. The House of Representatives,
which is not covered by § 1365, has been successful in relying on the general federal question jurisdictional grant
found in 28 U.S.C. § 1331 in two recent district court cases seeking subpoena enforcement in the face of executive
privilege or immunity claims. See Comm. on the Judiciary of the U.S. House of Representatives v. Miers, 558 F.
Supp. 2d 53 (D.D.C. 2008); Comm. on Oversight & Government Reform of the U.S. House of Representatives v.
Holder, 979 F. Supp. 2d 1 (D.D.C. 2013). At the time of this writing, the issue of a court’s role in ruling on
information disputes between Congréss and the executive branch is pending before an en banc U.S. Court of
Appeals for the D.C. Circuit. See Order, Comm. on the Judiciary of the U.S. House of Representatives v. McGahn,
No. 19-5331 (D.C. Cir. March 13, 2020).
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Rackspace (which hosted the DMP email server during the relevant time frame), the Committee
failed to obtain the email communications. Conversely, law enforcement would have been able
to—and did—use its criminal investigative authorities to access the content of those email
communications directly and without delay.'?

(U) Locating witnesses also proved to be complicated in some cases. Witnesses were
spread across the globe, and often used different names, or changed lawyers in a manner that
made engagement with them increasingly challenging. The Committee is grateful to the U.S.
Marshals Service for its assistance in locating and serving several witnesses throughout the
investigation. .

2. (U) The Committee’s Counterintelligence Focus

(U) The Committee’s investigation focused on the counterintelligence threat posed by
the Russian intelligence services and whether the IC was appropriately positioned to meet that
threat during the 2016 election cycle. The Committee’s years of work on Russian active
measures, including its open and closed hearings, illustrate its focus on counterintelligence
concerns. In presenting the factual record, the Committee did not apply the standard of proof
applicable to criminal trials, that of beyond a reasonable doubt, but rather endeavored to convey
a detailed accounting of relevant events, and sometimes included conflicting information that the
Committee could not reliably resolve.!

(U) By comparison, the report by the Special Counsel’s Office (SCO), “Report On The
Investigation Into Russian Interference In The 2016 Presidential Election” (hereinafter “SCO
Report™), was focused on criminal activity: to “explain[] the prosecution or declination decisions
reached.”'* As then-Acting Attorney General for the Special Counsel Rod Rosenstein stated in a
June 27, 2018 letter about the Special Counsel’s appointment and authority: “Special Counsel
Mueller is authorized to investigate potential criminal offenses. Counterintelligence
investigations involving any current or future Russian election interference are not the Special
Counsel’s responsibility.”!

(U) When witnesses presented both counterintelligence and criminal concerns, the
Committee’s priority was the counterintelligence threat.!® Where counterintelligence concerns

12 (U) For more on the Committee’s approach to obtaining electronic communications metadata from providers, see
infra Vol. 5, Sec. I.C.6.

3 (U) This approach is in keeping with prior congressional reports. See, e.g., Final Report of the Select Committee
on Presidential Campaign Activities, Report No. 93-981, 96th Cong., 2d Sess., June 1974, pp. XXIII-XXV.

14 (W) 28 C.F.R. § 600.8(c).

15 (U) ‘Letter, Rosenstein to Grassley, June 27, 2018,

16 (U) For exqmple, the Committee’s work with respect to Michael Cohen centered on whether Cohen was a vector
for Russian influence rather than whether Cohen properly reported all of his taxable income.
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and criminal activity overlapped, the Committee worked with law enforcement stakeholders to
find an appropriate way forward that would best serve the Committee’s investigative purpose
without jeopardizing ongoing investigations or prosecutions. Where the two goals were in
conflict, the Committee accommodated law enforcement imperatives.

i. (U) Referrals

(U) The Committee did not specifically seek to investigate crime or facilitate the
apprehension of criminals: if the Committee became aware of information related to potential
criminal activity during the course of its investigation, that information was referred to the
appropriate law enforcement entity for whatever action it deemed appropriate, to include further
investigation. In its referrals, the Committee expressed the view that crimes may have been
committed and that further investigation might be warranted. The referral didnot require law

enforcement authorities to undertake any further action—a decision left solely to their discretion.

(U) The Committee made referrals for potential criminal activity uncovered during the
course of the investigation. A list of these referrals is provided in Annex A to this Report.!”

B. (U) A Bipartisan Investigation

(U) To conduct the investigation, the Committee assigned a subset of its professional
staff members and counsel to an investigative team. Staff were assigned from the majority and
the minority. Investigative decisions were made by the Chairman and Vice Chairman. Staff
jointly reviewed the information obtained in the course of the investigation, drafted document
requests, questioned witnesses, and drafted the Report. All of these practices helped to maintain
the bipartisan nature of the investigation, one focused on the goal stated by the Chairman and
Vice Chairman: delivering a factual record to the American people about Russian interference in
the 2016 U.S. elections.

(U) The Committee’s practice was to initially seek witness testimony and document
production voluntarily, and some witnesses were immediately willing to cooperate with the
Committee. However, other witnesses were hesitant to cooperate and required extensive
assurances about a range of topics before they would agree to appear. These negotiations often
took weeks or months, and sometimes resulted in a witness not appearing until many months
after the request, which prolonged the investigation. In addition, on several occasions, witnesses
developed excuses for delaying or cancelling interviews. It was the Committee’s practice not to
discuss witness engagements publicly and to ask witnesses to keep engagements confidential.

17(0) See infra Vol. 5, Sec. VL
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However, the Committee was unable to prevent witnesses from disclosing their own information
or engagements to the media either before, during, or after their interviews.

(U) When credible safety issues were raised by a witness, proffers and in camera review
were considered as an alternative. In limited circumstances, either due to witness security
concerns, to conduct minimal follow-ups, or because of the limited nature of the Committee’s
focus, written questions were used in lieu of in-person testimony. Generally, written questions
proved to be a poor substitute for a live interview. Responses were frequently cursory and left
out pertinent information; answers were channeled through counsel for additional edits rather
than coming directly from the witness; and the Committee was unable to ask follow-up questions
to challenge or probe the witness’s responses.

(U) The Committee generally requested documents to be produced within 14 days of a
request, but provided reasonable extensions of that deadline. Even so, witness counsel often
prolonged document production for months by engaging in delay tactics. Because the
investigation was focused on sometimes sensitive counterintelligence concerns, some document
requests were deliberately phrased in broad language to capture all relevant materials. At times
this created the need to negotiate over the scope of witness productions to avoid overproduction
of irrelevant documents. Voluminous productions—which were not uncommon—arrived on a
rolling basis, but only after continuing pressure from the Committee. Some productions arrived
on the eve of witness interviews, in hard copy, which made 1t difficult to use the information
effectlvely during the engagement :

(U) The Committee’s document processing presented its own challenges, in part due to
the varied nature of materials that were produced, and because of the Committee’s dedication to
maintaining documents in a restricted system to the extent possible. The most common manner
of production consisted of emails or documents in PDF format. However, files were also
sometimes produced in native format, including Microsoft Excel spreadsheets and Outlook Data
Files (i.e., .pst files). On some occasions, the Committee received an image copy of the
witness’s hard drive. In addition, several witnesses produced documents through their attorneys
using e-discovery platforms to which the Committee did not have access. The Committee
- encountered messages and emails in foreign languages, mobile phone screenshots of
communications, and proprietary data productions from companies. Government records
presented additional complications. Intake of these materials with appropriate technical
restrictions involved a significant, ongoing effort by administrative and technical staff,
Eventually, for review and drafting purposes, the Committee obtained licenses for analytical

software to help synthesize and cull out relevant information from the voluminous investigative
file. '

(U) Staff prepared for interviews using all available sources of information, including
witness document productions, government records, and publicly available information. Most
interviews were held in a closed setting, either in the Committee conference room or in its closed
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hearing room. In some cases, the interviews were classified. ‘On other occasions, staff traveled
to accommodate the witness and conducted interviews off site, including locations outside of the
United States. Outlines and exhibits were prepared and agreed upon ahead of time to guide the
interview. Staff did not identify by political party during the interview, and questioning was
done in a conversational manner, with multiple staff participating. Nearly all interviews were
transcribed.’® The Committee gave all witnesses the opportunity to consult with counsel, or
respond to questions off the record. Following the interviews, witnesses were unable to identify
which staff worked for the majority and which worked for the minority. Although Committee
Members were generally not present, transcripts and documents from all witness interviews were
made available for Members to review.

(U) The Committee conducted follow-up interviews with five witnesses: Michael Cohen,
Jared Kushner, Donald Trump Jr., John Podesta, and Jonathan Winer. The Committee held the
follow-up interviews with Cohen, Kushner, and Trump Jr. in the Committee’s closed hearing
room with Members present. At the Chairman’s direction, investigative counsel asked questions
that had been prepared in advance and agreed upon by staff; Members also submitted questions
for witnesses to be asked by counsel. These three witnesses had been interviewed early in the
.Committee’s efforts, and the Committee developed additional information since the initial
interview that required clarification from the witnesses. All three of these follow-up interviews
occurred only after extensive negotiation between the Committee and the respective parties. In
the case of both Cohen and Trump Jr., the Committee issued a subpoena to secure this second
day of testimony. Cohen appeared pursuant to the subpoena. Trump Jr. did not initially appear
in response to the subpoena, but later changed his position and appeared when it became clear
that the Committee was considering a contempt resolution.

(U) When witnesses declined voluntary cooperation and an interview was essential to the
investigation, the Committee exercised its subpoena authority to compel testimony and document
*production. Subpoenas were usually served electronically, when agreed to by witness counsel.
On several occasions, however, the Committee relied on the assistance of the U.S. Marshals
Service to serve subpoenas on some witnesses. Although the Chairman and Vice Chairman were
granted authority by the Committee to jointly issue subpoenas for witnesses on which they
agreed; the whole Committee considered and authorized several subpoenas that were issued to
. sensitive witnesses who it believed might resist compliance. The Committee experienced some
additional limits to its authority, as discussed below. -

C. (U) Legal Issues Encountered

18 (U) For example, the Committee’s interviews with former Secretary of State John Kerry and former FBI
employee Randy Coleman were not transcribed, due to the constraints of the spaces in which the interviews took
place and prior negotiation with witness counsel.
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(U) Throughout the course of its investigation, the Committee encountered a spectrum of
cooperation: some witnesses testified voluntarily and provided useful document production in a
timely manner, and some witnesses stalled, forced the Committee to compel their appearances,
and then asserted. privileges in response to some of the Committee’s questions. Witnesses
claimed several common law and Constitutional privileges, including traditional claims of
executive privilege; potential claims of executive privilege during the presidential Transition;
attorney-client privilege; First Amendment privileges (related to both freedom of the press and
freedom of association); and spousal privilege. The Committee was also confronted with certain
statutory limitations in its requests to communications service providers for digital evidence.
The Committee’s strategies in navigating these issues are detailed below but were generally
driven by its priorities to get the most information possible, to respect Committee and Senate
equities, and to move forward without engaging in time-consuming litigation.

1. (U) Executive Privilege

(U) The time period for the Committee’s document requests and interview questions for
government officials generally did not go beyond noon on January 20, 2017, in part to anticipate
and minimize any potential claims of executive privilege. The concept of executive privilege—
which is not written anywhere in the Constitution, but derives from Constitutional
considerations'®>—is itself amorphous, encompassing several varieties of potentially legitimate
governmental interests: the confidentiality of a president’s communications and those of the
president’s senior advisors; sensitive military, diplomatic, or national security information;
sensitive law enforcement techniques or ongoing investigations; and internal deliberative
processes. There is considerable disagreement between Congress and the Executive Branch as to
the nature of the privilege and when it may be claimed, and scant case law on the particulars of
its application to congressional requests. Importantly, in whatever form it may take, the
privilege is not absolute.?’ It gives way to a legitimate overriding need from Congress; it can be
waived; and it may not be used to withhold evidence of wrongdoing or criminal behavior within
the Executive Branch.

(U) Executive privilege is the President’s alone to assert. Accordingly—from the
Executive Branch’s perspective—in order to withhold information on the basis of a valid claim
of executive privilege, a witness will frequently refuse to answer a question or produce
documents on the grounds that it could implicate the privilege, thereby preserving the
opportunity to assert the privilege for the President. Following notification from a witness that a
request has raised a “substantial question of executive privilege,” the White House’s approach in

9 (U) See United States v. Nixon, 418 U.S. 683, 708 (1974).
2 (U) 1bid, 713.
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" theory adheres to the procedures outlined in a 1982 memorandum from then-President Reagan.?!
Traditionally, the White House will seek an opinion from Department of Justice’s (DOJ) Office
of Legal Counsel (OLC) substantiating its position that the privilege exists as related to the
specific subject matter in the question or document. If that determination is made, Congréss and
the Executive Branch may engage in an “accommodations” process to resolve the dispute
through a proffer of the information or in camera review in lieu of specific testimony or
document production. If, however, the process does not satisfy Congress’s legitimate needs,
then Congress may contest the claim. 4

(U) . The Committee anticipated that it could face executive privile\ge claims from Obama
Administration officials who testified about actions they took as part of the National Security
Council or conversations they had with President Obama about Russian interference. In practice,
though, Obama Administration officials freely shared their conversations with then-President
Obama and each other related to the Russia threat. The Committee heard testimony about
Principal’s Committees (PCs) and Deputy’s Committees (DCs) from Susan Rice, Denis
McDonough, Michael Daniel, Celeste Wallander, Jeh Johnson, Ben Rhodes, Samantha Power,
Loretta Lynch, Sally Yates, and Lisa Monaco, among others. This testimony provided useful
insights into the history of interactions between the Obama Administration and the Russian
government, which informed the Committee’s report.

2. (U) A Claimed Transition Privilege

(U) The Committee did not anticipate, however, the multitude of novel and
unprecedented potential executive privilege claims from the WHCO on behalf of members of
President-elect Trump’s Transition Team and the Transition itself, for communications before
Trump took office. The Committee was surprised by these assertions because they were made
inconsistently and because they have no basis in law. The Committee’s experience demonstrated
the potential for abuse of executive privilege, particularly as it relates to impeding a
Congressional inquiry.

i (U) Executive Privilege for the Trump Administration Began at Noon on
January 20, 2017

(U) The Committee’s position is that executive privilege for President Trump began
when he assumed Constitutional office, at noon on-January 20, 2017. During the 20162017
Presidential Transition, President Obama was the person holding the Constitutional office of the
President, and therefore the only person who could assert a Constitutional privilege for that
period. When pressed for any legal precedent or any opinion from OLC that supported the

21 (U) Memorandum, President Reagan to the Heads of Executive Departments and Agencies on Procedures
Governing Responses to Congressional Requests for Information, November 4, 1992.
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existence of executive privilege during the Transition, WHCO continually and solely relied on a
letter from then-White House Counsel Don McGahn to then-House Permanent Select Committee
on Intelligence (HPSCI) Chairman Devin Nunes.?? McGahn’s letter cites important principles of
executive privilege pertaining to the President’s communications with close advisers, mostly
found in United States v. Nixon, 418 U.S. 683 (1974) and In re Sealed Case, 121 F.3d 729 (D.C.
Cir. 1997).22 McGahn’s letter argues that because the Presidential Transition Act (“PTA™)
contemplates confidentiality during the Transition, and because Congress has tacitly implied a
recognition that Administrations prepare to take office before Inauguration Day (by, for example,
scheduling confirmation hearings for national security cabinet official designates), executive
privilege pertaining to presidential communications must then apply during the Transition.2*

(U) This argument contorts the PTA and-common understandings of executive privilege,
and the Committee could identify no additional basis to support it. The argument was
particularly suspect as applied to an apparent foreign policy operation run by Transition officials
who can claim no Constitutional authority to be conducting American diplomacy. To date, the
only court to address the existence of a Transition privilege has rejected it.2> Throughout the
investigation, and still today, the Committee adheres to the view that a valid claim of executive
privilege can only exist once a President has been sworn into office.

ii. (U) The WHCO’s Approach was Inconsistent, and Waiver Could Have
Occurred

(U) Throughout 2017, the Committee’s engagements with former Transition officials
and entities representing the Transition elicited no assertions of potential executive privilege over
the Transition. For instance, the Committee interviewed Jared Kushner and Hope Hicks, both
senior members of the Campaign, the Transition Team, and the Administration. These witnesses
testified to the Committee freely and without any assertions related to executive privilege during
the Transition period. During the Committee’s initial document requests and conversations with
the Trustees of the Transition, 26 those representatives of the Trustees made no explicit mention
of executive privilege, instead using a boilerplate paragraph that acknowledged that “[a]ll
documents and information are produced by TFA subject to, and without waiving, any and all
‘applicable constitutional, statutory, and common law privileges.”?’

22(U) Letter, McGahn to Nunes, February 14, 2018 (provided to Committee Counsel by White House Deputy
Counsel via email on March 29, 2018).

B (U) Ibid ,

2 (U) Ibid; see also PTA, Pub. L. 88-277, as amended.

25 (U) Fish v. Kobach, No. 16-2105-JAR-JPO, 17 WL 1920910, *5-6 (D. Kan. May 10, 2017).

26 (U) The Trustees of the Transition is the custodial entity that maintained Transition records once the President
took office. '

27 () See, e.g., Letter, Langhofer to Burr and Warner, December 8, 2017.
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(U) However, by March of 2018 and beyond, the Committee’s interview and document -
requests to K.T. McFarland, Sarah Flaherty,2? Stephen Miller, Avi Berkowitz, and Steve Bannon
were all met by “potential assertions™ of executive privilege during the Transition. After
conversations with WHCO during these witness negotiations, the Committee inquired with
Transition counsel about whether any of its documents had been withheld on a basis of executive
privilege concerns, rather than just attorney-client concerns. After months of discussion with
both WHCO and Transition counsel, in February, 2019, the Committee learned that the
Transition Trustees had withheld documents based on a potential assertion of executive
privilege.?.

(U) The Trustees of the Transition provided their documents to the WHCO for review, in
order to assess whether any documents could be candidates for an executive privilege assertion.
This process took approximately four additional months. McFarland and Flaherty similarly used
the WHCO to filter their document production to the Committee. Ultimately, 65 documents
from the Transition, 32 documents from McFarland, and one document from Flaherty were
withheld from production and proffered to Committee counsel, as described below.>

(U) Due to time constraints and the limits of the Senate’s jurisdictional statute, as
described above, the Committee did not litigate these claims of executive privilege during the
Transition. Despite the potential of waiver and the unusual position of the WHCO related to
executive privilege, the Committee worked with witnesses to scope questions in order to obtain
the most essential information, and participated in an accommodations process with WHCO.

ili. (U) The “Accommodations” Process

(U) Although the Committee strenuously disagreed with the White House’s view on the
validity of asserting executive privilege for Transition activities, there were strategic reasons for
agreeing to an accommodations process for its requests. By obtaining a preview of the
documents, the Committee could assess whether it had obtained the purportedly privileged
materials through other means; gain information to further evaluate its interest in pursuing
litigation to obtain the withheld materials; and measure the strength of the executive branch’s
argument in favor of applying the privilege. The Committee was also cognizant that the statute
governing jurisdiction for subpoena enforcement—in particular, the clause which excludes
enforcement in the case of a government official asserting a government privilege—could limit
the possibility of prevailing in litigation, meaning that its best option to gather information was
through an accommodation. Finally, applicable legal precedent from the D.C. Circuit suggested

28 (U) Flaherty was an aide to Lt. Gen. Michael T. Flynn and McFarland, detailed to the Transition.

2 (U) Letter, Langhofer to Burr and Warner, February 22, 2017.

30 (U) The 65 Transition documents include 32 documents that had been withheld and separately proffered during
the. McFarland accommodations process.
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that even if the Committee disagreed with the White House’s novel invocation of the privilege,
prior to initiating an enforcement proceeding, the Committee should “take cognizance of an
implicit constitutional mandate to seek optimal accommodation through a realistic evaluation of
the needs of the conflicting branches in the particular factual situation.”3!

(U) The WHCO offered Committee counsel an opportunity to inspect some of the
withheld documents, and gave summaries at varying levels of detail for others. The process
proved useful in some limited respects. Most notably, the Committee found that certain
~ materials the White House sought to protect were already in its possession and also should not
have been subject to a privilege claim. This arose, for example, with respect to documents
produced by Sarah Flaherty. One of these documents was described to Committee counsel as an
undated eight-paragraph memorandum with a sticky note dated January 9, 2017, from Flynn to
McFarland stating: “re: [a foreign nation] for your consideration.” The paragraphs were further
summarized as follows:

e (U) I: Discussion identifying foreign government internal personnel movements.

(U) 2: Recitation of the author’s assessment of the foreign govemment’s view of areas
.of long-term strategic concern shared with the U.S.

e (U) 3: Assessment of the foreign government s view concemmg the effect of post-1992
U.S. policies for both countries.

e (U) 4: Discussion of the author’s view of challenges facing the President (broad), i
especially in the national security area,

e (U) 5: List of issues for the U.S. involving the foreign governinent and the author’s
observation regarding the degree of connection or non-conrection to the foreign
government.

e (U) 6: Expresses a need for a plan to make progress on strategic matters, not specifically
tied to the foreign government.

e (U) 7: Author’s assessment that the foreign-government and the people of the foreign
nation have substantial goodwill towards the President-elect.

31 (U) United States v. AT&T, 567 F.2d 121 (D.C. Cir. 1977).
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e (U) 8: Suggestion/proposal for possibilities of engagement with the foreign
government.*? .

(U) According to the WHCO, the document was a candidate for privilege because it had
been “prepared for and shared among the President-elect’s senior advisors and concerns foreign
policy and national security.”*® But the WHCO had taken this position without ascertaining key
facts. For example, it could not identify the author of the document; where and in what format
the document had resided when in Flaherty’s possession; and whether the document was
prepared for the President-elect or at his request or was ever shown to him. At minimum, it
knew that the document did not contain any classified information.

(U) Based on the description, the Committee identified the memorandum as-a document
already in its possession, produced by Robert Foresman—who was not a member of the
Campaign nor the Transition Team—and written to Flynn.3* The Committee also knew from its
investigation that Foresman had adapted a substantial part of the memorandum from another
document shared by Allen Vine, who is an associate of the Putin-linked Russian oligarch
Suleiman Kerimov.?> The Committee’s position was that the document could not be privileged:
it was not drafted by a member of the Transition Team and had, in part, originated with a close
associate of a Kremlin insider. Commiittee counsel informed the WHCO of the general contours
of these facts (though not specific names or the details of how it had acquired the information).
WHCO subsequently dropped its claim of potential executive privilege and produced the
document to the Committee. ‘

(U) As this experience illustrated, White House intervention significantly hampered and
prolonged the Committee’s investigative effort. Most importantly, some witnesses were directed
by the White House not to turn over potentially privileged information—so they refused to
produce materials without first handing them over to the White House for a privilege review, or
refused to answer questions concerning the Transition without first consulting with the White
House. As a result, the White House had a chance to review and control the information
responsive to Committee requests before the Committee did, even though the Committee was
seeking information from private citizens who could not themselves assert the privilege, and who -
were free to disregard the White House’s directive. ‘

(U) Witness testimony also proved to be a particular challenge. In addition to the noted
White House inconsistency with respect to privilege during interviews, witnesses declined to
respond to questions relating to the Transition without first getting permission from WHCO,

32 (U) SSCI Memorandum, January 23, 2019.

3 (U) Ibid

3 (U) Memorandum, Foresman to Flynn (RMF-SCI-00003003-3004).

35 (U) For a complete discussion of this document, see infra Vol. 5, Sec. LK 4.iv.
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sometimes even in the middle of an interview. The WHCO suggested that the Committee could
present its interview questions for consideration in advance. The Committee rejected this
proposal because doing so would have exposed the full scope of the Committee’s investigation to
WHCO and compromised the Committee’s commitment to confidentiality. Instead, interview
questions relating to the Transition were saved until the end of the interview, at which time they
were asked and then relayed by witness counsel over the phone to the WHCO for its direction.
Then, the WHCO would advise witness counsel and Committee counsel of whether or not the
witness could respond.

3. | (U) Obstruction, Attorney-Client Privilege, and the Joint Defense Agreement

(U) Although there is no formal requirement for Congress to honor the attorney-client
privilege, the Committee respected all legitimate and properly-supported invocations of the
privilege during its investigation as a matter of congressional discretion. Proper assertions of the
privilege did not prove to be obstacles to the Committee’s work. However, the Committee
encountered dubious objections to its requests and questioning based on an undocumented and
unproven “joint defense agreement.”

(U) The existence of a joint defense agreement arose after Michael Cohen testified to the
Committee on February 26, 2019, that his former attorney, Stephen Ryan, had in 2017 circulated
drafts of Cohen’s prior written statement to the Committee—a statement which included
numerous false statements for which Cohen later pleaded guilty*’—to attorneys for other
witnesses in the Committee’s investigation, and that these attorneys had been involved in
revising the statement.3® At the Committee’s request, Cohen subsequently produced several of
the communications in his possession, including six emails he had received from Ryan
containing or forwarding proposed edits and redlines to his draft statement from third parties,
between August 16 and August 25, 2017.%

% (U) See, e.g., Glenn A. Beard, Congress v. The Attorney-Client Privilege: A “Full and Frank Discussion,” 35
Amer. Crim. L. Rev., 119, 122-27 (1997) (“[Clongressional witnesses are not legally entitled to the protection of the
attorney-client privilege, and investigation committees therefore have discretionary authority to respect or overrule
such claims as they see fit.”). See also Ethics Opinion 288, Compliance with Subpoena from Congressional
Subcommittee to Produce Lawyer’s Files Containing Client Confidences or Secrets, Legal Ethics Committee,
District of Columbia Bar, February 1999 (opining that an attorney is permitted to produce client confidences or
secrets in response to a congressional subpoena if a congressional subcommittee overrules objections based on
attorney-client privilege and threatens fines or imprisonment for non-compliance).
37 (U) See Information, United States v. Michael Cohen, 18-CR-~850, November 29, 2018.
38 (U) SSCI Transcript of the Interview with Michael Cohen, February 26, 2019, pp. 21-23 (“Cohen Tr. II””).
Following an initial citation, this Report refers to transcripts using a short form citation of “Witness Tr.” For
witnesses who were interviewed a second time, such as Cohen, citations to the transcript of the second interview are
identified as such by “Witness Tr. II.” '
32 (U) See, e.g., Email, Ryan to Cohen, August 21, 2017, attaching draft statement (“Attached please find the
current version of the Moscow statement. . We sort of accepted the changes from Alan and Abbe.”); Email, Ryan to
~
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(U) Based on Cohen’s testimony and document production, the Committee pursued
further evidence of involvement by other witnesses in his obstruction of the Committee’s
investigation. This issue was pertinent, if not central, to the Committe¢’s work. The Committee
needed to evaluate testimony and evidence it had received, including determining the veracity of
that testimony, as part of establishing a record of the matter under investigation.

(U) From the documents produced by Cohen, the Committee became concerned that

' multiple witnesses and/or their counsel could have been involved in or aware of Cohen’s attempt
to mislead the Committee.*’ Indeed, at least two witnesses (Donald Trump Jr. and Felix Sater)
could have known that Cohen’s statement falsely represented material facts about negotiations
over a deal for a Trump Tower Moscow. Further, Cohen told the Committee that following his
initial testimony, he received a phone call from Sekulow, who told him that Trump “heard that
you did great, and don’t worry, everything’s going to be fine. He loves ya 41 Cohen also
testlﬁed that after his initial interview, Sekulow mentioned “pardons” or “pre-pardons” for
Cohen.*?

(U) Accordingly, the Committee pursued additional communications made by Michael
Cohen or Stephen Ryan to these attorneys or their clients, and by third parties to Cohen and
Ryan. Normally, these communications would not be protected by the attorney-client privilege
because they were shared with third parties, and hence no longer confidential.*> Nonetheless, the
Committee was informed that the materials it requested could not be-provided because they were
subject to a joint defense agreement (JDA).*

Cohen, August 22, 2017 (“Felix would like ‘salesmanship’ instead of ‘puffing’. He confirmed factually [sic]
accuracy of doc. Sekulow liked doc. Suggested we change all ‘project’ references to proposal’—I think that is ok.
Alan G asked for a word version 1mplymg he had edits. No word from Abbe (picking a jury for Menendez today)
and Alan E.”).

%0 (U) Cohen Tr.'IL.p. 21 (“The statement that was drafted was circulated through all of the various individuals.
They had read it. They knew the information was false.”).

4. (U) Ibid.,, p. 43.

2 (U) Ibid., pp. 73-76.

43 (U) See In re Kellogg Brown & Root, Inc., 7156 F 3d 754, 757 (D.C. Cir. 2014) (the privilege “applies to a
confidential communication between attorney and client if that communication was made for the purpose of
obtaining or providing legal advice to the client”) (emphasis added); Permian Corp. v: United States, 665 F.2d 1214,
(D.C. Cir. 1981) (“Any voluntary disclosure by the holder of such a privilege is inconsistent with the confidential .
relationship and thus waives the privilege.”) (quoting United States v. AT&T 642 F. 2d 1285, 1299 (D.C. Cir.
1980)).

#(U) See, e.g., Letter, Woodward and Brand to Burr and Warner, April 4, 2019; SSCI Transcript of the Interview
with Jared Kushner, February 28, 2019 (“Kushner Tr. II”), SSCI Transcript of the Interview with Donald Trump Jr.,
June 12, 2019 (“Trump Jr. Tr. II”)
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(U) Courts have recognized a narrow exception to the waiver rule when a
communication is made pursuant to a valid JDA.*> However, it is the proponent’s burden to
demonstrate both the existence of a JDA and that the JDA covers communications a party seeks
to protect.*® Further, a JDA does not provide a blanket immunity from congressional process.
That burden must be satisfied on a communication-by-communication basis (such as on a
privilege log), and not categorically.*’ That is, a party seeking to demonstrate the existence of a
JDA must do so “by proof, not proclamation,” with sufficient information to “show that at a
specific time or times, ‘a joint defense or strategy has been decided upon and undertaken by the

parties and their respective counsel.’”*

(U) Because it is “in derogation of the search for truth,”’ the joint defense privilege
should be “narrowly construed.”® The mere practice of cooperation or information sharing
between parties does not, on its own, create 2a JDA.’! Rather, there must be a “coordinated legal
strategy.”>? And, to be ethical, the strategy—lncludmg the sharing of confidential information
outside of the attorney-client relationship—should also be known to and authorized by the
client.*?

(U) The Committee questioned several witnesses and counsel to identify the nature of
the JDA. No showing to substantiate its existence was made by any proponent of the privilege.
All agreed that there was nothing written to document the JDA or any of its key features, such as
when it began, who was included, and the JDA’s purpose. Even if the JDA were a verbal
agreement (valid under some case law), that would not excuse the participants from satisfying
their obligation to prove its existence.

5 (U) See, e.g., United States v. Weissman, 195 F.3d 96, 99 (2d Cir. 1999).

4 @) See ibid.

41 (U) See, e.g., Certain Underwriters at Lloyd’s v. Nat’l R R. Passenger Corp., 162 F. Supp. 3d 145, 155 (E.D.N.Y.
2016) (privilege claimant must “establish factual predicate” for withholding documents under common interest
doctrine); Denney v. Jenkens & Gilchrist, 362 F. Supp. 2d 407, 416 (S.D.N.Y. 2004) (privilege claimant “must show
that the particular communication at issue was disclosed in connection with the joint legal defense”).

8 (U) Jansson v. Stamford Healih, Inc., 312 F. Supp. 3d 289, 304 (D. Conn. 2018) (internal citation omitted).

() United States v. Nixon, 418 U.S. 683, 709 (1974).

50 (U) Weissman, 195 at 100.

S1(U) Minebea Co. v. Papst, 228 FR.D. 13, 16 (D.D.C. 2005). See e.g., United States v. Krug, 868 F 3d 82,87 (2d
Cir. 2017) (“The mere fact that the communications were among co-defendants who had joined in a joint defense
agreement is, without more, insufficient to bring such statements within the attorney-chent privilege.”).

52(U) Minebea, 228 FR.D. at 16. - :
53 (U) See, e.g., Ethics Opinion 296,.Joint Representative: Confidentiality of Information, Legal Ethics Committee,
District of Columbia Bar, February 2000 (discussing need for attorney to obtain “clear authorization” to share one
client’s information with ariother cliént, “even when the discussion involves the subject matter of [a] joint
representation,” and noting that “[t]he guarantee of confidentiality of communication between client and attorney is
a cornerstone of legal ethics”).
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(U) Several witnesses also appeared to be unaware of their participation in the purported
JDA or its purpose.®* Yet, according to some of their attorneys, the mere fact of a client’s
membership in the JDA was also privileged, frustrating even the Comm1ttee s basic efforts to
understand its scope.”’ : '

(U) The Committee ‘gained some clarity when, in response to a subpoena for documents,
Ryan’s counsel provided the Committee with a privilege log containing 553 communications by
‘members of the purported JDA. The log indicated that the purported JDA covered
communications beginning on or about June 20, 2017, with an email from Alan Garten to
Stephen Ryan, and continuing through at least October 27, 2017, with an email from Alan
Futerfas to Alan Garten, Stephen Ryan and Jay Sekulow. A notably flurry of activity
immediately preceded Cohen’s submission of his August written statement, and an additional
burst of communications surrounded his October 25, 2017 testimony. Based on the names of .
counsel identified in the log, membership in the alleged JDA appeared to include, at least,
Donald Trump, Donald Trump Jr., the Trump Organization, Jared Kushner, Ivanka Trump, Paul
Manafort, the Trump Campaign, Keith Schiller, Hope Hicks, Michael Flynn, and Felix Sater.*®
However, the Committee was provided with no competent evidence to substantiate the JDA’s-
existence by Ryan or anyone else.

(U) Due to time and resource considerations, the Committee opted not to further pursue
its inquiry into potentially obstructive conduct under this alleged JDA umbrella. Doing so would
have likely required initiating litigation over subpoena compliance, a process that may not have
resolved in time to be of investigative value. ’

4. (U) Fifth Amendment and Immunity

54 (U) For example, when Trump Jr. was asked whether he was a member of a JDA, his counsel interjected: “I think
the discussions about the existence of a joint defense agreement should not be with Mr. Trump Jr. but perhaps
between the lawyers.” Trump Jr. then responded: “The reality is I may or may not have. I’m not 100% sure how -
that’s done. You’ll have to speak to counsel about it. . . . I don’t know the details of'it. . . . If I’m specifically in
there, I’'m not aware of that. . . . I’m not sure.” Trump Jr. Tr. II, pp. 129—130. When McFarland was questioned
about her participation in a JDA, her counsel similarly objected as to whether the. question could be asked, and
McFarland ultimately did not respond. SSCI Transcript of the Interview with Kathleen Troia (“K.T.”) McFarland,
March 8, 2018, pp. 220-222.

55 (U) When Kushner was asked whether he was a member of a JDA, hlS counsel protested: “He can’t answer that
question . . . [blecause the existence of a joint defense agreement is part of a joint defense agreement.” Kushner Tr:
II, p. 26. Counsel later asserted, without citing any factually relevant authority, that membership in a JDA is
privileged because disclosure of client’s identity could in some other circumstances jeopardize confidential client
communications. Email, Counsel to Committee, April 19, 2019. Specifically, colnsel cited In re Grand Jury
Investigation No. 83-2-34,723 F.2d 447, 451455 (6th Cir. 1983), which identifies three exceptions to the general
rule, none of which were applicable in this situation.

5 (U) Privilege Log, Stephen Ryan, April 24, 2019.
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(U) Some witnesses asserted their Fifth Amendment privilege against self-incrimination
in response to the Committee’s document requests, interview requests, or both.>” In several
cases where individuals asserted that the act of searching for documents constjtuted a testimonial
act that could be self-incriminating—as was the case with Flynn, for example—the Committee
was able to subpoena documents from the individual’s company because the Fifth Amendment is
not available to corporations.>® In othér instances, the Committee’s direct investigative activity
stalled once a witness asserted his or her privilege against self-incrimination. The Committee
did consider limited grants of immunity to specific witnesses, but ultimately decided against -
taking that step. ,

i. (U) How Congressional Immunity Works

(U) The modern immunity statutes, enacted in 1970, provide “use” and “derivative use”
immunity for witnesses—evidence proffered in a criminal prosecution of an immunized witness
cannot be either the direct or indirect result of the congressional testimony.® Once Congress, or
a congressional Committee, subpoenas a witness, the witness has four options: (1) refuse to
appear and risk being held in contempt; (2) appear, but refuse to answer questions and risk
contempt; (3) appear and testify; or (4) appear and refuse to answer by asserting his or her Fifth
Amendment privilege against self-incrimination. Of course, 1mmumty can compel otherwise
reticent witnesses to supply necessary information. 60 :

(U) If the Committee is aware that the witness plans to assert his or her Fifth
Amendment privilege, the Committee may vote to grant the witness immunity prior to
subpoenaing testimony, pursuant to 18 U.S.C. § 6002 and 18 U.S.C. § 6005. The request must
be approved by two-thirds of the members of the full Committee. Specifically, the Committee
vote is a vote to grant immunity and a vote for Senate Legal Counsel to seek immunity orders

57 (U) Interestingly, some witnesses testified before the HPSCI or House Judiciary and Oversight Committees, but
declined to testify in front of the Senate based upon assertions of a privilege against self-incrimination (e.g., George
Papadopoulos and Roger Stone). It is unclear to the Committee whether the parameters for testimony in the House
were markedly different than those suggested by the Committee.

B (U) See, e.g., Braswell v. United States, 487 U.S. 99, 104113 (1988) (reviewing development of the Fifth
Amendment’s “collective entity rule”).

3 (U) See 18 U.S.C. §§ 6002, 6005. It is important to note that “use” immunity differs from “transactional”
immunity. A grant of transactional immunity protects the witness from any prosecution related to any transaction
the witness discusses. ‘Congress’s earlier transactional immunity statutes resulted in witnesses taking “immunity
baths” whereby they would use their Congressional testimony as a confessional to avoid future prosecutions.
Howard R. Sklamberg, “Investigation Versus Prosecution: The Constitutional Limits on Congress’s Power to
Immunize Witnesses,” 78 N.C.L. REV. 153, 158 (1999). See also Kastigar v. United States, 406 U.S. 441 (1972)
(bolding that granting witnesses use 1mmun1ty, rather than transactional immunity, was constitutional).

5 (U) Congress can only hold a witness in contempt when that witness “refuses to answer any question pertinent to
the subject under inquiry.” 2 U.S.C. § 194. By asserting a valid Fifth Amendment privilege, the witness avoids a . -
contempt charge.
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from federal district court. As a prerequisite to the court granting immunity, the Committee must
provide notice to the Attorney General ten days in advance of the testimony, which allows the
Attorney General time to “can” any testimony or evidence, thus preserving it for any potential
future prosecution.®! The Attorney General can waive this notice provision.? After the notice
period passes (or is waived), the Committee may then apply for an order of immunity from a
federal district judge. The court must grant the order if the Committee has met the procedural
requirements for immunity, although DOJ can request an additional 20-day waiting period.®
After the court approves the immunity order, the witness can no longer assert his or her Fifth
Amendment privilege. The court’s role in Congressional immunity is purely ministerial; it must
grant the order if the statutory requirements are met.

ii. (U) The Committee’s Considerations and Interactions with DOJ

(U) The Committee attempted to interview Rick Gates, Mike Flynn, and George
Papadopoulos, and to reengage Paul Manafort and Sam Patten.®* All five individuals asserted
their Fifth Amendment privilege against self-incrimination in response to subpoenas and/or
" voluntary requests for interviews.5

(U) In discussions prior to considering immunity in the fall of 2018, DOJ advised the
Committee that it “could not support” immunity for any of these witnesses. On December 21,
2018, the Committee sent a letter signed by all 15 Members requesting that the Deputy Attorney
General (who was also the Acting Attorney General for the Special Counsel’s investigation
during the tenure of then-Attorney General Sessions) appear before the Committee to discuss the
Department’s specific concerns. The Deputy Attorney General refused to appear, but indicated
that he would send a letter outlining his concerns. On January 24, 2019, the Committee received:
a substantive email from DOJ’s Office of Legislative Affairs explaining DOJ’s objections and
again promising an official letter from the Deputy Attorney General. On March 6, 2019, the
Committee received a letter from Assistant Attorney General Stephen Boyd. The March 6, 2019

* S () 18 U.S.C. § 6005.

62 (U) Ibid.

S ) Ibid

64 (U) The Committee had a very limited engagement with Manafort prior to his indictment, and had an initial
interview with Patten which resulted in referring him for a violation of 18 U.S.C. § 1001, for which he eventually
pleaded guilty. Manafort and Patten both refused any further Committee engagement without immunity.

5 (U) DC Bar Ethics Opinions 31 and 358 advise that committee counsel may not force a witness who has
expressed his or her intention to assert a privilege against self-incrimination to appear if the sole purpose of that
appearance is “to pillory the witness.” Ethics Opinion 358, Subpoenaing Witness When Lawyer for Congressional
Committee Has Been Advised that Witness Will Decline to Answer Any Questions on Claim of Privilege; Legal
Ethics Opinion 31 Revisited, Legal Ethics Committee, District of Columbia Bar, February 2000. While other
committees have found that calling witnesses whose counsel have asserted their privilege against self-incrimination
on their behalf can lead to useful testimony, here, the Committee agreed to accept written assertions from witness
counsel.
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letter stated that granting immunity to any of the five individuals “would be harmful to the
ongoing SCO Russia and Department investigations, and prosecutions, in multiple ways.” The
letter relied on case law on congressional grants of immunity and the heavy burden prosecutors
face in Kastigar hearings to prove that evidence is not derived in any way from immunized
testimony. Due to these concerns, the Department “urge[d] the Committee to wait” to compel
immunized testimony “until after the active criminal matters are completed,” although there was
no date certain, or even estimate, for when that might be.5 \

(U) On March 14, 2019, the Committee held a business meeting to consider granting
immunity to Manafort, Gates, Flynn, and Patten. The vote failed, and the Committee did not
consider immunity again. N

5. (U) Extraterritoriality

(U) The Committee sought to interview several witnesses who lived abroad. While the
Committee did successfully conduct voluntary interviews abroad, there were limited options
available to compel witnesses largely residing outside of the United States.

(U) The Committee’s subpoena power is a Constitutional power embedded in Congress’s
inherent powers to investigate. However, subpoenas directed to non-U.S. persons located
outside the United States presented jurisdictional complications as to service and enforcement.
Accordingly, when necessary, the Committee sought to effect service of a subpoena during a
foreign individual’s U.S. travel, including through the assistance of the U.S. Marshals.®’

(U) For individuals who did not travel to the United States, the Committee could have
attempted to obtain a foreign government’s assistance through a Mutual Legal Assistance Treaty
(MLAT) or letter rogatory, which enable a foreign court system to use its own compulsory
process to get'a witness to respond to the Committee’s questions. These processes may require
coordination with the Department of State, the foreign government, and in the case of a letter
rogatory, a federal court. However, there is precedent for Congressional investigations to use
these tools.® Finally, the Committee could have attempted to leverage international treaty

8 (U) Letter, Boyd to Burr, March 6, 2019. ~

7 (U) For example, the U.S. Marshals successfully served a Committee subpoena on Emin Agalarov, a Russian
citizen, on February 20, 2020, in Newark International Airport as he was heading to New York City. Agalarov
provided both documents and testimony pursuant to the subpoena.

 (U) The House Committee on Assassinations in the 1970s used letters rogatory, and the Iran-Contra Select
Committee was authorized to use letters rogatory, though never actually did so. However, numerous Mutual Legal
Assistance Treaties are restricted to assistance in criminal cases, which would appear to preclude assistance in a -
congressional investigation.

20

COMMITTEE SENSITIVE — RUSSIA INVESTIGATION ONLY -



COMMITTEE SENSITIVE — RUSSIA INVESTIGATION ONLY .

obligations or ask a frlendly government to assist in document production or service of process
asa matter of comlty

U) Ultimately, the Committee did not pursue any compulsory action for witnesses .

- located outside of the United States. On several occasions, the Committee was able to persuade
witnesses from overseas to travel to the United States for an interview, to conduct a proffer
through their attorneys, or to submit to an interview outside the United States. Despite these
accommodations, several key witnesses remained outside of the Committee’s reach.

6. (U) Committee Access to Electronic Communications Data

(U) On several occasions, the Committee’s investigation required access to electronic
communications data, 1nclud1ng subscriber information and transactional metadata from
electronic communications service providers. These providers are generally restricted from

_disclosing such information to a third party under the Stored Communications Act (SCA), 18
- U.S.C. §§ 2702-2703, unless there is a statutory exception. - For certain government entities, the

- SCA provides a companion mechanism to compel the production of information. However, no

court has addressed whether the Stored Communications Act restricts Congress s independent
authority to obtain such data as part of a duly authorized investigation. And, since the 1986
enactment of the SCA, the Committee was not aware of any congressional committee that had
pursued the production of such data.”® Accordingly, the Committee carefully considered whether
the SCA precluded providers from voluntary disclosure of non-content information to Congress.
Then, for those providers that declined voluntary production, the Committee also considered
whether the SCA’s procedures for compulsory production supplanted Congress’s inherent -
subpoena authority.”’

(U) The SCA establishes a hierarchy of protections for different categories of !
communications data depending on the perceived privacy interests. With respect to the contents
of a communication, disclosure by a provider is generally prohibited to “any person or entity.””
In contrast, for non-content information, such as basic subscriber data, session logs, or to/from
addressing information, disclosure by a provider is only prohibited to ¢ ‘any governmental
entity.”” Specific statutory exceptions apply to each of these prohlbltlons

% (U) In 1992, the House October Surprise Task Force secured cooperation from the French and U K. governments
in its inquiry.

70(U) The Committee has become aware that other congress1ona1 committees have since followed suit.in pursumg
these requests.

n (U) The Committee did not request the contents of any communications from providers, and therefore did not
examine the SCA’s applicability to such requests.

2(U) 18 U.S.C. §§-2702(a)(1)~(2).

3 (U) 18 U.S.C. § 2702(a)(3).
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(U) Based on the statutory text, the Committee determined that the SCA did not restrict
voluntary disclosure of non-content information. “Governmental entity” is defined by the U.S.
Code, Title 18, as “a department or agency of the United States or any State or political
subdivision thereof.”74 Indisputably, Congress is not an “agency of the United States.”
“Agency” means “any department, independent establishment, commission, administration,
authority, board or bureau of the United States or any corporation in which the United States has
a proprietary interest, unless the context shows that such term was mtended to be used in a more
limited sense.””

(U) Nor is Congress a “department.” “Department” is’defined as “one of the executive
departments . . . , unless the context shows that such term was intended to describe the executive,
legislative, or judicial branches of the government.”’® The context to make this showing—the
statutory text and related statutes—must be “fairly powerful,””” and it is not present here. Had
Congress sought to limit its own access to this information, it could have doné so expressly.”
Thus, the Committee determined that there is no statutory prohibition against voluntary
disclosure by a provider of non-content information in response to a Committee request. This
interpretation was in keeping with the Committee’s early experience with voluntary productions
of information relating to Russian IRA troll accounts from companies like Facébook and Tw1tter
information which is dlscussed infra Vol. 2.

(U) Not all providers agreed to cooperate. Accordingly, the Committee considered
whether the SCA’s compulsory production mechanisms supplanted its inherent subpoena power.
As discussed above, the congressional subpoena authority is an “essential and appropriate”
exercise of Congress’s broad investigative power, itself a necessary component to Congress’s
constitutional role. Appropriate exercise of the legislative function demands “the power of
inquiry—with process to enforce it.”” Congress does not strip itself of this authority lightly, and
the Committee determined that it did not do so in enacting the SCA.

(U) The SCA provides a specific path for a “governmental entity” to compel production
of data from providers, ranging from subpoenas, to court orders, to warrants based on probable
cause. But, as with voluntary production, the statutory text does not encompass Congress

(U) 18 U.S.C. §2711(4).

() 18U.S.C.§6.

. T (U) 1bid.

" (U) Hubbardv. United States, 514 U.S. 695 (1995) (holding that “context” in 18 U.S.C. § 1001, then prohibiting
a false statement “in any matter within the jurisdiction of any department or agency of the United States,” did not
extend prohibition to legislative or judicial branches) (overruling United States v. Bramblett, 348 U.S. 503, 509 .
(1955)).

B (U) See, e.g.; 26 U.S.C. § 6103 (proscribing specific mechanisms to govern Congressmnal access to tax return
information).

" (U) McGrainv. Daugherty, 273 U.S. 135 (1927).
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because Congress does not qualify as a “governmental entity.” Moreover, the legal authorities
outlined by the SCA are ostensibly available only for law enforcement requesters as part of a
criminal investigation; although Congress may issue a subpoena, Congress cannot apply for an
order or warrant from a court, as the SCA requires. In this regard, Congress is like a private
litigant which may use a civil subpoena to obtain data from a provider, and the Committee
proceeded under those guidelines.

(U) Based on these considerations, the Committee issued subpoenas to, and received
non-content data from, multiple providers—including social media platforms,
telecommunications companies, and internet service providers—none of which contested the
Committee’s authority.

(U) As reflected in the Committee’s report, many individuals related to aspects of its
investigation used a variety of electronic communications and phone calls to communicate with
one another. The data the Committee obtained offered insight into both general patterns of
behavior and pivotal moments involving key actors, provided new leads for further investigation,
and gave the Committee the ability to corroborate or rebut information it received from other
sources. Like any modern-day investigation, the Committee was faced with a need for direct
access to digital evidence, and it undertook deliberate but measured steps to secure data with
significant investigative value. However, the Committee chose to limit its use of this tool and
did not, for instance, seek the personal telephonic toll records of Americans except in very
limited situations in which-other avenues for investigation had been foreclosed.

7. (U) Other Issues: First Amendment and Spousal Privilege

(U) The Committee’s document requests to Fusion GPS, Dan Jones, and Cody Shearer
were met with assertions of First Amendment privileges, rooted in both freedom of press and
freedom of association theories. While the Committee believed these assertions were overbroad,
the Committee was able to obtain the necessary documents and responses it needed to continue
its investigation without further litigating these issues.

. (U) The Committee also encountered potential spousal privilege claims from Bruce Ohr
and Nellie Ohr, both of whom were cooperative in discussing their conversations with each
other, law enforcement, and their respective employers. The Committee appreciates their
cooperation with the Committee’s investigation.

. 8. (U) Transcript Review

(U) Senate Rule XI prohibits any “memorial or other paper presented to the Senate” to
be “withdrawn from its files except by order of the Senate.” Standing Rule XXVI 10(a) on
Committee Procedure makes clear that “[a]ll committee hearings, records, data, charts, and files
shall be . . . the property of the Senate.” Thus, the Committee’s transcripts are “Senate papers”
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and prohibited from release without a Resolution passed by the full Senate. The Committee’s
practices regarding transcript review had two goals: (1) to maintain an accurate record of
Committee interviews; and, (2) to provide transparency to w1tnesses and to law enforcement
about how the transcripts would be shared.

(U) The Committee allowed witnesses, to the extent practicable, to review and edit
transcripts of their interviews at SSCI offices once completed. Witnesses appearing before the
Committee frequently relied on memory rather than documents, so the review allowed witnesses
to correct names or dates they may have misremembered, but did not permit substantive
amendments of the testimony. The Committee allowed witness counsel to be present during the
review, but not to take notes, and only the witness was permitted to edit his or her testimony.

D. (U) Working With and Around the Executive Branch
1. (U) DOJ, FBI, and SCO

(U) Although the Committee sought to be respectful of DOJ, FBI, and SCO investigative
equities, the Committee also had an investigative basis to review pertinent FBI holdings and to
interview the same witnesses or review the same documents. This led the Committee to engage
with DOJ and FBI as to how the Committee would obtain access to relevant information without
impeding law enforcement. During the course of its investigation, the Committee obtained
access to, among other information: the FISA applications for Carter Page; materials related to
other confidential human sources; source validation and other documents related to Christopher
Steele; and the case opening documentation for Crossfire Hurricane. However, the Committee’s
access was complicated by the relationship between FBI and the SCO. FBI information
allocated to SCO was restricted and unavailable to the FBI writ-large, and hence could not be
conveyed to the Committee until the SCO investigation had concluded.

(U) With respect to certain non-SCO information, the FBI Counterintelligence Division
agreed to brief the Committee periodically on specific individuals that the Committee identified.
These briefings were classified and conducted on the record in closed Committee spaces. As
reflected in this Report, some briefings provided new and relevant information to the Committee.
However, many of the briefings were not satisfactory due to SCO restrictions on access to
relevant information. According to FBI Counterintelligence Division, SCO “equities” prevented
more comprehensive briefings and document production. Moreover, the Committee did not
obtain first-hand access to the underlying FBI records used in these briefings, but rather had to
rely on briefers’ characterizations of the underlying FBI records.

(U) This limitation eventually compelled the Committee to pursue direct access to SCO
files. In November 2018, the Chairman and Vice Chairman met with officials from the DOJ and
the SCO, including the Deputy Attorney General, to convey the Committee’s need for the
restricted SCO information. The DOJ officials stated that it would consider a written request that
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identified specific information, and the Committee provided such a list-on December 7,2018.%0
The request covered information related to the five witnesses who had asserted the Fifth
Amendment privilege against self-incrimination. DOJ never provided information in response,
despite repeated follow-up requests. '

(U) Instead, the Committee was left waiting until after the completion of the SCO’s
written report. On March 29, 2019, following the public release of a letter from Attorney -
General William Barr discussing the SCO Report, the Committee transmitted a request to the
FBI Director “to be fully briefed, as soon as possible, on the SCO’s holdings pertinent to
Russia’s interference in the 2016.U.S. election, and on any FBI holdings previously withheld due
to SCO equities,” and to be “provide[d] copies of any written results of the SCO’s
counterintelligence work, and all supporting documentation underlying those findings, including
any documentation of counterintelligence activities conducted by the FBI supporting the SCO
investigation.”® On May 9, 2019, the Committee followed up with a letter to the Attorney
General requesting that DOJ provide, or authorize FBI to provide, “all information previously
withheld due to SCO equities, all intelligence information and supporting documentation related
to the SCO’s investigation, and any documentation of counterintelligence activities conducted by
the FBI supporting the SCO investigation.”82

(U) Information arrived slowly and incrementally, but not in response to the
Committee’s request. On May 29, 2019, the Committee received a less-redacted version of
Volume I of the Report—which excluded grand jury information but had lifted all other
redactions—for review in Committee spaces. In June 2019, DOJ made available to the
Committee certain SCO investigative materials for in camera review following a subpoena from
the House. SCO materials, which were produced by DOJ (and later FBI) on a rolling basis over
the following several months until February 2020, included FBI FD-302s documenting witness
interviews; FBI FD-1057s documenting and disseminating analysis of investigative information;
witness communications; and other related documents. Many documents included numerous
redactions, and documents referenced as being in associated attachments to the ¥BI records (i.e.,
so-called “1A” attachments to FBI files) were often not produced. The Committee was also not
advised of how much information DOJ was intending to provide or when, or how much
information was being withheld and why. Notably, at no point did DOJ and FBI agree to
provide information relating to ongoing cases, such as the prosecution related to the IRA or the
prosecution related to the GRU hackers. Nonetheless, the Committee endeavored to incorporate
the available information in this Report, where relevant and appropriate. DOJ may continue to
provide information to the Committee after the publication of this Report, or to produce such

% (U) Email, SSCI to Department of Justice, Office of Legislative Affairs, and SCO, Deceémber 7, 2018.
81 (U) Letter, Burr and Warner to Wray, March 29, 2019.
82 (U) Letter, Burr and Warner to Barr, May 9, 2019. -
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information publicly, which canriot be referenced here but will inform the Committee’s ongoing
legislative, oversight, and investigative activities.

2. (U) Access to and Use of Classified Materials in the Report

(U) The Committee requested and, following negotiations with the ODNI, received
access to a classified space at the Central Intelligence Agency (CIA) Headquarters building
where it was given pertinent, classified materials in the IC’s possession not otherwise available
as part of regular Committee oversight. Access to those materials was highly restricted, even
among investigative staff, and sometimes made available to staff directors only. A formal
“Terms of Access” was agreed'to on April 12, 2017, setting forth conditions and procedures for
access to documents, staff notes, computer access, and preservation of documents.®® The
Committee also made use of classified materials otherwise available as part of its regular
oversight mission. '

H Due to the inclusion of classified information in its report, the Committee
worked with the ODNI for classification review. Upon transmittal by the Committee, the ODNI
shared the volumes first with the . and- and then disseminated selections for review by
other departments or agencies that had classification equities over the information. The review
provided the ODNI and relevant executive branch entities with the opportunity to consider
whether information in the report was properly marked and, if classified, appropriately redacted
for public release. '

8 (U) The Committee’s access to this information is also described infia Vol. 4.
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III. (U) COUNTERINTELLIGENCE CONCERNS
A. (U) Paul Manafort
1. (U) Introduction and Findings

(U) Paul Manafort is a former lobbyist and political consultant with ties to numerous
foreign politicians and businessmen, most notably in Russia and Ukraine. In March 2016,
Manafort joined the Trump Campaign as convention manager. By May 2016, then-Candidate
Trump officially elevated Manafort to be the Campaign’s chairman and chief strategist. On
August 19, 2016, following press articles related to his past-work in Ukraine for a pro-Russia
political party headed by former Ukrainian President Viktor Yanukovych Manafort resigned
from the Trump Campaign.

(U) Manafort had direct access to Trump and his Campaign’s senior officials, strategies,
and information. During the campaign, Manafort worked closely with his long-time deputy,
Rick Gates, who had similar access to Campaign personnel and information.

(U) While serving on the Trump Campaign, Manafort, often with the assistance of Gates,
engaged with individuals inside Russia and Ukraine on matters pertaining to both his personal
business prospects and the 2016 U.S. presidential election. The Committee scrutinized these

contacts in order to determine whether these activities were connected to Russian interference in
the 2016 U.S. election. .

(U) Manafort’s connections to Russia and Ukraine began in approximately 2004. At that
time, Manafort and his political consulting firm began work for Oleg Deripaska, a Russian
oligarch. Deripaska conducts influence operations, frequently in countries where he has a
significant economic interest. The Russian government coordinates with and directs Deripaska
on many of his influence operations. From approximately 2004 to 2009, Manafort implemented
these influence operations on behalf of Deripaska, including on a broad, multi-million dollar
political influence campaign directed at numerous countries of mterest to Deripaska and the
Russian government.

(U) At about the same time that he hired Manafort, Deripaska introduced Manafort to
pro-Russia oligarchs in Ukraine, including Rinat Akhmetov. These Ukrainian oligarchs had
deep economic ties to Russia and were aligned with a pro-Russia political party which was
backed by the Russian government. Over the next decade, these oligarchs paid Manafort tens of
millions of dollars and formed strong ties with Manafort, independent of Deripaska. Manafort’s
work in Ukraine culminated with the 2010 election of Viktor Yanukovych to the presidency,
bringing Manafort into the inner circle of Ukrainian politics until Yanukovych’s flight to Russia -
in2014.
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(U) At the outset of his work for the Ukrainian oligarchs and for Deripaska, Manafort
hired and worked increasingly closely with a Russian national, Konstantin Kilimnik. Kilimnik is
a Russian intelligence officer. Kilimnik quickly became an integral part of Manafort’s
operations in Ukraine and Russia, serving as Manafort’s primary liaison to Deripaska and
eventually managing Manafort’s office in Kyiv. Kilimnik and Manafort formed a close and
lasting relationship that would endure to the 2016 U.S. elections and beyond.

(U) By the time he joined the Trump Campaign, Manafort’s work in Ukraine had
diminished and his relationship with Deripaska had long soured. In late 2015 and early 2016,
however, Manafort remained engaged in business disputes related to both. Manafort believed he
was owed millions of dollars by oligarchs in Ukraine for past political consulting work and
sought to collect on this debt. Separately, Deripaska initiated legal proceedings to recover a
multi-million dollar investment in a failed Manafort business venture. These financial disputes
came at a time when Manafort had no meaningful income.

(U) In the midst of these disputes, Manafort used personal contacts to offer his
services—unpaid—to the Trump Campaign as early as January 2016. The Campaign hired
Manafort in mid-March 2016 after conducting no known vetting of him, including of his
financial situation or vulnerability to foreign influence. Prior to the public announcement of
Manafort’s new position on the Campaign, Manafort reached out to Kilimnik, with whom
Manafort had remained in contact, to notify him of the development. Once on the Campaign,
Manafort quickly sought to leverage his position to resolve his multi-million dollar foreign
disputes and obtain new work in Ukraine and elsewhere. Once Manafort’s hiring was publicly
announced, Manafort used Kilimnik to send private messages to three Ukrainian oligarchs—at
least one of whom Manafort believed owed him money—and to Deripaska.

(U) On numerous occasions over the course of his time on the Trump Campaign,
Manafort sought to secretly share internal Campaign information with Kilimnik. Gates, who
served as Manafort’s deputy on the Campaign, aided Manafort in this effort. Manafort
communicated electronically with Kilimnik and met Kilimnik in person twice while serving on
the Trump Campaign. Manafort briefed Kilimnik on sensitive Campaign polling data and the
Campaign’s strategy for beating Hillary Clinton. At Manafort’s direction, Gates used an
encrypted messaging application to send additional Campaign polling data to Kilimnik.

Manafort also discussed with Kilimnik a peace plan for eastern

Ukraine that benefited the Kremlin. At Yanukovych’s direction, Kilimnik sought Manafort’s
assistance with the plan. Manafort continued to work with Kilimnik on the 'ilan until at least

earli 2018. Kilimnik coordinated directly with Yanukovych on the pla:
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(U) The Committee was unable to reliably determine why Manafort shared sensitive
internal polling data or Campaign strategy with Kilimnik. Manafort and Gates both claimed that
it was part of an effort to resolve past business disputes and obtain new work with their past
Russian and Ukrainian clients by showcasing Manafort’s success.

(U) The Committee obtained some information suggesting Kilimnik may have been
connected to the GRU’s hack and leak operation targeting the 2016 U.S. election.

While this information suggests that a channel for coordination on the GRU

hack-and-leak operation may have existed through Kilimnik, the Committee had limited insight
into Kilimnik’s communications with Manafort and
, all of whom used sophisticated

communications security practices.

After the election, Manafort continued to coordinate with
Russian persons, particularly Kilimnik and other individuals close to Deripaska, in an effort to
undertake activities on their behalf. After Kilimnik arranged the meeting, Manafort met in Spain
with another top Deripaska aide who was also tied to

Manafort also met secretly with

Kilimnik in the United States and Spain in early 2017.
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— Following the election, Manafort worked with Kilimnik on
narratives that sought to undermine information showing that Russia interfered in the 2016 U.S.

election.

Deripaska participated in these influence operations. Manafort and Kilimnik also
continued to pursue the pro-Russia Ukraine peace plan Kilimnik had first raised with Manafort

during their August 2016 meeting, including efforts to organize a poll testing the peace plan in
i S

(U) The Committee found that Manafort’s presence on the Campaign and proximity to
Trump created opportunities for the Russian intelligerice services to exert influence over, and
acquire confidential information on, the Trump Campaign. The Committee assesses that
Kilimnik likely served as a channel to Manafort for Russian intelligence services, and that those
services likely sought to.exploit Manafort’s access to gain insight into the Campaign. Taken as a
whole, Manafort’s high-level access and willingness to share information with individuals
- closely affiliated with the Russian intelligence services, particularly Kilimnik, represented a
grave counterintelligence threat.

2. (U) Limitations on the Committee’s Investigafion

(U) The Committee’s investigation into Manafort’s activities related to Russia and
Russian interference was materially limited in several respects.

(U) First, the Committee was unable to interview Manafort or Gates about most matters
related to its investigation.* While the Committee initially received, through counsel, brief
written answers from Manafort responding to a small number of written questions and limited
document production, the statements included inaccuracies and omissions and the document
production was incomplete. The Committee received a limited set of documents from Gates in
2019, but these did not include many communications relevant to the Committee’s
investigation.®’

(U) Second, the use of careful communications security practices, particu.larly by
Manafort, Gates, and Kilimnik, further restricted the Committee’s insight. During the 2016

8 (U) By prior agreement with the Committee, Manafort provided testimony limited to the June 9, 2016 meeting in
Trump Tower, which is discussed infra Vol. 5, Sec.C.5. Subsequently, both Manafort and Gates assexted their Fifth
Amendment rights in response to the Committee’s inquiries. .

% (U) Gates provided documents pursuant to a subpoena from the HPSCIL. Gates produced these same documents
to the Committee but refused to produce further documents or submit to an interview with the Committee.
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campaign, Kilimnik flew to the United States in order to discuss sensitive topics with Manafort
in person, rather than rely on electronic communications. When they did communicate
electronically, Manafort, Gates, and Kilimnik used a variety of encrypted applications,
eliminating a documentary record of many communications that almost certainly would have had
high investigative value.®® Manafort, Gates, and Kilimnik also shared an email account in order
to practice foldering, a technique used to avoid detection when communicating.®” The three used
coded language in other, less secure communications.®® After he was indicted, Manafort
purchased a pay-as-you-go phone specifically for the purpose of communicating with Kilimnik
and Gates.® In 2017, as news media began pubhshlng details from a small number of
Manafort’s email communications with Kilimnik, Kilimnik admitted in private communications
to close associate Sam Patten that he was not worried about the publication of his emails with
Manafort because he and Manafort had long practiced communications security dating back to
their work in Ukraine.*?

N

8 (U) Manafort recalled using Viber, Signal, and WhatsApp with Kilimnik. FBI, FD-302, Manafort 9/12/2018. In
. addition, Gates recalled using Threema with Manafort and Kilimnik. According to Gates, it was Kilimnik who had
introduced some of these applications, including Viber and Threema, to Manafort and Gates. FBI, FD-302, Gates
1/31/2018. Gates explained that the group often changed which encrypted application they were using when
Kilimnik told them that a particular application had been compromised. FBI, FD-302, Gates 2/27/2018. Manafort
admitted to using WhatsApp, Wickr, Signal, Threema, Skype, Snapchat, Viber, Hushmail, WeChat, and Voxer at
some point in time with various associates. FBI, FD-302, Manafort 9/20/2018. Manafort maintained a laptop
computer that he used in Ukraine but did not connect to the internet while overseas. Gates and Manafort used
multiple email accounts and changed them regularly. Gates and Manafort also used Silent Phone briefly in Ukraine.
FBI, FD-302, Gates 1/31/2018.
87 (U) FBI, FD-302, Manafort 9/12/2018. Foldering is a technique in which individuals write an email and save the
email as a draft in an email account accessible by both communicants, allowing them to communicate without
sending the email. Manafort and Kilimnik appeared to use foldering on a Kilimnik-controlled account while
Manafort served on the Trump Campaign. SCO Report, Vol. I, p. 130. Manafort, Gates, and Kilimnik later set up a
Hushmail account specifically for the purpose of foldering communications. FBI, FD-302, Manafort 9/12/2018;
FBI, FD-302, Gates 1/31/2018.
8 (U) For example, when one wanted to notify the other that a foldered message was ready to be viewed, Manafort,
Gates, and Kilimnik would tell the others to check the “tea bag” or “the updated travel schedule.” FBI, FD-302,
Gates 2/27/2018. The Committee only had access to the communications platforms the group deemed less secure,
and the Committee’s access into even these less secure communications platforms was incomplete.
8 (U) FBI, FD-302, Manafort 9/12/2018. Manafort had previously used a similar technique with Gates and
Kilimnik in Ukraine. According to Gates, Manafort required new phone numbers to be issued after DMP was
allegedly hacked. Gates and Manafort referred to certain phones maintained by Gates, Manafort, and Kilimnik as
“bat phones.” The “bat phones™ were normal phones, but had different phone numbers. FBI, FD-302, Gates
1/31/2018.
% (U) Email, Kilimnik to Patten, September 20, 2017 (SSCI 2017 4885-3-000039—40). In response to press articles
which revealed communications between Kilimnik and Manafort, Kilimnik advised Patten that he and Manafort had
assumed that their “phones, hotel rooms, office, etc.” were surveilled during their past work together and that as a
result, Manafort “is kind of used to this life.”
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(U) Lastly, Manafort, who was interviewed by the SCO approximately a dozen times,
lied consistently to the SCO during these interviews about one issue in particular: his interactions
with Kilimnik, the Russian intelligence officer at the center of the Committee’s investigation.”!
These lies violated Manafort’s plea agreement, which obligated him to be truthful in his
cooperation with the government, and exposed him to a more severe prison sentence than the

_ agreement contemplated.”> Manafort’s obfuscation of the truth surrounding Kilimnik was
particularly damaging to the Committee’s investigation because it effectively foreclosed direct
insight into a series of interactions and communications which represent the single most direct tie
between senior Trump Campaign officials and the Russian intelligence services. Manafort’s true
motive in deciding to face more severe criminal penalties rather than provide complete answers
about his interactions with Kilimnik is unknown, but the result is that many interactions between
Manafort and Kilimnik remain hidden.

3. (U) Background on Manafort’s Foreign Activities

(U) Starting in the 1970s, Manafort began working as a political consultant and lobbyist
for foreign governments and political parties around the world, business that he continued to
conduct for decades.”® A review of Department of State cables showed that the nature of
Manafort’s work with foreign governments and politicians involved efforts to gain electoral
success for local clients, or in some cases, conduct business.’*

91 (U) The federal court hearing Manafort’s case in the District of Columbia found that Manafort’s misleading
statements about Kilimnik occurred in “multiple instances . . . and they all follow a pattern.” In particular, the court
found that “[c]oncessions come[] in dribs and drabs, only after it’s clear that the Office of Special Counsel already
knew the answer.” Transcript of Sealed Hearing, United States v. Paul J. Manafort, Jr., Case No. 17-201-1-ABJ
(DD.C. February 13, 2019), p. 29. Of particular note, Manafort misled investigators about meeting with Kilimnik
in Madrid and Kilimnik’s efforts to advance a Ukraine peace plan involving Yanukovych. Beyond these false or
misleading statements, the court found that Manafort engaged in “multiple clusters of false or misleading or
incomplete or needed-to-be-prodded-by-counsel statements, all of which center around the defendant’s relationship
or communications with Mr, Kilimnik.” Ibid., p. 40. Additionally, Sam Patten, another key witness in the
investigation due to his close relationship with Kilimnik, similarly engaged in conduct designed to obfuscate his
relationship with Kilimnik. Patten withheld and deleted documents related to Kilimnik that were relevant to the
Committee’s investigation. During the execution of a search warrant on Patten’s home, Patten used his wife’s phone
to send a text message to Kilimnik and then deleted the message. FBI, FD-302, Patten 5/22/2018.

2 (U) Plea Agreement of Paul J. Manafort, Jr., United States v. Paul J. Manafort Jr., Case No. 17-201-1-ABJ
(D.D.C. September 14, 2018), p. 6.

% (U) As early as 1973 or 1974, Manafort was in Lebanon workmg to get business for a construction company in
Saudi Arabia. See SSCI Transcript of the Interview with Tom Barrack, May 31, 2018, pp. 13—14.
94

Additionally,
open source information suggests Manafort or his firm conducted similar foreign political consulting for other
foreign governments, such as in Zaire, Equatorial Guinea, the Philippines, Angola, Saudi Arabia, and Somalia. See
Franklin Foer, “Paul Manafort, American Hustler,” The Atlantic, March 2018.
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(U) The Committee limited its investigation of Manafort and his associates to areas
related to Russia and Russian-aligned interests. The most significant of Manafort’s Russian-
aligned interests centered on two overlapping areas: (1) Russian oligarch Oleg Deripaska and (2) -
politicians affiliated with the now-defunct Party of Regions (PoR) and its successor, the
Opposition Bloc (OB), in Ukraine. In pursuing these relationships, Manafort conducted
influence operations that supported and were a part of Russian active measures campaigns,
including those involving political influence and electoral interference. These past activities
resulted in relationships and levers of influence, including multi-million dollar financial disputes,
which persisted throughout Manafort’s time as the head of the Trump Campaign. Furthermore,
Manafort sought to secretly contact both Deripaska and Ukrainian oligarchs affiliated with the
OB in connection with his work on the Trump Campaign. Manafort reached out to both entities
before, during, and after his time on the Trump Campaign to provide inside information and
offer assistance to these Russian-aligned interests.

i (U) Manafort’s Work with Oleg Deripaska

(U) Manafort’s relationship w1th Russian government-ahgned interests began with his
introduction to Oleg Deripaska in approximately 2004. Since at least that time, Deripaska has
acted as a proxy for the Russian state and intelligence services. Deripaska has managed and
financed Kremlin-approved and -directed active measures campaigns, including information
operations and election interference efforts. Deripaska has conducted these activities in an effort
to install pro-Kremlin regimes, control local economies-and politicians, and strengthen Kremlin-
aligned powerbrokers across the globe.”

(U) The Committee has limited insight into the origins of Manafort’s relationship with
Deripaska, but it likely began in 2004,% ,

% (U) Fora complete description of Deripaska’s involvement in Russian active measures and ties to the Russian”
intelligence services, see infra Vol. 5, Sec. IIL.A.8.i.

% (U) Open source information suggests that Manafort’s work for Deripaska also involved Georgia as early as
2004. According to that information, Manafort undertook efforts related to the political reemergence of former
Georgian Minister of State Security Igor Giorgadze. Giorgadze had previously been removed from office after
being accused of organizing an attempted assassination of the then-Georgian president, Eduard Shevardnadze. See
Brett Forrest, “Paul Manafort’s Overseas Political Work Had a Notable Patron: a Russian Oligarch,” The Wall Street

Journali Auiust 30i 2017.
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e (U) Michael Caputo, a former employee of a firm run by Manafort and several others,
including Roger Stone, told the Committee that in 2004, Manafort hired him on a
Deripaska-related project. In particular, Caputo told the Committee that he was retained
to organize U.S. media coverage that would be positive towards Deripaska in response to
Deripaska’s failed efforts to obtain a U.S. visa.”®

(U) Manafort recalled that he met Deripaska through his business partner at the time,
Rick Davis.” Davis had met Deripaska in 2003 through Nathaniel Rothschild, a British
investment fund manager and scion of the Rothschild banking.dynasty.!® According to open
source information, Rothschild and Deripaska have had a relationship since at least 2003.10!
Press reports further suggest that the relationship between the two men helped Deripaska secure
the financing needed to cement his control of UC RUSAL in the early- to mid-2000s.12

a. . (U) Manafort’s Influence Operations in Ukraine

roximately 2004, Deripaska

These Russian influence efforts
were designed to influence the 2004 Ukrainian presidential election between PoR-candldate
Viktor Yanukovych and independent candidate Viktor Yushchenko in Yanukovych’s favor.!®

On November 21, 2004, after a runoff vote, Ukraine’s Central Election Commission announced
Yanukovych as the winner.!® The election, however, was widely viewed as illegitimate due to

At the time he hired Manafort, in a

%8 (U) SSCI Transcript of the Interview with Michael Caputo, May 1, 2018, p. 33. Caputo claimed he was engaged
in this effort for only a 10-day period. Caputo recalled his instructions from Manafort related to Deripaska press
-efforts: “We need stories. Focus on wires.” Caputo further recalled that he “went out there and just, excuse my
French, humped every leg in journalism, and didn’t get much results.” Ibid., p. 48. The full scope of Manafort’s
public relations activities on Deripaska’s behalf remains unclear. :

 (U) FBI, FD-302, Manafort 9/20/2018.

190Uy 1bid y

191 (U) “Rothschild to earn millions from RUSAL float,” The Telegraph, January 2, 2010.

192 (U) United Company (UC) RUSAL is a Russian company that primarily produces aluminum and related
products. According to other open source reporting, Rothschild and Deripaska were central figures in British
political scandals involving Peter Mandelson, a former Member of Parliament who served as European
Commissioner for Trade from 2004 to 2008. In 2008, Mandelson met with Deripaska on his yacht in the
Mediterranean, where they allegedly discussed preferential treatments on aluminum tariffs. In January 2005,
Mandelson traveled on private jets from Davos, Switzerland, to Moscow, Russia, and then on to a private Deripaska
retreat in Siberia. Rothschild was a participant in these meetings. See, e.g., “The Russian oligarch, the Old Etonian
billionaire and deeply disturbing questions about Lord Mandelson’s integrity,” Daily Mail, February 11, 2012.

103 (U) Prior to the election, Russian government officials had overtly supported Yanukovych and the PoR, and
Putin personally visited Yanukovych five days before the election, praising his government. See, e.g., “Putin, In
Ukraine, Praises Government Days Before Election,” RFE/RL, October 26, 2004.

104 (U). See Organization for Security and Co-operation in Europe (OSCE), Office for Democratic Institutions and
Human Rights (ODIHR), “Ukraine Presidential Election 31 October, 21 November and 26 December 2004:
OSCE/ODIHR Election Observation Mission Final Report,” May 11, 2005.
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widespread fraud. Efforts to interfere in the election were systematic and included: intimidation
of election monitors, fraud, ballot stuffing, multiple voting, government pressure on voters,
denial of media access, media control and manipulation, disruptions of public rallies, official
harassment, beatings and arrests of hundreds of students and activists, and a likely attempt on the
life of the front-running opposition candidate.'®

The Russian government had significant involvement in these election
interference efforts, and used heavy-handed political influence tactics.

106

Russian electoral interference in Ukraine generated severe blowback, leading to
a series of popular protests known as the Orange Revolution, which reversed Yanukovych’s
alleged electoral victory. Manafort in a memorandum at the time described the Orange
Revolution and the defeat of Yanukovych as a “disaster.”!1° ﬁ

111 ;

(U) Inthe immediate aftermath of the Orange Revolution, Deripaska contacted Manafort
and directed him to begin work to rehabilitate Yanukovych and the PoR. Manafort briefed
Deripaska on how to recover from this defeat and influence Ukrainian politics in a manner
beneficial to both Deripaska and the Kremlin.'!?

Freedom House, “Election Fraud in Ukraine Presidential Vote,” November 22, 2004.

Richard Weitz, “Global Security Watch: Russia,” p. 89
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(U) Under Deripaska’s guidance, Manafort outlined for Deripaska and Rothschild a
strategy for a political influence campaign in Ukraine. Manafort referred to this influence
campaign as “our program.”!!3 Manafort described how the program would be a broad system
for influence with distinct political, lobbying, communications, and legal components.!'* The
Ukraine program was, according to Manafort’s memorandum, undertaken “pursuant to the
directives of Mr. Deripaska” and in support of “our mutual friend in Ukraine,”!!> almost
certainly a reference to Rinat Akhmetov, to whom Deripaska had previously introduced
Manafort and his firm, Davis Manafort Partners.''® Akhmetov, Ukraine’s richest oligarch, was
the primary backer of Yanukovych and maintained close ties to Deripaska and other Russian
government and organized crime figures.'!” Akhmetov and other oligarchs in Ukraine began
funding Manafort’s work there, while Deripaska provided Manafort other funding and strategic
guidance as part of a broader influence campaign.!'!®

(U) Manafort’s objective was to avoid future events like the Orange Revolution. To do
this, Manafort sought to sway the political direction of Ukraine to benefit the PoR without the
heavy-handed tactics that Russia and Deripaska had used in 2004.!"° This involved a strategy to
“subtly influence the perceptions” of Western governments and create “an acceptable
explanation for actions by governments not totally in concert with Western thinking.”!2°
Manafort outlined this goal in a 2005 memorandum to Deripaska and Rothschild:

113

14(U) Jbid.

s 1bid.
s SCO Report, Vol. 1, p. 132; see also SSCI Transcript of the Interview with Bo Denysyk, June 12, 2018,
p. 10 (“I asked him that. He was very vague. He said through some mutual friends in Moscow. But that’s all I

2., Maximilian Hess, “Ukrame’s Donbas Don: Who is Rinat

(U) The exact funding structure at this time 1s unclear, but by 2005, and proceeding thereafter, Manafort made
millions of dollars from Akhmetov, Deripaska, and other oligarchs.

13 (U) Memorandum, Manafort and Davis, to Deripaska and Rothschild, June 23, 2005. In December 2004,
Kilimnik had written a separate memorandum to Manafort that similarly concluded that Russia’s harsh tactics in
2004 were not as effective as western tactics at playing the “modern game” of political influence where perceptions
matter more than reality. Kilimnik noted to Manafort in the memorandum that Russia would “lose if they don’t
learn how to play this game.” See “Russian charged with Trump’s ex-campaign chief was key figure in pro-Russia
strategy,” Associated Press, July 3, 2018.

120 (U) Ibid.
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[W]e are confident that we can create the protections needed to ensure the
avoidance of Orange Revolutions becoming acceptable in the West. The key is to
understand the West and to use their tools to deal with the specific problems in
ways that the West believes is in concert with them. Rather than attacking the
West, the correct strategy can be créated to embrace the West and in so doing
restrict their options to ferment an atmosphere that gives hope to potentzal
advocates of a different way.'?!

Consistent with the detailed plan for influence outlined by Manafort in his
briefing to Deripaska, Russia shifted its focus from direct and overt interference in Ukrainian
olitics toward a more subtle approach.??

(U) Connections between Manafort’s program in Ukraine and Russia’s own influence
efforts there suggest that they were effectively part of the same campaign to undermine the
Ukrainian government and support pro-Russia candidates. Both involved Deripaska and
supported the PoR. Documentary information also suggests that Manafort intended to brief the
Kremlin on his activities in Ukraine and understood that his activities benefited the Kremlin.!2*
In his memorandum to Deripaska, Manafort stated that “we are now of the belief that this model
can greatly benefit the Putin Government if employed at the correct levels with the appropriate
commitments to success.”'?> Manafort later explained that Deripaska needed specific talking
points for Putin related to the Ukraine program, which the memorandum provided.'?¢

b. (U) Manafort’s Global Influence Operations For Deripaska

121 (U) Ibid.

122

., Steven Pifer, “Averting Crisis in Ukraine,” Council on Foreign Relations, January 2009, p. 35.
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(U) Manafort’s work for Deripaska went beyond Ukraine and extended to matters of
interest to Deripaska “worldwide.”!?” Gates recalled that Manafort and Deripaska used to meet
regularly and had a number of different projects ongoing.!?® This included a political influence
program which Deripaska financed.'”® As part of this program, Manafort worked on influence
efforts in Central Asia, Cyprus, Georgia, Guinea, Montenegro, and elsewhere in Europe.'*°
Deripaska financially backed candidates in many of these countries and hired Manafort and his
firm to do the on-the-ground political consulting to support these efforts.!3! Deripaska used an
offshore entity to pay Manafort and his firm tens of millions of dollars for this and other work,
including at least $25 million in 2008 alone.!*2

. (U) According to Gates, whom Manafort hired to work on the Deripaska-directed
projects starting in approximately 2007, the aim of Manafort’s influence work for Deripaska was
to install friendly political officials in countries where Deripaska had business interests.'>3
However, Deripaska’s work on behalf of the Kremlin included Deripaska’s use of his own
personal wealth for Kremlin-directed projects, blending Deripaska’s interests and those of the
Russian state.!** Manafort’s influence work for Deripaska was, m effect, influence work for the
Russian government and its interests. «

(U) An example of the overlap between Russian-directed influence efforts and those
where Deripaska had a personal interest—and employed Manafort to advance both—is
Montenegro. Deripaska first became involved in Montenegro in a significant way through his
purchase of a majority stake in Kombinat Aluminijuma Podgorica (KAP), Montenegro’s largest
exporter, which at one point was responsible for approximately half of the country’s economic
output. The sale occurred as a result of a 2005 Montenegrin government-controlled privatization
and required Montenegrin government approval.** Deripaska’s purchase, however, was not
purely a private business matter and was instead backed by the Russian government.

127 (U) SSCI Transcript of the Interview with Adam Waldman, November 3, 2017, p. 102. As noted above,
Manafort also undertook influence efforts in the United States on Deripaska’s behalf, including assisting Deripaska
in obtaining a U.S. visa. See FBI, FD-302, Gates 2/2/2018. Gates recalled that a Manafort-controlled Cypriot
account, LOAV, contributed money to 501c(4) entity that supported the John McCain presidential campaign. Gates
stated that the money was from Deripaska. FBI, FD-302, Gates 2/28/2018. Continued Deripaska influence efforts
in Guinea are described infra Vol. 5, Sec IILA.8.1. ,

128 (U) FBI, FD-302, Gates 2/2/2018.

125 (U) Ibid. Gates recalled that part of the Deripaska program was named
B30 (U) See, e.g.
10/29/2018,;
131 (U) FBI, FD-302, Gates 2/2/2018.
132 (U) Ibid,

133 (U) SCO Report, Vol. 1, p. 131.

134 (U) See also infra Vol. 5, Sec. IIL.A.8.1.

133 (U) “Russia’s Deripaska sues Montenegro for lost alummum investment,” Reuters, December 7, 2016.

“Eurasia 21.”
; FBI, FD-302, Gates
; FBI, FD-302, Gates 3/12/2018.
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(U) Deripaska expanded his own influence in Montenegro and furthered Russian
government efforts to exert influence over the country, which Deripaska executed in part by
hiring Manafort and his firm.

e (U) Deripaska hired Manafort and his firm to work on the Montenegrin independence
referendum.'*® Manafort’s firm sent a team led by Manafort’s partner Rick Davis to
Montenegro.!*! Manafort and his firm worked with, and became internal consultants to,
Prime Minister Milo Djukanovic but billed and reported to Deripaska.!42

¢ (U) Manafort and his team kept Deripaska informed of operational details, and
Deripaska provided direction to Manafort and coordinated with him on actions Deripaska
would conduct personally to assist in the influence campaign. For example, one
document prepared by Manafort stated that Deripaska should, as a “follow up” to recent

136
137

138
139
140

141 '
(U) Ibid. )
142 (U) Ibid. Since that time, Deripaska has sought to control the Montenegrin government and influence its policies

toward Kremlin-aligned objectives. Most recently, this took the form of directly supporting a GRU-run coup attempt
in the country in 2016, see infra Vol. 5, Sec. IIL.A.8.i.
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activities undertaken by Manafort and his firm on the ground in Montenegro, “organize
negotiations with key opposition leaders.

—

99143

(U) These operations may have been directly related to the Russian intelligence services.

(U) Konstantin Kilimnik

(U) Starting in likely late 2004, Konstantin Kilimnik began to work for Manafort in
Ukraine and elsewhere on Deripaska-related projects.!*® Kilimnik attended the Russian
military’s language institute and served in the Russian military until at least 1995. From 1995 to
2005, Kilimnik was an employee at the International Republican Institute (IRI), serving in IRI’s
Moscow office.!*” Kilimnik began working alongside Manafort in Ukraine secretly while still an
employee of IRI in Moscow.!*® Once this was discovered, IRI fired Kilimnik, and Kilimnik
became a formal employee of Manafort’s firm.!%’

(U) Open source information also suggests that, in 2004, Kilimnik began working in
Ukraine for Deripaska in support of Yanukovych’s election.!®® According to that report,
Kilimnik traveled to Ukraine while he was still working at IRI.!>! Allegations that Kilimnik was

the time, Shoygu was the Russian Minister of Emergency Situations and 1s now the Minister of Defense. Sergey
Lavrov was and remains the Russian Foreign Minister. Both men have been longtime members of Putin’s inner
circle.

145
148 (1) !lllmm! 1s a Russian lnte!llgence o!!cer. See infra Vol. 5, Sec. III.A.8.11.

147 (U) IRI Semi-Annual Report (IRI Production) (“Konstantin Kilimnik continues to serve in his role as acting
director of the Moscow office”).

148 (U) Email, Sibley to Nix, September 7, 2018 (IRI Production).

19 (U) Ibid.

150 (U) Maria Zholobova and Roman Badanin, “The Absolute Soviet Man. A Portrait of Konstantin Kilimnik,
Russian patriot and Paul Manafort’s buddy,” Proek:, August 22, 2018.

51 (0) Ibid.
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in Ukraine around the time of the elections are supported by IRI records, which suggest Kilimnik
was present in the country for approximately seven days during the first round of voting.'%?
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While the exact start of Kilimnik’s relationship with Manafort and Deripaska is unknown, IRI
fired Kilimnik for moonlighting for Manafort’s firm shortly after this travel.'>®

(U) Kilimnik began working for Manafort no later than early 2005, and likely as early as
late 2004."%* Over time, Kilimnik became increasingly integral to Manafort’s operation and
helped steer Manafort through the details and political environment in Ukraine.'> Manafort
worked long hours with Kilimnik and often ate meals together."”® Gates described Manafort and
Kilimnik as having a “close relationship.”'*” Manafort sometimes went to Kilimnik’s house for
dinner and knew Kilimnik’s family.'s®

152 (U) IRI-002668 (a travel agency booking for Kilimnik’s travel from Moscow to Kyiv, booked October 21, 2004)
(pictured); see also IR1-002667 (an IRI travel form listing Kilimnik’s travel to Kyiv from October 27, 2004 to
November 3, 2004, which includes the first round of voting the in Ukrainian presidential election on October 31,
2004); IRI-002675. Records suggest Kilimnik provided a variety of reasons to IRI for this travel, including
consultations with IRI officials and serving as an election observer. See IRI-002667; IRI-002675.

153 (U) Email, Sibley to Nix, September 7, 2018 (IRI Production).

154 (U) See “Russian charged with Trump’s ex-campaign chief was key figure in pro-Russia strategy,” Associated
Press, July 3, 2018.

155 (U) SSCI Transcript of the Interview with Sam Patten, January 5, 2018, pp. 19-20.

156 (1) FBI, FD-302, Manafort 9/13/2018.

IS (U) FBI, FD-302, Gates 1/30/2018.

158 (U) FBI, FD-302, Manafort 9/13/2018.
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159 Since at

(U) Kilimnik has long maintained close ties to Deripaska and his inner circle.
least 2005, Kilimnik worked on Deripaska-related projects with Manafort in Ukraine,
Montenegro, and elsewhere.' A July 2006 memorandum from Manafort to Deripaska proposed
that Manafort’s firm create an office in Moscow to be managed by Kilimnik. According to the
plan, the Moscow office run by Kilimnik could transfer its public relations functions to a division
within one of Deripaska’s companies managed by Georgy Oganov, a top Deripaska aide.

161

d. (U) Pericles

(U) Manafort’s work with Deripaska also included a joint business venture known as
Pericles Emerging Market Partners L.P., a private equity fund designed to be focused on foreign
investment in eastern Europe, particularly Ukraine, Russia, and Montenegro.'®® Deripaska was
the sole investor in this fund through a company Deripaska controlled, B-Invest.'* Manafort
formed the fund with Rick Davis, his then-business partner.

139 (U) Gates believed Kilimnik may have had a direct line to Deripaska. See FBI, FD-302, Gates 10/29/2018.
Kilimnik retained this close relationship for years after Manafort’s initial work with Deripaska ceased. According to
Patten, Kilimnik has met with Deripaska and Deripaska associates, including Boyarkin. Patten understood that
Kilimnik was in continuous contact with Deripaska and his inner circle. FBI, FD-302, Patten 5/22/2018.

160 () See, e.g., Work Proposal, “Keeping Guinea on Course” (SP_OSC_000990) (describing Kilimnik as having
“managed successful political operations for Ukraine’s ruling party, prime minister and president from 2005-2014,”
and having worked as a “senior member of campaign team for succe