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V 

Alert (AA22-011A) 

tJnaerstanalng ana Mitigating Russian State-Sponsorea cytser Tfireats to tJ.S. 
Critical Infrastructure 

Note: 

'Attftms crttteaf fnfrastrua11re Otgantzatftms snau1lf fmpfement to fmmelifatety Strenglffen 

Their Cyber Posture. 

Be prepared 
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En Ranee your organization's cyoer posture 

Increase organizational Vigilance 
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• Russian state-sponsorea APT actors targeting state, toeal, trlHat, ana territorial {StTT) 
governments ana aviation networl<s, SeptemHer 2020, tRrougR at least DeeemHer 2020. 

• Russian state-sponsorea APT actors' gloHal Energy Sector Intrusion campaign, 2011 to 2018. 

• Russian state-sponsorea APT actors' campaign against tJRralnlan critical Infrastructure, 2015 
and 2016 • 

• 

• 

• 

• 

• 

• 

• 

Note: 
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actic echnique 

• Implement rn6ust log eollectlon ana retention. 

0 

0 

Note: 

Procedure 

• tooR for 6efia'11oral e\ilaenee or networR ana Host-6asea artifacts 
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• 

• 

• 

• 

Note: 
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