CRYPTOLOG
Fall 1985

Peclassified and Approved for Release by NSA on 08-28-2020 pursuant to E.O.

13526: MDR-107722

PL 86-36/5

0 UsC 3605

{U) A few years ago I was attending a graduation
ceremony. The guest speaker was exhorting the gradu-
ates to continue to pursuc their education and self-devel-
opment after graduation. To reinforce this point the
speaker cited research on the growth of knowledge dur-
ing the course of history. According to this individual,
human knowledge doubled between the beginning of
recorded history and about 1900. Knowledge doubled
again between 1900 and the end of World War L. [t dou-
bled again between that time and about 1930; then again
by 1940, and since then has been doubling every three to
five years.

SIGINT and the Information Explosion

intelligence tool box, but it differs from the great wave
of other “all-source” analysis that is sweeping over us in
two significant ways:

(U) First: the analysis described above is straight-
forward. Bach collection system provides a time, a
location and the description of an activity. Analysis
mainly consists of looking at the collectors’ outputs and
verifying that they really do correspond.

(U Second: the sources described above are cont-
plementary, that is, they fit together neatly to form a
coherent piece of “all-source” data.

—£&y Now what, you might say,
does this have to do with SIGINT,
or, more specifically, with Cryplo-
logic Support Groups (CSGs)?
Many things, but as the chief of a
CSG myself,  see the greatest chal-
lenge in this information explosion
is the growth of sources of informa-
tion beyond our wildest dreams. In
the days of the Cold War CSGs had
a much simpler job than we do
today. We interpreted SIGINT. We
had a good time and we made many
friends for the Agency. We worked
with “all-source” analys!, but I sub-
mit ¢o you that all-source analysis in
those days was much more straight-
forward than it is today.

—53 For example,

would intercept a threal radar at a new location and
almost immediately some other sensor, perhaps some
sort of imagery collector, would be focused on location
of the ELINT “hit.” A resulting picture of the offending
radar would be appropriately reported and the needed
data base updates would be made. This sort of analysis
continues today and remains a valuable piece of the
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Must call George before we attack.
Anybody see a pay phone?

.

—(&) In the new all-source
analysis, data from the various
sources looks deceptively simi-
lar. In some instances, data from
some sources looks much morc
attractive regardless of its valid-
ity, Who can forget sitting in
their living room and watching
the images from the Gulf War of
Tomahawk missiles flying
down the streets of Bagdad on
their way to their targets? What
watch center or executive office
is now without CNN?

—{8)-These arc but two examples of new sources
of infornfigtion, undreamed of in the Cold War era, that
are threatentipg and will continue to threaten the entire
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Juxtaposition o and collateral data that do not
have the neat complementary nature of ELINT and
IMINT can produce:

—FOUOY Classification bias: The intelligence
source of choice is always the lowest classification,
when the facts are generally similar, even if the audi-

ence for the all-source product has all the clearances in
the world;

—@EFOU0) Former collector bias: The intelligence

source of choice is always the source that the analyst
understands as a result of being a former collector;

J This was great, but it raises the
question, is SIGINT in the future going to be useful only

if it is the sole source of information on a given activity?

—(5-CCO) If it is, we will all be taking the early out,
because the likelihood of SIGINT being the sole source
of information on any major event is getting slimmer to
the point of not existing. If we are to succeed, we must
learn to work so closely with the all-source analysts so

we can assure that the full value of SIGINT is applied to

every niche available. SIGINT is rapidiy becoming a

commodity in the information business that cannot
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dominate the market as it has in the pasl. The SIGINT
market will increasingly become a series of small “value
added” niches, where that key piece of SJGINT makes
the difference in the afl-source picture, = -

—€) One strategy that we will

(and it is also being pursued b
is the integration of our day analysis wi
source analysts. This is an approach with dangerous pit-
falis which can defeat the whole purpose of the integra-
tion. The danger is that the integrated SIGINT analyst
can lose his or her identity as a SIGINTer. The moment
that the SIGINT integree becomes just one more body in
an all-source shop is the moment that analyst loses his
or her effectiveness. If you will indulge me in a reli-
gious metaphor, the SIGINTer in an all-source shop has
to be like a Catholic religious, that is, “in the world, but
not of the world.”

—{(c)y SIGINT integrees who are worth their pay will
always shine, and this will result in the temptation by
their ali-source colieagues to use them increasingly
beyond the scope of their SIGINT charter. This tempta-
tion must be resisted. We can only be effective in work-
ing through the all-source analysis, not by becoming
one. Let me cite a war story of my own as a case in
point and I apologize those of you who’ve heard it
before.

—(C3-! was the first NCR| integrated

into the J-2§ N m the ear]

{(This preceded the formal “stand-up” of CSG I
by about two years.) K was an assignmem.f resisted,
based on my experiences in the SSG Det at MACV Hgs
in Vietnam, where we had a clear and separate identity.

(The Special Support Cﬁ'oup Detachment at MACV Hgs

was a CSG precursor «in, Vietnam before the Agency
adopted the term CSG.) “The headqﬁancﬁ at
the time was quite smatlmad O oIhcers,
two NCOs, and me. T{ Was a 509 8! arf-tour area. All
the military assignees 1 turned over every 12 months, I

was there for three yea:s' A cpuple of months following
my integration, the semo&was scheduled 10
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«go on home leave for 30 days. The, J-2 himself came to
me and asked fhe to take over the] Jfor the
« command while my| Jall-source analyst.was

> on leave. Iwas most flattered by this invitation, bu feli
» back on my experience from Vietnam and declined the

J-2’s request. Y thanked the J-2 for his confidence in‘ne,
but said it would be unfair to the junior all-sour
promused the J-2 T would support
this mdmdlral in every way possible, but not to the
point of doiug his job for him. The J-2 said OK. This
turned into & real win-win situation, with the junior J-2

rowing professionally and as a friend of
SIGINT. The corny lesson of this story is that in the
CSGs we can only succeed if our all-source analysts
succeed. The CSG role is to help them succeed, not to
succeed for them.

—G) To close §'d just like to say the times we are all
facing are challenging and threatening. OCur business
seems 10 be shrinking, but for a SIGINTer this could not
be a better time. We are living in an information age
and we are the sales force for the largest and most
sophisticated information production infrastructure his-
tory has ever known. To be successful, though, we must
not forget who we are or why we are here.
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