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Network Intelli

SIGINT and INFOSEC in Cyberspace

miEEQIGNI (Global Network Intetligenee) and
IW (Information Warfare) are two acroayms that hove
become pant of NSA's lenguage over the past couple of
ycars. Bath convey new and comprehensive activities
that are critical 1o NSA’s future and both dramatically
affect the Agency's offensive (SIGINT) and defensive
(INFOSEC) missions. The purpose of this article is 1o
provide a general overview of the background and
ongping actjvities in each area, to cxplain their interrela-
tionships, and 1o discuss  few relevant challenges that
are of general interest to the NSA workforce.

@@@mCN| and 1W are responses 1o the dra-
matic changes in global teleccommunications that began
with the transition from analog to digitel communica-
tions in the 1980s. The rapid evolution of digital com-
munications and copcurrent advances in wensmission
medis——cspecually fiber optics—and networking tech-
nologies have radically altered the complexion of the
global telecommunications infrastructure. GNI and |W
address these changes, but from different perspectives.
GNI is focused on access to information while IW
encompasses the concepls of denyiug potentisl
adversaries access (o their informatioa and simulia-
neously protecting U.S. communicotions from adver-
sary attacks, Both cuncepts have origins in NSA and
DoD activilies begun in the oid-1980s; the new names
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reflect the expansion of these activities that bas occumred
during the past several years,

wieaEC GNT i3 the sum total of the Ageney's
cffons 10 retain 2ccess 10 target commuaicalions R
response to the glohal telecommunications tevoluion.
Dramatic and rapid changes in telecommunicslions
technology—includiag the transltion front aaalog to
digital, the proliferation of fiber-optic cable, and the
expansion of networking—are affecting virtuaily atl of
NSA's SIGINT targets.  Many of the techaigues that
waorked so well in the past o collect signals from emili-
tary, commercial, and diplomatic targeis cannot be osed
agains! telecommunications systems being depleyed in
the 199Us, New techniques must be developed o ensure
NSA continues (o produce SIGINT that counts for an
expandiog and diveme sel of cusliomerx. By 1be same
ioken, aew techniques and capabilities must be desel
oped for INFOSEC Io ensure NSA and other U.S. Gov
emmen! agencies snd depariments can toke advaniage
of currcat and emerging telecommunications technolo-
gics without jeopardizing security. While the SIGINT
crowd worrics about fiber optics and netwotk sctess.
network security is the pomary headache-inducer for
the INFOSEC organization.

sl W is 2 concept that grew out of Pentogon dis-
cussions about the impact of the tclecommunications

revolution on warfare, These discussions focused oa the
samc lechnologics that are key to GNi, bl considered
them from the perspective of the warfighter. The basic
question from an offensive perspective was how US.
military forces could achleve a military advantage by
disabling all or part of a potential adversary's telecom-
munications and information infrastructure, thus effec-
tively denying the adversary the ability 1o command,
control, and communicate with bis deployed (orces.
From the defensive point of view, the issue was how n
protect the communications of U.S. fofees Lo egswie oo
adversary could deny U.S. command, control, and com-
munications. While Information Warfate includes other
components {e.g. Operations Security, Psychological
Warfare), telecommunications is the area of most direct
interest 1o NSA and the area in which NSA i@ most
involved.

(SEnEaty CN] and IW have scveral things in
common. Firsi, they are both “culture-modifying™ in
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the sensc thal they challenge the tradliional ways NSA
has donc business, GNI is causing us to rethink the
SIGINT warget. |1W is bringing new focus on NSA rela-
tions with the services. Both have a major impact ont
INFOSEC. Seoond, each places new demands on NSA
as a corporation and oa the workforce in general. Both
topics are thus the subject of Ageocy-wide simlemc
planning; the GNI and 1W sirntegic plans are reviewed
by the BoD annualiy end updated as necessary. In addi-
tion, Agency Steening Groups have been established for
both subjects Lo provide routine guidence and to repont
to the BeD as appropriate. Training bas been an impor-
tant pan of this activity, particularly for GNI. A GNI
familianization seminar was taught for sll NSA employ-
ces in grades GG-13 and zbove; @ Learning Center
course is offered for junior employces. Milisary person-
ncl assigned 1o NSA were included in all this trining.
Third, bath call for extensive teaming among NSA orga-
nizations and between NSA and, where appropriate,
extersal organizations. Attempts to address all the chal-
lenges posed by GNI or IW by a single organization or
within the boundarics of o single project are doomed o
failure.  The technologics. activilies, operational

aspects. progmm and budget dimensions, and many
other facets of GNI and IW are 100 complex for “stove-

pipe,” singlc-point sojutions. Fourth, both GN1 and 1W
have comparimenied aspects. IW is generally more
compartmentied, and this compartmeniation Is derived
largely from military service Special Access Programs.
GNI activitics zlso have comparumented aspects, most
of which protect new and cvolving access techniques.
Finally, many of the same people arc involved in GN1as
well s W, and both activitics are the subjects of con-
tinuing ipterest in the Intelligence Community, the
Depanment of Defense, and the Congress.

Global Network Intelligence

aiiniaGRs Global Network Intelligence describes
NSA's overzll efforts against modern lelecommunica.
tions. It includes the things we're now doing—in many
cascs very successfully——as well as the things we need
1o do in the fulure o produce SIGINT that is valusble
and relevant 1o policymakers.  As the felecommunica-
lions revelution custinues to coanect local and regiopal
networks into the long-tael commuaications nerworks
linking countrics and continends, SIGINT iargets of
iaterest will increzsingly be aveilable ihrough access to
the global network. In this context the singular use of
the word “network™ is misleading. The global network
ts n a single catity, but ruiher a conglomer-
ation of many different networks covering
geographical arcas of many sizes, from
countries o continents, (rom melropolitug
areas 1o hemispheres. The cumponent netl-
works comprise sateflite communications,
fiber uptics networkx, celluler, mictawave,
and wireless radin-frequency (RF) nerworks
as wel! as jocal and regional tefephone sy»-
fems. Aoy communications system of pet-
work can be part of the global nctwork as
long as it is connected to the sther networks
that provide  global connectivity. More
generally stated, then, GNJ is the “netwark
problem” for SIGINT.

(RS For INFOSEC, global net
wotks present a differeni sci of challenges.
As US. govemmcat and indusiry users tran-
xition their communications systems over 10
petwotks of ke advantage of the exploding
amay of networked services being offered
commercially, (hey need certain  assur-
ances. They necd 10 be sure (hat the data
they receive is outheatic, that il bas been
onginated and received by valid parties, and
that it i protected from snauthorized users.
Another aspoct of the INFOSEC problem is
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the need 10 provide mulli-leve! secunity so that uscrs can
send jnformation at various levels of classification over
common nctworks. And, with conlinuing budge!
doclines, it is important to migraic dati-nssurance tech-
nigues 1o the commercial market so that U.S. Govern-
ment and indusirial users can take advantage of lower
prices introduced throupgh cconomies of scale. Ensuring
data iatcgmty. authenticily, availshility, and privacy of
information arc difficult challenges in any communica-
tions scenativ; they ate especially daunung in o world
increasingly charactenized by networks.!

Skiis Some cxamples may help to clarify the
notion of a “global netwotk™ in terms of the telecommu-
nications mediz involved and fupctions perfommed.
When Mrs, Jones in Roosas City colls her sister in
Tours, France, her teicphone call is carnicd through the
local apd regionsl telephone network pear her home,
aver the US, domestic fiber-optic nctwork, through the
undersex fber-oplic petwork beiween Nosth America
and Europe, then through the regioeal fiber-optic net-
work in the U.K. and France, and finally into the local
Touss telephone system, In another example, a cellular
call from a Japancse businessman from his car in Tokyo
to a branch office of his company in Los Angries will
traverse the Tokyo metropolitan cellular, microwave,
and fiber-optic system, be routed through either the
Pucific fiber-optic network o5 over 8 commercial satel-
fite link 10 the ULS,, then pass through the regional, met-
ropahtan, and local fiber-optic network w the Los
Angeles oftice. At the same time, the signafling infor-
mation for this call—the 1's and 0's that provide key
information to route the call and provide billing infor-
mation for the tclephone companics involved—may
travel over a complelely different path. The ginbul net-
work has the capacily and flexibility to provide many
different pathways for connecting onc user 10 another.
As the network expaads through connections of still
morc local, regional, and national networks, users will
be able to contact other users anywhere on the globe
without ever knowing exactly how their calls were com:
pleted. The same is truc tor data commaunications. This
coapectivity i already available for personal compater
users through the Inzernet and for 2n increasing aumber
of telephone and data scrvices users.  As technology
improves, global connectivily will be faster, more diver-
sified in terms of actuu! call routing, and encompass a
wider vaniety of advanced services.

1. NFOSEC informition in this snd later ptragrapht was
dctired peinatily from tix NSA/DI buokict, "Secarity
Solutions fos Toxday azd Tomorrow, ™ peblished in February
194,
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(@i These drumnatic changes in the world's
telcoommuntcations are having a direct impact on the
ways NSA thinks about its SIGINT and INFOSEC mis-
sions, To facilitate GNI activities, a GNI Stratepic Plan
deveinoped in 1993 defines approximately 25 objectives
with responsibilities assigned (0 many orgamzations
throughout NSA. The purpase of this plan is 1o stimu-
lole consciousness-ratsing in the Agency’s wurkforce
tegaeding new trends in target telecommunicolions and
tn describe Lhe 1ypes of end-lo-end processes necded to
ensure corporate succeds. The GNI plan takes account
of the many aciivilics vederway to gainfrelain sccess to
global telecommunications eritical to SIGINT. and
undesscores the need for teaming among Agency key
companents to cnsure success. In January 1994, a Tran-
sition Management Team compnsing 15 SIGINT and
INFOSEC professionals from the DO, DT, D), and DS
otganmations was established in G Grocp W monitor the
actions spelled out in the GN1 Suategic Plan and 1o
factliate their implementation.  This effort has been
very effective i gelling people logether to work on
common problems. (0 leam {or “relecarn™) the SIGINT
busigess from a more corporale perspective, and Lo pso-
vide a cadre of people (the TMT) thur will return to their
respective organizdions with s solid fovadation for
future activities. 1n eddition, K06, DT’s focal polnd for
GNL. 1s conducting a comprehensive analysis of techai-
aal SIGINT activities in the DT to identify potcatial
gaps where additional technology  development
is nceded. .

wimbdidde In foct, much cxceplional work has
already becn done 1o ensure NSA retains access o key
tanget communications as they move fom traditional,
pointto-point circuits fo the global network or as the
technology is5 u d in the exisling componenis of

the nawork.

changes in collection require Commensurate changes in
SIGINT communicatons and, ptooessmg atchitectues,
and many upgrades and ncw !cohnnlogxcs arc bcmg
iniroduced in these areas, 100, Ncw analvtic wolks are in
development to help filler out oommumammb with lit-
tle or no intelligence potential and io sclect those com-
municalions that do have potentml to meet reporting
thresholds. In addition, new lecﬁnuluc,s are heiag devel-
cped that take edvantage of the mchnml features of net-

EC 1.4.(c)
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worked communications building on the copabilitics

[ Futcre SIGINT targets will become ,
increasingly more complex. We need continuing inge- '
nulty and creativity (o ensure we can collect and process !
data, relate the various communications medio, and '
reconsiruct communications transections o present 10 ]
analysts in uszhle and meaningful form. This is oot 2 j
trivial set of tasks. We also need an ovenall SIGINT :
architecture  that  addresses these needs in a _'
comprehensive way.

siinGEGp\nalysis of networked communicativns y
is enilical to our ability to continue (o exploit global '
communications. The Signals Research and Target i
Development (SRTD) cffort has had o tremendous :
impact in clarifyiog how pew telecommunications tech-
nologies asc being intsoduced into current and potental "
targel countsies. SKTD activities are ongoing in viru- X
ally every office in the DO, and a scniar-tevel Steening 0
Group provides overall guidance 10 SRTD activitics and g
addresses common coaceens in Uaining, policy, and '
other areas. At the working fevel, an SRTD working '
group meels regulardy o facilitate the exchange of infor- '
maticn among analysts. Two confereaces have been i
held-—one in 1992] padoocin |,
1993 | : Jio foster interaction
between SRTD activitics st NSA HO and beld elements. |
In addition, many Ad-hoc activities ate underway, such
T U ation among 8
elsewhere. Finally, inslysts in several organizations and
the SRTD Steering Group ond Working Group arc work-
ing on a varicty of tools 10 automate many aspects of
network analysis.® |
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RG0S NSA'S activilies 1o enbance collection of
petworked communications has stimulated imponant
thinking about what else needs 10 be donc.

anager of Special Programs .and one of

wiEQiiGia]n the arca of INFOSEC, the DI is pyrsa.
ing the Multitevel Informaton Systems Security idjtia-
tive (MISSI). By idcorporating  user-provided
requircments to continually upgrode jts capabilitles,
MISS! holds great promise; for providing cost-effectiye
and operationally cfficicnt ecusity solutions. This will
have a major, positive itmpait on the ability of U.S. go\-'r
ernmental users and othercustamers to wmmumcmc.
with confidence in the intdgrity, authenticity, and prio\
vacy of their data when (ransmitted over the public
switched nctwork. A key fdature of MISSI is its built-in *
flexibility to tailor specific products to the needs of dif-
forent customers. Integral fo MISSI is the capability 1o
cvolve slong with new rechaology to respond rapidly
and effectively 1o user requirements.

NSA’s |eading thinkers about the future, has described
NSA's SIGINT mission in terms of “information space™
instead of “sigrals space.” In this paradigm. traditlonal
thinking shout: signals, modulation, RF, cryptologic
mopopolics is ropliced with nations of varios informa-
tion domains associated with SIGINT tasgéts that are
much more dynamic. Some of these domains will occur
in mmmumtmns networks. while others will be found
in orgaaizational and home envitonments. The job of
accessing targel nnmmunmnons will thus hode a acces-

gary first step of duermamng which of these domsins

has the highest palcntsal of producing :nlelhgrncc

]

[

! [l
[
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Information Warfare

@Rksaiinformation Warfare adkiresses the global
petwork from a diffesent perspective than GNI. 1W rec
ognizes that the rapid advances in telecommunications
will direetly affect the U.S. ability to wage war for U.S./
Allied furces as well as for poiential adversaries. Fature
wars may well be fought and decided on the “informa-
tion battleficid™ without a shot being fired. The sophisti-
cated telecommunications and data networks now beiog
deployed worldwide make it possibic to deny and
degrade 8 potential adversary’s command and conirol
communications and scnsitive commercial and diplo-
matic communicaticns from pgrent disinaces with little or
no risk to life and limb. Converscly, the same nctwork
technologics make it possible for a polential adversary
tn damage or cause confusion in communications and
information sysiems supporting U.S. military forces or
the LLS. at large.

whiniEte Becunse of our focus on telecommunica-
tions and networks, it is clear that NSA has key roles 1o
play in Information Warfare. First, as a combat suppon
agency, NSA has responsibilities o provide intelligence
support to the services who in tum are responsible for

EOQ 1.4. (c)
PL 86-36/50 USC 3605

developing information warfare capahilitics. NSA's
long-standing partnerships with the services are thus
being strengthencd and redefined to encumpass this new
mission. Second, because of its expentise in SIGINT
and information sysicos, NSA is being asked to support
military service R&D effonts in developing techniques
that would be uscful in information Warfare. Third, the
D1 organization is warking with other defense and gov.
emmenl agencies and with the services lo enhance the
information security of U.S. mililary communicativons as
well as “unclassified bul sensitive™ data crucial to the
nation's infrastruciure.

sbhiaGEtaal ike GNI, a stralegic plan has been
developed for informution warfare. This plan has four
key clements: the refinement of antionad, DoD, and
NSA policy to specify objectives and define roles;
enhancement of existing technical capabilities; redefini
tion of relationships with the services and ather govern-
mentnl and Delcnse agencics, and the need o adapt
NSA to the |W mission in terms of organizational cul-
ture, budget and program, and other dimensions. Imple-
mentation of this plan will require close coordinalion
across and among key components and with the GNI

and other Agency stratogic plans.

HELALONe of the mast imponant areas of NSA
IW activity is in the cngineening of multilevel secunty
solutions o cnsure the security, integrity, and reliability

A il GOMEN TGt Rl
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of U.S. government and defense mfmmﬂdn syslems .
Severa! well-publicized lnlmswns itto thc*lnlc}m.hmc
occurred, helghlening awareacss of Defegie pohcyn.lk

crs to the need 10 provide cnhulccd secarily solytions (v, -
NSA's: Information’ S¥stems -

U.S. commugicalions.
Security Organization and the Defensc lnfurmumn Sys-
tems Agency (DISA) are woriung together on the Mulia

level Information Sysiems Security Initiative (MISSI}— ‘.

mentioned above—thal will provide such securily fof
networked information systems. ‘MISSI will ensure thar,
users can only access the informatioa to which th:y ‘e
authonzed, that information is pgotectcd from unauthh-
rized modification, and that users are identified and.

tant Secrewary of Defense for Commmd Contrad, Com:
munications, and Inrelligence m:::mly directed that all
workstations aad personal computers acquired by DoD
in the future be equipped with two PCMCIA shots to
accommodate  NSA-developed: FORTEZZA cands.
These cards will provide encryption/decryption capabil
illes for e-mail and computer -genetated faxes, and will
implcment the digital signature xundmd for authentica-
tion. Ultimately, NSA and DISA hope io provide com-
prehensive secunty solutiom for U.S. communications

on the Defense Information lnfraslructure (DI} as weld
as the evolving Natlonal ln[mmnuou Infrastructure
(NI

Challenges and Oépoﬂunﬂies

milin@a) GN1 aod IW present many formidable
technical and organizational challenges to NSA. Many
of the technical challenges ha\rc'bccn discussed zbave,
To summarize, the major mhml issues fall into (he
following catcgorics:

O Agcess: Gainiag access to networked commu-
nications, whether for purpases of praducing
SIGINT or conducting some of the more
sophisticated |W technigues is not trivial.

O Provessing sad Communications:. Once sccess
to a network has been attained, problems of daia
Ritenng and selection come inte play a5 do con-
ccrms sbout forwarding the dala back to a
processing and analysis center st NSA of else-
where, Emerging requirements for increased

e 1 1995

. technicai datu (o support [W will alsa pese pro-
" * - . gessing and reporting challenges.

.. O Sorch: How do we ensure we are accessing

the right netwoiks. |

IMuch work wil remain for SIG-
e search organizaions, 100.

puthenticaled. As a first mcn:m:m of MISSI, the Assis-

o &Mhmmu.] ]

[For INFOSEC, the
challenge of producing netwark security prod-
ucts is especially critical.

sbEEMGespite the many technical problems, in
my judgment the mare difficult chaullenges of the tele:
communications revolution ate in the organizational!
cultuzul area. NSA has historically rsen w0 techaical
challenges of SIGINT and INEFOSEC by relying on the
extraordinary talent and resourcefulness uf the NSA
workforoe. Complex and crendive solutionx that wouid
be considered seience fiction by the general population
are routine tools in NSA's approach to signals collce-
tion, processing, and forwarding. and infoimation secu-
nly. One should not take for granted that NSA
professiongls will be able 1o meet any snd all futuge
technology chaflenges, but we cenainly have a good
track record.

LERLQ More womsome than the technology
issucs nre the challenpes posed to NSA as an institutlon,
by which | mean the orgenizational culture and iradi-
tivnal ways of doing business. The Agency’s organiza-
tiona! culluze has changed dramoticully over the past
scveral years because of continuing budget reductions
and the detailed exammation of national prorities that
has laken place since the demise of the Sovict Union,
But as an institution we still tend to function too much
ns a collection of “stovepipes” in the development of
new cagabilities. Let me thea conclude this esssy witha
bref description of the organizational/culiurai
challenges posed by GNIT and IW,

ekl Bl Tbinlbib il
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Teaming

wiiin@ifiidn The tcaminy uf NSA orpanizations and
people is the sipgie most rmportant key to suceess in
GNI and Information Wasfare. As tatget technulugics
become more sophisticated and more comples, it will no
longer be possible for indlvidual organizations 1o work
solely on *“their farget” or “their technology™ and be suc-
cessful.  Dynamic, task-oriented teaming of coliection,
prucessing. and communications professionals will be
essentini for the successful development and deploy-
ment of colicetion systems and technologies. Teaming
of amalysts of various lypes will ulso become more
imponant; linguists will need insights into eryptography
and signnls analysts will huve 10 becvme more familiar
with computce systems. This is not casy. Creating hori-
runtal tcums puses o culturul challenge v an organiza-
tion like NSA, which historically has been structured
along verticut hincs of authority, Teaming s already
occurring today tn many parts of the Agency, and with
grem positive impact.  (For example, the Cryptologic
Mathematics Progrun depends on teaming between the
D! and DO ovpanizations, and H-DO-DT 1eaming is
growing in the area of netwarks generally.) Such team-
ing tends to happen more seadify when NSA has 10
respoad to a crisis, when all the bureaucratic walls col-
lapsc and people from many oganizalions work
togethes as onc. The key (o the future will be to institu-
tionalize the concept of teaming for the routine as well
as the crisis siluations.

Cross-orgenizational
Communications

sfEibatll Communlcations among and between
NSA organizations is critical. To really achieve team-
wozk at NSA, individual developers, analysis, mathema.
licians, and other specialists have 1o maintain an
awzreness of what others are doing, and, converscly,
must share knowledge of their work with others. This
will allow greater cross-urganizationul communications
about various aspects of a large problem and lead lo
faster, more complete solutions. We need to do a better
job of communicating what is going on acmas the
Agency so that those charged with developing new GN|
ot W capabilities can keep abreast of all relevant activi-
tics. Communications with exteraal partoers is another
essential ingredient for future success, Such communi-
cations are vastly improved now compared to the past,
but GNI and IW Impose new and siightly different
demaods.

IEO 1.4, {c)
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siiniaiai GN] requires eXicasive interaction with
external partners and customicrs. DoD, the Congres-
slonal intelligence commli{zes, the Service Cryplologic

Elements (SCEs), yd and Third Partics, and the
a be considered “pariners™ in
1, while the military services, Commerce, State, and

other US. governmental organizations can be consid-
ered “customers.” Comprehensive and ongoing dia-
logue with pastners is necessary for GNT to cnsure NSA
gains and reiains the ahility to access the global net-
work. New and crealive solutions (o the access problem
must he found (and are being found); many of these
techniques cost mare moncy then NSA has programmed
in its budget. Or the funds have been programmed for
gnother purpose and Congress must approve o different
uge. While Congress is a key source of authorizations
and resources, other partners are critical to GNI because
they provide Informartion thal ieads 1o the access
we need.

whiiniaa Informatlon Warfare also brings new
demands for cxtermal communicatioes. The military
services all bave 1W programs that exiend in scope well
beyond the technologics of SIGINT and INFOSEC. For
the past iwo years, NSA has been working together with
the SCEs to foster communications with the SCEs’ par-
ent services who manage the respective service 1W pro-
grams. In addition. non-intelligeoce agencies and
depanments of the UI.S. Government are involved with
the brosder policy aspecis of IW and musi also
be coasulied.

i@l here is an expanded need for cross-orga-
nizational communications internal o NSA, 100. While
there is some overlap between organizations working on
GNI with those working on [W, this overlag is not total.
Trere is a continving need for manngers and technical
leaders to ensure they maintain awarencss of what oth.
ers are doing and communicate to other organizations
the projects and activities underway in their own argani-
zation. This way, cross-fertilization of ideas can take
place that will help both the GN{ and IW efforis.

Compartmentation

ngEmEaEa\W hilc the mutually bencficinl necds for
greater teaming and better communications are clear, it
is also true that much of the detailed work being donc in
GNI and IW Is and will remain companmented. Some
INSA professionals complain about this and use it as an
excuse: others may deny the need for companmentation
at all. Like many otber facts of life, however, the need
for companmentation of GN1 acoess methods and 1W

btk A M biiiibistbidiliiafei b
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techniques must be accepted. Maay of these metbods
and techniques ate among the most (ragile aclivities in
the U.S. Goverament and must be protected. This need
for compantmentation is unlikely to change.

wiSEeE@Sy Howeves, much can siill be done 10
improve NSA's overall capabilitics despite nocessary
companimentation. For example, sofiware and engi-
neering specialists working on a wechnology for GNI
SIGINT colicction purposes may discover a techaique
that oould be used to disable a target comsnunications
system and, therefore, be a useful tool for Informatinn
Warfare. Similarly, analysts may identify a potential
weakness in a U.S. communications system; this knowl-
edpe moy then be used by the DI to develop additional
secority messures. [n the past, mamgers may have dis-
couraged any further pursuit of the non-SIGINT or
INFOSEC aspects of their employees’ activities. Nuw,
though, these managers have a respansibility 1o find out
(by contacting the NSA Informatiny Warfare policy
staff in DP or the Information Warfare Cenler in G
Group or the DI Information Warfare Special Program
Office in V) whether the techniques identified by their
workforce is of polcntial value to NSA's IW effort. In
this way, work that begins as non-comparimented, or
compastmented for a different reason, can be applied to
mose than one scl of activities. It is thisx “dual-use”
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approach that defines the essence of NSA's Information
Warfare effort.

mim@@mNSA's fulute is heavily dependent on
how we a3 an Agency respond to the challenges of GNI
and TW, So far, our c¢fforts have heen productive und un
track. More work neceds lo be done, however especially
in ke crom-over areas of techinology developrient that
will serve hoth GNI and IW, in SIGINT as well as 1n
INFOSEC. Teaming and communicalions are the eriti.
cal success factoms. The high caliber of NSA's techaical
workloree will allow the Agency to meet these chal-
lenges. But it will take all our technical creativity and
perseverance as well as unprecedented collabonlion o
ensuze NSA performs with the samce credibility and leve
s of cxcellence in these pew areas &3 we have in

the pasl.
(U) This ariicle has benefiticd from comments by

[Responsibitity Jor ihe opentons

.and judgments expressed, henvever, rests with the author,;
‘based on s eapenience as Chairman of the NSA GNI
Excanive Steering Commitiee and as Evseutnve Secre-
r&.r)' of the NSA informarion Warfare Steering Group.
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