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March 18,2001 2:33 PM

TO: Marty Hoffmann
FROM:  Donald Rumsfeld" |

SUBJECT: Pat O’Brien

Here is a terrific guy, Pat O’Brien, who indicated he would be willing to do
something on a pro bono basis. You might want to keep that in mind.

He is a good lawyer and a good friend.

Attach.
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MAYER, BROWN & PLATT

190 SOUTH LA SALLE STREET

CHICAGO, ILLINOLS 60603-3441

PATRICK W. O’'BRIEN MAN TELESHONE
DIRECT DHAL {312} 701-7072 3 2-782-0800
DIRECT Fax (312} 708-88085 MAIN FAX
pobrien@mayarbrown.com 3N2-701-7701

March 14, 2001

(b)(6)

Dear Don and Joyce:

Thank you very much for sending me your new Washington address. 1 have been
intending to drop you a congratulatory note but [ wasn’t sure that such a note would make its
way through the Pentagon ladder of command.

Now to the congratulations - to both of you for agreeing to help keep the Republic
ticking and safe. [ include both of you in the congratulations because — in ways Hilly and Bill
don’t even begin to consider — a major office holder cannot really function without the support
of the proper type of spouse.

[ note, Don, that your current pictures reveal a Don Rumsfeld remarkably similar to‘ the
Navy photo used in your first run for political office which inspired the Evanston Republican
Old Guard to dub you Captain Midnight.

As you can see from the letterhead, 1 am still with the law firm I have been with since
September of ‘53. My job title is “Senior Counsel”. This means I have an office to come to and
office support, including the young lady who typed this letter, but I don’t have to do anything.
‘What [ do do is teach triai lawycring, judge moot court triais, try an occasional pro bono case
and give senior counseling to those who need it regardless of whether they have asked for it.

[f it should ever occur to you that there is something pro bono and short lived that |
someone like me might be able to help you with, don’t hesitate to call. I was in Air Force JAG
for two years (195 1 -1953) and was “Chief, Military Justice, Headquarters Northeast Air
Command which consisted of Newfoundland, Labrador, Greenland and certain secret North Pole
ice islands. I was surrounded by people preparing for World War 111. Since then I have been
dealing with disputes of all kinds in all kinds of courts.

CHICAGO CHARLOTTE COLOGNE HOUSTON LONDON LOS ANGELES NEW YORK PARIS WASHINGTON
INDEPENDENT MEXICO CMY CORRESPONDENT: JAUREGUIL. NAVARRETE, NADER Y ROJAS |
8879761 | 31401 1129C 42007326
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MAYER, BROWN & PLATT

Mr. and Mrs. Donald Rumsfeld
March 14, 2001
Page 2

On the personal side.|(?)(6)

(b)(6)

Singerely,

Patrick W. O’Brien

PO’B/pat

EBTOTS 1131401 1129C 42007136
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TO:

FROM;

SUBJECT: Your Suggestion

(b)(6)

\
%

October 15,2001 11:08 AM

Donaid Rumsfeld/‘)\

Thanks for your note of 9/25. It is a good idea. I am not dictating, but [ am

making some notes. I’ll think about trying to convert.
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DR SECDEF HASSE‘\

0CT 15 2001
Somc ycars ago, someone (maybe Muggy Hoffmann?)

suggested you keep a diary. You did for awhile, and I have it
in the safe.

This is an outrageous thing to suggest, but since 1 spend time
archiving now, it camc to mc that this would also be a good
time for you to dictatc maybe two minutes each night your
personal impressions and feelings of the day.

You could keep a Dictaphone on your night table and record

your thoughts at day’s end. When the tapc is full, you could

scnd it to me for transcription, and I could keep your notes in
the safe.

It would also help when you write your (someday) book.

Just a thought.
NP
9/25/01

P.S. Thanks for your note. It mcant the world.
M

P
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»\/\
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TO: Steve Cambone v
Paul Gebhard

oo FAXED 4o p ot A

FROM: Donald Rumsfeldw

DATE: March 20, 2001

SUBJECT: Defense Budget

Do we have a group working on the number of things we would like to try to
move out of the defense budget, such as research on things that don’t have

anything to do with the Pentagon, and the maritime item that was passed over to
DOD by OMB?

i
ggg‘g? P \//A/( \\&//
| )~

o

11-L-0559/0SD/6



snowflake

SECRETARY OF DEFENSE MEMO

e
February 5,2001 6:38 PM
TO: Bill Schneider, Dov Zakheim, Paul Wolfowitz and Steve Cambone
FROM: Donald Rumsfeld‘?
/ (2t
SUBJECT: Budget
Attached are the remarks that were made by Vice President Cheney and President
Bush at a veteran’s event on J anuary 19", 1 think you ought to read them, and I
think they could be helpful in thinking through our budget issues.
Attachment
DR:dh
02050 1-25
~~
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President George W. Bush and Vice President Dick Cheney
at the Salute to Heroes
Reception, Banquet and Ball
Capital Hilton
Jan. 20, 2001

American Forces Press Service Transcript
VP CHENEY:

Lynne and I are delighted to be here tonight. By tradition, this is always the first event the
president and vice president visit before we begin the round of inaugural balls and that’s
for a very goad reason. That+s because of the enormous obligation and debt that we have
to all of you who served in the U.S. military, veterans as well as the Medal of Honor
winners (recipients) that are here tonight. On behalf of Lynne and myself, let me thank
you for what you've done for all of us.

And now it’s my great privilege to introduce to all of you the 43rd President of the United
States, .George W. Bush.

PRESIDENT BUSH:

Mr. Vice President, thank you for the introduction. I’m told that it is a tradition that
before the president and vice president goes on to the inaugural balls, they stopped at the
veterans dinner and it’s right that it be that way.

The inaugural. balls are a reflection of the wonderful freedoms we have in America. The
free transfer of power that took place today. This is a free land, however, it would not
have been free necessarily without the sacrifice of the men and women who have worn
our uniform.

It makes good sense to start here. I'm honored to be with the soon-to-be head of the
Veterans Affairs Department, Tony Frincipi. He understands that a promise made will be
a promise kept to the men and women who wear the uniform, I wanted to be here with
the leaders of our military branches -- fine men who lead some of the finest citizens

anywhere in the world.

Their mission and our mission is to keep the peace and the way to do so is to make sure
our military is highly trained and well paid. And to make sure that the mission of the
military is focused and it’s focused on this, that our job, those of us in the chain of
command, will make sure that our soldiers are fully prepared to fight and win war, and
therefore, prevent war from happening in the first place,

And so today as the president and therefore as the commaander in chicf, what an honor
and what a duty. I look forward to that honor and duty with pride. It’s an honor to be here.
God Bless what you all have done for America and God Bless America.

11-L-0559/0SD/8




thﬂkntthgeik@Buﬂ%amdVﬁmlﬁeﬂdmﬂlﬁbk(%enqy
at the Vice President’s Salute to Veterans
al the George Washington University Smith Center
Jan. 19, 2001

American Forces Press Service Transcript
VP CHENEY:

Let me say what a pleasure it is to be here today, to note
the presence of so many distinguished Americans. I see my
old friend Gen. Colin Powell, Mr. Secretary. My former
bass , Den Rumsfeld, Mr. Secretary. I think in those two men
America's going to have a great national security team,

I also note the presence of my two former colleagues John
McCain -- John it's great to have you here today -- and
also Bill Cohen, current secretary of Defense, Bill, and
the chairman of the Joint Chiefs, Gen. Shelton, Good to see
you general .

Lynne and I appreciate very much the tremendous turnout
this afternoon. By tradition, the events of this week are
to include a salute to the incoming vice president. Far
better, I thought, for the incoming vice president to offer
a salute of his own.

So we're here today toexpress our gratitude to our
veterans, to show our pride in our armed forces and to
celebrate the event we've all been waiting for, the
inauguration of a new commander in chief. I also want to
note the presence of some distinguished guests that others
have mentioned before me.

The presidency and the vice presidency may be the highest
offices in the land, but there is aneven greater
distinction that our- country bestows -- the Medal of Honor,
It is the highest award for valor in action against an
enemy fOrce. Only 150 living Americans wear the Medal of
Honor. When you meet one of them, remember the moment. For
you have just met one of the bravest men in our nation's

history.

One hundred and one of these gentlemen are here with us
this very afternoon. Let's give them a fitting welcome.

11-L-0559/0SD/9




It was 12 years ago, serving as a member of Congress that I
received a call from the new president asking me to serve
as secretary of defense. Taking the job meant assuming
responsibility for the well being of millions of men and
women in the military. I accepted without hesitation and
thus began the most rewarding years of my public life.

As secretary of defense you hold a civilian post, but your
daily life is bound up with those who wear the uniform. The
caliber of these men and women, the sacrifices they make,
the duties they carry, and the code they live by -- every
day you're reminded of these. Every day you're reminded of
what they give to us and of how much we owe them in return.

We've heard today some of the ways that American service
men have touched peoples' lives around the world, These
stories capture a great truth. For all its size and
discipline and immense power, our military's real strength
has always been, and will always be, in the character of
those who serve."

Stephen Ambrose has written about the world of a little
more than a half century ago, the world that Bob Dole spoke
of . In that time, in many parts of Europe: and Asia during
world War II, the sight of a group of soldiers would strike
terror into the heart of a civilian. Armed troops almost
always meant destruction or terror or death.

But if they were American troops, the civilian had nothing
to fear, As Ambrose explains, those G.I.s meant candy, and
cigarettes, and C-rations and freedom. We had sent our best
young men halfway around the world, not to conquer, not to
terrorize but to liberate. So it has always been for the

American military,

We are a peaceful nation. Our people are reluctant
warriors. We take up arms only teo protect our country, to
throw back tyranny and to defend the cause of freedom. At
times the price has run high and never higher than in the
last century with so many conflicts, world wars, Asian
wars, the Cold War, the Gulf War.

Veterans from all these periods are with us today, Some
served for a few years, others for long careers. Some were
called to the front lines of battle. Others had duties
closer to home:. But all had these things in common.

11-L-0559/0SD/10




In our country's hour of need, they answered. They gave
America the best years of their lives and they stood ready
to give life itself.

It is sometime said that heroes are hard to find, But I
never heard that said around the Pentagon. Those who would
understand the meaning of duty, and honor and country, need
look no further than the nearest veteran of America's armed
forces.

Today, we also remember those who are not so near, those
who never came home, those whose fate is still
undetermined. We honor the memory of the fallen soldier. We
have not forgotten the missing soldier and we pledge to
their families our best efforts at the fullest possible
accounting.

On this day in 1981, the, city of Washington was preparing
to welcome a man who is in the thoughts of all of us today,
President Ronald Reagan. His inauguration marked a new era
of purpose and pride for the United States and for the
armed forces.

President-elect Bush and I hope the samemight be said of
our administration and the era that begins tomorrow at
noon. Of the many duties he and I are about to assume, none
is greater than preparing our military for the challenges
and the dangers to come.

We will give them training that is thorough and missions
that are clear. We will give them the kind of military
where men and women are proud to serve and proud to stay.
We will give them the respect they have earned and the
support they deserve,

All of this begins in less than 24 hours, when the chief
justice administers the oath of office to the man I now
present, the 43rd president of the United States, George W.

Bush."

PRESIDENT BUSH:

I'm certainly glad the vice president-to-be invited me. It
does not surprise me, however, that he turned his tribute,
or a tribute that was supposed to be to him, to honor
somebody else. That's why I picked him to be the vice
president, He is a decent, honorable man.

11-L-0559/0SD/11




I am so pleased to see Secretary of Defense Cohen. Thank
you so much far coming. I'm honored you're here. Secretary
welcomed Dick and myself and a couple other notables over
to the defense department the other day and he did so with
grace. For that we're very grateful, sir.

I'm so glad to see Bob Dole. What a good man. Of all the
nntables here, I don't know why I picked you out except you
always make me smile when I think about you. What a great
man . And thank you for your service in building a memorial
to the World war II vets.

It's good to see members of the United States Senate here -
- Senator Inouye, and of course, my friend Senator McCain.

Senator McCain is a pretty tough competitor. He brings the

best out in people, if you know what I mean.

But I look forward to working with both members of the
Senate and the members of the United States Congress who
are here as well. Thank you for coming.

It's something to be in the midst of heroes, But it's
important that a president-to-be and vice president-to-be
do so because it reminds us of the greatness of our
country. It reminds us of the fact that there are thousands
of Americans who when called are willing to serve a cause
greater than self. What an honor to be here."

It's a particular honor to be here with recipients of the
Medal of Honor. Great heroes of the American scene.
Americans who define the character of America, remind us
that we must never forget our history,

Soon, a new administration will be taking office in
Washington and we'll have the responsibility for keeping
the peace, for making the world more. peaceful. It begins by
first having a national security team, I believe, in all
due respect to other presidents -- one whom I happen to
know quite well -- that I believe the national security
team I put together is the best in our nation's history,
led by Colin Powell and Don Rumsfeld.

I look forward to hearing their opinions. I look forward to

their advice, I look forward to doing what is right to make
the world more peaceful. This is an administration which

' 11-L-0559/0SD/12




understands though, that in order toe keep the peace our
military must be strong, morale must be high.

We will make sure our soldiers are well paid and well
housed. We will make sure our soldiers are. well trained.
I'm so glad to see general officers here of our military,
because I want to say this laud and clear as I can. The
mission of the United States military will be to have a
military prepared and trained and ready to fight and win
war, and therefore prevent war from happening in the first
place.

In order to make sure that morale is high with those who
wear the uniform today we must keep our commitment to those
who wore the uniform in the past. I have picked a really
good man to head the veterans' department in Tony Principi.
We will make sure promises made to our veterans will be
promises kept.

In less than 24 hours I have the highest honor and that's
to become the commander in chief of the greatest nation in
the world. I accept that honor with pride, I accept that
honor with purpose. Thank you for having me. God bless

America.

HHEND##

11-L-0559/0SD/13
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SECRETARY OF DEFENSE MEMO

. February §,2001 6:37 PM

TO: Frank Kramer, Admiral Quigley, Bill Schneider, Col. Byrd
FROM: Donald Rumsfeld 7))

SUBJECT: Thank You Notes for Wehrkunde

Please draft up any thank you notes that I ought to send to people in connection
with the Wehrkunde trip. Thank you.

DR:dh
020501-39
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THE SECRETARY OF DEFENSE
WASHINGTON

FEB2 02080

The Honorable Rudolf Scharping
Federal Minister of Defense
Federal Ministry of Defense
D-11055 Berlin

Germany

ACSs S

Dear Mr. Minister:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy. I appreciated
both your hospitality and the opportunity to exchange
initial views on security issues.

I look forward to our cooperation as we address
the important issues ahead.

Sincerely,

;‘) 51( % \)//

'U03396 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

FEB 2 n 20}

His Excellency Gerhard Schroeder

Chancellor of the Federal Republic of Germany
Bundeskanzleramt

Schlossplatz 1

D-10178 Berlin

Germany

Dear Mr. Chancellor:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy. I appreciated
both your hospitality and the opportunity to exchange
views on security issues of mutual interest.

NATO remains the heart of European security.
The U.S. government values the close cooperation
among the Allies. We will fully consult our Allies and
friends on important issues as we go forward.

I look forward to our continued cooperation,
Sincerely,

4

uo339é6 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

. FEB2 2 268

Mr. Robert Boechme
U.S., Consulate General
Koenigstrasse 5
D-80539 Munich
Germany

Dear CG Boehme:

It was a pleasure to meet you at the recent
Munich Conference on Security Policy. The work of
your staff on the ground in Munich was excellent.

I would like to extend my thanks to you, as
well as your political officer, Mr. Ted Tanoue, and
administrative officer, Mr. Jeff Cellars.

Thanks so much.

Sincerely,

uo339é6 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

FEBZ 0 2

Dr. h.c. Horst Teltschik
Chairman, Board of Directors
Herbert Quandt Foundation
Hanuer Strasse 46

D-80788 Munich

Germany

Dear Dr. Teltschik:

Thank you for the opportunity to participate in
the 37" Munich Conference on Security Policy and for
assembling another outstanding conference. 1 found it
important to take part in this event, even under the
extraordinary time constraints of the first days of the
new Administration.

Thank you again, and best wishes for continued

success.
Sincer7

U03396 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

FEB 2 0 2001

The Right Honourable Geoffrey Hoon
Secretary of State for Defence
Ministry of Defence, Whitehall
London SW1A2H

United Kingdom

Dear Secretary of State Hoon:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy. I appreciated
the opportunity to develop our working relationship,
which began with your warm wishes upon my
nomination in December 2000.

It remains true that no European country has
been a greater friend to the United States than the UK.
Your support for reviewing current force levels in the
Balkans is appreciated.

I look forward to continuing our discussion on
these and other issues when you visit Washington next
month.

U0339¢ /01
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THE SECRETARY OF DEFENSE
WASHINGTON

FER 2 . M

The Honorable Sergio Mattarella
Minister of Defense

Republic of Italy

Rome, Italy

Dear Mr. Minister:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy. I was struck
by the similarity in our approaches to European
security.

We clearly have strong mutual interests in
enhancing Europe’s defense capabilities and
preserving the integrity of NATO as the primary
instrument of transatlantic security. I welcomed your
statements on the importance of maintaining NATO’s
centrality, avoiding unnecessary duplication, and
creating an inclusive relationship between NATO and
the European Union. Your support of the U.S.
proposal for a joint NATO-EU defense planning
process is particularly appreciated.

Italy is an important and valued ally. I look
forward to our continued cooperation.

Sincerely,

T ;i ——Z”

U03396 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

FEB2 02081

Honorable Alain Richard
Minister of Defense
Ministry of Defense

14 Rue St. Dominique
00450 Armees

Paris, France

Dear Mr. Minister:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy. I appreciated
the opportunity to continue the dialogue we began
earlier in the week on the telephone.

I look forward to our continued cooperation, as
we address these and other European security issues in
the future. ,

Sincerely,

Py

uUo3396 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

FEB2 0 2081

The Right Honourable the Lord
Robertson of Port Ellen, PC

Secretary General

North Atlantic Treaty Organization

Boulevard Leopold III

1110 Brussels

Belgium

Dear Lord Robertson:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy. I appreciated
the opportunity to exchange views on European
security.

We have strong mutual interests in enhancing
NATO’s defense capabilities and preserving the
integrity of NATO as the primary instrument of
transatlantic security.

I look forward to our continued cooperation, as
we address these and other issues in the future.

U0O339é6 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

FEB2 0 20011

Mr. Javier Solana

Secretary General, Council of the European Union
Justus Lipsius Building

Rue de la Loi175

1048 Brussels

Belgium

Dear Mr. Secretary General:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy.

[ appreciated our visit. I, too, am a strong
supporter of NATO.

I look forward to meeting with you in the future
to continue our dialogue on European security.

Sincerely,

U03396 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

FEB 2 0 2009

3

His Excellency Tony Tan
Deputy Prime Minister
Ministry of Defense
Republic of Singapore

Dear Mr. Minister:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy. I appreciated
the opportunity to establish our working relationship,
which began with your warm wishes upon my
confirmation as Secretary of Defense in January.

We clearly have mutual interests in maintaining
strong bilateral ties. We consider the building of the
carrier-capable Changi Pier a clear indication of this
support. We especially appreciate your support of the
U.S. forces permanently stationed in Singapore.

I look forward to our continued cooperation, as
we discuss these and other topics in the future.

Sincerely,

Y/ o

11-L-0559/0SD/24




THE SECRETARY OF.DEFENSE
WASH | NGTON

ANk

His Excellency

Brajesh Mishra

Principal Secretary to the Prime Minister
Government of India

New Delhi 110 021

Dear Mr. Ambassador:

It was a pleasure to meet with you at the recent
Munich Conference on Security Policy. I appreciated
the opportunity to establish our working relationship.

India and the U.S. have major interests in
common. I look forward to working with you in
support of these interests. While I understand you
have some concerns about our plans for missile
defense, we welcome discussions toward a shared
U.S.-Indian understanding of this issue.

I look forward to our continued cooperation, as
we discuss these and other topics in the future.

Sincerely,

¢

Uuo>3396 /01
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THE SECRETARY OF DEFENSE
WASHINGTON

Dy ¢ T

General Gregory S. Martin, USAF |
Commander, United States Air Forces in Europe |
Unit 3050, Box 1

APO AE 09094-0501

Dear General Martin:

Let me again express my disappointment at not
being able to meet the men and women of the 52™
Fighter Wing at Spangdahlem. These visits are
important to me as they provide an opportunity to
personally thank the service members for their
dedication to our country.

Please extend my appreciation to the individuals
who worked so diligently to prepare the visit. I regret
the inconvenience my cancellation caused and look
forward to an opportunity to visit in the future.

Sincerely, -

D )

1 U0339¢ /0t
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THE SECRETARY OF DEFENSE
WASHINGTON

-~ ‘\]6

Lt

]
ball
s

)

Brigadier General Donald J. Hoffman, USAF
Commander, 52* Fighter Wing

Unit 3680, Box 190

APO AE 09126-0190

Dear General Hoffman:

Let me again express my disappointment at not
being able to meet the men and women of the 52™
Fighter Wing at Spangdahlem. These visits are
important to me as they provide an opportunity to
personally thank the service members for their
dedication to our country.

Please extend my appreciation to Colonels Mike
Beard and John Watkins, Captains Dan Beard and
Glen Roberts, and the rest of your staff who worked so
diligently to prepare the visit.

I regret the inconvenience my cancellation
caused and look forward to an opportunity to visit
‘Team Eifel’ in the future.

Sincerely,

U03396

|
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SECRETARY OF DEFENSE MEMO

February 6,2001 11:38 AM

snowflake
TO: Dov Zakheim

FROM: Donald Rumsfcldg’]

SUBJECT: Senator “Reed”

You mentioned to me that you had talked to Senator Reed. There are two Senators
named Reed/Reid. Which one did you talk you?

DR:dh
020601-6

uo2328 /01
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snowflake

SECRETARY OF DEFENSE MEMO

February 12,2001  2:33 PM

S\
L\
TO: Marty Hoffman <
&
FROM: Donald Rumsfeld &
<
SUBJECT: DACOWITS §
(%)
I would like to consider Marcia Littlejohn for the DACOWITS board.
DR:dh
021201-13
***************#*************************************************
DATE/TIME:
REPLY TO THE SECRETARY OF DEFENSE:
N
‘&‘
Q
~
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snowflake

SECRETARY OF DEFENSE MEMO

February 12,2001 2:42 PM

TO: Marty Hoffman
FROM: Donald Rumsfeld

SUBJECT: Personnel

I think it is important that I start seeing clusters of candidates. I am seeing so
many people on so many different things that if we go a week or two or three
between me seeing various candidates for one specific job, there’s no way I can
compare them. I need to see them in the same day or the same two days. Thanks.

DR:dh
021201-15
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DATE/TIME:

REPLY TO THE SECRETARY OF DEFENSE:

U028 44
11-L-0559/0SD/30

/01

Z0 057

/0 927/




SECRETARY OF DEFENSE MEMO

February 12,2001 5:14 PM

TO: Marty Hoffman

FROM: Donald Rumsfeld

SUBJECT: Names sent by Secretary Martinez

Those names from Mel Martinez were sent overbecause I called him and

personally requested that he give us some Hispanic names. They look like some
good ones to me. Let’s make sure we look hard at them. Thanks.

DR:dh
021201-42

#**#&‘********************#*#****#**************#*****************

DATE/TIME.:

REPLY TO THE SECRETARY OF DEFENSE:

008
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snowflake

SECRETARY OF DEFENSE MEMO

February 13,2001 7:34 AM

TO: Steve Cambone ol
/f/“‘.a‘ ——-“u"’/\gl

FROM: Donald Rumsfeld

SUBJECT: Prison-made Materials / i ’“ ‘ A,.

Have someone find out something about prison-made materials. Qne of the

congressman on the trip raised the issue with me, and it is called something like 2wy
“mandated source,” things made by prisoners, Congressman McCullough (sp.?)

was very much for it, and this congressman was against it.

Lt/ _
A Cuiell) L K Hlon
DR:dh Col. Cribis.

021301-8
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DATE/TIME: 2
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SECRETARY OF DEFENSE MEMO

February19,2001 8:01 AM

TO: Marty Hoffmann
FROM: Donald Rumsfeld

SUBJECT: Phil Major

We’ve got to take a quick look at Phil Major, who is an executive VP of IDA. We
need to check with Larry Welch with the thought that he could do PA&E.

DHR:dh
021901-1
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SECRETARY OF DEFENSE MEMO

February19,2001 8:06 AM

TO:

Marty Hoffmann

FROM: Donald Rumsfeld

SUBJECT: John Levy’s Recommendation

John Levy, Ed Levy’s son, recommended someone for the Pe

remember who that is?

DHR:dh
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— SECRETARY OF DEFENSE MEMO
February 19,2001 10:43 AM

W

W
TO: Paul Wolfowitz %]
FROM:  Donald Rumsfeld %
SUBJECT: Author
I would like to meet the fellow you said who wrote that paper. I think his name
was Lane? Thanks.
DHR:dh
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REPLY TO THE SECRETARY OF DEFENSE:
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SECRETARY OF DEFENSE MEMO

February 19,2001 10:43 AM

TO: Rich Haver
FROM: Donald Rumsfeld

SUBJECT: Interview w/Hayden

Take a look at this interview with Mike Hayden and tell me what you think about
this,

Attachment .
DHR:dh
021901-12
*****************************************************************
DATE/TIME:
REPLY TO THE SECRETARY OF DEFENSE:
UQ3284 /01
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here are such close quarters in that area that when anyone needs to walk by you, you have to, you know,
maye aside. It contains a lot of equipment. It’s the hub of the contyg] of the ship,

~~ GJELTEN«Navy officials are not releasing the names of the civilians w6 were aboard the Greeneville last
Friday, citing priyacy concerns. They insist there’s no reason to comefude the visitors contributed to the
accident. Controllifgthe helm is a relatively simple task on g s6bmarine, often assigned to an
inexperienced crew memyber. Captain Tom Kyle (sp), Depufy chief of staff of the U.S. Pacific Fleet, last

night emphasized that visitors gitting at the controls pPthe Greeneville would hardly have been responsible
for the ship’s actions. :

CAPT. TOM KYLE [U.S. Pacific Fleet[3¥{there were civilians on watch or standing at any of these
stations on the ship, they were under th€ dirétt.gontrol of a qualified military submarine person. So that
that person, that military person copdld take controhQf any action that was initiated by a civilian.

GJELTEN: Still, neither th¢'Navy, nor the NTSB investigtars have come up with an explanation for why
the Greeneville collided‘with the Japancse vessel. Today, a Peritaggn official said the Navy’s own
investigation could.fossibly lead to criminal charges being filed agaihst.the commander or other crew
members if there'is evidence of negligence. '

Tom Gjeften, NPR News, Washington.

60 MINUTES II CBS TV

~ 9:00 PM FEBRUARY 13, 2001

Interview with NSA Director Gen. Mike Hayden

SCOTT PELLEY, co-host: How strong is America’s national security? We have a sobering answer tonight
from a man who knows. The head of the National security Agency admits that we’re at risk and terrorists
like Osama bin Laden may have some advantages. That sort of candor is unprecedented and so is what
you’re about to see--the inner workings of the most secretive spy agency in the world, a place where news
cameras have never been permitted until our national security correspondent David Martin got inside.

DAVID MARTIN reporting: If you think the CIA is this country’s biggest, most powerful spy agency, think
again. The biggest by far, twice as big as the CIA, is the National Security Agency, which eavesdrops on
communications all over the world. A phone call intercepted by NSA is often the first warning a terrorist
like Osama bin Laden is planning an attack against Americans. To find that one threatening phone call or
fax or e-mail or radio transmission, among the billions being made each day, NSA relies on rooms full of
supercomputers. But the NSA has fallen on hard times and in many ways is facing a national security
nightmare. One example, the night General Mike Hayden, the director of NSA, got a call from the agency’s
watch officer with the word that every single one of those computers had crashed.

Mr. MIKE HAYDEN: I went through a series of questions in kind of disbelief and think, ‘How many
. Computers are down?’ And the answer was, ‘All of them.’

(Footage of traffic; snowstorm; Hayden; woman)
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MARTIN: (Voiceover) It was January of 2000, and while much of the East Coast dug out from a surprise
snowstorm, Hayden went on closed circuit television to warn his work force what was at stake.

Gen. HAYDEN: I said, “This is secret,” OK? This cannot be the second half of a sentence that begins,
‘Honey, you won’t believe what happened to me at work today,” because the knowledge that we were down
would increase the risk significantly to Americans around the world.

MARTIN: The NSA was essentially brain dead.

Gen. HAYDEN: NSA headquarters was brain dead. We had some residual ability at our locations around
the world, but I don’t want to trivialize this. This was really bad.

(Footage of computers; Hayden; woman; NSA; acrial view of NSA; barbed wire; guard dog; man;
Director’s Suite)

MARTIN: (Voiceover) The computers were back up in three and a half days, but there was no denying the
enormity of what had happened or other problems Hayden had discovered when he took over NSA. But
before you can understand just much trouble NSA is in, you have to understand what it does. For five
decades that was next to impossible, because outsiders were almost never allowed inside this compound
surrounded by barbed wire and guard dogs. Too much secrecy was part of NSA's problem, Hayden
decided, so going public is part of his solution.

Gen. HAYDEN: You’re sitting in the headquarters, David, of a very powerful and a traditionally very
secret organization.

(Footage of listening post; map)

MARTIN: (Voiceover) An organization which operates listening posts all over the world. Simply put: You
eavesdrop on people’s communications.

Gen. HAYDEN: That would be simply put. It’s not the way--it--it’s not the phrase that we use. But again,
we’re involved in signals intelligence.

(Footage of signals intelligence; listening post; satellites; antennas)

MARTIN: (Voiceover) Here’s what signals intelligence looks like. The exact location of this listening post
is secret, but it is one of many intercepting radio transmissions, phone calls, e-mails and faxes. NSA
eavesdrops on the communications of both enemies and friends of the US, but Hayden will never tell you
exactly who all these antennas are listening to.

Gen. HAYDEN: If the target didn’t think he or she was communicating privately, they wouldn’t
communicate. And so the key to this business is actually doing what your adversary believes to be
impossible. '

(Footage of NSA's epicenter; flashing light; workers; Beraradino)

MARTIN: (Voiceover) This is the epicenter of NSA, a room so secret we were ordered to turn off our
“ microphones, And those lights are flashing to warn everyone we are in this inner sanctum. Intercepted
communications are funneled through this operations center 24 hours a day, seven days a week, under the
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direction of Richard Beraradino.

Mr. RICHARD BERARADINO: It’s quite frankly intelligence that’s flowing from the horse’s mouth, so to
~~ speak. :

MARTIN: The horse’s mouth being the adversary.

Mr. BERARADINO: Correct.

MARTIN: So you’re hearing, real time, what some of our adversaries are saying?

Mr. BERARADINO: Correct.

(Footage of man; text on screen; NSA workers at computer stations)

MARTIN: (Voiceover) For example, the actual conversations of Iraqi air defense gunners getting ready to
take a shot at an American plane are monitored and warnings are sent out via a top-secret chat room. This
is as close as you’ll ever get to what NSA really does.

Computerized Voice #1: Attention! Attention!

(Footage of man walking down hallway; entering a room)

MARTIN: (Voiceover) NSA has a gauntlet of security devices to keep outsiders out.

Unidentified Man #1: It’s a fingerprint identification system.

MARTIN: So instead of typing in your password...

Unidentified Man #1: Simply present your finger to gain access.

(Footage of scanner; man; picture of eyeball)

MARTIN: (Voiceover) There are scanners that recognize the eyeballs of those who work here...
Computerized Voice #2: Identity confirmed. Access granted.

(Footage of Martin at security scanner)

MARTIN: (Voiceover) . ..and screen out those who don’t.

Computerized Voice #3: Please move forward a little. Please move forward a little. We are sorry. You are
not identified.

(Footage of woman at keypad; woman cyberscanned)
MARTIN: (Voiceover) Office keys are never taken home; they’re issued by machine each morning.

“™ Unidentified Man #2: OK. Stand still.

40f19 ' 215001 8:17 AM
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MARTIN: (Voiceover) Some of what goes on here is straight out of a James Bond movie, This is called a
cyberscan.

(Footage of 3-D image)
Mr. DAVE MURLEY: (Voiceover) That actually generates a three-dimensional capture of her face.
(Footage of Q; Murley; Martin)

MARTIN: (Voiceover) There is even a real life Q named Dave Murley, who is searching for a foolproof
way of preventing imposters from logging on to NSA's computers.

Mr. MURLEY: Right now the system is locked so you can’t type anything on it. But as soon as I change to
a position where I would be using the system...

(Footage of circles around Murley's face on screen; Martin)

Mr. MURLEY: . ..you'll see the red circle came around my face. That indicated it found a face. Now there’s
a green one there. That indicates that it recognized my face.

MARTIN: And now you can type on the computer.

Mr. MURLEY: Now the computer is mine to do with what I wish.
(Footage of Martin at computer)

MARTIN: Right.

Mr. MURLEY: Now you can try to be me, and when you come into the...
MARTIN: Where am 1?

Mr. MURLEY: Just step in front of it. It has recognized that there is a face present, but it’s not my face and
you’re not allowed to use the computer.

MARTIN: Wrong face.

Mr. MURLEY: Wrong face.

(Footage of fake Dave)

MARTIN: (Voiceover) But what about a more clever imposter?

Mr. MURLEY: This was done by one of those companies that does masks for Hollywood. A number of
special techniques have been used to match the coloring and to produce material that looks a lot like flesh.
Now we’ll use the fake Dave to come in and try and enter the system.

(Footage of fake Dave on screen)

Mr. MURLEY:. And there you can see the fake Dave has been recognized as a face. It’s thrown the red
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circle around it, but the circle does not go green. And it does not recognize the fake Dave as the real Dave.
(Altered footage of government trash; man; recycled pulp; Vern Shifflett)

MARTIN: (Voiceover) At NSA, even the trash is a government secret. We had to alter these pictures to
prevent secret codes and frequencies from seeing the light of day. NSA has to get rid of 40,000 pounds of
classified documents each day, recycling them into pulp that is shipped off to become tissue paper.

Mr. VERN SHIFFLETT: We clean this out.

(Footage of Martin and Shifflett)

MARTIN: (Voiceover) Vern Shifflett makes sure no secret gets out of here alive.
Mr. SHIFFLETT: We call this non-qualified pulp.

MARTIN: I"d call it the dregs.

Mr. SHIFFLETT: Well, in our minds, it’s still classified material.

MARTIN: You’re kidding me now. This stuff is still classified?

Mr. SHIFFLETT: Right. It could just be one small portion in there.

(Footage of NSA employees)

MARTIN: (Voiceover) Until recently, NSA employees were forbidden to tell their neighbors, even their
families, what they did for a living. That kind of fanatical secrecy is one of the reasons the public almost
never finds out what NSA is up to.

NSA officials say that on any given day, the majority of intelligence that shows up in the president’s
morning briefing comes from here. If NSA is that important to what the president knows about the rest of
the world, then it might alarm you to learn that according to one classified report NSA is quite literally
going deaf. Hayden insists it’s not that bad, but he concedes his agency has a very big problem.

Gen. HAYDEN: We’re behind the curve in keeping up with the global telecommunications revolution.
Yes, we are.

(Footage of Hayden; Martin)

MARTIN: (Voiceover) NSA is now playing catch-up to Silicon Valley and all the cell phones and
computers that have proliferated around the world.

Gen. HAYDEN: In a previous world order, our primary adversary was the Soviet Union, an oligarchic,
slow-moving nation-state. Our adversary communications are now based upon the developmental cycle of
a global industry that is literally moving at the speed of light. Cell phones, encryption, fiber optic
communications, digital communications, it--it goes on and on. Just--just think of all the ways that you
and--and your viewers communicate, OK? Those are all available to people who would do harm to the
United States of America.

60of 19 215018:17 AM
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(Footage of bombed embassy; rescuers; Osama bin Laden; burning vehicle)

MARTIN: (Voiceover) Documents introduced at the trial of the four men accused of blowing up two

American embassies in Africa indicate NSA was monitoring Osama bin Laden’s satellite phone as he

allegedly directed preparations for the attack from his hiding place in Afghanistan. Even so, NSA was
unable to collect enough intelligence to stop it.

I think people have a hard time understanding why, if during the Cold War, you could stay either even or a
step ahead of the big, bad Soviet Union with all of its might why you can’t stay a step ahead of Osama bin
Laden?

Gen. HAYDEN: The Soviet Union, for its telecommunications, had to rely on those things the Soviet
Union built. Osama bin Laden has at his disposal the wealth of a $3-trillion-a-year telecommunications
industry that he can rely on.

MARTIN: He has better technology?

Gen. HAYDEN: That’s one. He has better technology available to him. I can’t get into operational details
about what it is we know or don’t know about him.

(Photo of Osama bin Laden; encrypted message; Zimmermann)
MARTIN: (Voiceover) It is NSA's nightmare--terrorists like Osama bin Laden using technology developed
right here in the United States to hide their plans to attack Americans. And here’s one way they could do it:

software developed by computer maverick Phil Zimmermann that uses encryption to make messages
unreadable.

Mr. PHIL ZIMMERMANN: This is some document, a technical document, that we want to encrypt before
we send it out on the Internet, and this is what it looks like encrypted.

(Footage of encrypted message; Zimmermann)

MARTIN: (Voiceover) Zimmermann calls his program Pretty Good Privacy. He distributes it for free on
the Internet so average citizens can protect themselves from surveillance of organizations like NSA.
Anyone can download it.

MARTIN: Good guys and bad guys.

Mr. ZIMMERMANN: That’s true. But I can’t think of a way of making it available to the good guys
without also making it available to the bad guys.

MARTIN: So a person who wants to protect their credit card number has the same access to Pretty Good
Privacy as a terrorist who’s plotting to kill Americans?

Mr. ZIMMERMANN: That’s true.
MARTIN: Does that bother you?

Mr. ZIMMERMANN: It bothers me a great deal, but I don’t know how to solve that problem.

215001 8:17 AV
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(Footage of fence; satellite; inside NSA; supercomputers)

MARTIN: (Voiceover) And neither does NSA. No organization has spent more time and money on
~~ breaking codes. After all, if you can’t break the code, there’s no point in intercepting the message, which is
- why NSA is armed with an arsenal of supercomputers, some of them capable of performing more than one
trillion operations per second to help decipher unreadable jumbles of letters and numbers,

NSA has always had state-of-the-art computers, but they were increasingly hard pressed to keep up with
the sheer volume of traffic. As the demands grew, the system was stretched thinner and thinner...

(Footage of supercomputers)

MARTIN: (Voiceover) . ..until finally, on that night in January of 2000, it crashed.

Gen. HAYDEN: We actually were down. We were dark. Our ability to process information was gone.
‘MARTIN: Was this the ultimate wake-up call?

Gen. HAYDEN: Of course. Of course.

(Footage of Hayden in his office)

MARTIN: (Voiceover) It wasn’t Hayden’s first wake-up call. When he became director two years ago, he
commissioned two studies of NSA and got back a scathing indictment of a stagnant and unwieldy

government bureaucracy. There is “confusion and paralysis,” the reports said. “We have run out of time.”

Some of these descriptions are descriptions of a dysfunctional agency. ‘Civilian personnel wrote their own
promotion reports and supervisors endorsed the reports, even if they did not agree.” Now that’s crazy.

Gen. HAYDEN: Yeah, | would agree with that.
(Footage of Hayden)

MARTIN: (Voiceover) Instead of hiding those problems--easy to do in a top-secret agency--Hayden made
sure those damning reports were posted on the Internet for all to see.

Gen. HAYDEN: I had these reports and they were almost like a license.
MARTIN: A license to break some china?

Gen. HAYDEN: Exactly. And--and I--I--David, I actually told the work force that, ‘We’re going to move.’
People had to understand that standing still was not going to be an option.

(Footage of building; vehicles traveling down street; workers; Hayden)

MARTIN: (Voiceover) The high walls that kept NSA's secrets safe for half a century also kept out the
innovative spirit of the information revolution, Now Mike Hayden is trying to stir up a revolution of his
own inside the least known, most powerful institution in America, and he has only one year left before his
“ tour of duty ends.
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Gen. HAYDEN: This isn’t about people doing bad things. This is about an agency that’s grown up in one
world, learned a way to succeed within that world and now finds itself in another world and it’s got to

change if it hopes to succeed in that second universe,
N

(Footage of 60 MINUTES II clock)

Announcer: (Voiceover) For the history of codes and code breaking from Mata Hani to the Cold War, log
on to cbs.com.
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FROM: Donald Rumsfeld

SUBJECT: Paper by Iain Duncan Smith

?505(ﬁg

Here’s a paper by Duncan Smith, MP. Why don’t we see if someone could check
the accuracy of the facts, If it is reasonably accurate, I want to circulate it to some
of the people on our team and then to Colin Powell and Condi Rice.

Attachment
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IAIN DUNCAN SMITH MP |

SHADOW SECRETARY OF STATE FOR |
DEFENCE

“The military threat, the EU’s political response
and a weakened NATO”

Wednesday 14™ February, 2001

at the
Heritage Foundation, Washington DC
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From 1946 until 1989 a clear, even static threat, easily defined in
both political and military terms, shaped all our thinking. The need
to defend against the threat was paramount and the terms of our
political debate for forty-three years were fashioned by it.

Western Europe has come a long way in the fifty-six years since
the end of the Second World War. Together with the US and =
Canada under the umbrella of NATO we have faced down the
threat from the Soviet Union and under NATO'’s protective shielp
have managed to establish democratic and stable nations, less
likely to go to war with each other than at any time in history.

It is not surprising that, conditioned by this battle-free war, th‘ie 1
West let out a collective sigh of relief when the Berlin Wall came |
down. Peoples, it was assumed, freed from the oppressive yoke 6f
the Cold War would be grateful and benign. It was, many believedji.
no longer likely that European nations would be troubled by tnfe

spectre of war again. 1

In the intervening years even though this belief was challenged
more and more, from the Gulf to the Balkans, politicians were )
reluctant to sit down and focus on the development of this pojstk
Soviet threat. They were too busy cashing in on the peace
dividend and did not want to be bothered by something $0
unnecessary as a threat assessment.
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Emerging Threats

However, history teaches us that threats to world stability are
geographically diffused and can emerge far quicker than

anticipated.

The proliferation of ballistic missiles, and the weapons of mass
destruction with which they are armed, is the most daunting threat
of modern times. Between 35 to 40 countries have some missile
capability, and according to a report from Britain's Lancaster
University, up to 18 have nuclear, chemical, or biological warheads
with which to arm them. Recent developments confirm these

previous estimates.

North Korea and Iran are among the countries currently seeking to
develop long-range ballistic missiles and weapons of mass
destruction.  Others have followed them. The ex-head of
UNSCOM, Richard Butler, makes it clear that despite the
sanctions engine Saddam Hussein has developed biological and
nuclear agents. Furthermore his effort to develop missiles has

progressed at a great pace as well.

Over the last year a number of countries have successfully tested
missiles — Iran test-fired its first solid-liquid fuel missile. The
missile, the Shahab-3D has a range of 810 miles.

3
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Syria also successfully tested first North Korean ground-to-grouncb
Scud D missile’, with a maximum range of about 600 km. Like thé
earlier models, the Scud D is capable of being armed witlp
chemical and biological warheads manufactured in Syria. Libya
has taken a delivery of a consignmeht of North Korean ballistic
missiles capable of hitting targets in Israel and NATO states ih
Southern Europe. ’

A series of recent flight-tests of the new Chinese Dong Feng 3fl
road-mobile intercontinental ballistic missile, with a range of abodt
8,000-10,000km, has shown that the Chinese programme is being
speeded up. |

The grim facts of the proliferation of missiles and weapons of mass
destruction (WMD) were soberly set-out by the Rumsfeld
Commission, and most recently by the US Defense Department
report, published at the beginning of January “Proliferation: Threat
and Response™

It noted:

‘At least 25 countries now possess or are in the process of
acquiring and developing capabilities to inflict ma#s
casualties and destruction: nuclear, biological and chemical
(NBC) weapons or the means to deliver them”. |

'Ha’aretz News, 25 Sep 00
2 January 2001
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These reports have clearly had a significant impact on attitudes in
Washington, but surprisingly have had little impact on opinion in
Europe. One and a half years ago, | spoke in Washington and
called for Europe to take this threat seriously. Yet, | am sad to say,
European leaders are resisting any calls for co-operation with the
United States to counter the threat.

Such growing weapons capability in itself is a cause of great
concern, yet when one considers to what degree that capability is
linked with areas of great political instability and tension one can
see how quickly these threats could develop. These weapons are
weapons as much of terror as war fighting weapons. The
possession of this capability could change the whole approach of
the West in handling threats to their interests.

Some argue that our massive nuclear deterrence would be
sufficient defence, ironically often the same people who opposed
our possession of it in the 60s, 70s and 80s. Not even a Saddam
Hussein, they point out, would risk such retaliation. Yet imagine
that the threat is made. The country threatened, perhaps in the
same region, may not be much reassured for they will realise they
will have to suffer the consequences of the initial strike. They méy
also question whether the UK or the USA would retaliate wilth
overwhelming force if their homeland is not targeted. Furthermore,
what if the threat was a chemical or biological one, not nuclea:r?
Are we certain that we would strike back with a massive nuclear
warhead? It is that marginal judgement which makes the threat

alone so destabilising to our allies and friends.
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To illustrate this, try to imagine what would have happened hab
Milosevic possessed such a weapon. Who would have laid money
on the Alliance holding together had Athens or Rome, for example,
been targeted? And would we have engaged with Iraq hajd
Saddam Hussein had this capability and threatened his
neighbours? This is not too far fetched. Remember Yugoslavia had
a well-developed nuclear programme and Serbia still possesseés
48 kg of weapons grade uranium. Furthermore links between
North Korea, Iraq and Serbia were developing very fast prior to
Milosevic's departure.

History teaches us that those who are not prepared to change in
response to new threats will soon find themselves overwhelmed. :
Although there are often dangers in overusing historical analysis |
nonetheless think that it is relevant here.” During 1930s the Britie%h
Government persuaded itself that ‘it would have up to ten years
warning of an emerging threat and thus would have enough time to
build up forces. The events of 1939/40 show how sugh
complacency almost ended in our defeat.

Given the nature of this growing threat, it is surely an ideal
opportunity to remodel the NATO alliance to better counter theée
threats rather than create new and duplicating structures. The
reshaping and rebuilding of military capability of European
members of NATO is vital — the poor quality of military capability
amongst nations of Europe has for far too long been unaddressed.

A start to this is for the nations of Europe to recognise the threat
and then join the United States in development of the relevant

'6
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defences. In short, to create a NATO based programme. The

alternative is to hope the problem will go away — sadly we know
where that sort of complacency got us in the 1930s.

Yet confronted by these threats, the last few years show that
Europe is not prepared to face this problem. Across the EU as a
whole, military spending is down by around 20 per cent compared
to the mid-nineties. For example Germany has cut its budget by
f 7.5 billion since 1995 — a reduction of 30 per cent. They are not
alone.

Ah! | anticipate some of you may say, isn’t the European Security
and Defence Policy, or as | prefer to call it the Euro Army, the wafy
to deal with this?

Regrettably, as | intend to show, it will become part of the problem
not part of the solution.

The Risks to NATO

There is a risk that competing priorities may come into play. Evel!’y
European member of NATO will have only one set of forces and
one defence budget, not one force and one budget for NATO and
another force and military budget for the EU.

If European nations, through the EU, are seen as having
autonomous and competing institutions, rather than integrated,
transparent and complementary ones, then NATO’s collective
security is likely to suffer. This will leave both North America and

7
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Europe relying on uncoordinated, inefficient and ad hoc response:s
to destabilizing threats.

There is also the risk that dual planning institutions will in turp
create new bureaucracies. We are already seeing this happer}.
And indeed Sir John Weston, Britain’s former ambassador tp

NATO, has described the new ESDP structures as bein
“excruciatingly bureaucratic” (Daily Telegraph 11 January 2001).

Nor is this an inclusive process. Non-EU members of NATO ~
such as Turkey, Norway, Poland, Hungary, the Czech Republi'c
and even Denmark (opted out) — are being discriminated against
and excluded from consideration. This is already risking division
and could lead to fragmentation and a loss of cohesion in thie
Alliance. The Turkish Government has been so concerned by
such developments that they have refused to agree that the EP
should have guaranteed access to NATO military planners when

conducting operations.

But above all, the new European force does not extend Western
Europe’s collective defence capability. It does not provide for ia
single new soldier or a single new bullet. All it does is to transfer
the chain of command from the national capitals to the EU and
armed forces from NATO to EU.

When the UK Chief of the Defence Staff, General Sir Charlgs
Guthrie, was recently asked whether he thought an EU Rapid

Reaction Force could ever be an effective fighting force, he

| 8
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replied: “Not within my lifetime, quite honestly.” (The Daily
Telegraph, 12 Feb. 2001)

Although some politicians insist that this force will be anchored tb
NATO and that it would enhance NATO, the problem is that the
Nice summit formalised a significant shift away from NATO. !

The Nice Summit

It is no good EU politicians now trying to deny that this EU defenc?e
force is not separate from NATO, and is simply there to enhance
the Alliance. The Nice summit produced concrete evidence of what
| consider to be a significant shift away from NATO.

The facts (from the Nice agreement) are these:

. The EU military forces are independent and autonomous
from NATO |

. The planning for many operations can and will be done
outside of NATO |

. It is the EU that will make the decision whether to conduct an
operation and only then might consult NATO (they are not
obliged to do so)

. The EU will retain full political and strategic control
throughout any operation (whether NATO is involved or not)
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It is worth quoting Annex 7, par. 3., of the Nice summit's Standing
Arrangements for Consultations and Cooperation between the EU
and NATO:

“Should the EU consider an in-depth study of a strategic option,
which calls for NATO... after the EU council has adopted ia
strategic option...the entire chain of command must remain undér
the political control and strategic direction of the EU throughout the
operation matter consultation between the twfo
organizations.. . NATO will be informed of the developments...” (p.

60)

| have seen in the newspapers that EU politicians insist that these
separate arrangements are only wanted by few, not by all, and that
they are even now being resisted. Yet, the Nice Treaty and the
military annexes were agreed by all without any dissenting voices.

Britain, for example, has announced its commitment to allocate at
least 12,500 men, 18 warships and 72 combat aircraft to this
organisation. Yet, this itself seems at odds with the constantly
stated point the ESDP is for low-level humanitarian, rescue and
peacekeeping tasks. If that is the case then | am not quite sure
what these men, ships and aircraft are for.

But anyway the real question is where are all these to come from.
These are no extra soldiers, ships or aircraft. They are all allocated
for national and NATO deployments and as such they are already
desperately overstretched. It is also apparent that this is the same
for every other nation that has signed up to this at Nice.

110
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Politics

So if it is not about seriously enhancing military capability it can
only be, yet again, about politics.

President Chirac says that the force is needed because “the
European Union cannot fully exist until it possesses an
autonomous defence capacity” [AFP, 29 May 1999]. His Minister
for Europe, Pierre Moscovici, sees the European defence initiative
as “the completion of the European project” adding, with admirable
frankness, that it will “bear France’s imprint”.[L'‘Express, 20 Jan
2000]). Germany’s Defence Minister, Rudolph Scharping, has
described it as “an important step in a new field of European
integration.”

The importance of the Euro Army project for the political leaders of
the EU cannot be underestimated. The latest comments by Mr
Solana, the EU Foreign and Security Policy High Representative,
illustrate this.

As recently as last month he warned that an NMD system
‘threatens the stability and cohesion of the Atlantic Alliance’ and
‘the climate in the world will become rougher’ (were NMD to be
deployed), while the ‘arms control agreed under the ABM Treaty ls
crucial to global security’. (Sueddeutsche Zeitung 15 Jan 01)

18!
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Last week, however, Mr Solana arrived to Washington stating!

!
‘The United States has right to deploy’ (missile defence)... and that
ABM Treaty ‘is not a Bible’ and could therefore be changed.

Whatever happened to all those European concerns over the U$
deployment of NMD? Are they now converts or is there something
else?

A simple answer lies in what has already been floated in Europe
as a potential and dangerous trade off. This ‘grand strategy’ where
the Europeans would agree to no longer complain about the U$
plans for a NMD system, but in return the United States should no
longer raise concerns over a European Army.

This sort of trade off is both cynical and destructive. For if one
analyses what is proposed, one quickly realises that it is the worst
of all solutions. We would be left with a Euro defence project,
separate from NATO, dividing the alliance and weakening itg
political as well as military resolve. At the same time the USA
would go ahead and deploy a defence system solely for itself
without any involvement from its NATO allies, rendering them
vulnerable. |

To cover this vulnerability in Europe different policy objectives
would rapidly emerge, separate to and divergent from the USA.
The strand of this can already be detected by some of the rhetoric
being used. For example the French Foreign Minster's comment
that the USA is a ‘hyperpower’ that needs to be counterbalanced.
The German Defence Minister, Rudolf Scharping, said as much

12
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when he noted: ‘As the European Union develops its security and
defense policy and becomes an independent actor, we must
determine our security policy with Russia, our biggest neighbour’.
(IHT, 12 Feb. 2001)

Progressively, European Union members of NATO will be under
pressure from the EU to arrive at a common position prior to NATO
meetings, a form of caucusing. This would develop into a
dangerous America vs. Europe confrontation, rendering NAT@
impotent.

NATO and the EU’s response

There is another way, and it is still not too late to pursue it. |
The test for NATO in the 21* century is the way in which the
Alliance responds to the proliferation of the weapons of mass
destruction and the means to deliver them.

This issue has the ability to either unite NATO or divide it.

The first requirement is that the growing threat from rogue nations
armed with weapons of mass destruction (WMD) needs to be
recognised. Here, in the United States you have already madeija
decision to develop and deploy some form of Ballistic Missile
Defence to deal with this threat. With the evidence now available
to us all, it seems implausible that similar conclusions cannot be
reached in the capitals of Europe as well. It would be dishonest,
even reckless, for the political leaders in Europe to do otherwise.
In UK criminal law recklessness implies consciously knowing of

3
11-L.-0559/0SD/58




risk and ignoring that risk. Yet, such recklessness at present
appears to be the chosen course.

Traditionally the United Kingdom would have acted to bridge the
current gap in opinions on each side of the Alliance, as we did with
the deployment of Cruise and Pershing in the 1980s. But the UK’s
support for the Euro Army, and its own equivocal stance on missile
defence, has seen the UK abrogate this role. |
In short the EU members have not just embarked on a defence
policy which will undermine the Atlantic Alliance, but are failing to
work with our American allies as they endeavour to respond to the

very real and growing threats.

Conclusion

Faced by this developing threat, it should be in the interest of
European nations to work with the USA to create a NATO base@
defence. The basis of such a programme would be to accept that
the imbalance in capability cannot be allowed to continue if NATO

is to remain viable.

It is ironic that when we look at this new Euro Army project we find
a plan for a force, separated from NATO, whose prime objective
seems to be the establishment of a European identity in defence
and uses the vehicle of the European Union to achieve it.

Any student of history would assume that this Euro defence project
was driven by an analysis of the threat. Yet when | read all the
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treaties signed from St Malo through to Nice, | cannot help askinfg
myself = if this is the answer, then what was the question.

Some obsessed by European political structures have spoken of
their ambitions for Europe as a superpower, others as a
superstate. However, future generations will have harsh words for
those whose ‘grand design’ of European integration became a
substitute for the defence of their peoples. They would of course
have a good reason — but by then it may be too late.
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SECRETARY OF DEFENSE MEMO

February 20,2001 7:11AM

TO: Marty Hoffman
FROM.: Donald Rumsfeld
SUBJECT: Additions to Policy List

Let’s add to the policy list Paula Dobriansky, Doug Paal and Carl Ford. They
were suggested by Rich Armitage.

DHR:dh
022001-2
******************#**********************************************
' DATE/TIME:
REPLY TO THE SECRETARY OF DEFENSE:
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SECRETARY OF DEFENSE MEMO

February 20,2001 7:21 AM

TO: Marty Hoffmann/RADM Quinn %
o
FROM:  Donald Rumsfel@_ v
o

SUBJECT: Low-Intensity Conflict Post r

If I am not mistaken there is a low-intensity conflict post here at the Pentagon 1

would like to know who is in it now. Someone ought to take a look at Brian

Jenkins and see if he is somebody we ought to think about bringing into the

government.
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SECRETARY OF DEFENSE MEMO

February 21,2001 6:14 AM

TO: Marty Hoffmann
FROM: Donald Rumsfeld

SUBJECT: Pension

See me about my government pension. I am told it stopped. Is that what is
supposed to happen?
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—~ SECRETARY OF DEFENSE MEMO
February 21,2001 9:10 AM
TO: Dr. Wolfowitz
Dr. Zakheim
Honorable Pete Aldridge
Dr. Cambone Et.}
Dr. Schneider QS
FROM: Donald Rumsfeld =
SUBJECT: Sean O’Keefe Memo
Attached is a memo that was given to me by Sean O’Keefe last month. He has
some interesting ideas. Why don’t you take a look at it, and then we can talk about
it. Thanks.
~
Attachment
DHR:dh
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Transition Agenda Thoughts
January4, 2001

Working Assumptions:

Leadership is sorely needed: Pursuit of the current national secutity agcnda and stratcgy
is either vacuous or bankrupt. There is no way to maintain the current agenda short of
adding $50 billion each year for the forcsecable future which would still result in doing
less with substantially more resources — nor would this be prudent. The corrent strategy
is not in concert with the present national security challenges. Thus, cven “fully funding”
the current strategy will yield a force and program structure which is expensive, but
unresponsive to the present global challenges.

Strategy review in 2001: 1t will take time to properly definc the altcrnative strategy. The
Bush-Cheney approach is to spend a good portion of 2001 conducting a strategy and
budget review which will be driven “lop-down.” Reconciling imbalancesbetween
defense and foreign assistancc resources will be only one of the elements of the review.
Within dcfensc, the challenge will be to yield an approach which re-balances the
procurement, R&D), and operations budgets across services and agencies, To be
successful, it has to be led by the Secretary of Defense, but conducted by a limited cohort
of OSD loyalists to assure that it’s focused and timely. ‘The earliest completion of this
review will contribute to its success — mid-summer 2001 if at all possible.

Planned QDR is a “non-starter ”: The current plans for the Quadrennial Defense Review
are internally driven. At best, the QDR will incorporate a “service-centric” focus which
will yield incremental, known solutions to pending issues. At worst, it. will provide grist
to litigate every decision made by the Clinton-Gore tcam that the institution doesn’t like,
It is unlikely to yield creative stratcgy alternatives, and may not even prove to be an
appropriate vehicle for a point of departure for the Bush-Cheney stratcgy review.

Amendment will be_forwarded by lute spring 2001: Tn order to slake out an agenda early
in the Bush-Cheney Administration before the comprehensive strategy and budget review
is complete, a budget amendment for defense will be required, Throughout the
campaign the Bush-Cheney team announced its intent to use this vehicle to incorporate
several key distinguishing features. The institution (the military services, et al) intend to
lobby for all its prioritics to be included in such an amendment. Short of well considered
guidance, this amendment could yicld a disparate collection of service priorities.

11-L-0559/0SD/65

1




wt
%

A transition strategy:

To avoid the institutional forces setting the agenda, to preserve options for the more
extensive strategy review, and 10 put a stuke in the ground with the spring budget N
amendment, the following six factors should be incorporated into the defense transition

plan, These six elements could form the basis ofinstitutional “guidancc™ and budget
amendmentguidelines.

While the incoming Administration may separately develop program or policy initiatives
which should be included in the amendment, the military services and DOD elements
could be restricted to these six areas for issues to include in the upcoming amendment.

Six clements of past & future orientation:

The six items represent three areas of focus to signal a clear break with the past strategy
framework and three areas which explore potential future parameters for the larger
strategy review focus. In all cascs, the results of the institutional consideration will
provide the new Administration team with valuable insights into the obstacles in
managing the Department toward new directions.

Three issuc to demonstrate a break from the past:

1) Reconfigure 20% of the R&D budget to C4ISR initiatives: The senior civilian and
military leadership have lamented the severe shortage of C4ISR related resources.
This approach would force a prioritization of initiatives, with a clear requirement to
make choices. There should be 3 clear prlonty for commercial approaches where
they exist. It could be left up to the scrvices, or led by the Chairman to select the
CA4ISR initiatives and to OSD to decide which elements of the current R&D program
will be diverted. The latter is preferable and more likely to include hard choices,

2) Pian to Competitively Ouisource 25% of the support establishment: 1t's commonly
held that competitive outsourcing will yield 30% savings over current cost
performance. Yet, the Department is unwilling to pursue these initiatives in earnest
for a variety of institutional reasons — most prominent of which is a conviction that
the initiative will be endorsed and the savings pocketed before any outsourcing is
actually undertaken. To break that bias, the outsourcing obiective should not include
an expected savings tarvet. This will signal the sincerity that the objective is
outsourcing and savings will be an attendant benefit. Whatever resultant savings
accrue can be plowed into the longer term strategy review and potentially finance
those priorities later.

|
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3) Base Closure/infrastructure realignment: The senior military lcadership has gotten \
religion that base closure will be the answer to long term resource prayers. No
amount of political cajoling however, will yield a new closure process. Therefore, 8
comprehensive list of base closure candidates should be prepared using the existing
authority and procedures. It’s a long, drawn out process which, in 1990, forced the
Congressional leadership to the negotiating table to find a better, more efficient, less
political method. Ten years later, the leverage may work again, but it has to begin
with a candidate list, At minimum, this action will demonstrate a willingness to carry
the standard and may well reveal the military leadership’s priorities. This presents a
real opportunity to continue consolidation of common support functions in logistics,
communications, medical and intelligence and adoption of best business practices.

Three initiatives to signal potential new direction:

4) Fund the enablers to enhance extant systems: The Bush-Cheney team has indicated 12
an intcrest in “skipping a generation” Lo avail new technology in future systems.
Along the way, current systems planned for fielding can incorporate new technology
into current systems at minimal cost. A policy which requires including systcms such
as Link 16, for example, into currcnt and new aircraft systems can significantly
improve “battle space awareness” and improve connectivity with C4ISR assets.
Specifically signaling inclusion of such systcms in the amendment will immediately
~~ yicld a list of significant candidates and send a strong message that these are the right
kind of initiatives to pursue as an interim stratepy. To be sure this will represent a
significant culturc and resource change.

5) Define mission objectives and identify different assety to accomplish the lasks:
Challenge the institution to do zero-based reviews and to come up with alternatives to
accomplishing tasks without using the current assets to meet the objectives. For
example, precision deep strike, rapid deployment and battle space command &
control missions always yield the answers respectively that cruise missiles/long range
aircraft, forward deployment, and reconnaissance aircraft are required. By
challenging the institution to omit current solutions, different asset employment
options may cmerge to reveal the varied missionutility of B-2, mobile off shore . _
bases, and UAVs, for cxample. Great care must he exerted in identitying the mission VT
definitions, but the results could be illuminating.

6) Solicit joint basing configurations: The asscssment of infrastructure utility,
encroachment, and capacity are heavily influenced by service “ownership.” A
commitment to advance at least two joint-s&cc base configurations will yield some
creative uses of” extant capacity ~ and might even promote operational jointnessin a
more meaningful way than merely by well intentioned doctrine. ‘Including the
resourccs in the amendment to make two joint operating bascs a reality will
demonstrate commitment to this concept.
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There is nothing particularly magic about these six initiatives other than they are
collectively a strong statement that the past strategy is about to change in some dircction
to be determined, and that standard current practices in the future are not likely to endure.
All but issues #4 and #6 arc “zcro sum” propositions, Indeed, those two initiatives
should consume a small fraction of the spring budget amendment increase.

Plenty of room is preserved for other specific program imtiatives the new Administration
may seek to highlight. This approach preserves much needed time to engage in a
comprchensive strategy review. Meanwhile, this transition agenda keeps the Department
and its parochial institutions cngaged in meaningful directions in thc meantime rather
than litigating grievances about the past Administration’s decisions.

.... and it’s a start.....

-
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February 22,2001 8:25 PM

TO: Marty Hoffmann

FROM: Donald Rumsfeld

L0 L

SUBJECT: Bill Boyster

Please take a good hard look at Bill Boyster (sp.?). I have gotten some good
recommendations on him, and I do know him. See if you can find something that
makes sense for him other than the spot he is seeking. Thanks.
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February 22,2001 8:32 PM

TO: Steve Cambone
Dov Zakheim
FROM: Donald Rumsfeld <m\

SUBJECT: Principal Deputies

We ought to think about not having Principal Deputies in OSD. If we do keep the
Principal Deputy slots, we probably ought not use them for Principal Deputies but
rather parse out some of the responsibilities so the people in those jobs are not

gophers and administrative assistants, but actually have substantive responsibility.
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February 22,2001 8:48 PM

TO: Andy Marshall

Q€L

FROM: Donald Rumsfeld

SUBJECT: Paper by Boyd

Would you send me up the paper Boyd sent you? I would like to read it. Thanks.
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February 22,2001 9:21 PM

TO: Steve Herbits
N
FROM: Donald Rumsfeld o
N
SUBJECT: Robin West o
N
Is Robin West somebody we ought to get in to help?
DHR:dh
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TO: Zal Khalilzad
FROM: Donald Rumsfeld
DATE: February 23, 200 1

SUBJECT: Use of Force Issue

/RS>

Thanks for your memo on my discussions with the senators on the use of force
issues.

Attached is a memo that I drafted that touches on the same subject. I wonder if
you would take the memo I drafted, and then take anything that I said in the
discussions with the senators that is better or that elaborates, and incorporate them
into this piece that I drafted.

Thanks.
DHR/azn

022301.11
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February 19,2001 1:53 PM

Possible Criteria for U.S. Military Engagements

1. Whatever the U.S. sets out to do should be reasonably achievable.

2. If lives are going to be at risk, as they almost always will, it must be in the
national interest.

3. Ifit is worth doing, the U.S., and allies if they are to be involved, must be
willing to put lives at risk.

4. The resources and capabilities to achieve it need to be available and not in use
elsewhere.

5. If public support does not exist at the outset, leadership must believe it will be
able to earn sufficient public support to sustain the effort for the period
required.

6. Leadership should be willing to act early to try to alter the behavior of others
to avoid conflict, but, if that fails, be willing to use the force necessary to
prevail.

7. The command structure must be something we can control-not UN control or
a joint or collective command structure, where command decisions are made
by others or by a committee. Neither NATO, the UN or any other coalition
should be in a position to control U.S. decision-making. If the U.S. needs a
coalition to achieve its goals, leadership must gain prior agreement to do
whatever it is it thinks may be needed to achieve the stated goals.

8. There should be clear goals as to the US. purpose and criteria for success, so it
will know when it has achieved the goals and can exit.

DR:dh
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February 23,2001 9:22 AM

TO: Steve Herbits

CC: Steve Cambone
William Schneider

FROM: Donald Rumsfeld

SUBJECT: Battlefield of the Future

Attached is one of the proposals from Newt on the battlefield of the future.

See me when you think you have an idea of how we might do that. Thanks.

Attachment

DHR:dh
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Envisioning the Unified Battlefield of the Future

The combination of nanoscale science and technology, massive computing capability,
exploding bandwidth for communications, new materials technologies, space based assets
and the biological revolution will create a new scientific and technological framework for
warfare. The traditional bureaucracies will resist the scale of change involved.

The Secretary of Defense should establish a panel of majors (and lieutenant commanders)
from the five services (including the Coast Guard) and comparable younger intelligence
and civilian experts to assess the scientific potential of the next 25 years and develop a
proposed unified battlefield capability that would synergistically bring together the
capabilities into a new model force.

The goal is to eliminate any consideration of current platforms and look at the elimination
of time, distance, and size by the combination of space assets, computerization, and nano-

scale miniaturization.

Majors are probably the oldest group capable of getting outside the current assumptions
and being truly daring in allowing scientific advances to define the development of
possibilities rather than having the services’ vested interests define the potential,

A working group that reported directly to the Secretary and had an aggressive schedule of
reaching out to civilian laboratories, universities, entrepreneurs and venture capitalists
might within a two year period develop a vision of a new model unified battlefield that
would create a very rich opportunity for true innovation in force structure and doctrine.
The group might be collocated at Moffett Field with the NASA Ames laboratories that
might be the best geographic site for exploring the science of the next quarter century. It
would need substantial travel and consulting funds to visit the most interesting scientists
and laboratories in the country and to develop simulations and systems to shape a unified

battlefield of the future.
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February 23,2001 9:37 AM
TO: Admiral Jeremiah
CC: Steve Herbits
Steve Cambone N
William Schneider G
»
FROM: Donald Rumsfeld
. <O
SUBJECT: Military Schools _8
ag . . . M
Here is a brief paper on Military Schools. Do you think this is something we o
ought to take a look at? g«..
o
Attachment b
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Military Dependent Schools as a Retention Opportunity

Americans value educating their children. In fact many Americans will move Jjust to get
their children into better schools. This fact could be developed into an asset for the
military in retention.

The military dependents’ education system could use the best available laptop computer,
Internet based curriculum, and advanced learning systems to offer the best education in
America. By offering an Internet based curriculum it could provide a continuity of
learning for military dependent students as they moved around the world. By using its
size as a potential purchaser and its position as a potential showcase the military
dependent school system could get the best prices available for new technology and new
systems.

The result would be a school system that would encourage retention by ensuring that the
children were gaining through their parent’s military career.
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snowflake February 24,2001 8:59 AM

TO: RDML Quinn
FROM: Donald Rumsfeld

SUBJECT: Subject Areas

Please add intelligence and unmanned UAVs to the list of things that we arc going

to get people to comment on. Thanks.

DHR:dh
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2000 FEB 26 Py 5 26 February 26,2001 9:49 AM

TO: Steve Cambone

FROM: Donald Rumsfeld

eSh

SUBJECT: Aircraft

Have someone put together that piece of paper that shows each aircraft, what the
individual cost is, what the total buy is, what its purpose is, and, if you have some
way of calculating it, its lethality by some cost measure.

DHR:dh
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February 26,2001 11:32 AM

~_
TO: Dr. Paul Wolfowitz
FROM: Donald Rumsfeld
SUBJECT: [?©
Your friend, (b)) grabbed me at the White House dinner Sunday night
and said she had to talk to me, which of course she always does
you. I told her I would have you call her-here is her number: [(?)(6) :
Do well.
DHR:dh
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February27,2001 2:29 PM

TO: The Honorable Rudy de Leon

FROM: Donald Rumsfeld Qn‘

SUBJECT: Homeland

The word “homeland™ is a strange word. “Homeland™ Defense sounds more
German than American.

Also, it smacks of isolationism, which I am uncomfortable with.

Third, what we are really talking about, I suppose. is “population” as opposed to
“homeland.”

Let’s visit about this.
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February 27,2001 5:14 PM

TO: Admiral Quigley
FROM: Donald Rumsfeld
SUB JECT: Advertisements

[ would like to see the “Army of One™ advertisements so I can know precisely
what is going on.
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March 1,2001 2:47 PM

TO: Honorable Rudy de Leon
FROM: Donald Rumsfeld
SUBJECT: Spectrum

Who handles spectrum in the building? Secretary Don Evans called me today and
wants to put together a group to discuss it.

| B

Let me know what you would propose.

Thanks.
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A
TO: Steve Herbits
*Marty Hoffmann
FROM: Donald Rumsfeldv . o,
“v
DATE: March 2, 2001 a4
SUBJECT: |
General Tom Moorman, Four-Star USAF Ret., tells me that Lyle Bien is first rate, |
and that we may be looking at him for CIL
DHR/azn
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TO: + Steve Herbits LU
Steve Cambone "
+ Bill Schneider ;M)
: ' ;
FROM:  Donald Rumsfeld \)- g
DATE: March 2, 2001
SUBJECT:

At lunch, Gen. Ron Fogleman said he really thought no one had ever addressed the
personnel side of the post-cold war world and what numbers and what
arrangements we ought to have.

Let’s give him a call and get him involved in that subject, I can’t tell which task
force that would fall in. Would it be transformation or quality of life?

I think the former.
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March 2,2001 6:49 AM

TO: Larry Di Rita, Acting ASD (LA)

FROM: Donald Rumsfeld

\Orh

SUBJECT: Duncan Hunter’s Book

After you have had a chance to look at the book Duncan Hunter gave us all, let me
know what you think.
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March 2,2001 7:24 AM

TO: Larry Di Rita, Acting ASD (LA) %
FROM: Donald Rumsfeld <
SUBJECT: Budget for Military Pay
One of the Members, I think it was the person who is involved with the Personnel
Subcommittee, mentioned the need to discuss with them how the $1.4 billion is
going to be used for pay.
DHR:dh
030201-4
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TO: Steve Herbits

March 2,2001 10:18 AM

FROM: Donald Rumsfeld

SUBJECT: Paula Unruh

Paula Unruh information is down there. I have written a letter thanking Mr.
Weldon for recommending her. I have known her over the years, and I think she
is probably pretty able. Why don’t you take a look at her?
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TO: Paul Wolfowitz
Dov Zakheim
Bill Schneider
Pete Aldridge
Steve Cambone
FROM: Donald H. Rumsfeld 'y N
DATE:  March 8, 2001 N
Attached is a letter on the subject of missile defense, for your information. g
DHR/azn
030801.10
g Attach.
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QFFICE OF THE
Congress of the Enited SHiates SECRETAFY CF DEFENSE

Sashington, BE 20515 : . ,
March 7, 2001 2000 HAR -8 PY )2 37
The Honorable Donald Rumsfeld
Seoretary of Defense
The Pentagon

Washington, D.C.20301-1155
Dear Mr. Secretary:

As you prepare to deploy a National Missile Defense system, we would urge you to resist
any single approach that could have the effect of foreclosing the full multitude of options for a
comprehensive system architecture.

We understand that you have recaived a letter signed by some of our colleagues who urge
moving forward with construction of 8 radar in Alasks. While we totally agree with the
seatiment that the United States must deploy missile defenses a8 soon as possible, and we
understand there is a case to be made that such a radar is a desirable component of any system we
deploy, we are concerned that the single act of constructing the radar site at Shemya Island could
be used by opponents to argue against developing the kind of layered defense that we believe the
United States should deploy, Many in Congress wexe seriously concerned during the previous
Administration that it would use constrction of a land-based site in Alaska as an‘easy out’ that
‘would seemingly appease missile defense proponents while foreclosing other promising options,
including sea and space-based systems, Because of the enormous promise sea and space-based
options hold for the future of a National Missile Defense system, such a decision could have the
effect of undermining the long-term defense of the United States against ballistic missile attack

The political ramifications of a decision to proceed with construction of the Shemya
Island radar absent simultaneous announcements to proceed expeditiously with sea and space-
based programs-for example, the project to convert Ticonderoga-class cruisers for the missile
defense mission-will be exploited by NMD opponents to limit national missile defense to the
single laud-based site option. Russia might utilize the opportunity to agree to the single site and
only the single site if public perception was that the Alaska complex represents the extent of omr
efforts. Similarly, allied nations opposed to NMD eould be expected to seek to freeze the U.S.
program if it appears that the Alaska site has priority in the Department of Defense.

In short, the political energy exhaust& to attain international acquiescence-if not outright
support-for NMD would be wasted if the perception that the Alaska site takes precedence over a
more extensive, Jayered architeetyre is permitted to take hold, This will particularly be true if
missile defense opponents use a favorable change in the status of North Korea’s missile
programs to argue that the threat of ballistic missile attack has been vastly diminished. As that
threat is not unique to North Korea, the effects of such arguments could be debilitating.

uo.4759 /01
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MAR. 7.2001 5:36PM SEN. JON KYL No.670 P.3

The Honorable Donald Rumsfeld
Page 2

We are not competent to judge the technical merits of a radar at Shemya. Wc know it is
necessary for a single-site land-based system, even as we remain concerned. about its potential
vulnerability. We further understand that the studies done by the Navy to date regarding a sea-
based NMD system have been predicated on the assumption that the Shemya radar would be
built. A case can also be made for an early deployment of a sea-based system utilizing different
radars (including X-band) aboard different kinds of ships, As part of the National Technical
Mesans of Verification to which Cobra Dane has been an integral part, the United States long
maintained missile tracking radars at sea, the so-called Cobra Judy radar. Building upon the
experience of operating that system could prove as or more important to the National Missile
Defense mission as the Shemya Island program. We ask only that you make any decisions about
Shemya Island within the context of a far broader program, and that, if there is a Shcmya
component, it beclear that itcannot be disaggregated from the other system components,

We appreciate your taking the time to consider this appeal and look forward to working
with you in tie years ahead. on this and other issues important to national defense,

Sincerely,

LA dorhl—

Representative Curt Weldon Senator Jon Kyl
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TO:

ce:l

FROM:

b)(6
SFC()()

RDML Quinn

Donald Rumsfeld

SUBJECT: Telephones

I need a way to buzz the mess when 1 am sitting at the conference table in

office and at the lunch table in the lunchroom.
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March 9,2001 5:51 PM
f’\;nowﬂake |
TO: Dov Zakheim
FROM: Donald Rumsfeld

SUBJECT: Clinton-Gore Book

Is there anything in this Clinton-Gore book that Duncan Hunter put together that
could be useful to us in our dealings with OMB and the White House on the

budget?
Attach.
DHR:dh
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Memorandum tq thesfyectoiaiy-of- 5
From: Dov S. Zakh
Subject: Clinton-Gore Book

Date: March 14, 2001

Duncan Hunter’s book (ref. your note to me of 9 March) is quite good, but I believe that
we have marshaled the arguments he makes. Moreover, his statistics tend to be from
1999, and some improvements were realized last year, with more anticipated for this
year.

A marginal note: Hunter cites Lane Pierrot’s testimony in making his case about
modernization shortfalls (first tab in book). Lane worked for me years ago at DoD and 1
have suggested we hire her as a special assistant in the ConFoHer’s front office.
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snowflake

- 030901-26 S ‘.

March 9,2001 6:28 P

TO: RDML Quinn
FROM: Donald Rumsfeld

SUBJECT: Asymmetric Advantages

Ask Andy Marshall to give me a piece of paper that shows what our asymmetric
advantages are.
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March 13.2001 8:31 AM

0ce ?4*(. M/ﬂcéwrrz/

TO: Rudy de Leon
v
FROM: Donald Rumsfeld ¥
N
SUBJEC]:  Anicle. “Cut Military Gambling™ ON)
Here is an article on gambling. Does the military have a policy on gambling? J—
Attach
DHR:dh
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Cut military gambling
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snowflake

March 13,2001 8:39 AM

TO: RDML Quinn

FROM: Donald Rumsfeld ?

SUBJECT: MOU

[ think we ought to have the legal office type up an understanding between

Wolfowitz and me that we will not be out of the city of Washington, DC at the
same time. One of us will always be in the city.

Our offices will have to coordinate calendars to see that is accomplished.
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THE SECRETARY OF DEFENSE

WASHINGTON. THE DISTRICT OF COLUMBIA

MEMORANDUM FOR IMMEDIATE OFFICES OF THE SECRETARY AND DEPUTY
SECRETARY OF DEFENSE

)
FROM DONALD H. RUMSFELD _~ 4 %}LA/

PAUL WOLFOWITZ
SUBJECT:  Dual Absence of the Secretary and Deputy Secretary of Defense
We have agreed that both of us will not be out of the City of Washington, D.C., and its
immediate environs at the same time. The Senior Military Assistant to the Secretary of Defense

will be responsible for implementing this policy. Exceptions will be made only in extraordinary
circumstances and will require the Secretary’s personal approval.

ol
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OFFICE of DoD GENERAL COUNSEL
The Pentagon, Room 33980
Washington, D.C. 20301-1600

March 14, 2001
NOTE FOR SECRETARY RUMSFELD
SUBJECT: MOU
» Attached is a memo for your and Dr. Wofowitz’s signatures

&S 9wt

Daniel J. Dell'Orto
Acting General Counsel
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March 14,2001 8:18 AM

TO: Dave Jeremiah
FROM: Donald Rumsfeld

SUBJECT: Education

NI
Attached is a letter I received from Checker Finn. He was Assistant Secretary of Z;
Education some years back and is a very thoughtful, talented person. -
I don’t know what you are thinking about with respect to education, but this is O‘
somebody who can sure help. (*}
Attach.
~~ DHR:dh
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— March 14,2001 8:21 AM
TO: David Chu
FROM: Donald Rumsfeld
SUBJECT: Checker Finn N
W
O
When you get in the saddle, please get Checker Finn in for a visit. He is first-rate. O
1 would like him to help us. )Q
Attach.
DHR:dh
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Trustees

C E. Finn, Jr. |

hester "ol e THOMAS B. et P
President ester E, i

o R D“AM Chester E, Finn, Jr.
David H. Ponite l'l;l;::lea;;‘g. Holton
ANV i vner

Vice President OUNDATION Bitae v i s
Thomas A. Holton OUTSIDE THE BOX David H. Ponitz

Secretary | Treasurer Diane S, Ravitch

March 12, 2001

Honorable and Mrs. Donald Rumsfeld
(b)(8)

Dear Don and Joyce,

Welcome back to Washington and thanks for your new address
information [(®)(6) land | hope that you're happily settled and that we get to see
you sometime. If there’s anything at all that | or this little foundation can- do to
be useful to either of you, please sing out.

| also have two informal offers for the Secretary of Defense! First, if at
7 some point you would like to take a hard ook at the D.O.D. overseas schools, I'd
be delighted to lend a hand. | think they could be a lot better than they are.

Second,|®)®) fis actually your employee, chief of cardio-vascular
pathology at a unit that may not yet have appeared on your radar screen, the
Armed Forces Institute of Pathology (A.F.LP.). If’ Walter Reed but a
separate entity. Her professional name is [(2)(6) (She's also a world
authority on stents, such as the one that has been giving the Vice President a
litile trouble.) She and her colleagues would welcome an opportunity to tell (or'
show) you what they’re up to. | suspect you'd find it interesting—and rather
different from most of the Pentagon’s other concerns.

Standing by! Meanwhile, best wishes in the new/old position and to both
of you in your new home.

Cordially,

Chester E: Finn, J: = @ - = = &
President

1627 K Street, NW « Suite 600 » Washington, DC, 20006 . Telephone (202) 223-5452 . Fax (202) 223-9226
http:/iwww.edexcellence.net « Publications: 1(888) 823-7474
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showflake

March 14,2001 3:00 PM
. 1/\° \
T

TO: Exe€Sec (C&D)
FROM: Donald Rumsfeld W'

SUBJECT: “Pearl Harbor” Foreword

Give me a copy of the Schelling “Pearl Harbor” foreword to Roberta Wohlstetter’s

book. Please send it to the Chairman, the Vice Chairman, and the members of the T
Joint Chiefs of Staff, along with the attached note from me. S8
Attach.
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March 15,2001 10:18 AM

TO: Paul Wolfowitz

CC: Dan Dell’Orto

FROM: Donald Rumsfeld 7 -—A M

SUBJECT: Delegation of Acquisition and Corporate Decision-making

[SQA 0P

Until I complete the divestitures I have agreed to under my ethics agreement, I
will continue to delegate responsibility for acquisition matters. Now that you are
onboard, that delegation will be to you and/or to other authorities, as appropriate,

Attach.
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OFFICE of DoD GENERAL COUNSEL
The Pentagon, Room 33980
Washington, D.C. 20301-1600

March 12, 2001

NOTE FOR SECRETARY RUMSFELD
SUBJECT: Delegation of Acquisition and Corporate decision-making

In response to your March 7, 200 1 note, I agree that, until your
divestitures are completed, your delegation of Acquisition and Corporate
decision-making matters to Dr. Wolfowitz is appropriate.

G0N I ey

—_ Daniel J. Dell’ Orto
Acting General Counsel

Uo5027 /01
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March 18,2001 3:49 PM

TO: Paul Wolfowitz

FROM: Donald Rumsfeld?

SUBJECT: Army

There are two other issues with respect to the Army.

One is that someone in the Army told me that a test was being prepared to be
given to everyone before they could wear a beret. I would be careful about that.

The second is the “Army of One” advertisements that are connected to the beret.
You might want to get a hold of the ads and look at them, see what you think.

Then let me know.

Thanks.

Attach.

DHR:dh
031801-19
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‘An Army Of One’ Attracting The Interest Of Thousands http://ebird.dtic.mil/Mar2001/¢200103 1 6anarmy .htm

Kelley, director of advertising and public affairs for the Army’s Recruiting Command at Fort Knox, Ky.

“An Army of one means one Army, one team, one mission and one set of values,” Kelley said. "It’s about
how every person can contribute to the team.”

The complaints are almost exclusively from adults beyond Army recruiting age, not the target audience,
Kelley said,

“It seems as though the older people latch right in on the word ‘one,*” Kelley said. “The youth read the
whole message. They’re getting it.”

It’s too early for recruitment statistics based on the new campaign to register, Kelley said. But visits to the
Army’s recruiting website, [BOLDFACE]www.goarmy.com{/BOLDFACE], show the new campaign is
generating a buzz with its target audience.

From Jan. 1-9, before the ad campaign was unveiled, the Army site was averaging 7,300 visitors per day,
Kelley said.

After the Jan. 10 launch, the number of visitors climbed to 14,000 per day for the rest of January. In
February, after the “basic training” component of the ad campaign was rolled out, the number of visitors to
the Army site now stands at 28,000 per day, Kelley said.

The “Army of One” campaign replaces “Be all you can be,” a campaign that the Army had faithfully stuck
with since its launch in 198 1.

~ In 2000, with recruitment lagging, Army Secretary Louis Caldera decided to see whether the Army’s ad
campaign was still getting its message across. He commissioned an internal study from the Rand ‘Corp.,
which included interviews of more than 10,000 young people discussing their view of the Army,

The Rand study revealed discouraging news.

The subjects said that they “kind of respect the military, they think it’s a good thing to have, but they don’t
think it’s for them,” Kelley said.

Furthermore, the study showed that the very people the Army hoped to count on as its future leaders
perceived Army life as an endless, dreary round of “sleeping in tents in the field, crawling around in the
mud, and mindlessly taking orders,” Lafferty said.

As for “Be all you can be,” the Rand study showed that campaign “was tired in the eyes of our target,”
Kelley said. “There was good recall [of the slogan], but it didn’t motivate the target to take action.”

After winning the Army’s recruiting advertising contract in the summer of 2000, Leo Burnett conducted its
own preliminary research, based on more than 100 interviews of target-age youth.

Next, Lafferty, a former Army officer with seven years’ experience in the military police, sent 50 of the
agency’s Army account team members to 10 different Army installations to get a first-hand look at Army
life.

— The “Army of One” campaign was the result of a whittling-down process in which Leo Burnett would
propose a concept, consult with the Army, test the idea on a target audience for reaction, then go back to

20f3 3/16/01 6:06 AM
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March 18,2001 3:52 p v

TO: Paul Wolfowitz
FROM: Donald Rumsfeld
. ~
SUBJECT: Taiwan \}
3
Take a look at this WSJ editorial on Taiwan and let’s visit about it ?
Attach. .
,;»-*v
L
S %4
N
DHR:dh
031801-20
A~
>0
C
o
—

V05666 /01

“

11-L-0559/0SD/112




11-L-0559/0SD/113



snowflake

March 22,2001 9:38 AM

TO: Steve Herbits
cc: Rudy de Leon _
PouL Wourswr {L _
FROM: Donald Rumsfeld
SUBJECT: Foot and Mouth —

Ann Veneman called and said the foot and mouth disease problem is getting
worse. They now think they have found it in Ireland and the Netherlands.

She is sending us a letter expressing concern about the risk of military equipment
coming back into the United States, particularly tractors, and the need for cleaning
these vehicles. :

Why don’ t you have Rudy look into it and get back to us.
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snowflake

TO: Rudy de Leon
N i
| i
FROM: Donald Rumsfeld |
DATE: March 26, 200]
SUBJECT: Andy Marshall Paper A
L~
When you read Andy’s paper, under the section on training, he suggests kg

consideration of a joint national training center.

Take a look at that and tell me what you think.

Also, in the section on unmanned systems, tell me what you think.

DHR/azn
032601.08
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TO: Chris Williams

CC: Paul Wolfowitz
General Shelton

FROM: Donald Rumsfel.d/'\7 '[L"
DATE: March 26, 2001
SUBJECT: Honduras

I understand we still have some 576 personnel and 19 helicopters in Honduras. It
has been 14 or 15 years.

Why don’t we wind it down to a small minimum group to maintain access to the,
base and get the rest of the folks out of there.

DHR/azn
032601.2 1
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TO:

FROM.:

DATE:

SUE JECT:

Bill Schneider

Steve Cambone
Chris Williams
Paul Wolfowitz

Donald Rumsfeld Vﬁ\

March 26, 2001

Take a.look at this memo that you have all heard and make any edits you think
would improve it, or make it more accurate.

This -

DHR/azn
032601.52

11-L-0559/0SD/117

Uo6238 /01

1<

oY ¥ ivar




DRAFT-2

March 20, 2001

SUBJECT: The Challenge-the Importance of Succeeding

After two months on the job, it is clear that the Defense establishment is
tangled in its anchor chain. In short, it will be possible to transform the Armed
Forces for the 21% century only if we transform the Department-how it operates
and how it interacts with the Congress.

We have the finest military in the world; but GAO opines that DoD can’t
account for some 2.6 trillion dollars.

We have been fortunate in attracting and retaining outstanding men and
women who voluntarily put their lives at risk to perform the noble work of
defending our country, but we are providing them with training, equipment and

exercises that are more appropriate for the Cold War than they will be for the
coming decades.

DoD is one of the largest enterprises on earth, but its leadership has
precious little control left over the dollars. Managers at all levels have no !
incentive to save dollars and, in large part, lack the ability to hire, fire, or reward
those who bring the critically needed skills.

DoD is charged with the vital task of defending our nation, but spends it
time:

« Preparing some 250-plus (?) reports to Congress each year, many of
which are of marginal value and probably are not read.

. Responding to dozens of inquiries of concern or complaint from

Congressional offices and answering dozens of letters from Members [per
day.

» Seeking Congressional approval to build even a $500,000 building and,
at great expense and waste, maintaining probably some 20-25% more
facilities than are required to support current force levels

The Department is monitored closely by the General Accounting Office,
several Inspectors General and a testing organization, all of which report to
Congress, with the result that the Department has so many auditors and inspectors,
roughly 24,000 on any given day, that they begin to approximate the number of
U.S. Army “trigger pullers” deployed at any one time.
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DRAFT-2

The single most important responsibility of the federal government is to
preserve freedom, but as DoD strives to contribute to that important goal, it has:

Leftover personnel policies, many of which were designed to manage a
conscript force of single men but now manage a volunteer force with
families.

Several personnel systems that enlist its workforces for four-year tours
as opposed to bringing them onboard for a career.

Policies that uproot personnel and families every few years to move to
new assignments, and then shove most out of the service while still ini
their 40’s, after extensive training and having benefited from their fine
services for only one-half of their careers.

Policies that commission officers, train them, and then bounce them and
their families from assignment to assignment every 20 to 25 months or
so, to the point that successful officers skip across the tops of the waves
so fast that even they can’t learn from their own mistakes, because they
are never in an assignment long enough to see what their mistakes were;
and then they push them out to retirement between the ages of 45 and
55, while still in their prime. ‘

Benefit and assistance programs for military personnel that some say
emulate the failed Soviet model of centralized government systems for
housing, commissaries, healthcare and education, rather than favoring
the private sector competitive models that are the envy of the world.

Three separate Post Exchange systems, with a law that prohibits the
Department from consolidating them without the explicit approval of
the Congress.

Three or four different health systems and three or four surgeons
general, rather than a single, privately operated service that any
efficient, large-scale enterprise would employ.

Grade and rank systems that are more than 100 years old and were
rejected years ago by the for-profit sector in favor of flatter, more
nuanced organizations and cooperative arrangements.

Financial management and information systems designed to report to
Congress and comply with the maze of laws, amendments and
requirements that have grown geometrically and accumulated over
decades, rather than a system designed to provide the financial
information managers must have to manage.
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= Rules, regulations and approval requirements calculated to guarantee
that the Defense establishment infrastructure remains decades behind in
recapitalization, rather than the more efficient models most companies,
and even the Postal Service, use that include private outsourcing and |
sale/lease back arrangements.

~ ® Organizations and practices that rigorously perpetuate separateness, a$
the Department talks “jointness.”

» A DOD-fashioned acquisition system that, in close cooperation with
Congress and the defense contractor community, has been successful in
doubling the time it takes to produce a weapon system from 5 to 10
years, while the pace for new generations of technology has shortened
from years to 18 months, guaranteeing that DOD’s newest weapons will
be one or more technology generations old the day they are fielded.
(Today’s leading edge fighter has software a decade old.)

= A pattern of talking of a warrior culture, while sliding from what some
estimate as a 60/40 teeth-to-tail ratio to a 40/60 ratio (the perception
depends on what is classified as teeth).

= Metrics more focused on inputs, efforts and intentions than on outputs
and results.

It is notable that in 1975 the Defense Authorization Act totaled 75 pages;
today, packed with requirements, prohibitions, stipulations and mandated
organizations, it has blossomed to 998 pages, during a period when the number of
men and women in the armed forces has dropped from 2.1 million to 1.4 million.

Only a fraction of the Department’s resources are under the discretion of
management. This untenable situation has undoubtedly evolved as a result of a
series of instances of distrust between the Congress and the Department. The
result is not better oversight. Instead, each new layer of control and
micromanagement compounds the problem of accountability, From a practical
standpoint, the DoD no longer has the authority to conduct the business of the
Department, and its performance is steadily deteriorating.

The maze of constraints on the Department forces it to operate in a manner
so slow, so ponderous and so inefficient that whatever it ultimately does will
inevitably be a decade or so late, wasteful of taxpayer dollars, and most certainly
lead to still more letters and calls from Congress, critical hearings and reports,
followed by a still greater number of amendments, restrictions and requirements

Transforming the US. Armed Forces is a critically important task. |
However, transforming how the Department of Defense functions and its
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relationship with Congress is even more important. Without transforming the
Department, the transformation of the armed forces is not possible. What may be
needed is an omnibus BRAC-like process to reform this critical relationship and)
then a compact so any new controls, requirements, reports and regulations will
have a sunset provision.

Notwithstanding the fact that we have outstanding people who care about,
our country in the Congress and working throughout the Defense Department,
doing what they believe to be their best and none of whom would knowingly
damage national interest, that is our circumstance.

But when the national interest is obscured, when there have been too many
instances which led to distrust, when all see increased special pleading and pork’
by others, and when there have been too many instances where the will of the
Congress was frustrated, the system loses discipline.

To change, we need to seize the high ground, honestly expose the situation
and the state of the relationship, document the inability of the Department to
function and, by so doing, marshal support and inspire key decision makers with
the importance of the task and the urgent need for change.

It has taken decades of small, then logical or at least understandable,
individual acts to create a situation where in the aggregate the acts prevent the
Department froni serving the national interest.

Large institutions can’t turn on a dime, And no large institution willingly
reforms itself. Resistance to change will be great. To accomplish the task will
take the best efforts of the President, the military and civilian leadership in the
Department, and, importantly, the leaders and Members of the House and Senate.

Each President has available during his term only the capabilities left by his
predecessor. So, too, what he does and the capabilities he tasks will be available
not just to him, but to his successors.

It is our challenge and responsibility to get about the enormous task of
transforming this great national asset that is needed to preserve peace and stability
in our still dangerous, untidy and dynamic world.

The country and the men and the women of the Armed Forces who put their
lives at risk deserve no less. It is our collective responsibility to see that it
happens.

DHR:dh
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i TO: Steve Cambone

—~ Paul Gebhard my

FROM: Donald Rumsfeld v}"
DATE: March 26, 2001
SUBJECT: Manpower

Attached is a memo I received on the subject of manpower. Take a look at it and
tell me if you think one of our task forces is looking at that, and then return it to

me.
Thank you.
DHR/azn
032601.67
Attach.
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TO: Commandant of the Marine Corps
James L. Jones

FROM: Donald Rumsfeld/y(\,
DATE: March 26, 2001

SUBJECT:

Thank you for the information on your safety campaign plan. I’1l be back in touch
with you on some additional thoughts.

DHR/azn
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March 27,2001 6:29 AM

TO: Rudy de Leon
FROM: Donald Rumsfeld W

SUBJECT: BAH
I'am told we can only change BAH once a year, and with the California energy

crisis, it is a problem. That might be a law we want to adjust. I got that from the
senior enlisted folks.

Thanks.

DHR:dh
032701-10
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OFFICE OF THE SECRETARY OF DEFENSE

April 26, 200]
o ®)6)
MEMO FOR T

- ot
THRU: Eﬁpaé 4i* | Yeb
I. Please forward these memos from

SecDef to the addressees, along with

their associated attachments.

2. NOTE: Some attachments are
comprised of previous SecDef
memos-please take care that these
memos do not get separated out and
then sent again. They are part of the
attachments.

3. Please control a file copy.

No further action or coordination is
required at this time.

2
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March 27, 2001  6:46 ATA

TO: Paul Wolfowitz

CC: Rudy de Leon
Dov Zakheim

FROM: Donald Rumsfeld DA

Z 819

SUBJECT: Endangered Wildlife

When we start racking up the DoD, we ought to include the fact that we spend
$900 million a year to protect, nurture and enhance endangered wildlife, becaus

military bases are one of the few places where wildlife can still go, and that is n
a DoD function.

=XV
=4

Thanks.

— DHR:dh
032701-17
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‘ March 29, 2001 7:15A]L
¢ ("[D
A?

FROM: Donald Rumsfeld | |

SUBJECT: Shimon Peres

Have I written Shimon Peres on his new post as Foreign Minister? ‘

Thanks.

DHR:dh Vgl/ﬂ Jz‘
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March 29,2001  6:31 PM

OPRTL

T5\30
TO: _ExecSec ( -
FROM: Donald Rumsfeld (

SUBJECT: Revised Text for DCI Letter

MEMORANDUM FOR DIRECTOR, CENTRAL INTELLIGENCE AGENCY

SUBJECT: Director, National Reconnaissance Office (NRO) and Undersecretary
of the Air Force

You requested a summary of the duties and responsibilities for the Director,
NRO position. I have attached such a summary.

1 have also included some attributes of a candidate that seem to make sense
to us.

As you know, this is critically important to our efforts here at DoD.

Our folks here have been visiting with Mr. Al Smith for the position of
Undersecretary of the Air Force and Director, NRO. I have attached his
background sheet. 1 am sure many of your colleagues know him.

I would appreciate your getting back to me with your thoughts as to the
duties and qualifications for the Director, NRO and also any observations you may
have with respect to Mr. Smith. We have not formally put him forward at the
White House as yet and will await hearing from you.

Thanks.

Attachment:
As stated

DHR:dh
032901-26
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THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

R

Air Force,. including the respgnsibilities of Directpr, NRO. I’ve attached f’s bio, but I am

‘W\A e l,e, ‘

w (4
n so that I may porward to the White

Attachment:
As stated
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THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

MEMORANDUM FOR DIRECTOR, CENTRAL INTELLIGENCE AGENCY

SUBJECT: Coordination on Recommendation to the President for position of
Director, NRO

Attached is a Duties and Qualifications summary for the Director, NRO position.

As you well know, our space and intelligence operations are at the center of our
building for the future. We have been fortunate to attract Al Smith to accept the position of
Undersecretary of the Air Force, including the responsibilities of Director NRO. His bio is
also attached, but I am sure many of your colleagues know Al

I would appreciate your support for this position so that I may forward it to the White
House. Please let me know,

Attachment:
As stated

&
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March 30,2001 11:36 AM

TO: Bruce Dauer
FROM: Donald Rumsfeld‘a

SUBJECT: Allocation for Breast Cancer

I have been over the paper on nontraditional defense programs. Thanks so muchi.

I was surprised to find that there was no $300 million allocation for breast cancer
which I had been told was the case. Why not?

3

Thanks.

DHR:dh
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March 30,2001 12:59P

& A\
thay39\
TO: PecSec
FROM: Donald Rumsfeld

SUBJECT: Memos to the President

Please get me copies of all the memos I have sent to the President since I.came
into this job.

Thanks.

DHR:dh
03300 1-29
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TO: Andy Marshall
Gen. Shelton
Bill Schneider
Steve Cambone
Paul Wolfowitz

FROM: Donald Rumsfeld ’QQ
DATE: April 2, 2001
SUBJECT: Military Manpower

I received the attached letter from a friend who is a retired four-star.
I would be interested in your thoughts on it.

2os

Thanks so much.

DHR/azn
040201.04

Attach.
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Dear Mr. Secretary:

As you indicated in your luncheon remarks the total costs associated with manpower
(recruiting, pay, bencfits, health care, quality of life and retirement) arc consuming an
ever-lafger part of the defense budget. This is happcning at a time when we need to re-
capitalize the forces with more modem and capable equipment,

In my view WC have lost our way because we have forgotten the fundamental principles
upon which this nation founded its military establishment. Our forefathers, based on their
view of the dangers and costs of such a force, delibcrately decided to eschew a large
standing military establishment. Throughout most of our history we have followed the
militia model. Under this model we maintained a cadrc of a professional military around
which we mobilizcd our militia in times of crises. This model served the nation
imperfectly, but well, up through the first half of the 20" Century.

With thc advent of the Cold War the militia model was discarded, primarily as a result of
the tyranny of timelines imposed by a large standing threat to the peace of Europc, the
Soviet led Warsaw Pact, and the spccter of global Communism. Those of us who served
during that period remember the requirement to be able to deploy 10 divisions to Europe
in 10 days to augment the large forward deployed force in blunting an anticipated attack
by the Warsaw Pact. This requirement dictated the size and composition of the active
force and resulted in a large standing military establishment with heavy land forces
comprising much the force. When the Cold War ended and the Warsaw Pact
disintcgrated, as a nation we misscd the opportunity to review our truc defense needs at
the grand strategy level. The previous Bush administration was starting that process when
Saddam triggered the gulf War. Coming out of the Gulf War we had another opportunity
to do a top to bottom review of national sccurity needs. However, the change in
administration, to one led by a President and civilian defense team taintcd by a lack of
military expcrience, resulted in a missed opportunity over the next eight years.

The Clinton defense team chose not to challenge the uniformed leadership throughout a
series of reviews (Bottom Up Revicw, Roles and Missions Review, QDR). For a variety
of reasons, (natural conservatism, service parochialism, fear of the unknown) the senior
military leadership insisted on perpetuating the planning assumptions and timelincs of the
Cold War force. This was done by having the civilian leadership accept the concept of
detcrmining the size and readincss of the force on the need to be prepared to fight two
major conflicts quickly and ncarly simultaneously. Two major thcater wars (TMWs)
became the unshakable Underpinning for perpetuating a large standing military forcc. The
result was a salami slicing approach to force structurc reduction but no real effort to take
advantage of the lack of a real threat and capabilities coming out of the revolution in
military affairs (RMA). At the same time the administration decided that if a sizable
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military force existed it would be used to police the world. The senior uniformed
leadership became willing accomplices in thesc misadventures.

If the new Bush Administration is to break out of the pattern of the last eight years it must
start by articulating a new national sccurity strategy based on different timelines and force
requirements. The centerpiece of such 2 strategy would be the idea that we can have a
smaller active forcc, particularly land forccs, if we return 10 our militia roots. Such a
strategy would allow reductions in all the services. The money saved can re-capitalize the:
force and support a robust ability to project force from the CONUS, a few forward bases
and from the sea. The tools emerging from the RMA that allowed us to prcvail in Serbia
and Kosovo and keep Saddam in the box in the Middle East, along with a combined,
robust space based and air breathing reconnaissance, surveillance and intelligence
capability will allow us to detect and deter trouble before it becomes conflict. If
deterrence fails the response will be long-range strike assets followed by mobilization.
Inherent in such a strategy is the idea that if the threat cannot be defeated by the initial
responses 11 will be contained until land forces can be mobilized and fall in on cquipment.
The necessary mobility assets (tankers and sea and air transports) will receive priority in
the modcrnization program. Timelines might be more on the WWII model, but with far
more capable and credible carly responders and modern equipment available for the
forces being mobilized.

Concurrcnt with new national security strategy it would be helpful if tie administration
adopted new policies to neutralize thc underpinnings of the two MTW startegy. Clearly
the current Iraqi policy sanctions and continual force deployments to police the no fly
zones are failing. A policy shift that modifies the approach to sanctions and withdraws
US forces from parts of the region would send a strong signal to the countries of thc
~~ region. In essence we would make Saddam an Arab problem not an American problem.
Beforc withdrawing our forces from the region we should make it clear to his neighbors
that they must dcal with him and if they can not or do not wish to take him on when
challenged then they must be willing to admit the first responders from the U.S.

In the case of North Korea it appcars that the way to neultralize that threat is to support
South Korea’s efforts to bring the North out of it’s isolation. Any U.S. hard-line policy
helps perpetuate the regimc in the North and generates a threat, which justifies keeping
U.S. active force structure for that single scenario. A policy of active US engagement
combined with South Korea’s “Sunshine Policy” allows us to monitor the situation and
determine capabilitics and intent. That in turn will allow us to properly size our forces.

A business as usual approach that depends on savings from BRAC, process changes and
more minor force structure adjustments will be inadequate generate the rcsources needed
to modernize and shape the forces for now and the future. Significant savings can only
com¢ from manpower reductions that make sensc within a new National Sccurity
Stralegy. Putting on my old programmer hat J can scc BRAC potentially gencrating
savings of $1- $3 billion dollars per year, undefined process changes perhaps $5 billion
and another salami slice of force structure $2- $5 billion. On the other hand, a reduction
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of 350,000 soldiers, sailors, marines and airman, assuming a 1 to 4 otYicer to enlisted
ratio, would generate approximately $22 billion/yr. and provide the opportunity to gain
additional BRAC and force structure savings.

T recognize this is an over simplification of the challenges faced by the administration in
gcneral and the Defense Department in particular. However, until the civilian leadership
takes the lead in articulating a bold new National Security Strategy that breaks the tyranny
of outdated response timelines the uniformed leadership and their political allies will
resist any meaningful transformation efforts. A strategy that is based on one of the
fundamental founding principlcs of the Unijted States, the militia concept, should appeal
to a wide rangc of constituents. .
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TO:
FROM:
DATE:

SUBJECT:

I'keep hearing that we could save money and do a better job for dependent schools,
healthcare, recreational facilities and quality of life if we consolidated some army and air

Rudy de Leon R EAY -7 B &
General Shelton ¥

Donald Rumsfeld 3 “\_

April 2, 2001

Quality of Life

HT

force bases in Europe.

Has there been a study on that recently? Please let me know your thoughts.

Thanks,

DHR/azn
040201.06
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TO: General Myers
FROM: Donald Rumsfeld {

3
DATE: April 5, 2001

SUBJECT: King Abdullah |

\
Would you please see that I am advised on the matters that King Abdullah wanted -
me to be informed on? O
’,
Thank you. Ay,
? |
DHR/azn
040501.21
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April 6,2001 8:10 Al\)ﬂ

TO: General Tom Schwartz
HQ, U.S. Forces, Korea

FROM: Donald Rumsfel )

SUBJECT: Strategy Review

Thanks so much for the feedback you provided on the defense strategy review
paper.

I do appreciate it and will see that Andy Marshall has a copy and focuses on you:p
fine suggestions.

DHR:dh
040601 -1

11-L-0559/0SD/140

u07159 /01

125

I




| RoT~ckivd "B ar

snowflake

TO: Pete Aldridge '
{ 2 )R(M: Donald Rumsfeld())’ﬂ/

April 7,001 4:29 PM

SUBJECT: Commission on Outsourcing

Walker from GAO says there is a statutory commission on outsourcing, and he is
anxiqus to have you serve on it for the Department.

1t is your call. | M
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April 9, 2001  10:16 AM|

TO: General Tom Schwartz
HQ, U.S. Forces, Korea

FROM: Donald Rumsfeld % I

SUBJECT: Strategy Review I

As I have indicated, the materials you sent in were exceedingly helpful. 1 thought’
your suggestions on the paper were first rate.

Your memo on how to rebuild trust is an excellent outline, and I can assure you I
will see that those thoughts are communicated to the folks here. We will try to ge
to work on them, I

lalso appreciate your paper on incentives and will see that gets moved to the righﬁ
people.
Thanks so much for your very thoughtful work. ‘

DHR:dh }
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April 9, 2001

TO: General Franks
FROM: Donald Rumsfeld -V ‘\"

SUBJECT: Comments on Strategy Review

Thanks so much for your very thoughtful comments on April 1 with respect to the:

paper you read.

Your suggestions will be fed into the process, I certainly appreciate them and

value the source as well as the quality of the suggestions.

DHR:dh
040901-14
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TO: Paul Gebhard
Steve Herbits
Steve Cambone

FROM: Donald Rumsfeld

DATE: April 9, 2001

SUBJECT: Authorization Bill

T—
Here’s a chart that shows the pages in the Authorization Bill since I was here last in 1975, g
We need to consider possibly a chart when I do my presentation to the Congress. We Ny
should have some charts that show that. o
DHR/azn
040901.15
Attach.
O
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Pages in Defense Bills vs Strength
- l;%es ES _mllzl
400 \ 112
300
\ / T°
4 War Dept. Bills — B
0 - — n ~+ 0
1945 1950 1962 1975 000
— Mil ES — DoD Auth Bills — DoD Appn Bills
1945:
- Military ES exceeded 12 million
«  War Department Civil Appropriations - 7 pages
«  Naval Appropriations - 32 pages A %

- Military Appropriations - 24 pages

- Appropriations for War Agencies - 15 pages

«  Excludes miscellaneous Defense appropriations

1947: National Security Act established Department of Defense

1950: First DoD Appropriation Bill - 42 pages
«  Authorization committees debated policy, passed no bill

1962: First Defense Authorization Bill - 1 page

1975:
e Defense Authorization bill - 10 pages
«  Defense Appropriation bill - 21 pages

_.2000: 1.3 million end strength down 88 % from 1945
. Defense Authorization bill - 464 pages
«  Defense Appropriation bill - 72 pages
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April 9,2001 12:50 PM

TR o oy s,
TO: General Hugh Sheiton " P 5 24

b TI‘!E

i
o
i

FROM: Donald Rumsfeld VL AT GF DEFENse

SUBJECT: March 30 Memo

I was looking over your March 30 memo commenting on Andy Marshall’s work.

Could you please have your staff try to address the areas that you think need
additional emphasis? For example, under “b” at the bottom of your first page, it
says that the strategic objectives, the ends, are not sufficiently defined to allow ug
to derive ways and means. Could you come up with some specific examples of'|
that and your own suggestions?

The same thing with respect to item “c.”
With respect to “e,” [ think it would be helpful if you listed some examples.

With respect to “L,” I quite agree with you that the likelihood of surprise is
understated.

Thanks.

Attach.

DHR:dh
04090 1-20

(st e )

SECDEF
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TO: Paul Gebhard
cc: Paul Wolfowitz
Steve Herbits

Steve Cambone

FROM: Donald Rumsfeld W

SUBJECT: New Categories

Attached is a memo that suggests some new categories. Who should get this?

Any thoughts?

Aftach.

DHR:dh
040901-33
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. SEA

. SOF

. TACAIR

A STAB AT NEW CATEGORIES

NEW

1. Homeland Defense (forces that are “here”)
strategy/NMD/anti-CB W/anti-terrorist

2. Regional Forces (forces that are “there”)
presence forces (land/sea/air), TMD, SOF etc

3. Long Range Forces (forces from “here to there”)
bombers/subs/mobility

4. Space and Support (intel, recce etc)
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April 9,2001 4:10 PM

TO: Rudy de Leon

ce: Paul Wolfowitz

FROM: Donald Rumsfeld 1

SUBJECT: Inspectors General

Do we really need all these inspectors general? Why don’t we have one for the
Department of Defense and one for each of the services and let them handle the
rest of these activities?

ST 0¥

Any thoughts?

 Thanks.

Attach.
4/3 Memo from Mr. de Leon

DHR:dh
040901-48
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April 10,2001 7:34 AM

TO: Steve Herbits
FROM: Donald Rumsfeld 7

SUBJECT: Collins® Memo

18§

What do you think I should do with this Collins’ memo? I look at it, and I don’t
know what to do with it.

Thanks.

Attach.
3/2/01 Collins’ Memo: “Key Points on CSIS Military Culture Study”

DHR:dh
041001-20

N
Q

Uui2598 /02
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Joseph J. Collins

March 2, 2001

Memorandum for Secretary of Defense

Subject: Key Points on CSIS Military Culture Study

Here are a few points on “American Military Culture in 21* Century” that DEPSECDEF
mentioned to you yesterday:

For 24 months ending January 2000, the Center for Strategic and International
Studies (CSIS), a Washington think-tank, has conducted a study on American
Military Culture in the 21* Century. LTG ret Walt Ulmer, Dr. Owen Jacobs, and
Dr. Joseph Collins of CSIS, (now OSD) led the effort that was chaired by LTG ret
Howard Graves and Dr. Ed Dorn. Selected bios are at page 3 of this document.

Study is a first of its kind look at military culture and provides a great window on
what is happening on the human level, inside of the Armed Forces.

Part of that study has been a 99-question survey on military culture and
organizational climate for units throughout the Armed Forces.

By study end, we surveyed 12,500 military personnel from the Regular Army, the
Army Reserve, the Army National Guard, the Coast Guard, and the Marine Corps in
CONUS, Korea, Germany, and Hawaii.

o Also, have surveyed Pacific Command joint headquarters, as well as their
Navy component, Pacific Fleet headquarters. Also, surveyed Atlantic
Command in Sep 1999, and USAREUR units and headquarters.

CSIS surveys were followed up by 125 on-scene focus group discussions with
officers or Non-commissioned officers. Approximately 700 service members
participated in these focus groups. The Army, Air Force, Navy, and Marines also
gave us access to unpublished surveys of their own.

We have briefed our study results to CSA, selected legislators (Sen. Warner,
Rep. Murtha, Sen. Reed), widely within the Pentagon, to the Defense Science Board,
RAND, and at the War Colleges. We have also briefed selected expert groups at CFR

in New York and D.C., as well as numerous veteran organizations.

o Undersigned addressed the entire student body of the National Defense
University in late Feb. 2000.

Study was the subject of over 150 newspaper articles and widely publicized.
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Key Findings of American Military Culture in the 21" Century:

Values in the force are strong across all ranks and services, but

Force reductions, high operations tempo, and resource constraints in units have
exacted a toll on the people in our mostly married force. While not as damaged as it
was in the post-Vietnam era, today’s military is far less ready and less satisfied
than it was a decade ago.

Overall, the biggest problems noted by military personnel in the CSIS survey are
pay/quality of life, excessive operations tempo and work-family imbalance, a
shortage of material and human resources in units, and the quality and training of new
personnel just graduating from basic training.

Morale in the force is not high. Only a fourth of the force considered morale high.
Reasonable expectations for quality of life for Service members are not being met.

We found race relations to generally be on a good footing, but with no cause for
complacency.

Survey and focus groups also noted some job performance-related problems with
gender integration in the Army, Navy, and Marine Corps, well-documented in
respective surveys. For example, men on CSIS survey said women would not pull
their share of the load in combat; many women agreed.

In focus groups, we often heard complaints of various leadership problems: micro-
management, a “zero defects” mentality, and continually having to do more with less.

There are problems of trust between seniors and subordinates, both in the field
and between the field and Washington. This field-Washington perceptions gap
---documented by survey and focus group comments --- often stems from value
conflicts for senior officers in DC. This problem has been magnified by global media
and access to the internet for people in the field.

The quality of officer leadership in units is not uniformly good and can be

improved, especially if promotion or command boards are given access to peer
ratings or other information beyond senior-subordinate ratings.

& J. Collins, Ph.D.
Polonel, US Army ret.

Gl
Senior W roject Director
703 692 4076 work /// |(0)(6) home /// joe.collins@osd.mil
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Biography of Selected Key Personnel

LTG ret. Walter F. Ulmer, Jr. retired from the Army in 1985 after 33 years of service.
His major assignments included command of the 3d Armored Division in Germany and
III Corps at Fort Hood Texas. For nearly a decade after he retired, LTG Ulmer was the
President of the Center for Creative Leadership in Greensboro, North Carolina. Today,
he is an active consultant on military issues and leadership. He served as the Chairman
of the Study Working Group for the American Military Culture project, and together with
Joseph Collins and Owen Jacobs was the author of the recently published report.

Dr. Joseph J. Collins, now working for OSD, retired from the Army in 1998 as a
Colonel with nearly 28 years of service. His career was equally divided between
assignments as an infantry officer, a professor of International Relations at West Point,
and a strategic analyst in the Pentagon. In the latter capacity, he was a special assistant
the Chief of Staff of the Army (1987-89), the Under Secretary of Defense for Policy
(1989-91), and the Chairman of the Joint Chiefs of Staff (1996-98). He was the project
director for and co-author of the American Military Culture in the 21" Century. His
doctorate is from Columbia University.

Dr. T. Owen Jacobs is a visiting professor at the Industrial College of the Armed Forces
of the National Defense University. He has been for four decades one of the nation’s
leading experts on military leadership and related issues.
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—_ April 10,2001  8:12A:M
TO: Dov Zakheim
cC: Paul Wolfowitz

Steve Cambone
FROM: Donald Rumsfeld 71\
SUBJECT: Memos
Here is your “Top Down Review” memo. Why don’t you draft memos for me t9
send to whoever you think I should send them to in order to achieve the goals y:qu
still think need to be addressed.
Thanks.
Attach.
1/17/0 1 Zakheim Memo: “Top Down Review”

DHR:dh
041001-27
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DSZ/3 Jan/0 1/ (7:3+

7

TOP DOWN REVIEW

Candidate Bush committed himselfto ordering a Top Down Review, something we
haven't had in 12 years. The NSC may be given the lead on this, but evenifit is, DoD
will be & major contributor, DoD already is in the midst of the Congressionally-mandaw
Quadrennjal Defense Review, but this is proving to be aroutinized, highly conservative
document. J

Following are some of the issues that will have to be addressed quickly-in the QDR, 1
Top Dow Review—or both l
i

/‘ # Geuingout of rhe Balkans
-~ What forces are pulled out? What forces stay behind7 Does DoD contribute

constabulary forces? (I would suggest that it not do so)

Military Relations with Asia
/ -- Expanding military contacts with China? (yes, but on a reciprocal basis)

\ Y

-- How quickly to move to agresment with North Korea? (not 100 quickly)

-- Defining relations with Taiwan (need to srain with ROC forces, av least CPXs)

~Expanding operations/training/with Japan? (yes)

-- Re-engaging the Indonesian military’? (definitely)

/ » Overseas Basing

: —~Howmuch to exploit Guam (now being proposed as base for reconfigured
Trident subs—SSGN's)

= How to restructure OUT basing posture in Japan and Korea

-- Do we intensify our starch for facjlities elsewhere in Asia? Rt-engage the
Philippines? Expand Singapore and/or Australia? What about Indonesia and

Malaysia? (yes)
-- Re-visit our basing policy in the Gulf? (yes)

2 > Deployments(areview mandated by Candidate Bush)
-- Where can we cutback other than the Balkans? Do we dare do so in Asia?

# Nuclear palicy {also s¢¢ below)
-~ warhead reductions
-- “reducing the hair trigger”
TOTRLP.83
APR 10 2081 16:44 E.23
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April 10,2001 8:31 AM

TO: Rudy de Leon
FROM: Donald Rumsfeld 7

SUBJECT: Pentagon Bureaucracy

What do we do about the Pentagon bureaucracy? Please take a look at this memo
from Marty Hoffmarm and tell me what you think.

Thanks.

Attach.
1/1/0 1Hoffmann Memo: “Pentagon Bureaucracy”

DHR:dh
041001-31

11-L-0559/0SD/158




Dl) = 1Jan01

Memo To : The Honorable Donald Rumsfeld
Defense Secretary Designate

Subject : Transition Opportunity/Issue : Pentagon Bureaucracy

From : M. R. Hoffmann

In a change of Administration, particularly when the whole National Security
establishment needs such a major reorientation (weak word), the question of the copious %
overstaffing of the Pentagon needs quick attention.

There are a number of devices to do this, such as consolidation of the functions of
two offices, the retention of an incumbent individual in a job which is then abolished,
leaving jobs unfilled and then abolishing, etc. Distinction must be made between
statutory positions (required by Congress) and those over which the Executive Branch
has control for this purpose.

The problem will be sorting out the really key positions (as opposed to those
positions in which the incumbent was not up to the job). People like Hamre, Perry etc
from the recent Administration may be helpful, as well as recently retired Military and
Civilians among the various self-styled experts in Washington in whom you have
particular confidence ( CSIS and others may have material already “in the can” which
could be helpful). Proposing Legislation abolishing certain jobs gives the opportunity to
leave them unfilled until the resulting legislative issue is resolved .
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April 16,2001  9:22 AM

TO: RADM Quigley
FROM: Donald Rumsfeld D‘\

SUBJECT: WSJ Article

‘When you knock down that “Washington Wire” story from The Wall Street

Journal by Jackie Calmes, let me know what they say. It seems to me we oughit
find a way to knock that down.

Thanks.

Attach.
4/13/01 Wall Street Journal, “Washington Wire”

DHR:dh
041601-6
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7N and fever and sometimes

and from
o poe.

Jie decision will depend

emperature, the amount of

ot's ability to sec the hori-
zon, Bullock said. Recent tem-
peratures have ranged from
minus 94 degrees to minus SO
degrees Fahrenheit. Below
about minus 67 degrees, fuel
and hydraulic fluids in the LC-
130s would get too cold to
flow, he added.

At this time of year, Ant-
arctica is in twilight and tem-
peratures fluctuate as winter
comes on, Bullock said. Soon,

it will be so cold that landing
will be impossible. “It’s like
those summer days when the

sun is below the horizon but.

you still have just a little bit of
-orange on the horizon,” he
said.- .
Shemenski signed on
fall with Raytheon Polar
vices Co., the
company that provides logis-
tics support to the U.S. scieng
facilities in Antarctica. A fpfn

ily practitioner, he gave upf his

rivate practice in Ohio/for a
ife of short-term medifal as-
signments in remote pletes.

"He was looking Aorward"
to spending the winter at the
South Pole, said his cousin
Richard Shemenskf of P
Ohio. "He just thojight it would
be an adventure.”

Ronald Shemenski works
with a physician's assistant to
care for u--- nleedstgef
approximately 50 people at
South Pole statjon. He arrived
there Oct. 29,

Katz said Shemenski de-
veloped severe hbdominal pai
around April 1 hnd noticed his
urine was dark, \a common oc-
currence when| a gallstone
blocks the duct that drains bile
from the gallbladder. He had

blood tests and \was treated
with painkillers ajd intrave-

nous antibiotics and Ruid

Katz said that ar_ultra-
sound test showed at leadt one
gallstone and that blood tebts
indicated Shemenski’s pancreas
had become inflamed, a com-
plication that sometimes occurs
when a gallstone blocks a duct.
Inflammation of the pancreas,
an organ that makes digestive
enzymes, causes severe pain
r0-
gresses to peritonitis, a life;
threatening infection

and cloud cover, and the

Over the ensuing days, the
obstructing gallstone appar-
ently passed through the ‘duct
and the pain abated. Doctors’
concern is that if the. duct be-
comes obstructed again, She-
menski could become much
sicker.

Once a patient has one
such episode, the chance of re-
currence within a year is 33 to
SO percent, Katz said.

When the NSF evacuated
physician Jerri Nielsen from
the South Pole to treat her
breast cancer in October 1999,
it was early spring in Antarc-
tica and conditions were

milder, This time, winter is
ahead,
“The

"la§t e-mail I had

Richard

y all Street Journal ,V‘
April 13, 2001 '
Pg. 1 .

23. Washington Wire

The Brass

THE BRASS bristles at
Pentagon Chief Rumsfeld’s lat-
est rule.

The defense secretary or-
ders generals and admirals to
notify his office a week in ad-
vance of all meetings with
lawmakers, say congressional
staff and military officials, He
wants to stop the services’ free-
lance lobbyinfg, after nixing
their earlier efforts to get Con-
gress to increase the current
defense budget by $8 billion.

The officers grouse that

Rurnsfeld’s command is unreal--

istic: If senators seek a briefing
on weapons systems, the ser-
vices can’t tell them to wait &
week until the Pentagon civi
ians clear it, they say. In
sponse, officials submit listy/of
nany’ of
which never come off, ‘
China Fallout
Senate alet” Lott pre-
dicts BushwoOn't scll Taiwan
G _AeFiS-e( ipped dmyets
it wants -- and China fears —

--Jackie Calmes

Washington Times
April 13, 2001
24. Inside The Ring
By Bill Gertz and Rowan
Scarborough
Chinese feared raid
Pentagon intelligence offi-
cials said China’s military was
ready to repulse a covert U.S.
military attack on Hainan Is-
land to capture the detained
American crew and its dam-
aged EP-3E Aries II intelli-
gence-gathering plane. Chinese
militarv commanders ordered a
special” command post set uj
on Hainan Island, the Sout
China Sea island where the
crew made an emergency land-
ing %pril 1.
very: night — the best
time for such raids — the Chi-
nese are placing concrete bar-
riers at either end of the dam-
aged EP-3E aircraft just in case
,S, commandos attack and try
A get the intelligence-
dthering plane out of the
Officials told us unspeci-
fied military options were dis-
fsed among top Bush ad-
migistration national i
offfcials during the standofi
bug only in the remote chance
thef 24 hostages were bei
mijtreated, tortured or kill
forces commando units

.
[C18

inJapan were readied just in i

| Lt. Osborn's decision
An internal Navy memo
ays Lt. Shane Osbom, pilot of

he EP-3E surveillance plane.

correct decision to land the
crippled turboprop in China
ratlger than risk ditching in the:
South China Sea.

“The EP-3E aircraft com-

mander and crew, presented
with compound emergencies,
complex tactical considerations
and complex diplomatic con-
siderations, succeeded in keep-
ing his crew safe and intact,"
says the memo from an Navy

despite increased pressure for aviation official.

the sale from GOP lawmakers.

But tech-industry lobbyists two

suggest delaying a Senate vote
on legislation felaxing limits

on exports of
performance computers,

could derail it.

The memo says damage to
ropellers, the nose cone
anJ) a wing after colliding with
a Chinese F-8 fighter greatly

high- reduced the chance of a suc-
ear- cessful ditching.
ing anti-china. sentiment now words, a sea landing woul

In other

11-L-0559/0SD/161

likely have. killed the 24-
member |

crew. |
"The emergency
action plan states: "While every
classified material from falli
into the handg of hostile per-
somnel, emergency destruction
is secondary 1o aircrew safety,’
e e the aircraft in th
the aircraft in the
PRC represer theﬁ:esstafop-
ining

Aviation News.
A major EP-3E
improvement  t was on board

the downed lane is the Joint
Signals Intel igence Avionics
Family Bloc Modernization

ngnn(MD).TheEP-BE
dJ'MD cor s in three

“blocks,” or ersions. Accord-
page 23 of 37

l




— tr?l a litt
plo

ing to Adrn. Nathman, the first
one improves onboard han-
dling and processing of signals,
and a second version adds a
low-band subsystem and im-
proves data fusion through
what is known as Common
Data Link, “which provides
crucial connectivity for net-
work centric warfare,” Adm.
Nathman said. The third ver-
sion “adds a precision targeting
system,” he said.

The exact version of the
JMOD upgrade on the EP-3E
held by the Chinese could not
be learned, but officials said it
was at least one of the three.

Truth offensive

Now that 24 Americans
have been released from cap-
tivity from China, the Bush
administration is planning a
public relations campaign to
explain why the Chinese gov-
ernment and military version of
events near Hainan Island is
com;'}letelywrong.

he facts, according to
Pentagon sources, when re-
leased by the Pentagon and
U.S. intelligence community,
will show that Chinese pilot
Wang Wei acted recklessly in
intercepting the EP-3E surveil-
lance aircraft and caused the
chain of events that led to the
captivity.

The intelligence includes
videotape of previous Chinese
intercepts as close as 20 feet

from U.S. aircraft and cocwn

voice communications from the

EP-3E that made the emer-

gency landing on Hainan Is-
land.

Pro-China officials in the
government are opposing the
planned truth offensive. They
argue that explaining in detail
what happened will further in-
flame already tense relations
with china,

Other officials say the onl
question remaining is who will
get the call to lay out the facts.
Deputy Secrctary of State
Richard Armitage is State’s
choice, while Pentagon offi-
cials would like to see Defense
Secretary Donald H. Rumsfeld
come out swinging with the of-
fensive.

EP-3E diplomacy

Rep. Donald Manzullo, I1-
linois Republican, decided to

Fe congressional di-

mac
standoff when he encountered
Yang Jiechi, new Chinese am-
bassador to the” United States,

at a Washington dinner April company has made state-of-the
3. art sateﬁite optics and is a lead-
The occasion was a cele- ing manufacturer of tools used
bration of United Parcel Ser- to make computer chips.
vice gaining access to a new The three are Sens. James
China route. Mr. Manzullo's M. Inhofe of Oklahoma; Tim
northern Illinois district in- Hutchinson of Arkansas; and
cludes a UPS airport hub. His Robert C. Smith of New

during the EP-3E °

district also is home to 20- Hampshire.

year-old Seaman Jerem
dall, one of the 24 El¥

the Chinese.

During the dinner, Mr. Lithography raises the risk that cording to

strategy and f
that will_grow at

ing rate 'if it'
Clark said.

es aren't going

marginal
to get the job dome." Acquisi-

he senators said in an tion reform

Cran-
-3E crew A%ril 10 letter to President
members detained 11 days by B

tion by the Dutch firm AS

The rate of change in to-

ush that the proposed acl:\c/lllﬁisi- day’s world as outpaced the
c

urrent acqui ition process, ac-
lark.p “And we

Manzullo took the opportunity the U.S. company’s cutting- need to do sog ething about it,”
to hand Mr. Yang — an old edge know-how will find its he said..

friend of former President w

George Bush — a letter po-
litely urging the Americans’ re-
lease.

ay to thential adversaries,

1 interagency panel, the
Committee on Foreign Invest-
ment in the United States

Mr. Manzullo wrote, in (CFIUS), is now reviewing the
part, “As chairman of the In- proposed acquisition before

terparliamentary

Exchange making a recommendation to

Group between the U.S. and Mr. Bush.

China, I have a keen interest in
promoting stable relations be-
tween our two countries.
Quickly releasing tbe crewmen
to allow them to return home
would send a positive humani-
tarian gesture that I kmow

"We believe the pr
takeover of SVG by the
firm ASML is a t to na-
tional security," the three
wrote. "We urge you to use

authority under law to
i‘;lock this proposed transac-

would be appreciated by par- tion."
ents across this country like Bill Gertz ana Rowan scar-

Tom and Shirle’y
[Seaman Crandall

P on ‘upheaval
e defense indus

On offi-
cial is

redicting “carth-

Crandall porough are Pentagon report-
s} parents.” m.g agon repo

shatterin chanﬁies in the way Aerospace Daily
Ss

the Navy buy:
cial, who asked not to be

ps. The offi- April 13, 2001

named, has been talking 12> Clark Urges Budget

Pentagon officials about. op-

Increase, Acquisition

tions in Defense Secretary Reform

Donald H. Rumsfeld's ongoing
top-to-bottom review. The
Pentagon is expected to an-

For r1earl¥1 10 years, the
United States has watched the
military strategy, forces and

nounce initial results in May in pydget mismatch grow and

time for inclusion m' the fiscal
2002 defense budget. But mos

major decisions will await the
fiscal 2003 budget.

This official told us he ex-
pects an “upheaval” in the

shipbuilding industry, with
Enps ] s%nnhns two

point where the

tgrow, to the
SErvVICeS gre now short of re-

sources, said Chief of Naval
Operations ADM Vem Clark.
Meanwhile, the Navy must
recruit, retain, train, maintain
and be ready to handle future

X sai
S, submarine builders to one terday at &n C}f‘ﬁ,m‘“':oy&'

and commitment to smaller
aircraft carriers. The source
also said he would not be sur-

prised to. see the review 1€C- e gervice's

ormrnend cancellation of not

vy League 1 Washington.
So, to deal with the imbal-
ance, Clark suggested raising

ing the acquisition process to

only the Joint Strike Fighter deliver products in a more effi-

but also the Air Force
Stealth fighter.
America first

Three Republican senato

are calling on President Bush
to block a Dutch company’s
acquisition of the Silicon Val-
ley Group Inc. (SVG). The

'S having a

s F-22 cient and cost-effective man-

ner; accepting the operational

and strategic implications of
er .Nayy; or

some combination of those.
All of the services are

“dealing with an imbalance in
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th and - dcvlof
on develop-
mentgmand s mgon and ex-
perimentati ion
takes far too y," Clark
proach in e
just isn't getting it dome. We
need a quicker, more agile, and

Jer way [to move forward
mfum?'necalledonin—

Access §gbecoming an in-
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April 16,2001 2:31 PM

TO: RDML Quinn

FROM: Donald Rumsfeld @lk

SUBJECT: LT Osborme

I
|

Please find out why the EP-3 pilot thanked Ross Perot at the Whidbey Island

welcome ceremony.
I would like to know what his involvement in this thing was.

Thanks.

DHR:dh
041601-29
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April 16,2001 3:59 PM

TO: Paul Gebhard

FROM: Donald Rumsfeld D‘\

18¢

SUBJECT: Archie Clemins

Please take this letter from Archie Clemins, break it into three separate memos a‘i‘d
craft memos from me to the appropriate people on each of these points.

Thanks.

Attach.
04/12/01 Clemins ltr to SecDef

DHR:dh
041601-56

U07649:- /01
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April 12, 2001

The Honerable Donald Rumsfield
Secretary of Defense

Pentagon
Washington, D.C.

Dear Secretary Rumsfield;

I am taking you up on your offer regarding comments on the various areas being
reviewed by the * U.S. Defense Strategy Review and Supporting Studies.’ I don’t have
expertise in several areas that are being reviewed, and have therefore limited my
comments and suggestions to those few areas where I think there are great opportunities
that have not been pursued. But, before 1 start, let me say up front that that these "
comments are submitted after working these issues for three years as Commander in
Chief, US. Pacific Fleet-trying to execute budgets, and since retirement working in tlhe
commetcial technology sector trying to grow a small business.

o FINANCIAL MANAGEMENT: There are two major areas in this arena that

have the opportunities to yield significant returns.

POM PROCESS

The first one is the POM process. Everybody complains but no one seems to have a
serious recommendation for improvement, What exists now is a process that when
compared to baseball has ‘eight months of spring training with a one month season.’
What 1 mean by this is the Defense Guidance comes out early in the Process, then all thy
services figure out how they are going to budget their money to comply with the
Guidance, then in the final throes of the Process the Defense Resources Board (DRB)
meets to make all the trade-offs, destroying balanced programs without fully
understanding the ramifications of the actions. Now obviously this is an exaggeration,
but not much!

The Process needs to be changed such that the DRB takes place up front with the
decisions made as to what is going to be procured, what readiness is to be budgeted for
what is going to be the quality of life standard, etc. Then the services need to work the
next eight months on figuring out how they are going to do this with the allotted mone.
Contrary to today’s process, this proposed process would cause the services to figure olrl
how they were really going to do this, and would force them to operate more like a
corporation, which has to make the same type of decisions.
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WORKING CAPITAL FUNDS

The second one is the Defense Business Operating Fund (DBOF). Each service has its

own version of DBOF called the ‘Working Capital Fund.” These funds, which in reality|

are accounting systems, were established during a period of Defense Growth in the |

Reagan Era, when there was significant competition. This is not the case today, even

though the Working Capital Funds have changed little. For the most part they, in fact, dp

not work in ,a downsized military environment and stifle innovation while wasting
money.

Today with the consolidation of the defense contractors and the reduction in quantities
being purchased Working Capital Funds cause many wrong decisions to be made just t:
support the accounting. For example, if a government shipyard or aviation depot is un
Working Capital Fund Accounting, there is little incentive to become efficient, since thli
customer has to pay the established man-day rate regardless. On the other hand, a missipn
funded activity where the customer is both the owner of the activity and, at the same
time, the customer, has the incentive to drive down cost to get all the work done so thait
more is not paid than is required. In other words, you may manage a Mission Funded
Activity in away to pay the operating cost of $400M dollars up front, and then manage l}t
to get $600M of maintenance for the $400M. In a Working Capital Environment there 1S
minimal incentive to do this.

The Business Operating Funds needs to be reviewed, and anything that doesn’t need to be
in them should be considered for removal. At the same time, the initial reaction of the
financial community will be that they have to buy their way out. This should not be the]
case. During the rapid draw down of the 90’s it was impossible to draw down as fast
desired (even if we wanted to) due to government regulations. Therefore, in shifting
entities to Mission Funded from Business Operating Funded, they should not have to buy
their way out.

o MORALE AND QUALITY OF LIFE. I will only address one area in this
area-Housing.

HOUSING

All of the services’ housing is managed from a standpoint of ‘ungraceful degradation.’
This is not because people want it to be this way, but rather that is what the system
fosters. An upfront DRB would hopefully affect the housing standards trying to be
achieved. Today, you will not see housing degradation as being a big quality of life
enhancer. At the same time I predict that substantial housing improvements would be a|
great retention incentive. While initially I wasn’t sure if Public Private Venture Housing
was the way to go, I am now convinced that it is. But, the devil is in the details. Because
when you get involved you quickly realize you are building housing for your
grandchildren and the business plan must address this. There have been several mistakes
made with Public Private Venture Housing but the model that is now being used to build
the new San Diego Navy/Marine Corps Housing is the best I have seen.
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« COST SAVINGS Networks and Process Change is absolutely essential.

With the right leadership, I have always felt that people performed as well as the systen
allowed them to perform. If the people perform badly, then you should look at the
processes. The comments on the previous pages in general are about processes and the
‘supply chain,” which historically has not been considered a very glamorous place to
work. Yet, when you look at the commercial sector and look at how much they are
spending on supply chain management, supply chain event management, and driving
down inventory, as well as the investments in customer relations management, DOD (a:
is the rest of government) is significantly behind in these areas. By being behind they are
missing opportunities to save significant amounts of money. As I mentioned last Friday
Networks that give Broadband capability to the desktop is absolutely essential to drive
down costs and manpower (both military and civilian). But then using the Broadband
capability and changing our processes is where the real payback will come from, becawse
almost all of our processes were developed when people were cheap. The same is true
for industry, except they are moving out to drive down costs; government has to move
faster. When you look at DOD processes-whether it is recruiting, manpower, supply
inventory, maintenance, budgets, travel, accounting, etc.--they are all what would be
categorized as supply change. Starting down this ‘continuous change road’ is absolutel
essential to achieving savings.

Sincerely,

Archie Clemins

Copy to: DEPSECDEF
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TO: Rich Haver
FROM:  Donald Rumsfeld\J\.

SUBJECT: Letter from Beverly Shaver

April 16,2001  4:48 PM

Here is a letter I received from Beverly Shaver. What do you propose?

Thanks.

Attach.
04/12/01 Shaver ltr to SecDef

DHR:dh
041601-61
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FROM :

(b)(6)

April 12, 2001

The Honorable Donald Rumsfeld
Socretary of Defense
c’o Nancy Pardo

Dear Rummy:

Although there are few, curside the immediate families, who have rejoiced in the return of the
EP-3E crow more than I, nevertheless the poignancy of knowing there is at least ane other
member of VQ-1 fur whom the Chineae have never accounted, has been especially acute for me.

I know it is scarcely necessary ™ remind you that this may be either one of the bat {or one of the
worseT) times o raige the question of Jim Deane’s fate/rentm, but surely it should not be omitted
in the an-going dinlogue on this matter with the PRC. Ambassador Prucher’s and the DPMO's
past effiorts to obtam information have apparently not produced a PRC response as yet, but
perhaps the bilateral dialogue in progress over the EP-3E could shake Jopss stene additional

cooperation.

The united States governament has simply got to do mere for those who bave waited, not 11 days,
but rather more than 40 years for ¢losure. If 1, as a private citizen, can go to China and blunder
into & first-tume confirmation that the PRC imprisoned two of the P4M'a orewmen, then surely all
the U.S. intelligancs resources, including the CIA, can determine the circumstances of Jim's
death or ns whereabouts today.

This particulsr tinag has got to be a resl window of opportunity to bring some $ott of resolution to
Jom's case. Although 1 have contacted neither of them on this matter, I should tell you that Elaine
Chao is my danclllu'-n—hw s sister, and Condolecza Rice is my daughter Lili"s mentos from
Stanford (thowigh Lili is not sare she would be remembered from 1988). But most importantly
your position at Defienss enables you to get the attention and respect of alf the PRC

They do not seem ¥ understand hunanitarian appeals from a flycr’s widow, they do understand
titles and influence.

You have been so enormously belpful to me. What can T say, cxccpt thank you thank yon

Beverly Deang . MD

(b)(6)
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April 16,2001  6:19 PM

TO: Larry Di Rita
FROM: Donald Rumsfeld?

SUBJECT: Notes on Courtesy Calls |

47,

Attached is Tom Korologos’s memo of all the notes that came up during my g
confirmation courtesy calls. |

JS

Attach. E
Notes on Courtesy Calls

DHR:dh
041601-76 !
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TO: Rudy de Leon

FROM: Donald Rumsfeld ?

DATE: April 17, 2001

SUBJECT: Blechman Letter

Take a look at this from my friend Barry Blechman and tell me what you think.

Thank you.

DHR/azn
041701.13

Attach.

UO7714A/
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DFI INTERNATIONAL

_ %/Z April 16, 2001

The Honorable Donald H. Rurnsfeld
Secretary

U.S. Department of Defense

1000 Defense Pentagon
Room3E880

Washington, DC 20301-1000

Dear Secretary Rumsfeld,

‘When we last met, you asked for “good ideas.” I have one, I think, which will beconie
particularly relevant as you move from the current “strategic review” to implementing ¢ in

the Department’s plans, programs, and forces.

Judging from information available in the press, it seems likely that there will be
insufficient resources to achieve all the goals that might emerge from the strategy reviews.
Operational short-falls, “quality-of-life”” needs, and congressionally-mandated health care
expenses seem destined to consume most of whatever incremental funds might be made available
to DoD this year and next. And I doubt that you will be able to gain enough potential savin
— from force structure reductions or cuts in legacy modemization programs to fund all the desirable
increases in expenditures for space systems and other transformative capabilities.

Over the mid-term, the only way to free up sufficient resources is to reduce the unit gost
of defense — the amount it takes to field and maintain the defense establishment. One way t
reduce unit costs is to consolidate the infrastructure, as you are already planning to do. Eve
greater resources could be saved, however, by making the Department’s use of civilian and
uniformed manpower more efficient.

As you know, one reason US corporations have become more productive over the
fifieen years is that they have taken advantage of technology to reduce their payrolls. To cite a
trivial example: my 80-person company now has only two executive assistants. Before the
advent of networked personal computers, modem communications systems, etc., we would [ngve
had 30 or more.

BarryM.Blechman
CEO and President

17 17 Pennsylvania Ave,NW
Suite 1300
W ashington, DC 20006
202 . 452 « 6900
fax; 202 « 452 + 6910
_—~. email: bblechman@dfi-intl.com

@ (Jo+HIH -0l
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Rumsfeld, April 16,2001, page 2 of 2

My impression is that the armed forces have not made this transition. They’ve boughttihc
technology, but continue to use people in old-fashioned ways. Although comparisons with
private corporations are not strictly fair, as the military needs to maintain a rotation base for
overseas and combat duty, [ don’t believe that the armed services have taken a hard look at thet
manpower needs for many years — despite the sharp reductions in combat force levels in the
1990s. As a result, I would guess, the ratio between manpower in combat roles and manpower in
supporting roles is probably worse now than it was when you last served in the Pentagon.

Identifying potential cuts in support manpower is not easy. It requires detailed
examination of individual staffs and functions at each unit and facility to identify unnecessa
duplications and overlaps. It also needs hard-headed looks at trade-offs for individual functins
between in-house staffs and contracted services. It takes re-assessments of the number of man-
hours required to perform various tasks, e.g. maintaining a particular aircraft engine after a fight,
to determine the necessary size of those units and staffs which are retained. And it needs
objective assessments of the possibility that an individual Service might be able to perform
certain tasks (e.g., basic pilot training) as an executive agent for all the Services, making poss ible
elimination of the other Services’ comparable staffs.

I doubt that the OSD Manpower Undersecretariat could really accomplish this analyssis,
much less make any proposed reductions stick. Only the Services have the detailed inform#ipr:
to identify possible cuts, as well as the institutional power to implement such proposed manprower
reductions effectively. But why should the Services cooperate in such an enterprise? Fewer
personnel eventually mean fewer promotions, less political clout, etc. One way around this
dilemma is to provide an incentive package like that discussed by Secretary James Schleslin;
the 1970s. As I recall, Schlesinger offered the Service Chiefs trade-offs between combat and
supporting personnel. I don’t recall the initiative exactly, but [ have a vague memory thathe
offered the Navy and Air Force one person above authorized combat manning levels for eve
two people cut from supporting roles. If sufficient savings in support personnel were achiev

the Service could justify additional combat units, as well as the resources necessary to equip®
them.

in

It may seem wrong, somehow, to have to offer such a deal to the Services, but the reality
is that major manpower reductions can probably not be achieved without Service cooperation. A
trade-off between deeper cuts in support personnel in exchange for increases in combat
capabilities makes sense on many levels.

Needless to say, I would be delighted to help you flesh out this idea, Please let me lt?now
if I can be helpful.

Yours truly,

Cc: Paul Wolfowitz
Steve Cambone
Ray Dubois
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April19,2001 9:53 AM

TO: Chris Williams
FROM: Donald Rumsfeld ,

SUBJECT: Press Coverage ' 0
T

This International Herald Tribune article says that the U.S. is not telling all vpe D
know about the spy plane as to its precise location. I thought we had done that. J)

It also says. we did not release recordings of conversations between the pilot:jand
the ground controllers. Do we have those?

Thanks.

Attach.
4/19/01 International Herald Tribune article, “Neither China nor U.S. Is Tellingﬁ}ll

About Spy Plane”

DHR:dh
041901-11
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CURRENT NEWS
EARLY BIRD
April 19, 2001

Use of these articles does not reflect official endorsement.
Reproduction for private use or gain is subject to original copyright restrictia || 5.
Story numbers indicate order of appearance only.

TOP STORIES
1. j Troops
(New YorkTimes)....Jane Perlez
Secretary of Defense Donald H. Rumsfeld surprised Prime Minister Ariel Sharon of Israel during his Yisit here last
month by telling him that the Bush administration wanted to withdraw the American soldiers serving as peacekeepers
in Sinai, a move proposed as part of the Pentagon’s drive to reduce troop commitments abroad, adminstration offi-

cials said.”

¢ 2. Verdict On Osprey Is Mixed

" (Washington Post)... Mary Pat Flaherty
A Pentagon-appointed review panel delivered a split decision for the troubled V-22 Osprey program yesterday, say-

- ing it should continue in limited production but calling for major changes before the aircraft returns toire:gular use.

» -3._Sub Captain Te Lose Job, Not Freedom
(Los Angeles Times)..,. Tony Perry
A top Navy admiral has decided against courts-martial in the Greeneville submarine disaster but will ¢rdier the sub’s
captain to an administrative hearing that will force his departure from the service, Navy sources said |ednesday.

e 4. U.S. Mav Quit Talks With China Over Plane

(Washington Post)....Clay Chandler
Chinese and U.S. officials stuck to sharply clashing positions today in their first joint review of the COFW‘“‘ Aprl 1

between a U.S. surveillance plane and a Chinese interceptor, prompting an immediate U.S. threat to break off the

talks.
e 5
(Washington Times)...Rowan Scarborough ' |
President Bush’s national security aides are tentatively recommending thatt the United States not sell
stroyers to Taiwan at this titne, but provide less-capable warships and other conventional arms, adminjstration and

congressional officials said yesterday.

CHINA/U.S.
6. After Rancorous Start. U.S. And China Resume Talks
(New York Times)....Elisabeth Rosenthal with David E. Sanger
U.S. negotiators here said this morning they had decided to continue talks with the Chinese governm
the collision of an American spy plane and a Chinese fighter jet on April L.
7. China Flights Mav Get Escorts

(Washington Post)....Thomas E. Ricks )
The Pentagon has prepared detailed plans that call for fighter jets to escort military reconnaissance aircraft through

international airspace, plans likely to be implemented if talks between the United States and China continue to go
badly, a senior Pentagon official sald last night. )

s 8. Nor S
{International Herald Tribune)....Thomas Crampton
..Avoiding what is standard procedure for similar incidents involving cwlhan aircraft, both sides have not released \ ¢ =
recordlngs of conversations between their pilots and ground controllers or data proving the precise p smons a‘nd

headings of all aircraft.

t concerning

page 1 of I8
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April 1 igcident involved a pi- both sides. Data on the air- land of Ishigaki-shima, and

16t from one of the fighter units

based in southern China. would settle disagreements

craft’s position and heading Australia, which has a power- directly
ful signals intelligence station shield the

Plans call for the F-15s to over the distance maintained that monitors the South China
stay as far as 100 miles away between them.

from the plane they are escort-

If transcripts became

Sea.
“Why does Donald Rums-

ing, he said. That distance available, current and former feld insist on showing those
permits them to scan the entire air force pilots suggest, they old videos when he should
area with their radars and also  would include references to the ~have a voice tape of the actual
gives them more freedom to first reports of visual contact incident in his possession?”

mancuver.

] ) bet\_:veen the aircraft and con- Mr. Kamiol said, referring to
If Chinese jets got too versations between the pilots the U.S. defense secretary’s re-

close, the F-15s would quickly and their controllers. They lease of footage said to have

move in, he said.

might also include what took been taken durin

previous

. This official said that his place during the initial sweeps close encounters. “The Chinese
single biggest worry in execut- by Chinese fighter jets past the are no better,”

ing the mission, is “making sure
that young pilots understand
the rules of engagement.” U.S.

military personnel generally EP-3 aircraft was operating, telligence

U.S. aircraft.

But unless required by

The U.S. tape might reveal compelling national interest,
at what level of autopilot the potentially sensitive signals in-

information is

are told they have an absolute and it could include the 25 to unlikely to be released.
right to use force to defend 30 mayday calls that the
themselves under attack, but American pilot insists his plane respondent for Orient Aviation
made during the 25-minute Magazine, said: “If a civilian

usually must receive explicit
permission before using force
1n any other situation.

In addition, he said, the F-
15s would be equipped to pro-
vide a full videotaped record of
any such encounters.

flight to Hainan Island.

A full transcript of the
Chinese tape would more fully
explain what {)receded the in-
cident and include the second
pilot’s request for instructions

Once the United States has after the collision and crash

been able to assess the Chinese
response to these initial flights,
their number would slowly in-
crease. Gradually, their loca-
tion would also vary, expand-
ing south.

International Herald Tribune
April 19, 2001

8. Neither China Nor
U.S. Is Telling All

About Spy Plane
By Thomas Crampton, Interna-
tional Herald Tribune

HONG KONG -- As Bei-
jing and Washington ramp up
their rhetoric over the U.S. sp
plane held on Hainan. botﬁ
sides have kept secret the in-
formation that is normally con-
sidered crucial to making an
objective assessment of an air-
borne collision.

Avoiding what is standard
procedure for similar incidents
mvolving civilian aircraft, both
sides have not released re-
cordings of conversations be-
tween their pilots and ground
controllers or data proving the
precise positions and headings
of all aircraft.

The transcripts would il-
luminate numerous points of
contention, including the in-
tents and actions of pilots on

his colleague.

But disclosure might not
benefit either Washington or
Beijing. If the pilots from ei-
ther side made aggressive
statements or spontaneous re-
marks indicating blame, the
documents might contradict
public statements.

“We can presume that the
Chinese, Americans and sev-
eral other countries know a lot
more about this incident than
they are saying,” said Robert
Kamiol, Asia-Pacific editor of
Jane’s Defense Weekly.

As one of Asia’s military
hot spots, the South China Sea
undergoes constant and inten-
sive scrutiny by intelligence
outposts of numerous coun-
tries.

A spokesman for the Tai-
wan Defense Ministry has con-
firmed that the island’s military
monitored the incident, while
the United Daily News news-
paper reported that Taipei’s
military has a partial transcript
of conversations between the
aircraft and their controllers.

Others likely to possess
the conversations include Viet-
nam, a wary neighbor in dis-
pute with China over territory
in the South China Sea; Russia,
which operates a signal intelli-
gence post out of Vietnam’s
Cam Ranh Bay; Japan, which
has a monitoring post on the is-

Tom Ballantyne, chief cor-

aircraft were involved, disclo-

sure would take place at a

whole different level. The tran-

scripts and data would be out
there in no time.”

A rare release of signals

of intelligence came in 1983,

ages all parties involved, both
and indirectly, to
information they
have. We may never know the

full story.”

China T'oo Spies Over

recent y .
By Ann Tyson, Special
correspondent of The Christian

Science Monitor
WASHINGTON -~ Like
moves of a Beijing
opera performer, China's pro-
tests over US Navy surveil-
lance flights|in the South China
Sea contain/a distinct element
of theatrics.
China ws, for one, that
the United States has no inten-
tion of halting the flights in the

when Japan turned over a re- wake of thie April 1 collision of

cording of conversations in- 2 US EP-3

spy plane and a

valving Soviet interceptors that Chinese fighter jet, according

shot down a civilian airliner.
Korean Air Lines Flight 007.
Played to the United Nations
Security Council, the recording
buttressed the U.S. position by
including the voice of a Soviet
fighter pilot announcing he was
rocketing the jetliner and pro-
claiming: “The target is de-
stroyed.”

Beyond voice recordings,

to US and| Europcan intelli-
ge-nce exXperts.

Experts| are skeptical of
the Chinese|complaints for an-
other, mor¢ telling, reason:
China uses| the same eaves-
dropping tactics to track the
US military in Asia, with older
technology but growing intru-
siveness.

“It's abgolutely understood

civilian aircraft now constantly = we are doing things that na-
relay information in real time tions do,™ says Ronald Monta-
to ground controllers about perto, dean| of the Pentagon-
their airspeeds. attitudes. and funded Asia Pacific Center for
positions-of controls. Security Studies in Honolulu.
While gathering intelli- "There is a little bit of Kabuki
gence, the %P—3 relays data in this.” he pays, borrowing an
back in real time via satellite, analogy from Japanese theater,
but it is not clear whether that “if’s a bit o f deliberate drama."

includes flight data.

The positions of all air-
craft could readily have been
determined by Chinese ground
radar stations operating on
Hainan Island.

In civilian investigations,
which might involve aviation
authorities from several coun-
tries, aircraft manufacturers
and airline companies, tran-
scripts and information often
leak.

With that in mind, Mr.

China |s considered East
Asia's  No.| 1 eavesdropper,
mounting electronic  intelli-

gence-gathering equipment on
everything |from aircraft to
rocky reefs,|and from warships
to fishing trawlers. It regularly
uses: such platforms to pick up
radar signals and other com-
munications, targeting a swath
of countries from Indonesia,
the Philippines, and Vietnam to
Japan and South Korea, as well
as US miljtary operations in

Karniol said: “The clandestine the region, ¢xperts say.

nature of these activities over

Their [primary concern is

the South China Sea encour- in the region, gathering intelli-
page 9 of 18

11-L-0559/0SD/177




snowflake

N
0

—ZF

April 25,2001 8:34 AM

SUBJECT: Outsourcing

The Marines are now outsourcing 100% of their mess halls.
Why don’t the Army, Navy and Air Force do that?

I want to talk to the Service Secretaries about this.
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April 25,2001  2:51 PM

" '

TO: Chris Williams

CC: Paul Wolfowiti -
FROM: Donald Rumsfeld )}(I«

SUBJECT: Mark Stokes

I definitely will not detail Mark Stokes out of OSD. I want him here-he is
excellent. <
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OFFICE OF THE SECRETARY OF DEFENSE

S THE EXECUTIVE SECRETARY

| 4/ 2/0/
f 7o Chaes pill. ov

f
| ber: piatu Srmoms  Assimmnt
| T0 SHHE

Y24
; Loncunl/ Eansre sonses 7amr
‘ The Qgwsy wll el Scaurmy
} Menes oy e Emly Thi o/sek
1) cuncel Taw aow Stk

— | /g;,/,, W7 To SrHE
bupt gty
/P awsar

11-L-0559/0SD/180




snowflake

April 30,2001 8:54 AM
TO: Pete Aldridge
CC: Paul Wolfowitz
Steve Hedes
FROM: Donald Rumsfeld(R\
SUBJECT: Don Rice Letter
Please take a look at this letter from Don Rice and let me know what you think.
Thanks.
Attach.
4/16/01 Rice Itr to SecDef
DHR:dh
043001-16
uog8396 /01
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DonaLD B. RICE
(b)(®) ~—

April 16,2001 - g \est-

The Honorable Donald H. Rumsfeld
Secretary of Defense

1000 Defense Pentagon

Rm 3E-880

Washington DC 20301-1000

Dear Don,

If the media has it even close to right, you have your hands full as you bring this national
security review and study process toward decision making. You and I discussed some topics a
few weeks ago and | want to share some additional thoughts.

I’ve been encouraged by recent dialogue suggesting a new strategy which recognizes the
challenges our nation will face: a strategy that increases focus on Asia and the Pacific in addition
to the Gulf region, and prepares us to deal effectively with crises that spin up rapidly in places
where we have few bases or where we face adversaries with capability to deny or degrade our
ability to build up forces.

Now you’re wrestling with a force structure to support the strategy. The kind of force
that served us well in the Cold War-short-range aircraft and heavy armor-seems ill-suited for
a world in which long distances must be transited and in which adversary weaponry could make
concentrating forces problematic. Reports suggest such factors have led you to put a premium on
range, stealth, precision, and rapid response. This is what [ was arguing for 8 years ago and what
our bipartisan National Commission has recommended.

That means survivable long-range aircraft take on added value. Survivable long-range
aircraft put added credibility behind conventional deterrence with their capability to deliver
devastating mass precision to halt aggression. They can go anywhere, anytime on a few hours
notice. These aircraft can destroy enemy anti-access capabilities and greatly improve conditions
for follow-on forces to deploy. Just as important, because they can provide loiter time and
endurance, they can maintain dominant presence over broad areas of the battlespace to rapidly
strike fixed and mobile targets throughout the campaign.

The Air Force is a great organization, with great people. But it’s too wedded to the
fighter force mentality of deploy and fight. Important as the fighter force is-and will remain-it
does not meet the full range of challenges you are defining. I thought the case was overwhelming
even before your new strategy that only a modern long-range bomber force, equipped with a
flexible mix of precision weapons, can. With sufficient long-range bombers, no enemy could
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The Honorable Donald H. Rumsfeld
April 16,2001
Page 2

expect to mount a large scale surprise attack to seize friendly territory-the bombers could

prevent him from massing to carry out aggression. And no Dad actor could keep his strategic

vitals safe from a devastating response. If you needed the extreme option of preemption, this /
bomber force would be first choice. So, in my mind, unless the long-range bomber force is seen

as getting top priority, our strategy strains for credibility.

The B-2 has its opponents+fien, I suspect from entrenched interests that sense
competition with their favorite programs. Some may claim the B-2 is aging technology. To
suggest that ignores how far the original B-2 was on'the leading edge-as well as the proposed
plan, at moderate cost, to insert modern avionics and processors to bring it up to state of the art.
Others Wnot stealthy enough for the 2015 threat, which assumes lots of SAMs
with SA-10C level capabilities. First, my involvement in studies suggests the B-2 does fine in
most scenarios. Second, the B-2C can get better. Third, even when we face the toughest
scenario, B-2s would be the best option (because B-2s can combine stealth with weapons mixes
that also suppress defenses). Beyond that, since there’s not much signature improvement
available from modifying the mold line even in new aircraft designs, the next level response is to
add jamming or decoying. Even moderate jamming significantly leverages the inherent stealth
and could be provided from elements of the bomber force. Speaking of that, a long-range, l(ﬂ

dwell capability for electronic combat-manned or unmanned-would be valuable in many
circumstances.

Some will suggest half-measure alternatives to the B-2: perhaps cruise missiles or a
longer-range JSF or a regional bomber-a stealthy F-1 1 l-class aircraft. But the more I think
about it, the more I come down on the side of the B-2.

Ve

Cruise missiles are very expensive to procure in sufficient quantities-that’s why we’ve
never bought enough. And they will only do a piece of the job. Some number of cruise missiles
provide a useful augmentation to a robust force of B-2s, but no substitute for it, As the last
Administration unfortunately discovered, heaving a few cruise missiles at an aaversary is not an
effective response to anything.

And as for a longer-ranged JSF or a stealthy F-1 11, I don’t think either have the sort of
“legs” we’re going to need, F-1 11s bring to mind the 1986 Libya raid. As I recall, it took an
armada of tankers (almost 30) to get 18 strikers-te-andJfrom the targets. That’s a lot of airplanes
for a small mission. A few B-2s could do that mission from CONUS with a handful of
tankers-no tankers if they do it from the theater. And with the increased distances of the Pacific

to worry about, and likely erosion of our forward basing posture, range will only become more
important.
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The Honorable Donald H. Rumsfeld
April 16, 2001
Page 3 7
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With both JSF and an F-1 1 l-class airplanZﬁhere’s an enormous near-term opportunity
cost-all those scarce dollars going into R&D a@vhm they could be going into combat
capability. The RDT&E plus EMD for an F-1 1 I-class aircraft would be $20 billion (if you’re
lucky). Yet there’d be no significant breakthrough in capability. If the unit price is in the $200
million range, buying two wings-say 200 aircraft-would cost $40 billion for a total investment
of $60 billion, not counting bed-down costs, Even being pessimistic in B-2C costs, that would
buy at least 60 B-2Cs—likely more. And the deterrent effect, range, weapons carrying ability,
flexibility, and operational capability of such a B-2 fleet would dwarf the F-1 11 force. By my
back of the envelope calculations, assuming for the example 60 more B-2s, the B-2 force would
provide well more than double the payload-range for the same money. (By the way, payload-
range per dollar is a favorite metric of mine that doesn’t get the attention it should.) JSF suffers
even more from this kind of cost-effectiveness comparison. You should check this with the Air
Force, but my understanding is that a JSF can only carry two JDAMSs internally. That’s no more
than a dual-role F-22 (though F-22 is more restricted in JDAM versions). Based on that alone,
it’s time to consider strangling JSF-before its cost strangles you.

Payload matters. While an F-1 11 -class airplane would improve on JSF, the improvement
will be relatively marginal. The B-2 will carry 16-80 JDAMS, depending on size and type. It
would take a much larger number of either one to approximate that much firepower, and lots of
bases and supporting assets that may well not be available within the theater. Even if the
technology for a small diameter bomb proves out, the B-2’s proportional advantages over fighters
remain. And the difference in capability is more than just tonnage. The B-2’s mammoth payload
allows it to be flexibly loaded with a mix of precision weapons-flexibility that will enable it to
employ optimum weapons against fleeting targets in a dynamic battle. That’s a capability some
would just as soon not have you consider-because it’s a mission they’d rather reserve for other
elements of the force structure they’re trying to protect. But my review suggests the B-2 would
be very valuable in that role.

And what if we need capability sooner rather than later? I doubt if JSF-particularly a
longer-range JSF-will come on line in meaningful numbers until, at best, 2015, and probably
later, A new F-1 11 would be after 2020. The marketing pitches may say sooner.. .but you and I
know with all the design complexities and testing requirements, that’11 slip.} Hard to understand
why we’d want to spend more money.. ,to get less capability.. .later\ Rather than either JSF or a
new, stealthy F-1 11, start a technologically serious and fiscally prudent R&D program on a future
unmanned long-range, stealthy attack aircraft you can pursue for the more distant future
alongside a program to get more B-2s on the ramp in a meaningful timeframe,

An additional though-why not sell the British a dozen or so B-2Cs. Better for them and
us than a bunch of short-legged jets they need mini-carriers to utilize.

11-L-0559/0SD/184




The Honorable Donald H. Rurnsfeld
April 16, 2001
Page 4

I fought hard for the B-2 program because of my belief in its revolutionary capability to
project conventional power. Everything that has happened since has only strengthened my belief.
I urge you to take up the fight-the country will be the better for it and you’ll have a distinctive
contribution to the new strategy that nothing else can offer.

Call me if you’d like to discuss any of this further.

W Regards,

P.S.  To remind you of how stark are the comparisons of B-2 capabilities to fighter or cruise
missiles, [’ve enclosed my two Value of Stealth charts. The first compares an actual
unsuccessful F-1 6 raid in the Gulf War (standard package) to what it would have been if
they’d had precision weapons, to the actual F-1 17 raid that followed to kill the targets, to
how we’d have done it with B-2s. The second chart compares B-2 payload to cruise
missiles (ignoring that cruise missiles aren’t effective against many critical fixed military
targets or any relocatable targets) and shows that large operational dollar savings accrue
to use of B-2s.

cc: Honorable Paul Wolfowitz
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April 30,2001  3:21 PM

TO: Paul Wolfowitz
Steve Cambone
Steve Herbits

FROM:  Donald Rumsfeld QJ\,

SUBJECT: Paper for comment

8¢

What should we do with this paper?

Attach.
Undated paper, “Organizing for National Security”
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L
ORGANIZING FOR NATIONAL SECURITY

The Bush-Cheney Administration has a unique opportunity to do well by doing good: As it
prepares to govern and, inevitably, begins laying the groundwork for successful mid-term and
presidential elections over the next few years, arguably the single most important step it can take is
to implement its campaign promises to rebuild, reequip and reinvigorate the U.S. military.

This step would put the United States in a far better position to confront the global
challenges sure to be among the most dangerous of the legacies of the Clinton-Gore years. It can

also serve to galvanize a community that has, in the past, proven to be a reliable and formidable
base of political support for Republicans.

Importantly, this community can be comprised not only of the roughly 20 million Americans
who are either past or present members of the U.S. armed forces, their dependents and those
associated with companies doing business with the military. It also can be extended to include
many millions more who, by virtue of their ethnic background and/or religious ties to foreign lands
have a potentially decisive interest in U.S. foreign policy -- at least with respect to the nations in
question. Finally, the base can draw heavily upon what used to be known as Reagan Democrats,
individuals whose native common sense and instincts are appealed to by policies of “peace through
strength,”

If the Bush-Cheney Administration and its allies on Capitol Hill are to actualize the political
potential of this potentially decisive community in time for what are expected to be very close, if not

actually disastrous, mid-term elections, they must take a number of steps at once. These include the
following:

Personnel: Build on the superb choice of Donald Rumsfeld as Secretary of Defense by
putting into place a Pentagon team that restores confidence in the building’s civilian and military
leadership. In particular, Joint Chiefs Chairman Hugh Shelton should be replaced immediately
by an individual who, by dint of his personal integrity, vision and demonstrated willingness to
“speak truth to power” commands the respect of the armed forces and will be instrumental to
rebuilding esprit de corps, retention and the Nation’s combat power.

This step should be complemented by an urgent Administration initiative to overhaul
Goldwater-Nicholls, legislation that has effectively rendered the service chiefs little more than
damage-control officers for their respective budget crises.

Policy/Programmatic Initiatives: While there is much to be done -- and undone, the new
President and his team can immediately enlist and invigorate the wider defense community by
taking tangible action on the following items:

The President should announce on Day One of his presidency that, starting on July 20,
2001, the United States will begin the process of deploying anti-missile defenses for our
forces and allies overseas and the American people here at home. To do so, he should order
the United States Navy and the Ballistic Missile Defense Organization to take steps to
modify one or more AEGIS fleet air defense ships so as to prepare them to serve as anti-
ballistic missile platforms. Initially, this will, of necessity, involve little more than the

E
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deployment of components and test articles -- much as was done by President Bush in 1990
with the emergency fielding of Patriot test missiles at the time of Operation Desert Shield.
Gov. Bush spoke favorably of this idea in the campaign and successive Pentagon analyses
confirm its inherent feasibility, affordability and strategic utility.

Send Congress legislation to fix the military voting problem, once and for all. A clear
commitment to end the disenfranchisement of our men and women in uniform would send a
potent signal to them and all who appreciate their service to our country. A centerpiece of
such an initiative should be an experimental use of electronic voting, perhaps initially
utilizing secure military communication capabilities, in time for this year’s gubernatorial
elections in Virginia and New Jersey.

Establish as a matter of presidential policy that the national security (including foreign
policy-related expenditures) demands a minimum commitment of resources equal to at least
four cents on the national economic dollar. This compares to slightly less than three percent
of Gross Domestic Product we are currently allocating for these purposes -- the lowest level
since before Pearl Harbor.

By making the “Four Percent Solution” -- one additional cent for national security -- a
foundation for his military rebuilding program, the new President can end speculation that he
will follow the Clinton-Gore stratagem of using budgetary smoke-and-mirrors to conceal the
reality that “reform” alone cannot fix what massive infusions of additional funding
recapitalization will be required to correct.

“Unsign” the International Criminal Court Treaty. By rescinding President Clinton’s
last-minute overruling of the military’s strong opposition to the ICC, his successor will send
an incalculably important message to his troops that help is no longer “on the way,” as Vice
President-elect Cheney put it in the course of the campaign -- it has arrived. No less
importantly, the Bush-Cheney team will be serving notice on the international community:
The incoming team is determined to be an American administration, not one that subscribes,
as its predecessor did, to the “Post-American” philosophy that has systematically
subordinated national interests and sovereignty to “aggressive multilateralism” and world
governance.

A “second opinion” on China. Secretary of State-designate Colin Powell has publicly
expressed the view that “conservatives” need to be educated on China. In fact, there is
reason to believe that he -- and indeed the government as a whole -- would benefit greatly
from a fresh and independent look (i.e., of the kind Secretary Rumsfeld has twice led, a
“Team B” drawing upon outside experts who are not closely associated with the
“conventional wisdom™) to examine the premises and policy implications of official U.S.
views of China’s goals, conduct and military programs.

Defense Industrial Base: The rebuilding our Armed Forces cannot take place without the
presence in the United States of a healthy defense industrial base, with vibrant R&D and
manufacturing capabilities, upon which our national defense and our freedom of action in
the world ultimately rest. Today many American defense subcontractors with critical
technologies are being bought by foreign conglomerates. Others are simply being replaced

#
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— by Chinese and other third world suppliers. Allies require “offsets” as a prerequisite for the
purchase of superior American weapons systems, a practice at odds with free trade
principles. The entire state of the defense industrial base needs immediate review — and part
of the political calculation should be the fact that much of the base is unionized labor.

Congress: Congressional allies should be tasked immediately to help establish a record
concerning the world being bequeathed to the Bush-Cheney team. It can be easily demonstrated that
it is far less conducive to U.S. security and vital interests than was that of 1993. Absent a concerted
to hold the outgoing Administration accountable for the trouble now brewing literally all over the
globe, it will be difficult to make the case for corrective action. On the other hand, such an
accounting can significantly reduce the danger that the new administration will be blamed for its
predecessor’s misdeeds (just as the Democrats will try to do if the economy continues to tank).

Among the areas the congressional oversight committees should be asked to address with
outside witnesses include: China’s increasing belligerence; troubling developments in Russia,
including its strategic partnership with the PRC; what to do next about the crises emerging in the
Middle East and Persian Gulf; the emerging missile threat and what we can begin to do about it
immediately; the need for U.S. space power; problems afflicting the intelligence community;
reforming Goldwater-Nicholls so as to restore authority to the service Chiefs of Staff; Pentagon
budgetary and programmatic fixes made necessary by the past decade’s malign neglect; increasingly
urgent energy security issues; potential adversaries’ efforts to secure undisciplined, non-transparent
funding for their malevolent activities on U.S. capital markets; etc.

Py Rebuilding the Defense Coalition: The new Administration needs to encourage and
support the reconstituting of the sort of coalition that led to and supported the Reagan defense build-
up and program so well in the late 1970s and 80s. At an elite level, this might involve a new
initiative modeled after the Committee on the Present Danger, which would be legitimated by and
given access to and succor from the relevant national security officials and departments.

At the grass-roots level, an outreach effort should be made akin to that mounted so
successfully by Grover Norquist and dubbed the “Leave Us Alone” Coalition. Much spade-work
has already been performed to reawaken in many of the participating conservative organizations a
concern about national security, but a far more serious and officially sanctioned initiative is needed
to enlist not only their members but those of the veterans organizations, ethnic groups, defense and
related labor unions, etc. '

Media: A concerted and sustained effort needs to be made by the new defense team working
with those inside the Administration and out who are savvy about the press to expose the media, and
through them, the American people to the national security problems we are inheriting, and the
serious shortfalls in our ability to address them. Focuses of such an effort should include: an
unvarnished look at serious readiness inadequacies; military quality of life problems and their
impact on recruiting and retention; obsolescing equipment and why we should not consider
equipping our troops with anything less than weapon systems that are the best in the world; the
threats we must contend with in the future -- including the asymmetric ones -- that will require
nothing less; and otherwise promote the image of the men and women serving their country as once
again valued members of our society and exemplars of its ideals.

e
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— Obviously, there would be enormous synergy if these steps are pursued in parallel. Should
each be pursued aggressively and on an ongoing basis, they could prove instrumental to the
maintaining -- and perhaps expanding -- the Republican majority in Congress in 2002, to supporting
President Bush’s reelection efforts and, most importantly of course, to assuring the national security.
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April 30,2001  5:43 PM Q
TO: Paul Wolfowitz D
Steve Herbits Q_\
FROM: Donald Rumsfeld(?}\ D
ToNT STAR- O
SUBJECT: Stustesseluiosities
Please take a look at this memo on how the Joint Staff works and what the role of
the SecDef is. Steve Herbits, then please set a meeting for the three of us to
discuss it.
Thanks.
Attach.
Section 155 “Joint Staff’
~
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1992 - Subsec. (c). Pub. L. 102-484, Sec. 911(b) (1) (A),
substituted '‘'the duties prescribed for him as a member of the
Joint Chiefs of Staff and such other'®' for ''such''.

Subsecs. (f), (g). Pub. L. 102-484, Sec. 911(b) (1) (B), (C),
redesignated subsec. (g) as (f) and struck out former subsec. (f)
which read as follows: "Participation in JCS Meetings. - The Vice
Chairman may pdrticipate in all meetings of the Joint Chiefs of
staff, but may not vote on a matter before the Joint Chiefs of
Staff except when acting as Chairman."

1988 - Subsec. (b) (1) (B) . Pub. L. 100-456 substituted ''completed
a full tour of duty in a joint duty assignment (as defined in
section 664 (f) of this title) '' for ''served in at least one joint
duty assignment (as defined under section 668 (b) of this title) ''.

EXTENSION OF TERM OF OFFICE OF VICE CHAIRMAN OF JOINT CHIEFS OF

STAFF

Pub. L. 100-526, title I, Sec. 107, Oct. 24, 1988, 102 Stat.

2625, authorized President to extend until June 1, 1989, term of

office of officer serving as Vice Chairman of Joint Chiefs of Staff

for term which began on Feb. 6, 1987.

WAIVER OF QUALIFICATIONS FOR APPOINTMENT AS VICE CHAIRMAN OF JOINT
CHIEFS OF STAFF

Section 204 (c) of Pub. L. 99-433 authorized President, until Oct.
1, 1990, to waive certain requirements otherwise applicable for
appointment of an officer as Vice Chairman of Joint Chiefs of
Staff.

-CITE-

10 USC Sec. 155 01/23/00

-EXPCITE-

TITLE 10 - ARMED FORCES

subtitle A - General Military Law

PART I - ORGANIZATION AND GENERAL MILITARY POWERS
CHAPTER 5 = JOINT CHIEFS OF STAFF

-HEAD-

Sec. 155. Joint Staff

-STATUTE-

(a) Appointment of Officers to Joint Staff. - (1) There is a
Joint Staff under the Chairman of the Joint Chiefs of Staff. The
Joint Staff assists the Chairman and, subject to the authority,
direction, and control of the Chairman, the other members of the
Joint Chiefs of Staff in carrying out their responsibilities.

(2) Officers of the armed forces (other than the Coast Guard)
assigned to serve on the Joint Staff shall be selected by the
Chairman in approximately equal numbers from -

(A) the Army;
(B) the Navy and the Marine Corps; and
(C) the Air Force.

(3) Selection of officers of an armed force to serve on the Joint
Staff shall be made by the Chaixman from a list of officers

mi by the Secretary of the military department having
jurisdiction over that armed force. Each officer whose name is
submitted shall be among those officers considered to be the most
outstanding officers of that armed force. The Chairman may specify
the number of officers to be included on any such list.
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PN (b) Director. - The Chairman of the Joint Chiefs of Staff, after
atien_with the other members of the Joxnt Chiefs of Staff

may select an

ider to sexrve as Dlrector of the Joint staff.

(c) Management of Joint Staff. - The Chairman of the Joint Chiefs
of Staff manages the Joint Staff and the Director of the Joint

Staff. The Joint Staff shall perform such duties as the Chairman
prescribes and shall perform such duties under such -rocedures as
the Chairman prescribes.

(d) Operation of Joint Staff
ensure that the Joint Staff is

1

- The Secretary of Defense sh

“of Staff in meeting the congressional purpose set fop€h in the last
clause of section 2 of the National Security Act of(1947 (50-U.S.C.
401) to provide -

(1) for the unified strategic direction of the combatant
forces;
(2) for their operation under unified command; and
(3) for their integration into an efficient team of land,
naval, and air forces.
(e) Prohibition of Function as Armed Forces General Staff. - The
r’#JQ1nL_§Eggg_gggll_ngg_nnggggghpr be organized as an overall Armed
Forces General Staff and shall have no executive authority. The
Joint Staff may be organized and may operate along conventional
staff lines.
(f) Tour of Duty of Joint Staff Officers. - (1) An officer who is
assigned or detailed to permanent duty on the Joint Staff may not
such &

serve for a tour of WUtV Of more than four yearsy However, <o
— mmmrc%the Secretary of —
Defense.
(2)_1n aseaxdance uith ©
Defense, the Chairman of the Joint Chie¥s of staff may suspend Lrom

duty and recommend the reassignment of any officer assigned to the
Joint Staff. Upon receipt of such a recommendation, the Secretary
concerned shall promptly reassign the officer.

(3) An officer completing a tour of duty with the Joint Staff may
'not be assigned or detailed to permanent duty on the Joint Staff
within two years after relief from that duty except with the
approval of the Secretary.

(4) Paragraphs (1) and (3) do not apply -

(A) in time of war; or
{B) during a national emergency declared by the President or

Congress.

(g) Composition of Joint Staff. - (1) The Joint Staff is composed
of all members of the armed forces and civilian employees assigned
or detailed to permanent duty in the executive part of the
Department of Defense to perform the functions and duties
prescribed under subsections (a) and (c).

(2) The Joint Staff does not include members of the armed forces
or civilian employees assigned or detailed to permanent duty in a
military department.

-SOURCE-
(Added Pub. L. 99-433, title II, Sec. ,201, Oct. 1, 1986, 100 Stat.
1009; amended Pub. L. 100-180, div. A, title XIII, Sec.
1314 (b) (2), Dec. 4, 1987, 101 Stat. 1175; Pub. L. 101-510, div. A,
title IX, Seec. 902, Nov. 5, 1990, 104 Stat. 1620; Pub. L. 102-484,

7/
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OFFICE OF THE SECRETARY OF DEFENSE

THE MILITARY ASSISTANT April 252001

MEMORANDUM FOR THE SECDEF

SUBJECT: LEGAL LANGUAGE GOVERNING THE
FORMATION AND AUTHORITY OVER
THE JOINT STAFF

Mr. Secretary,

You asked for legal language defining the role of the
Joint Staff, who they work for and related directives. The
legal language is contained in 10 USC Sec. 155, copy
attached with pertinent sections highlighted. By law the
Joint Staff works for the Chairman of the Joint Chiefs of
Staff. The law also requires the Secretary of Defense to
ensure its independence in supporting the Chairman.

e

A search of Department of Defense Directives

relating to the Joint Staff provided negative results.

Respectfully,,

Roy R Byrd
Colonel, U.S. Marine Corps
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April 23,2001 7:20 PM

TO: RDML Quinn
FROM: Donald Rumsfeld?, A

SUBJECT: Joint Staff

Please get me the legal language as to who the Joint Staff works for and any
directives relating to it.

Thanks.
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April 30,2001 6:02 PM

TO: William Schneider, Jr.

FROM: Donald Rumsfeld{'th

SUB SECT: Cyberwar

Please take a look at this article, “The US Is Not Safe in a Cyberwar” and tell me
what you think I ought to do about it.

Thanks.

Attach.
9/12/00 Staniford, Saydjari, Williams paper, “The US Is Not Safe in a Cyberwar”
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Abstraci

The Uniled Staies is becoming vuinerabie to sufjering very serious harm
in a. cyberwar fought with a moderalely funded enemy. In this paper, we lay
out what we believe would be the enemy’s most ceriain and effective sirategy
io inflict damage. We think that is to use a series o' well engineered worms to
gain control of several million Internet connecled computers within the United
Siaies, and then use those to launch distribuied denial oj’ service attacks oj
various kinds againsl Iniernet sites critical to the economy, or o US ability
1o analyze and conlain the problem. Recent events show that the nation does
not understand how to respond effectively o this kind of threat

We believe that a. determined and competent enemy could cause signifi-
cant harm to the US economy now, and that the problem is likely to become
rapidly more critical over the next several years. An atlack could be carried
oul in a way that would make it eziremely difficult to identify which enemy
was responsible. A number of ongoing policy and market trends are mak-
ing this problem worse. In essence, our society is becoming too dependeni
on the Internet withoul an adequaie undersianding of the national security
implicalions. This is becoming the worst threat the Vniied Stales faces.

The authors of this paper are concerned that US leadership, and other
decisionmakers about Internet use, do not fully appreciate the potential con-
sequences of the current situalion. Although we believe that the scenarios we
describe could be inferred from the history of events that have already taken
place, we feel it is necessary to make these inferences explicit. We do so in
an attempt to influence policy-makers toward a safer posture.

We also lay out our best thinking on approaches to make the situation
safer. We do this on several lime-scales. We discuss what could be done
in the very near ierm to help manage an emergency response to a serious
cyberwar attack on the VS. We then discuss policy measures that we think
could significantly reduce national vulnerability. over a period of several years.
Finally, we discuss technical research and engineering areas that should be
explored further.
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1 Introduction

War seems 1.0 be as old as humanity. and 1o be an inescapable part of the
human condition. Hunter gatherer tribes ofien fight. with neighboring tribes.
the Old Testament details many wars the Israclites jought, and history is
punctuated at regular intervals with wars great and small.

The psychological dvnamic of war is that of two peoples who’s desires and
view of the world are very diflerent. The!; are unwilling or unable to imagine
the other’s condition and to see the world from the other’s perspective. When
empadhy is absent, congeniality dies, and fear and dislike set in. An escalating
cycle of increasing hostility takes place. until anger and hatred of the other
is all-consuming. Thus war should be conceptualized first as a matter of the
passions, not as rational actors pursuing reasonable but differing goals.

These dynamics do not heal quickly. The Balkans are still mired in anger
and mutual hatred from centuries past. The ongoing troubles between Eng-
land and Ireland have their roots in the invasion of Ireland by King John
in the early 1200s. Pathologies in the individuals who lead the respective
societies can greatly increase the potential for hostility.Néw communication
or transport technologies do not prevent the basic psychological dynamic of
war. Thus they do not end it, they only change the way it i8s fought. For
example, the development of ocean going ships allowed for increased trade.
and increasing understanding of foreign countries. But that did not prevent
wars; instead it meant that there were naval wars as well as land wars. Sim-
ilarly, the invention of the airplane has allowed unprecedented opportunities
for ordinary people to visit other lands and appreciate their experience. But
its implication for warfare was strategic bombing and dogfights, not an end
to the battles.

Similarly, the invention of the written word, the printing press, the tele-
phone: the television. have all changed the way the world thinks about and
carries on wars. but have not changed the fact that it fights them.

So we think it is extremely unlikely that the lnternet will end war. But,
of course, it will change it. Internet technology will be used to co-ordinate
warfighting. and cyberwars will be fought over the Internet. The purpose
of this paper is to suggest how that might happen: and also to suggest that
the United States is placing itself in an extremely vulnerable position with
respect to its enemies in a cyberwar. The US must change course: and soon:
or face grave risk of serious domestic hurt in a conflict.
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The Internet is very new. and has caused enormous societal change very
quickly. In the 1970s it was under eariv development. and was mainly a
platiorm for the researchers who were creauing it to expiore design possibili-
ties. During the 1980s and early 1990s. it became a means for most kinds of
scientists and engineers to exchange information. Starting in the mid 1990s.
serious commercial use of the Internet. became apparent. By this writing, in
2000. the US s engaged in full scale atiempts to convert as many societal
junctions as possible to using the Imernet. and it is doing so in a frenzy, with
little or no reflection on the risks.

History shows that, by and large. democracies do not fight wars with each
other. Wars usually involve at least. one autocratic society. So in the early
period of Internet development, when its use was largely confined to demo-
cratic countries, cyberwar was unlikely. Now. however. use of the Internet is
becoming common in countries which are not democratic. And some of those
countries are enemies of the US. or could easilv become so. Some countries:
also harbor semi-independent subgroups hostile t.o the US. Inevitably: their
thoughts will turn over time to how to use the Internet to harm Americans.
We should have given thought to how to protect ourselves before they do.

Throughout this paper, we talk about US vulnerability, and protecting
the US, because that is the case we are most familiar with, and whose vulner-
ability is most personally threatening o us. However, it should be clear that.
the general ideas apply to any country that is rapidly becoming dependent
on the Internet.

We cannot stress enough that wars are not nice, and assumptions about
how people will behave during peacetime cannot be applied in a war. It
should be assumed that the enemy in a. war would be glad to see American
citizens starving in the streets after a. failure of the US economy. We cannot.
assume that an enemy lacks motivation to harm us; we must ensure that
they do not have opportunity.

2 Cyberwar Strategy

Since the world has no experience with large scale cyberwar, we do not yet
know for certain how it will look. Military doctrine has not been solidified,
strategy ideas are uncertain, everything is in flux.

We are in a position similar to that of thinkers in 1912 interested in what
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an air war would he like. The airplane had been invented. hut not yet used in
war. Some thinkers imagined correctly (eg the British Navy under Churchill’:
Jeadership was practicing bombing with aircraft) hut many did not. At the
start of the First World War. airplanes were used by the British and German
armies solely for reconnaisance because it. was not reallv understood how
they might be applied in war. At the outset, pilots of planes on opposing
sides would wave to each other if they happened to pass. By the end of that
war. the basics of airborne warfare: bombing, fighters escorting bombers and
dogfighting with each other, etc. were established.

Despite the lack of real experience: the authors believe that it’s fairly
straightlforward to sce what several good ways to fight a cyberwar against
the Unijted Staves would be, and the implications are already alarming. We
start just by asking what have been the most destructive kinds of Internet.
security incidents to date? The answers are

s worms’
o distributed denial of service (DDOS) attacks?

So the simple thing to do is suppose that the enemy just uses those ideas. But,
we assume that the enemy will put a. serious engineering effort into building
the tools they use, and will have researched the best ways to apply them
to cause maximum damage. We assume that they have made careful and
secret preparations before they launch their attack, but then that they will
improvise and revise their plan during operations.

We also suggest some slight extensions of the techniques that have been
seen before, that would make the attacks more damaging. In particular,
we consider application level DDOS attacks, in which the atttack s not
just seeking to block the network in front of a. site, but to overwhelm the

1A worm is a computer program that knows how 1o propagste itself across the Internet
to other computers: from ihem to stil] others, and so on. Worms typically spread to infect
exponential numbers of computers until the worm can be understood, information about
it propagated to all affected computer users, and the computers in question cleaned up by
anti-virus software! or by re-inetallation of all clean software on the computer.

2A distributed denial of service sttack is where an sttacker gains control of a very
large number of computers (zombies) and uvses them to send harmful data of some kind to
targets. The attacker seeks to overwhelm the target in some way. He uses an automated
method to co-ordinate all the sombies.
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Lransaction processing machinerv of the site with bogus transactions. We
think that in certain cases these will be much harder vo recover from.

We do not claim that these are the onlv cvberwar siraiegies. However:
as we will outline. they are enough 10 do enormous damage, and they are
very hard 10 combat. They are particularly atiractive to an enemy for the
following reason. The enemy will want 10 use strategies such that the outcome
is largely under his control. He will trv 1o depend only on things that are
true with a high probability, or that he directly controls {such as the design
of his own tools). Thus plans whjch require the enemy breaking into an)
particular sjte are less atiractive to hjm. since that particular site may be
100 well secured to break into, or may have alert. administrators who notice -
in a. timely way and reveal the enemy operation too soon. Instead, we work
‘out scenarios in which the enemy only depends on facts such as that there
are many vulnerable computers on high speed links jn the United States
(something that is essentially certain to be true), and the correctness of
his own planning and designing. This Jeads to an emphasis on large scale
automated attacks such as worms and DDOS.

First we review some recent instances of worm and DDOS events. The
first, worm to attract large scale notice was the lnternet Worm of 1988. It
was written largely by a single individual, Robert Morris Jr, as a prank.
The author was a talented and knowledgeable practitioner of computer se-
curity, but the worm code was hastily put together and contained several
errors. The worm spread across much of the Internet: and largely paralyzed
jt for several days. The worm was capable of several different methods of
spreading, including using some previously unknown vulnerabilities in com-
mon computer systems of the day, together with passwordcracking.® The
worm also encrypted parts of itself,

More recently, a series of simpler email worms have caused havoc on the
Internet for a day or two each. Melissa and 1 Love You were the two most.
prominent examples. Each of these involved a. malicious attachment to an
email message. The message was crafted 10 come from someone the recipient
knew, and to fool and encourage the recipient jnto opening the attachment.
Once they did so, the attachment executed computer code which performed

8pPassword cracking is the process of finding a password by using automated brute
force to run many possible passwords through the pagsword comparison algorithm on thr
computer to see if any work.
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malicious actions on the computer sysiem of the aflected individual. and
mailed the worm to all the persons it could find in the recipients email address
book. Both of these worms were written by individuals with just a. month
or two's effort.. These latter worms were considered extremely simplistic by
computer security practitioners. but even the Morris worm could have been
much stealthier than it was.

Various ways of tricking many computers into all connecting to a. single
site have been known for some time. However, the recent history of dis-
tribuied denial of service attacks begins in mid 1999 with an incident where
the University of Minnesota was effectively removed from the Internet foi
several days. This turned out to be caused by a. distributed denial of service
attack, which was orchestrated with a. then unknown hacker tool called Tri-
noo. Trinoo. and the several similar tools which have appeared since: work
as follows. Ha.ckers first. compromise a. large number of hosts. Typically they
do this by large scale scanning of the Internet looking for vulnerable com-
puters at random: compromising them: and then installing their sofware on
the hosts in question. This is done via automated tools which perform the
scanning, exploitation. and software installation on a large scale completely
automatically. The software on these hosts is typically known as “zombie”
software. In the University of Minnesota incident: several thousand machines
were involved as zombies.

The attackers then use one or several master computers to send commands
to all the zombies to flood continuous Internet traffic to the target sites. The
target sites are overwhelmed with enormous amounts of spurious information
which effectively prevents them from conducting their normal business.

In February of 2000, a series of more serious incidents managed to take
several very high profile sites off the Internet for several hours each, including
Yahoo, and Amazon.com. This necessitated a public appearance by the
President to discuss the situation.

The DDOS incidents publically analyzed to date appear to be due to
individual hackers, or small groups of hackers. All the tools to date show

*Scanning is the process of sending packets to a computer or a number of computers
to characterize the possible vulnerabilities of the computer. It is the Internet analogue
of walking down the street trying the door handles of autos. However, on the Internet it
is aviomated, and millions of computers can be sysiematically scanned. Most full-time
Internet connected computers that are not. behind a firewal) are scanned by hackers in
some way daily.

-7
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a. low quality of software engineering. Nonetheless. they have been very
eflective in causing damage and disruption.

Before turning 1.0 how an enemy willing 10 expend a. more serious engi-
neering effort on their tools might operaie. we consider how the information
security community responds to incidents like those described above. We’ll
use the Minnesota incident as a. prototype. but essentially similar steps occur
in other incidents also.

In the Minnesota incident, Susan Levy Haskell was the incident co-ordinator
responsible for understanding and responding to the situation. When she ini-
tially noticed that the University of Minnesota. was losing Internet connectiv-
ity: she began to try to analyze the problem using tools and datasupplied by
the Cisco routers that connected the University to the rest. of the Internet.
Since the problem was a new one that had never been seen before, it took her
several days of trying different hypotheses and misunderstanding the situa-
tion as variants on previously known problems. before she realized the basic
idea; that many computers all over the Internet had been compromised and
were all being co-ordinated to send excessive Joads of traffic to her university.

The realization finally came during a phone conversation with personnel
at the University of Washington. Levy Haskell had identified that 27 of
the thousands of computers apparently attacking her site were located there.
She had a preexisting relationship with sysitem administrators at UW, so she
called them, and they confirmed that those 27 systems all appeared to be
compromised. Levy Haskell was then able to write a computer program which
looked up contact information for site administrators for all of the computers
that were attacking her in the databases of internet addresses kept by the
organizations that assign addresses (ARIN. RIPE, etc). and send email to
all of those sites. Within hours, the DDOS volume dropped to proportions
that were manageable as the site administrators for all the compromised
computers began to discover and clean up the problems, thereby taking the
trinoo zombies off the Internet.

Dave Dittrich at the University of Washington located and analyzed the
Trinoo software that was found on the compromised systems. He published
that analysis on the web. The incidents were widely discussed on Internet
security email lists, so that within a. matier of days, much of the operational
computer security community knew about Trinoo and knew what to look for
on a compromised computer for that particular tool. Dittrich and colleagues
have since gone on to analyze several other DDOS tools that have appeared
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on the Internet.

A number of feavures of this incident are very general to all large scale
incidents on the Internet to date. and should be drawn out. as they will be
of significance later in the discussion.

e When the problem injtially appears, no-one understands it, or knows
what to do. People naturally assume that it i1s similar to previous

problems. and understanding will come quicker or slower to the extent
that proves to be true.

e Individual professionals with the necessary talent and skills, and who
are directly affected by the problem, immediately turn to analyzing it.
and atitempting to understand what is happening.

o Informal networking between individual technical staff at different or-
ganizatjons is usually critical to solving the problem.

e Ms Levy Baskell used the phone to conduct her networking because
she was cut off jrom the Internet by the DDOS attacks.

e Several internet databases are critical to an effective response, because
without them, there is no way to translate the internet address of an
attacking computer into an email address or phone number of a security
administrator at the site with responsibility for that computer.

e Once the problem is understood by someone, somewhere, information
about it may be very rapidly disseminated to the entire information
security community using the Internet. If that happens, the problem
comes under control fairly quickly.

Basically similar points could be made about the response to the worms.
In recent years. anti-virus companies have become key centers in analyzing
and disseminating information about those incidents.

We believe that DDOS attacks are. a good weapon for cyberwar.

e A big DDOS attack has the power to take even the largest Internet web
sites off the air until it is brought under control. While it is impossible
to be certain at present: we think that a. well prepared cyberwar DDOS
could be orders of magnitude bigger than the largest hacker DDOS to
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date. and therefore could keep several hundred web sites off the ais
simulianeously. Many of these can ve chosen 10 be web sjtes critical to
economic junctioning. We believe t-here are a. growing number of such
sites.

o There js nothing an individual site can do 10 protect itself jn advance.
No matter how secure a. site is. jf it accepts traflic jrom the public
internet at all, it can be flooded irom other less secure sites. The flood
can use traffic that is almost )dentical 1o legitimate iraffic, so that there
js no straightiorward way to filter it out.

e DDOS attacks can be targeted. The enemy can choose to target partic-
ulas web sites that it thinks are the most. damaging ones to us.Collateral
damage to other countries can be minjmjzed.

e DDOS attacks are very difficult 1o respond o at best. If the enemy
directly targets the sites likely to be necessary for response, they will
be much harder still.

e All the experts who have analyzed the probiem to date have concluded
that it is extremely difficult 1o solve the problem under present cii-
cumstances. No-one seems to have any magic bullet ideas that do not
jnvolve fundamental change in the way the Internet and/or the com-
puter industry operate.

Worms are also very useful jn a. cvberwar. A worm could certainly be
used for general destructiveness across the whole globe. Computer security
practitioners believe that worms could be much more stealthy and hard to
eradicate than the ones jn recent incidents. By mutating itself, encrypting
itself, modifying the host operating sysiem to make itself invisible, disabling
countermeasures such as anti-virus software. a. worm could become extremely
hard to detect. Most recent worms have spread by email. but that it by no
means the only possibility. and js now probably one of the less effective ones
for a cyberwar attack because organizations have a lot of practice at dealing
with email worms. Also: the mail servers tend to form a bottleneck for worm
propagation.

A worm by itself is a very blunt jnstrument for causing damage. An
attacker cannot easily exercise fine control over where it goes (in particular
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which counties are aflected ). So a worm could be used 10 cause massive
global destruction of computer data. but it's relatively hard to fine tune fo
any specific war aim. What worms are pood for. in our view. is to allow the
enemy to install sojtware on a. very Jarge number of computers very quickly.
That software can then be used for distributed denial of service attacks on a
scale not yet seen.

Other sirategies are certainly possible. The Internet core is quite vulner-
able to attacks on its routing”. and the Jarge routers that move long haul
traffic in volume can often be brought down by a. quite small number of mal-
formed packets. These techniques can be used 10 cut off parts of the Internet-
maliciously.

Also, the root domain name servers are Sew (13 as of this writing) and
could fairly easily be cut off from the Iniernet. This would prevent much of
the translation of names (such as in URLs) 10 addresses. effectively making
many resources inaccessible®. Again, this would have a. global effect and
would not be readily targetable against any particular country or entity.

Additionally, the large number of computers that have modems allows
-for the possibility of a. phone system DDOS. A worm that gained control
of many computers could be used to have them all call into certain phone
numbers, effectively cutting those call centers ofl.

The would be cyberwarrior is likely to be spoilt for choice. We like the
combination of worms to distribute software used for large scale distributed
denial of service which can then be used against a large number of targets to
cause maximum disruption. In the next, section we will take this up in more
detail.

First though, we point out a. very novel jeature of cyberwar attacks; it is
conceivable that the enemy might be anonvmous. Traditionally, in warfare it
was fairly straightforward to tell who the enemy was. This may not be true
in cyberwar. Just as it is presently extremely difficult to trace and appre-
hend computer criminals, it may be extremely difficult to identify cyberwar
attackers. Additionally, many groups and companies are presently engaged
in developing anonymizing networks. Thev aim to allow use of the Internet

*Routing is the process of directing packers of dats from the computer where they
siary, across the Iniernet to their destination. and routers are the devices that do this

6Although domain name servers cache names and the location of other lower level
domain servers, so access 10 resources recentlv used would tend to survive, while new
resources could not be located
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in a way which makes identification of the participant not merely exiremely
difficult in praciice. but impossible in principle. In most cases this is bejnp
done for high-mjnded reasons (provecting dissidents in autocratic countrje:
and veiling innocents irom stalkers. etc). However, the exact same systems
can be used 1o control the apparatus of a cyberwar attack anonymously.

in some cases ol course. world events may make it clear who the enemy
must. be. In others. there may be several possible enemies and it will not be
clear which js attacking us. Or we may be attacked in peacetime with no
jdea who is responsible.

Having outlined our general thinking on large scale cyberwar, we now
sketch a. particular scenario.

3 One Possible Cyberwar Attack

Every Jarge scale cvberwar will have its own unjque characteristics, and there
is no way to predict what the first. one will look like. However, to illustrate
the scope of US vulnerability, we here develop in more detail one possible
scenario. While any such scenario js an act of imagination. and there are as-
pects of such an attack that could not be tested in advance, the authors: afte
intensive debate, judge that the following scenario is basically feasible. We
think thai enemy commanders of similar knowledge and competence to ous
own could carry this out without needing 1o solve any hard research problems
or vo use any sophisticated intelligence capabilites. We will illustrate such
a campaign using nothing but freely-available injormation and tools. This
.could therefore be a lower bound to the damage a well-financed adversary
with sophisticated technical capabilities could inflict.

We suppose an anonymous enemy who attacks wijthout warning, in peace-
time. for the purpose of revenge against the US (we think the reader will find
it credible that there are nation states and Jasge terrorist groupings with that
motjve). The enemy’s war aim is 10 cause maximum economic disruption in
the US without being identified (thereby leading to US kinetic retaliation).
The goal of 'not being identified Jeads hjm to a cyberwar-only strategy. We
assume that the enemy has a. campaign staff of several dozen knowledgeable
and dijsciplined individuals with the right mix of skills and knowledge, and
that the operation is led with vision, determination. and talent. We assume
six months to a. year of preparation (software development. target research:
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elLc..

The example campaign consists of five stages: Tool building. intelligence
collect ion and preparation. sofiening up. increased tempo. and main attack.

3.1 Tool building

We assume that the enemy builds a. series of DDOS worms. using the same
general principles for each one. but differing in the details of how they spread,
hide themselves. and are controlled. (He builds several so that he can release
new ones as we manage 10 gain control over the last one. and so that he can
have a. number of capabilities without making the worm code too large). We
assume he has available several vulnerabilities that are either brand new, o1
widely unpatched (a. verv weak assumption since many new vulnerabilities
in popular software are -discovered every week). We now described one such
DDOS worm.

We assume the worm infects computers running Microsoft Windows since
the owners and operators of those compuiers ofien lark much computer
knowledge: ensuring that they will find it difficult to analyze and under-
stand what is happening on their computer. even when given instructions.
The worm would be obscured in tramsit to hinder analysis. and would unob-
scure itself on installation. It would insert itself into the operating system
kernel, and would not show up in any sysiem utilities or anti-virus prod-
ucts. It. Gould disable auto-update of any AV product+ on the system and
silently disable the appropriate parts of any personal firewall or IDS software,
but otherwise would not affect computer functionality. So it would be very
difficult to tell that it’s there.

No data is avajlable on what proportion of computers have been infected
in recent worm incidents. However. we think that injecting in the region of
1% to 10% of Internet connected computers is a. plausible estimate. Clean-
ing up all these computers is likely to seriously overwhelm the capabilities
of technically capable people (system administrators. computer consultants!
etc).

Communication to the worm would occur down the injection tree, except
it would also pass addresses several steps up and down that tree to create
a. directed acyclic graph with a. lot of extra. fallback communication links.
The top of the control tree would disappear into am anonymizing network
before going to the enemy. The worm-worm control protocol would use a
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common port.. but, the modified kernel would pick up the control protoco)
packets without showing an open port. 10 pori-scanners. The protocol would
be encrypted with random session kev:.

The main thing communicated down the tree would be changes Lo the
DDOS 1arget list . Each instance of the worm would create a. fairly modest
amount of traflic 10 random targets from the lJist. DDOS packets would
be plausible Jooking iransaciions on common protocols (probablv web http
transactions). The host site would not. be crippled. since any given computer
wouldn’t produce that much traffic. Each worm instance would know a large
proportion of the large target list.. Thus any given target is brought to it’s
knees by a. fairly few packets from each of an extremely large number of
zombies (making response very difficult). In some cases. the targets would
be overwhelmed by sheer volume of packets. but in other cases the worm
would actually be atvempting transactions against the site to overwhelm the
back office processing.

As soon as the code starts to be installed somewhere. the enemy is vul-
nerable to having it analyzed and the analvsis disseminated amongst respon-
dents, Therefore. the enemy must install and get his DDOS network into
operation as quickly as possible so that he js in a position to cripple effective
response before it occurs. However, this worm would almost certainly get
analyzed successfully within a, few days. even given that the enemy could
hinder the operation of anti-virus companies a. lot. However, identifying and
cleaning up the infected computers would take a. lot longer. Determining
who controlled it would be impossible.

We judge that the tool building could be done in three to six months.

3.2 Intelligence collection and preparation

Enemy intent in the Intelligence Preparation of the Battlespace (IPB) phase
is wo determine key targets and means that would help achieve his goals.
Unfortunately, our open society and the rush 10 make information available
on the Internet makes passive -reconnaissance frighteningly easy. The au-
thors augmented common knowledge about the way the US does business,
open Internet sources. and a limited number of e-commerce and investing
magazines. with less than one week of Web searching to identify potential
targets, determine the probable feasibility of the campaign described below.
and develop this simple campaign plan. Active discovery would involve some
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hacking 1o determine which target web siies can be penetrated for more mali-
clous aciivity. and which ones are restricted 10 pure DDOS. This stage could
consume several months. but can be dolie concurrently with 100l building to
some degree. In the JPB stage, the enemv would include activities like

o Stealing credit/debit card numbers (or getting a. large number of stolen
numbers from readily available hacker; cracker sources ;.

o Determining the algorithms jor validating credit. card (CC) numbers.
and reverse-engineering to generate card numbers for non-existent ac-
counts.

o Finding e-commerce sites that merely use the number validation algo-
rithm instead of the Address Validation System (AVS). or more secure
validation means.

o Determining major on-line banks or non-bank processors of EFT and
CC transactions,

Determining transaction formais,

Algorithm development!

Campaign planning,

Feasibility testing

3 . 3 Softening Up

The softening up stage would consist. of a. series of psychological operations
(Military term: PsyOps) intended 1o reduce the populace’s confidence in
the US economic system: and to undermine confidence in the news media
as a. channel of communication about. what was happening,. Rather than
simple “look how smart 1 am” web page defacements. the enemy will use any
hackable news web sites and gossip columns Lo plant spurious articles of the
type:

o Fed may raise interest rates
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o Analyst downgrades XXX ( any Dow or Nasdag 1 00 component - do
many of them) irom buy to hold (or hold o sell

¢ Major production cuts expected irom OPEC; nation:
¢ Social Security funds misreported - crisis in two vears instead of twenty

o Delense Finance Service (or Social Security administration) reports ma-
jor computer problems - retirement checks 10 be delaved more than
sixty days (plus something similar for Unjon retirements/payrolls. Elec-
tronic Benefits Transfers. . ..)

o Hacker publishes two million stolen credit card numbers in blackmail
scheme

¢ and numerous others. of increasing severity over the duration of the
campaign.

Later articles will refer 1o events {from the campaign itself. Spurious and
misleading njormation about what was happening. together with counter-
productive advice would be inserted into the stream of news.

A powerful strategy would be w0 post this type of disinformation on news
sites that do not check sources, such as many of the dot-corn sites not as-
sociated with major networks and newspapers: and on Usenet news group?
that we scanned and catalogued by search engine bots. It is not unreason-
able to expect that major outlets would be forced to pick up some of these
Web and Usenet postings, and report them i only to refute them. The goal
of this stage is 1o confuse the populace, and make them uncertain that any
source can be believed or trusted. With careful additional disinformation,
and a rotating series of targets as the initial set either shuts down or learns
to secure themselves, the enemy should be able to make people doubt official

communications too.
3.4 Increased Tempo

The severity and tempo of PsyOpe would be augmented after a Sew days
by a parallel series of DDOS attacks on economic nexii. including the key
communications nodes mentioned above, that are accessible via the Internet.
Here are some other examples:
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o Electronic on-line and day trading

e Brokers. We found web ‘addresses and rankings for over 100 discoum
brokers who provide Internet access 10 Level 11 trading. The finan-
cial pages of any major newspaper or investment-related magazine will
provide names ( and web addresses ) jor more conventional Level I eled
tronic trading brokers. DDOS attacks would force large numbers of
traders back 1o telephone {auromated rouch-ione trading and normal’
voice) or lax - with the associaied delavs - in what the enemy expect>
to be a plunging market.

e SOES, ECNs and Market Makers. These are the backbone of day trad-
ing. The Nasdaq Small Order Entry bvsiem and the Electronic Corn-
puling Networks are systems that iniernet day traders use to enter
Level IT bids and offers just like the major Nasdag Market Makers. In-
dividual day traders access SOES or an ECN through their on-line bro-
ker, above. Instiinet, Archipelago. Selectnet. and Island are four ECNs
that provide an Internet from-end to brokers. The market makers are
very large brokerage firms with easily recognized names among even
the least sophisticated readers of the business pages - Goldman,Sache:
Schwab; Merrill-lynch; A. G. Edward:: and about 100 others. DDOS
of the on-line Level II brokers and the ECNs would starve access to
this day trading backbone - further research is required to determine
whether the market makers use Inmiernet, private dial-up, or leased lines
to interoperate with the ECNs. However. the enemy has another wa)
to choke the market makers that we will discuss below.

e Data services. Links to lniernei quoie services. news, and trading
brokers are at http://www.dayiraderpicks.com/links.htm - one-stop
shopping for intelligence collection. The rea.der may have heard of
quote.com, PCQuote.com, Datek.com and some others through the
magic of television (CNN. MSNBC. CNNin advertisements). These
are eminent DDOS targets for the ramp-up stage.

e Exchanges. The NYSE, Nasdag, PSE. CBOE, Commodity and Futures
exchanges could be targets, depending on the level of web-enabling each
has accomplished. We judge it unlikely that one could launch s DDOS
attack via the Internet against most of the exchanges today, because
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most have some sort of privale mainirame systemn that is nov accessible.
or could be disconnected at the first sign of trouble. However. most
are aggressively planning more Iniernet inegraiion. For example. the
Chicago Board- of Trade already has 1 0-15% of iransactions initated
via the Initernet. and pians 10 go to an all electronic model.

Bond. Options. and Commodities markeis. Essentially the same sorb:
ol atiacks as above are feasible with diflerent specifics about targeis,
information sources. and bottleneck:.

Food distribution. In an hour of searching on the web. the authors
were straightforwardly able to identifv a. iumber of web sites for food
distributors and wholesalers who accept online orders. While the pro-
portion of food orders being handled this way is small today. we assume
it is growing rapidly. In peacetime, this is completely understandable.
It lowers costs both for distributors and retail stores to be able to use
the web to manage orders.

Media. Those media. sites not being used as disinformation sources.
and especially those who might be issuing counter-disinformation, be-
come DDOS targets. This may not be as eflective a use of DDOS
zombies as other targets. because media outlets have other channel>
besides Iniernet. Major Internet portals (Excite, Netscape, AOL, . . .}
have become media. sources in their own right, and will be targeted o
disinformation and DDOS as necessary.

Infrastructure. At best (from the US perspective), a. cyber campaign
would do no worse than jorce infrastructure Command and Control
back to manual. telephone, fax. -and non-Web operations. DDOS at-
tacks against power distribution and management. transportation man-
agement and status reporting (especially at intermodal transfer points),
weather. B2B. and voice/data-over-IP might do much more than incon-
venience the citizens. Expectations of technology are so high, though:
that mere inconvenience can help generate chaos: especially in the light.
of “road rage”, “air rage”, and the current furor over small increases
in gasoline prices.

On-line banking. The proportion of the population using on-line bank-
ing is growing at an ever-increasing rate. Financial institutions like
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brick-and-mortar banks and credit unions are rushing 1o the Internet
10 compete with the emerging plethora of Internei-only banks. The
adversarv will target the major on-line institutions in this stage for
DDOS attacks.

» Local. State. and Federal government. These organizations are rushing
to provide services to their citizenry. Although most. of their critical
databases are on privaie svsiems. there is a. push 1o make it possible for
constituents to pay water bills, pay property taxes. order automobile
decals. renew driver’s licenses. and carry out other governmental neces-
sities. The federal government’s version of this is Pay.gov, a new web
site which is expected to handle $125 billion per vear in transactions.
DDOS against these systems would have a very strong demoralizing
eflecv on the government and on citizenry.

¢ Information Security Community. We also expect the enemy to target
web sites about information security. anti-virus companies, and mailing
lists for the inmiernet security community. This will hamper an effective
US response to the attack. We take this up in more detail in the section
on response.

All of these potential DDOS targets are targets Jor more in-depth dis-
information in this stage. There are enough targets for a. rolling series of
attacks, such that the populace and the people trying to fix the problems
would be nearly punch drunk. Any of the above targets could be used as a
feint 1o draw atiention away from the main target.

3.5 Main Attack

Afier several days of fanning the fires. the adversary would launch a. main at-
tack on the financial crown jewels - the Federal Reserve Sysiem. The Federal
Reserve s not currently vulnerable to direct DDOS attack. because all the
Federal Reserve Banks (FRB), and the Auiomated Clearing House (ACH)
members of the National ACH Association (NACHA). use large mainframe
computers with leased-line or secure dial-up access. The NACHA includes the
Federal Reserve. These clearinghouses perform all the overnight debit/credit
processing in the country - approaching 10 billion transactions a year. We
judge that a sophisticated adversary can mount an indirect DOS attack on
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the ACH networks that would create the ultimate havoc, requiring the ACHs
to shut down or go manual, and costing more man-years to straighten out
than the Y2K fiasco. Here is one possible scenario:

e Use application level DDOS zombies to run credit card purchase scripts
through a large number of e-commerce sites. Credit card numbers
could be stolen from the computers in question in many cases, or use
a list stolen in advance. These can go through any e-commerce site:
but concentrate on a relatively small number of banks that process
credit cards. Continue for several days or until detected. The current
procedure requires the banks to absorb losses, or to pass them along
to the e-commerce site as “chargebacks” - this will create a significant
backlog as the customers, banks, and sites attempt to clear things up
manually. Cascade through sites and banks. Note that the transactions
have been batched and processed through the ACH system, so actual
money has changed hands, to require error-processing.

e Meanwhile (or during the preparatory stage), generate several million
totally bogus credit card numbers with the reverse-engineered valida-
tion algorithms. When the above attacks are recognized and cleanup
activity 3s in progress, run several thousand small-value purchases using
each of the generated numbers through sites that do not use AVS, au-
thentication, or expert-system methods to ensure that the cardholder
is really the purchaser. The aim is to generate several hundred million
bogus, unauthenticated transactions a day that will slip through the
e-commerce sites, and their banks, all the way to the ACH. Since the
FRB are an integral part of the ACH system, the enemy is forcing them
both to process a significant fraction of their annual volume every night
- potentially enough to choke them in an indirect DOS attack.

e If the ACH attack can be made to persist for a few days: one could envi-
sion the entire ACH system having to inflict its own DOS attack, shut-
ting down until it gets the mess straightened out, reverting to manual
processing, and developing new procedures for the Internet commerce
community to adopt,

o The enemy can also use the zombies to Jaunchlarge numbers of spurious
transactions into the ECN and Market Maker networks, causing similar
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eflects, and exacerbating the credit card attacks, since monies involved
in trading are also cleared and moved through the ACHs.

To make matters worse, the Fed is actively pursuing on-line ACH busi-
ness: and is in the process of instituting FedWeb - a web-based clearinghouse
capability. The authors did not have the time to research the other ACHs
to discover whether any of them have implemented web access, or are in the
process of doing so. One hopes that this access will only be accessible to
subscribing banks, and locked down with strong authentication, encryption,
and the best safeguards known to man. They may still be vulnerable to the
weak links at the originating end of the chain - bad transactions being fed
to the Fed using the finest protection and authentication.

The consequences of an ACH failure or shutdown are unimaginable. The
combined effect of the overall campaign could be to cause a worldwide de-
pression, or worse. It is almost certain that the stock and bond markets
would crash. In fact, one other part of the preparation stage of the enemy
campaign could be to buy large numbers of puts and sell index futures, in
effect financing the whole campaign.

4 Likely response at present

In this section, we outline our best guesses as to how the US would respond if
this were to happen tomorrow. We cannot know; we are simply extrapolating
from knowledge of how past information security incidents got handled, and
of the kinds of emotional stages that people and societies pass through when
faced with a great loss.

4.1 Denial

At first, at all hierarchical levels of perception of the attack there is a tendency
to find some other explanation for what is going on. At the local level,
starting with the user who needs to access some unavailable service, the first
thing a user will conclude is that the computer has done something wrong
again, or the network is down. This is natural as most people are conditioned
to expect computer infrastructure to be fairly unreliable. Less experienced
system adminstrators may have the same reaction; some will progress beyond
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this point based on their intuition about how the system should or should
not behave.

Some talented system administrators and other computer professionals
at affected sites will not be in denial, but will immediately realize that there
is an unusual problem without understanding the wider context. They will
quickly turn to analyzing what is happening. These will be the people with
debuggers and disassemblers attempting to unravel the enemy code. If the
enemy has done a good job, it will take some time. However, we think it
extremely unlikely that the code from any given enemy tool will not be fairly
well understood by someone within a few days to a week of its first use in
the campaign.

However: as systems professionals begin to understand how the enemy is
operating at a low level, they are going to find their ability to share that un-
derstanding or respond effectively badly hampered by the enemy. The enemy
can keep key mailing lists and web sites for information security profession-
als off the air. They cannot prevent all communication, but they can force
it to happen slowly and ineffectually via non-standard channels. They can
also take out the key databases required to co-ordinate responses to security
.incidents (ARIN etc). Thatwill make any kind of targeted response by a
victim site impossible.

At the higher level: there is going to be initial confusion, as the govern-
ment and other large bodies realize that they have no effective organizations
or doctrine in place for handling cyberwar attacks. There will be much con-
versation and discussion, but much of it will be directed to getting up to
speed on the most basic aspects.

4 . 2 Anger

Once people realize an attack is underway, they tend to get very angry at the
attacker and at their system for being attacked. They want to take action to
get it over with as soon as possible. This leads some system adminstrators
to take precipitous and sometimes rash action - like taking their system off
of the network. Sometimes these are precisely the actions that an attacker is
trying to induce. Users may stop trusting their systems and go back to some
fallback mode of operation...again, this may be exactly what the attacker
wants. Some minority of system adminstrators and operators will remain
calm and continue systematic investigation of what is happening.
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The extent to which fallback on older modes of communication is suc-
cessful is going to depend almost entirely on how far Internet integration has
gone. An organization that is handling 10% of its business over the Internet
and 90% by phone can stand to lose its Internet operation. It will have in
place the necessary call centers; staff, phone lines, and systems to handle
the increased volume of phone calls. Delays may increase, but nothing worse
than that.

An organization that handles 90% of transactions online is out of business
if it loses. its Internet operation for a significant length of time. There is
no way it will have the resources necessary to handle transactions in a non-
automated way. It will not be able to acquire those resources quickly enough.

At the highest level, there will be desparation to gain a better operational
picture of what is happening. The extent to which we have no idea what is
happening on the Internet will become clear, There will be a strong desire
to find someone to blame.

Some folks in the upper echelons will want to strike back at the attackers,
even to the extent of physical violence. The desire for targetting information
will grow frantic and the lack of technology and tools to get such information
as to who and where the attackers are will increase the frustration levels.

4.3 Panic and Depression

If defenders are able to broadly keep control of the situation, things will start
to stabilize at this time. If the attack is successful enough however, defenders
of systems will begin to get quite depressed with the ability of the attackers
to do what they want, when they want it and the defenders inability to see
it let alone act against it. Some may just give up at this point. A hardy few
will continue the diagnosis and solution process.

At the population level, panic will start -to set in. Depending on the
extent of the economic damage, people may begin to look for alternative
ways to survive,

We should point out that this progression, or some variant of it will
repeat itself as layers of the attack are revealed. Also, we will see it repeat
itself up the hierarchy of an organization. So, using the DoD as an example,
one might expect first line defenders (system adminstrators, for example)
to go through this first at a very tractical level and then much later on, as
evidence comes in from a great number of sites, one might expect to see
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this same sort of progression (and its iterations) happen at the national level
within a crisis management team such as might be assembled at the National
Security Council level. By the time the situation reaches the highest echelons,
the Jack of doctrine and procedures will have resulted in a number of tactical
responses that could severely limit strategic courses of action.

Law enforcement will note that it too does not have many tools that,
it can bring to bear on the problem: but will attempt to respond to the
situation. An argument over who is in charge will ensue that will waste a
great deal of precious time. Law enforcement naturally wants to leave the
“crime” scenes untouched so they can watch what is happening and gather
evidence to prosecute later. The operationals, including DoD element, will
naturally want to stop the pain immediately becuase they have a mission
to accomplish. There will be conflict over how much information to share
with the public. Government will have a strong tendency to share very little
information (as happened in February of this year), and yet the great bulk
of society will need to respond and won’t be able to without good guidance
and detailed information.

Strategic decision making will be nearly impossible because of the inabil-
ity (through technology) to determine who is attacking. The normal means
of diplomatic or miliary action depends on knowing who i8 causing the prob-
lem, Top level decision makers will be limited to decisions like whether to
tell the public and perhaps broadcasting messages about the situation that
might tempt the attacker into believing things that might be to our strategic
advantage (like that we are getting close to knowing the identity and that
we are preparing to bomb the attackers site). Response actions considered
at this level will get quagmired in legal and ethical debates because of a lack
of forthought on these issues and so inaction will be the norm.

5 Short term preparations

In the remaining sections of the paper, we discuss what might help. We
do not have all the answers, and we do not claim that all the following
suggestions are fully worked out or perfect, However, we are strongly of the
opinion that the situation is so serious that it requires concerted and decisive
action quickly, and that policy options previously inconceivable should be on
the table. These are our best ideas at present.
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In this section, we discuss ways that the United States could mitigate the
'dangers discussed in this paper on a timescale of months. If we knew. this
was going to happen in three months time, but didn’t know any details, what
would we do to prepare?

Firstly, and most importantly, the US should have a clear contingency
plan for fighting a cyberwar against a. determined and well prepared enemy.
Who is in charge: and what resources are available to them, should be de-
termined in advance. Even a moderate amount of planning and preparation
could make a big difference.

It is our view that cyberwar is different enough from other kinds of warfare
that it probably needs its own military service (as with ships and airplanes,
new technologies call for new services). A law enforcement perspective is
not appropriate for fighting a war. The nucleus of that service should be
identified and developed now. That service should think of its mission as the
strategic cyber defense of the United States. It will require visionary and
talented Jeadership, and technical depth. Pay scales must be competitive
with private computer industry jobs in order to attract the necessary talent.

Cyberwar defense requires strong relationships between government and
commerce. Those relationships need to be built as rapidly as possible. In par-
ticular, channels of communication with major ISPs are essential response.
However, in order to take this role, government must be competent. If the
government does not have credible technically savvy staff who understand
the Internet culture, it cannot take a useful role.

The President must have appropriate emergency powers to compel nec-
essary assistance from ISPs, phone companies, etc in extremis.

US computer security companies, anti-virus companies, computer emer-
gency response team at universities etc should all be aware of who is the
government entity in charge in a crisis, and know the phone numbers, email
addresses, etc.

Emergency broadcast system should be available for use in co-ordinating
a response: and likely responders should be aware this method would be used
to co-ordinate.

A law enforcement perspective must.not be allowed to control in an emer-
gency. It is essential to communicate rapidly and fully with business and
academia to co-ordinate an effective response. Cyberwars will be won by the
combatant that is able to share information amongst itself quickest and best.
Military security, classification schemes etc also have potential to severely
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hamper an effective defense.

6 Medium term policy changes

In this section, we consider legal and policy changes that the US might
make. We propose a. set of measures that we believe would largely eliminate
this danger. Most.of these are fairly difficult, painful changes, and we have
not worked out all the details of them. ]t would be appropriate to explore
possible remedies at much greater length in hearings and in public debate.
However, we cannot think of any easy solutions to the present parlous state of
security on the Internet: and the consequence? of not acting to make ourselves
secure are likely to be very severe. We believe that currently proposed policy
measures are not nearly adequate to the situation. We believe the ideas that
follow are a lot closer to what is necessary: even if not perfect yet.

It’s important to understand the key points about the scenario described
above, so we reiterate them here. There is nothing a critical Internet site
can do to protect itself from a well-engineered DDOS attack. No matter how
many security measures the site itself takes. it, cannot prevent itself from
being overwhelmed with floods of apparently legitimaie requests from else-
where. Similarly, there is nothing that backbone Internet backbone providers
can do to cut off a DDOS attack that comes from a. very large and diverse
set of their customers. Too many customers would have to be cut off to solve
the problem, making the cure worse than the disease.

Thus the Internet creates a historically unique situation. Every site is
dependent for its functioning on the security of all the other sites (especially
those with high bandwidth connectijons). Only when most Internet con-
nected computers are secure will critical Internet sites be reliably available
in wartime. This is very far from the case today.

There are a number of new computer security vulnerabilities published
every week. What happens at present is that individual security researchers
and practitioners discover these vulnerabilities. They either disclose them to
the vendor, or publish them (or both). By and large, this process is done by
people acting in the public interest, or in pursuit of peer recognition. There is
little economic advantage to finding a. vulnerability (particularly compared
to the potential harm that can be done with a new, previously unknown
vulnerability). Security experts assume that there are many vulnerabilities
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that never get discovered.

Even of those that do get discovered. many are never fixed by the vendor
that supplied the software. When the vendor does supply a patch to the
product: most customers never install the paich to make their computer
secure. Thus most computer security experts regard a. present day computer
as a. hopelessly insecure mess, riddled with tens of known vulnerabilities, and
probably hundreds of unknown ones. In order for the Internet to be usable
for critical societal applications, this has to change 1.0 a. situation in which
vulnerabilities are rare and fixed quickly.

It seems overwhelmingly likely that this is possible in principle. There is
a. discipline of software engineering for critical systems that has intensivell
studied how to create secure well-written programs. Even more informal
efforts can often produce very good results. For example: the OpenBSD op-
erating system is created by a team of volunteers who are strongly concerned
about security. Although Jacking as many applications as systems such as
Microsoft Windows and Linux, it is a. complex modern operating system:
and it has had no vulnerabilities in the default install for the last two years.
This despite the fact that the team is much smaller than that creating other
operating systems and is unpaid. Where there is a. will, there is a way.

So the problem is not that it is impossible to create secure programs, it is
that the economic incentives in the software industry do not reward doing so.
Software vendors perceive that it is essential for them to get the most feature
Jaden product possible to market as quickly as possible. Hence their modus
operandi is to make the product extremely complex: and ship it as quickly
as they dare. It is inevitable that the result contains many many errors:
and some of these will be security relevant. The economic consequences of
a security bug to a vendor are modest. A sm-all amount ol engineering time
must go into creating the patch, and there is some negative consequence to
the vendor’s reputation. However: the public seems to be accustomed to
such reports: and a. constant stream of them does not seem to have changed
anything. Self regulation is extremely unlikely to be effective in the face of
persistent economic incentives to ship ever more complex software in a hurry.

Similarly, for the customer, installing a patch is a. time-consuming and
annoying task that does not increase the functionality of the computer for
the customer. It is low down on the todo list for whoever should be doing
it. In many cases, customers may not even be aware of the need to install
patches: or know how. So it is usually not done.
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In peacetime, the costs of these problems are manageable. In wartime.
they will not be. There are a. variety of possible ways to change the system
to make it Junciion betier. Our view s that the best. approach is 1.0 make
minimal changes in the system. except to introduce new economic incentives.
We also think it best 10 minimize the size of new government bureaucracies
that must be created. Large administraiive bureacracies tend not 1o be ver
effective: and the US has a. long history of very expensive failure in trying Lo
secure operating systems by creating complex regulations and bureaucratic
reviews carried out by government agencies and contractors.

Our solution is as follows. (This is an outline with notional numbers, It
will be necessary to work out the detajls with more care than we have taken
here). Any vendor who ships software which might get installed on Internet
connected computers must register with a new “Software Quality Bureau”
(SQB). Since a vulnerable application on Internet connected computers is
a national security risk, this is a reasonable requirement. The purpose of
registration is simply so the SQB can keep track of vendors. Vendors who
did not register would be criminalized. Registration should be kept minimal
in cost and complexity; even a very small company or an individual should
be able to navigate the process without undue hardship.

Next, independent researchers who discover vulnerabilities can report.
them to the SQB in confidence, together with enough information to repro-
duce the problem. The SQB must acknowledge receipt of the notice within a
couple of working days. The SQB then verifies the existence of the vulnera-
bility. Within a. couple of weeks, it must contact the vendor of the software in
question, who is fined 1% of annual sales for the product and has to produce
a patch or face an additional fine. Of that fine money, 25% goes back to the
independent researcher. The rest is revenue for the government.

This will allow vulnerability researchers to become extremely wealthy
and famous. This will create very strong incentives to develop a much larger
population of such researchers who will be motivated to exhaustively analyze
any software product of any consequential market. Most vulnerabilities in
existing products will be found.

Meanwhile, vendors who ship insecure software will face financial con-
sequences that are serious enough that they will have to change how they
operate. Vendors who cannot evolve to ship a secure product will go out
of business. However: human ingenuity being what it is, most vendors will
evolve.
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Note that it is not necessary for the government to tell vendors how
to create secure products (something the government is very unlikely to do
well). or to find problems itself (something it is unlikely to do systematically
enough). It is much better for the government Lo give others the right eco-
nomic incentives: and let them figure out how to maximize their income in
the resulting system.

A few wrinkles that might be useful. It will probably be necessary to
phase in this scheme over a. year or two, 1o give vendors time to adjust.
There should be incentives for the SQB to work efficiently. For example,
if the SQB cannot fulfill it’s obligations within a. couple of weeks, then the
researcher might get, a. larger share of the take. There should be a technical
court of appeals to which the vendor can complain if it doesn’t agree with
the SQB verdict.

We note that this will increase the cost of software to some degree: and
slow the time to market. That is a necessary price to pay for a secure
society. All vendors will face the same environment, so it should not create
unfairness. However, it is likely that software vendors will oppose this scheme
very strongly out of inertia.

Having persuaded the vendors to produce a more secure product, and to
reliably create patches for those problems that are found, society still faces
the problem of end users and computer administrators. who do not have
adequate incentive to install those patches. They too must be given a reason
to do the right thing.

Someone who places an unpatched or misconfigured system on the lnter-
net puts all of us at risk to some degree. It is akin to driving around on the
highway with bad brakes. In the highway domain, when the police notice
a. car with a mechanical, problem, they issue a fix-it ticket to the driver. A
similar mechanism could be used in the Internet case. Law enforcement (per-
haps the National Infrastructure Protectjon Center (NIPC)) could routinely
scan the computers and email addresses in the United States parts of the
Internet to ensure that all are patched up to date. This can be done from
the Internet in an automated fashion. Any vulnerable computers are issued
a fix-it ticket. If the owners do not fix the system after a few weeks, they are
fined.

A (difficulty is that it is presently somewhat difficult to decide what ad-
dresses are within the US, and what are not. Additional registration is going
to be necessary. Probably the best approach is to do this via Internet Ser-
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vice Providers. At sign-up with a US 1SP. a customer and the 1SP must.
provide enough information about IP addresses and email addresses that the
computer can be remotely tested for vulnerabilities.

An alternative is to place the requirement of vulnerability testing on
the 1SPs. This considerably mitigates the privacy impacts of having law
enforcement perform the task. It will increase the cost and complexity of
being an ISP. however: and place 1SPs in an enforcement position. This will
increase the cost to end users of Internet use. Again. the problem is that we
have not been paying the true cost of having an Internet which is actually
safe for societal purposes.

Another useful measure would be mandatory egress filtering. At present,
it is quite common for routers to be configured such that packets can emerge
from a network with forged source addresses. This greatly hampers the target
of an attack in locating the source. This should be illegal.

We also advocate mandatory reporting of computer security incidents.
System administrators, security consultants, monitoring companies, etc, should
be mandatory reporters of incidents where there is evidence of a crime (just
as teachers etc are mandatory reporters of child abuse). Law enforcement
should collect incident reports, and looks for patterns. Any evidence of new
vulnerabilities being used should be immediately flagged and escalated, Own-
ers of chunks of 1P space are responsible for the security of computers in that.
space. NIPC will fine the IP that sourced the incident. For incidents origi-
nating overseas, NIPC will handle the liason with it’s foreign equivalent.

We believe the measures outlined above would help the situation in the
US -greatly. However, a considerable amount of bandwidth in connections is
available between the US and foreign countries. Since the US cannot do much
about the internet security situation overseas: all that bandwidth should be
considered available to an enemy in a. war. At the moment: there is no way to
know how much bandwidth is available of this kind, or even who controls it. It
is important that this problem be studied. We also believe that the US should
have the ability to disconnect itself from the rest of the world in an emergency,
or to disconnect itself from specific links that become problematic, This
means establishing clear procedures and appropriate regulatory authority so
that these links can be dropped at the order of the President in a serious
emergency. It should be emphasized that this measure is likely to cause
grave economic distress itself, as much international trade and operations
of international companies depends on the Internet. It should not be done
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lightly. However. it might be better than coniinuing to sufler severe domestic
disruption.

Next, we discuss a variety of ongoing trends and policy measures that we
consider dangerous in light of the above analysis. We urge caution on these
trends until the situation is improved.

The Internet is not safe enough 1o use for critical societal applications.
No critical infrastructure should depend on the availabilitv of the Internet to
continue working. This includes electricity: financial and stock trading, gas
and oil, phones: rail transport: trucking: food distribution- military logistics
and operations, just-in-time inventor!; siles for critical products. and so on.
Owners of such facilities must understand the need to deldy any plans to use
the Internet to co-ordinate their operations. In general. the move to large
scale e-commerce is dangerous. We realize that this will be an incredibl)
unpopular opinion. But as a society, we have not even begun to think through
the national security implications of doing all our commerce over a network
that has no national boundaries. After it is an accomplished fact is not the
right time to be thinking about it.

In particular: routing voice calls over the Internet is not appropriate for
any critical infrastructures. An organization that does this risks that its
phone connectivity will disappear at the same time as its Internet connectiv-
ity. Information security practitioners should not depend on voice-over-IF,

Similarly, the operation of broadcast media such as radio or TV etc should
not depend on IP connectivity to work. To the extent the Internet is used
to propagate signals for these services, they are vulnerable to attack. We
cannot afford to lose the use of these services in wartime.

7 Long Term Research Agenda

The nation is approximately blind and powerless against sophisticated cybes
attack. To counter this problem, we recommend a vigorous focused research
investment. Given the magnitude -of the threat, we believe that we should
examine Herculean efforts such as the creation of the DEWLINE (against the
over-the-pole nuclear bomber threat) and the Manhattan project (against the
nuclear threat) for inspiration on how 1.0 construct an appropriate program
in defense of the cyberwar threat.

It must also be recognized that there are genuine research problems to be
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solved. and thus solutions cannot. ve ordered on demand. nor can a. top down
program to build large systems guarantee results. We need to inspire the
best minds of our generation to work on this problem. and we need them to
undersiand it and contribute their ideas as rapidly as possible. Good minds
need some freedom and autonomy to do their greatest work. Government
research managers need to allow a. variety of competing approaches to develop
and then rapidly direct funding to those which show the most promise. It
is important that the government itself recruit the smartest talent it can
atiract 1o manage research in this area.
We suggest that the following principals guide research eflorts:

o Cyberwar defense research should draw from multiple disciplines. Be-
sides the obvious relevance of computer science and network engineer-
ing, other fields are relevant at least for inspiration and metaphor: and
often for practical techniques. Artificial intelligence, complexity and
scaling theory: statistical physics, biology: and mathematics all have
something to offer. Sociology, criminology, military history, and sys-
tems theory are extremely relevant. Analogies and techniques from
conventional kinetic warfare can be very useful.

e This is an applied problem of critical national importance. It is essen-
tial that researchers gain exposure to operational information security
environments. Solving abstract versions of the problem is only helpful
if the abstractions capture the important features. The ivory towel
must be directly wired to the network to produce useful results.

o Information Assurance is in a. trade-off with other critical properties
such as system functionality and performance. We need to be able ‘to
intelligently adjust this trade-off during system operation to offer up
the best defense. Static systems will become ineflective.

e On the Internet, policy and technology are tightly coupled. Technolo-
gists have created systems with profound policy implications that were
not thought through at all. Policymakers often fail completely to under-
stand the technological options. Policy and technology must interact.

o Jt is vital that the community have a. thorough understanding of the

potential adversaries, their capabilities, and tactics.
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e Any successful solution must be scalable 1.0 address the strategic pe:-
vasive nature of the nation’s modern critical infrasiructures. We must
learn how to defend in depth as well as in breadth.

o We must think about attack strategy and defensive counter-strategies
as an evolution in time and project forward several moves ahead, as in
chess playing: to find the most effective nest move. whether that move
be in system design: operation. or even research itself.

We now turn to specific research problems. We organize them according
to the following decomposition.

e Seeing - Decision-makers need the ability to comprehend what is hap-
pening to their systems: especially when they are global.

e Acting- Timely, appropriate, and coordinated actions are required to
mitigate threats to critical systems.

o Building - Designers need the tools to develop inherently survivable
information systems, especially when they are large and complex.

o Sharing - Operators need the ability to share information as needed
among appropriate parties without putting that information at risk.

7.1 Seeing

To act, you have to first be able to see the adversary. The following problems
are unsolved or inadequately solved.

o Today, computer intrusion detection systems can detect local known
exploits, but unreliably and with many false positives. They cannot be
deployed on fast networks for performance reasons. More research is
needed to make them work better and faster: and to be able to handle
unknown attacks and variations on attacks intended to confuse them.

o In the future, we need to detect sophisticated novel attacks on a na-
tional scale. This field is in its infancy, and much more work is needed
on techniques to fuse and visualize information from the local scale
into a broad picture. We need new methods of comprehending what is
happening on large networks, and in large applications.

33

11-L-0559/0SD/230




e We need more research on anomalv detection. so that network traffic

that is simply weird can be bought 10 human attention jor furthe:
analysis.

o Techniques 1.0 incorporate real world information (such as news stories)
into the piciure would be tremendously helpful to make sense out of
the implications of the unfolding situation.

o We need research in organizational modeling to understand how an or-
ganizational mission depends on the computing infrastructure services
so the eflect of attacks can be assessed with respect to the more mean-
ingful mission function. We also need. under this heading, to create an
Indications and Warning capability based on the creation of implicit
attack models that are tracked with respect to ongoing events. We
could then use these models to help design and drive a sophisticated
sensor grid including a. capability 1o tune and task those sensors for the
most relevant cyber events.

e We need research into how to creaie more accountability on the Inter-
net. It would be devastating to face a. serious cyberwar attack with no
idea who was responsible.

7.2 Acting

Today, to respond to attack, operators must make on-the-fly judgements
about the best action with little context. They have to implement their de-
cisions manually by reconfiguring each individual relevant component (like:
for example, blocking specific ports on firewalls, or changing session crypto-
graphic keys on an Secure Sockets Layer (SSL) connection). In the future,
we must seek to create a. decision support, system to help quickly develop
and evaluate potential courses of actions, a. command execution system that
allows automalied orchestrated response, and a. control subsystem that de-
termines if the commands applied had the desired effect. We must create
this sort of capability at both the tactical and strategic level. The tactical
system capability could be based in the application of control theory to cyber
defense. Critical elements could include goal-staie specification, the creation
of “linear” impulse functions, system state projection (requiring a senso:
grid within the defended network): and some form of comparison function
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between the state projection and the goal state which decides on the appro-
priate impulse functlion. The straiegic capability probably ought 1o be based
more Jn command and control planning techniques using artificial intelligence
technology. Under this activity, we should hold waa-games between red (at-
tacker) and blue (defender) forces to develop general-purpose strategy and
tactics suited to situations with particular characteristics. The results ought
to be what we call the high-value cyber defense play-book.

7.3 Building

Today, trustworthy system design is a. black art that is done through exhaus-
tion; one tries to counter as many vulnerabilities as possible until available
resources are exhausted (similar to bug testing). In the future, we need to
enable the design of systems with engineered assurance properties using tools
analogous to Computer Automated Design (CAD) tools used by hardware
engineers today. To creaie an effective Security Engineer’s CAD system,
we must initiate two critical and deeply related thrusts: analysis and de-
sign. In the analysis thrust, we expect, 1o create better analysis tools and
techniques, including better and more effective red teams (qua metric). To
create a security co-designer workbench in support of the “design” thrust:
we must quickly initiate work on vulnerability modeling and counter-measure
effectiveness modeling. Such models will allow designers to understand the
comprehensive set of attacks against a putative system and guide them to-
ward the countermeasures that are most eflective against the most significant.
attacks.

Some aspects of the Internet infrastructure are also quite obviously not
robust enough. Kev databases such as the DNS and the IP address to contact.
information at ARIN, APNIC, etc need to be highly available even in the
presence of large scale attack. Work is needed on protocols and algorithms
to construct fault tolerant secure databases which are close to invulnerable
to.denial of service attacks. These need to be engineered to be practical on
the Internet.

For critical infrastructure transaction processing to be safe on the Inter-
net, it must be done in a distributed fault tolerant way that resists DDOS.
Content distribution networks are a good start towards this, but much more
is needed. Critical transaction processing sites need to be designed with large
scale cyberwar attacks in mind; they are on the front line.
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Further work is needed by economists. organizational psvchologists, and
business prolessors to understand the reasons why software produced by real
world organizations is so insecure and unreliable. Policy proposals to address
this need to be refined.

Also, a. number of issues about how )arge scale attacks would work on the
Internet are very poorly understood. There is great scope for simulation and
analysis work to try to understand how large a DDOS attack could be, how
worms propagate, and what the bottlenecks would be. We have very little
understanding in detail even of the incidents that have already occurred. We
know what the tools were like, but have very limited understanding of the
history of the tools propagation and effects during the incident.

7.4 Sharing

Today. there is tremendous pressure to share information between inter-
company systems for the sake of speed and efficiency. Still, because of a
lack of trust in technology, the amount of such sharing is limited to well
below what it would be f we could share with higher confidence. Today, we
have all-or-nothing sharing. There is no good way to specify the domains
of sharing and keep the transactions to those domains. In the future, we
need to create tailored on-the-fly privaie collaborative cyberspaces. To do
this we must create powerful specification languages for policies, a means to
negotiatle sharing policies on-the-fly, and a. means t.o verifiably (to all con-
nected parties) demonstrate that the constraints of all parties involved in the
sharing are satisfied.

8 Conclusion
Row did the Unites States get into this mess?

o We have built a network which has no concept whatsoever of national
boundaries; in a war, every Inlernet site is directly on the front line.

e We have attached a large number of general purpose computers to that,
network.
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o We have developed a. software indusirv in which the economic incen-
tives reward deljverjng complex feature-laden products quickly, witli
inadequaie attention to reliability or security.

o We are automating critical functions of our economy using the resulting
combined system.

o We have given very little thought to national security in the process.

If we do not change course soon: we will pay a. very high price for our
lack of foresight.
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~ May 3,2001 4:32 PM

TO: Dov Zakheim

FROM: Donald Rumsfeldﬂ1\

SUBJECT: Joint Bases

We have to look at joint bases, where Services share a base rather than own them
completely.

Thanks.
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~

TO: Bill Schneider
~—
CC: David Chu
Dov Zakheim — u£<
FROM: Donald Rumsfeld '9’
DATE: May 9, 2001
SUBJECT: Tricare
Thanks for your memo on Tricare. Would you please talk to Dov Zakheim and
David Chu about that and see if we can get something going? X
I have attached a copy of your memo to their copies of this memo to you,
Thanks.
A
DHR/azn
05090 1.03.2
Attach. w
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William Schneider, Jr.

MEMORANDUM
May 9, 2001

TO: Hon. Don Rumsfeld
cc: Hon. Dov Zakheim

FROM: William Schneider, Jr.

SUBJECT: Expectations of military personnel on “Tricare for Life"
may still be unsettled.

The attached newspaper report (“Tricare for Life Details in Flux") from a local
newspaper in a community (Colorado Springs) with a high density of military retirees.
The article suggests that there may still be a “window of opportunity” before Tricare goes

" into cffect on October 1* to adjust the details of the program to render its cost acceptable
and predictable. To the extent administrative changes are insufficient, statutory relief
could be sought through the FY 01 supplemental appropriation act, though obtaining an
authorization change would require a procedural waiver.
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-~ Colc;rado Springs Gazette
May 9, 2001

~ 'Tricare For Life’ Details In Flux

By John Diedrich, The Gazete

Military retirees who are expecting to qualify for the new "Tricare for Life” plan should not change any of
their insurance until the new program is final, said an official with the program.

The plan, which was passed by Congress and signed by then-President Bill Clinton last year, is intended to
improve health care for military retirees age 65 and older. Tricare, the military's HMO-style health plan,
has not been guaranteed for retirees. Many have supplemented Medicare with private insurance.

Tricare for Life begins Oct. ] and is expected to act as a supplement to Medicare. But Linda Hood,
marketing service representative for TriWest, the regional contractor for Tricare, said details are still being
worked out. She is advising retirees not to drop other insurance they may have yet.

She is one of the speakers at the sccond annual Veterans' Forum today at The Penrose House.
The event, which required reservations, is full.

Hood also is advising retirees to make sure they are in the Defense Eligibility Enrollment Reporting
System and are signed up for Medicare parts A and B.

Congress also passed a new pharmacy benefit for retirees that took effect April 1. It allows them to get
prescription drugs at civilian pharmacies.

Before, retirees were covered only at base pharmacies, which often didn't carry medication needed by
elderly people.
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May 10,2001 7:40 AM

TO: General Jones Cei 66-’ jﬁa:ﬂﬁj
Admiral Clark :

Loty D1 bTh

FROM:  Donald Rumsfeld‘v\' 2ém GuiéLeq

SUBJECT: Okinawa

Attached is an article written by Jim Webb on whether we should leave Okinawa.
I was interested in the last paragraph that said the U.S. has tended to leave the
Japanese to deal with the issue as to why it is important for American troops to be
in Okinawa and the statement that it is possible the U.S. ought to be the one

- explaining it — -

You might want to give some thought to that.

Attach.
3/11/01 Parade article by James Webb, “Should We Leave Okinawa?”

DHR:dh
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u09051

11-L-0559/0SD/241

W dvp

1o Rowoy

/01




AlLLA CGAINLOL AIMEL1Cdll ToopsWRUIIOME, adecoraled varine and €x-INa

decretary

examines whether we can afford to give up our most important military outpost in the Pacific.

Should We Leave

Contributing Editor James Webb was
Secretary of the Navy under President
Reagan. Earlier, he received the Navy
Cross and the Silver Star for his service
as o Marine in Virtnum. In January,
Webhb made his latest Of many visits to
Okinawa for PARADE. His mission: to
explore the implications of removing
U.S. forces from the island known 10
generations of Gls as “The Rock.”

HE FIRST TIME | EVER
saw Okinawa, in 1969, 1
-arrived al Kadena Air
Force Base on a military
charter from California. by
way of Hawaii and Wake

Island. Military buses shut-

tled us past fields of sugarcane and
small, windswept towns rebuilt in the
quarter-century sincetheisland hadbeén
flattened in World War 1I's costliest
Pacific battle. Like most of the 400,000
Marines who went to Vietnam, | was
“processed” at Camp Hansen. Back
then, the camp was an ocean of adren-
aline. Racial tensions among Americans
were high. Kin, a village just outside
the camp, was filled with bars and strip
jopass, The air was charged with the
p 2 of violence from Marines on
thes. way into or out of a war that would
claim 100.000 casualties for their corps.

Today, Okinawa is far more staid.
Many of the 19,000 Marines stationed
there-and most of the 10.000 Air Force.
Navy and Army forces-are on three-
year tours with their families. The rau-
cous barracks of the past have largely
been replaced by apartment towers. Much
of the training takes place “off-island.”
Sensitivity to Okinawan civilians is ex-
treme. (Just last month, for example, the
chief of U.S. forces on the isiand pub-
licly apologized for a leaked e-mail in
which he called Okinawan officials
“wimps.*) Bars and clubs still exist. but
the tone is subdued. America, once an
occupier, has become a tolerated guest.

COVER PHOTOGRAPH FROM BETTMANN/CORBIS

)

?

If war were to

break out anywhere
U.S. troops on Okinawa would be among the first to fight.
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Still, tensions between Okinawans and
Americans can erupt. When a Japanese
court found that three Gls were involved
in the rape of an Okinawan girl in 1995,
the island’s then-governor, Masahide Ota,
led protests demanding an American
withdrawal. (Cooler heads prevailed, and

Ota, who ran on this issue in 1998, was not
reelected.) But even without such ten-
sions. there have been serious calls in both
America and Japan in recent years for the
bases to be removed. Some claim U.S.
forces there have outlived their strategic
relevance. Others say that the island,

lion since World War 1. has outgrown
the beses and needs o modemize iss econ-
omy and reclaim its heritage.

| have been to Okinawa many times
since my first stop there on the way to
war. On my most recent visit. in Jamsary.
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ThePacifi¢’s
Deadliest Battle

Okinawa is forever burned into
American memory as the site
of the bloodiest Pacitic battle
of World War Il. Viewed by U.S.
planners as an ideal location
for stsging an invasion of
Japan, the island was assauited
by 180,000 American troops on
April 1, 1945, At first, they met
little resistance, because the
dapaness defenders had pulied
back to the heavily

southern tip of the lsland=—
taking most of Okinawa’s
450,000 civiians with them.

It took U.S. foroes less than
thres weeks to capture northermn
Okinawa Vicious fighting for
.the aouth, however, continued
until June 21. Altogether, . *
about 12,500 Americas were
killed and 36,000 wounded

—
returned with one important question:

Ahat are the true implications of a U.S.
pullout, not only for American interests
in East Asia but also for Okinawa?
Unlike the rest of Japan. Okinawa has
mingled with foreigners for centuries.
Okinawans are not considered “ethnic”
Japanese, either in Japan or among them-
selves. The Ryukyu Islands. to which
Okinawa belongs, were annexed by Japan
in 1879; before then, Okinawans paid
tribute to both Chinese and Japanese war-
lords. From 1945 until 1972, the island
was a U.S. protectomte, and even today
it hosts the majority of all Gls in Japan.
Among those who believe the U.S.
should remain strong in thePacific, there
is little argument that Okinawa-350
miles from Taipei, 700 from Seoul, 800
from Manila and about 1500 from Sing-
apore-is ideally situated not only for
the defense of Japan but also for rapid
deployment to a wide array of potential
crises. Annually, Marines from Okinawa
participate in about 70 training exercis-
es throughout the Pacific Rim, plus hu-
manitarian missions to locations such as
Bangladesh and East Timor. If war were
to break out anywhere in that vast re-
gion, they would be among the first to go.
Ironically, some U.S. defense planners
_Zlieve that the limits American forces
have placed on themselves in order to
satisfy the Okinawan people arc oo re-
strictive, leading them to recommend a
substantial withdrawal from the island.

RADANK MANAYING . MARCH 1L 200¢ - PAGE B

The Japanese death toll was
_staggering: about 93,000
troops-and about 94.000
civillsns-many of whom killed
“themselves. The Japanese
suicide pilots known as
kamikazes sank 30 U.S. vessels.

Last October, a much-publicized study
sponsored by the National Defense Uni-
versity recommended a“diversification
throughout the Asia-Pacific region” of
U.S. forces on Okinawa. And former
Japanese Prime Minister Ryutaro Hashi-
moto. now minister for Okinawan affairs,
speaks often of *“the suffering of the Oki-
nawan people” as a resuit of the American
bases, implicitly supporting their removal.

Iwentwith
one important
question: What
are the true
implications of
a U.S. pullout,
not only for
American
interests in
East Asia but
also for the
E..".".':... Okinawans
amews themselves?

WAK.

Supporters of withdrawal are vague
about where these -‘diversified” forces
would be based. Some invoke the politi-
cally volatile Philippines, where U.S. bases
existed until 1992. Others hint at already
crowded Guam or the sparsely populat-
ed Northern Muriunas. Some say
Singapore or even Vietnam. But, in my
view, it's important to make a distinc-
tion between sending units based on Oki-

nawa to train in other countries and re-
locating them permanently. The volatile
Pacific of today demands that U.S.forces
be consolidated. Yet most diversification
scenarios would put more of our forces
at risk by scattering them among coun-
tries where the governments are not as
stable. “The only locations without such
political risks are Australia and Hawaii,*
notes Dr. Mackubin T. Owens, a profes-
sor of strategy at the Naval War College.

And there is another consideration:
It is far from clear that the Okinawans
really want us to leave.

Perhaps the greatest change of the
past 55 years has been the subtle merg-
ing of two cultures. Despite periodic:
friction, “Okinnwans have come toun-
derstand the Americans and the pres-
ence of the bases,” says the noted
Okinawan historian Kurayoshi Takara.

Yasumitsu Tsitha, a community leader
and participant in negotiations torelocate
an air facility near his town of Ginowan,
affirms Takara's observation: “The peri-
od before reversion to Japan allowed us to
reconsider our own historicaluniqueness
as Okinawans. At the same time, wecame
to know the Americans and to admire their
culture Many Okinawans term their will-
ingness to adapt to outside influencesas
champurabunko—"stir-fried culture.”

cominmu

There is
little
argument
that Okinawa
is ideally
situated not
nly for the
defense of
Japan but also
for rapid
deployment to
a wide array
of potential
crises.

East Meets West: A Tale of Two Cultures

Masako Adaniya’s family disowned her
when she married Marine Maj. Harold Cot-
trell on Okinawa in 1970. When her son,
Shogo, was born a year later, Masako’s
mother refused to visit, even though she
worked in the U.S. Army hospital where her
grandson was born. “I did not exist to her,”
recalls Masako, who later moved to the U.S.
Fortunately, relations eventually warmed
Shogo, tww 29, and his sister Mimi, 28, both

U.S. Naval Academy graduates, visited es- |

tranged relatives while serving on Okinawa
as Marines. Their sister, Erika, 24, visited
while a cadet at the Air Force Acadeny. “I'm

proud of both the American and Okinawan

cultures,” says Shogo, a Marine captain.
The Cottrell family 's impressive journey
within just one generation has been re-
peated by thousands of Americans of Oki-
nawan ancestry: During the 1990s alone,
more than 2000 Okinawan women were
-married to American servicemen.
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Okinawans who oppose U.S. bases do so for vary-
ing reasons. Some are concerned about militarism.

Others know controversy tends 1o increase the gen- |

crous payments made to those who lease the land on
which the bases are set. Finally, there’s an activist
coalition of Japanese trade unionists, Communists and

Social Democrats dedicated 10 removing both the -

bases and American infiuence from Okinawa. This
faciion backed former governor Ota, whose ofien-ex-
pressed goal was “a peaceful, military-free Okinawa.”

Retired Marine Col. Gary Anderson spent seven years
on Okinawa and commanded Camp Hansen for two.
Recalling the 1995 rape; he told me: “Ota is deft at ma-
nipulating public opinion, and he cynically tumed the in-
cident into a national crisis.” Condernning the incidents,
Anderson nonctheless argues for a sense of proportion:
“Virtually evesy community in the U.S. would welcome
acrime raie as low as that for our servicernen on Okinawa.”

I+ 0 hases
were removed,
China would
attempt to extend
. its influence
over Okinawa.

¢
Now available at +
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< Japanese usually deal with the issue through avosd-

Indeed, serious crime by Americans has dropped 78%
inthe lust 10 years, and a recent poll indicated that 74%
of Okinawans hove a favorsble opinion of the U.S. While
most would prefer reductions in the bases, only 16% be-
lieve all Americuns should ledve. Okinawans also under-
stand the economic benefit Americans bring to their is-
lund, poorest of Jupan's 47 prefectures: about $1.2 billion
a year, or roughly $1000 for every Okinawan. “Because
of the [Second World] War, Okinawans are extremely
uncomfortabie with militarism,” says the hisiorian Takara.
“But this is not necessarily directed at America itself.”

‘The removal of U.S. bases also would have implications
for a resurgent China. Okinawa’s relations with that coun-
try go back more than 500 years, and many Okinawans
are prowd of such ties. In recent decades, the Chinese have
played upon Okinawan goodwill, and there s Titthe doubt
that if U.S. bases were removed, China would attempt
to extend its influence over Okinawa, which is nearer
to Taipei than Tokyo. Lately, China has shown an insis-
tent tendency to confront Japan. Chinese military ves-
sels made at least 17 incursions into Japancse waters last
year. In addition, China stil} claims Japan's Senkaku Is~
tands, lying between Taiwan and Okinawa. And China
has never accepted Okinawa's 1972 reversion 10 Japan.

Military bases bring liubilities as well us benefits—
whether in Hawaii, home to more than 41,000 troops. or
on Okinawa. But few-can dispute the imponant comr-
bution made to regional stability by cooperation between
the U.S. military ang the Okinawan people. Now is nca
the time to tade the known—Okinawa—for new difhi-
culties in other countries, or for the ULS. to reduce its pres-
ence in Asia in the face of an invigoraied Chinese mik-
tary. A wiser course, I believe, would be to contioue recesm
efforts to restructure the bases on Okinawa in a way that
is compatible with the istand’s future. Fundamental w0
ﬂnlsabeneramculanmofunwomfaw
> notes Kurayosiy

formanyloundennnd\

ir importance. The U.S. nlways allowed the Japancse
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May 10,2001 2:25 PM

TO: Dan Dell’Orto
FROM:  Donald Rumsfeff)f\

SUBJECT: Promotions

I am told it takes months for commanders, captains, rear admirals, and admirals to
get through the confirmation process. The Services spend a long time going
through it, checking everything, then it comes up to OSD and it goes through a
process, then it goes to the White House and it goes through a process, then it goes
to the Hill and goes through a process.

ol 7

What do you think about having a reform where the Service is the checker, and we
approve it swiftly and by exception the White House does the same thing and the
real responsibility is left with the Senate. If they want to hire a lot of people and
do all that, why not let them?
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TO: | | MAY 12 201

CC: Larry Di Rita

FROM: Donald Rumsfeld plﬂ,

DATE: May 12, 2001

SUBJECT: Laser Surgery

Why don’t you folks think about whether or not we ought to have a common
policy for pilots with respect to laser surgery for their eyes.

I don’t know a lot about it, but my understanding is that people all over the world
are doing it these-days, and that it is just terrific. Vision is dramatically improved.

Since we are having trouble keeping our pilots, why would we want to have an
antiquated rule that was established before laser surgery contribute to our getting’

rid of pilots who could fly perfectly well? Also, why should the services have
different rules?

Any thoughts?

Thank you.

DHR/szn
051201.02

Ce. David Ch\). :
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TO: David Chu

cc: Dov Zakheim YIS B S 2
Steve Cambone

FROM: Donald Rumsfeld .7{\.
DATE: May 14, 2001
SUBJECT: Costs

Why don’t we get a way to calculate fully burdened costs for all people that we
detail out that goes up to and includes lifetime health care.

Thanks.

DHR/azn
051401.07

uo9273 /01

11-L-0559/0SD/247

oL

0oy Al




snowflake

G 1o
TO: Exyﬂ’{ N\(‘a&

FROM: Donald Rumsfeld

May 19, 2001 11:15 AM

SUBJECT: Fortune Article

Please send Condi Rice a copy of that Fortune magazine article from 25 years ago.

Thanks.

DHR:dh
051901-12
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A POLITICIAN IN THE
FCORPORATE WORLD

The Teiéoé 'Compahies"-
California Nightmare

Du Pont and Dow: Rival
Strategies for the 1980's

A North American
Common Market?
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A Politician-Turned-Executive

The culture shock of a businessman attempting to apply
his executive skills to the high echelons of government was
described in detail by W. Michael Blumenthal in the January
29, 1979, issue of FORTUNE. The former Bendix chaimrnan,
who was then Secretary of the Treasury, provided candid in-
sight into the difficulties of adjusting to the federal bureau~
sracy, and specifically to the Carter style of govemment
difficulties that hastened his departure from the Cabinet
‘wo months ago.

Donald Rumsfeld for the past two years president and

~hief executive of G.D. Searle & Ca, also qualifies as being
n a rare position to compare the widely different worlds of
wusiness and government, but from the opposite vantage
roipk, The first phase of his political career spanned four
e.  in Congress representing the Republican Thirteenth
district of lllinois He resigned his seat in 1969 to take on 4
swecession of powerlul 'posts in the Nixonn and Ford Ad-
ninistrations director of the Office of Economic Opportu-
ity, drector of the.Cost of Living Council (wage-price
ontrols), ambassador to NA TO, white House chief of sta ff,
wnd Secretary of Defense.

Even if President Ford had not been defeated in 19786, jr
vas Rumnsfeld’s intention to leave government at an early:
ime and seek a new career in the private sector, ‘1 felt it
vould create an imbalance, if | spent my entire career in®

overnment,” he now says, although he also makes it cleart

hat at forty-seven his political yearnings are far from
Hfilled

Rumsfeld freely admits his lack of previous business
xperience. Nevertheless, he believes that the cnitical tasks
e performed in the executive branch of the government
ainedhim in the art of crisis management. Precisely these
ouble-shooting skills were required atSearle—a faltering,
imily-run pharmaceutical firm, which was being dragged
own by unprofitable acquisitions, inadequate research,
nd run-ins with the Food and Drug Administration. In re-
ant, extended conversations with Roy Rowan, a member
f FORTUNE’S board of editors, Rumsfeld explains why he
e 2 job at Searls, and compares his new business
uraurdings with the world of government, where he spent

teen years.

b FORTUNE Saotember 10 1979

After the 1976 election, having been in government tha
many years, I didn’t want to make a decision right away
While sorting out what I would do next, I lectured at Prince
ton’s Woodrow Wilson School of Public and Internationa
Affairs and Northwestern’s Graduate School of Manage
ment. It wasn't too long before I pretty well figured out that 1
wanted to be in business. I've never had an opportunity tc
develop any great appetite for having money. I finished gov-
ernment with very modest savings, but I was happy. AU of
the business opportunities presented to me were so much
better paid than I was accustomed to in government that sal-
ary certainly wasn’t the deciding factor. My desire was to be
fully engaged, not just peripherally involved. I didn't want
tto be associated with a company in a non-central position

In any event, the Searle family, having decided to bring
lin outside management, offered me this job. In April, 1977,
I decided to do it, starting in June. I spent the intervening pe-
riod talking to people, accumulating different perspectives
on what was working well and what might need attention.
Iestablished task forces with a mix of directors, employ-
ees, and outsiders on each, concentrating on five areas
ffinancing, government compliance, scientific research, cor-
porate costs, and an examination of Searle’s various busi-
Inesses throughout the world

We weren't trying to reinvent the wheel. Searle was and
is a good company, but it was a small pharmaceutical house

~hich had grown into one that diversified and expanded
hroughout the world. With the helpof the task forces, we
came to some conclusions about what needed to be done.
VYe decided to divest twenty of our marginal businesses
VYe also agreed that it would be helpful to have an outside
board of directors. We reviewed our Puerto Rican portfolio
and repatriated a considerable sum of money. We decided
to move to a less centralized organization and reduced the
(brporate headquarters staff from 850 to under 350.

It also became clear that Searle’s research had been fairly
dry for a number of years. The product line was aging So
We decided to bring in a new senior vice president for re-
search and development: Dr. Daniel Azamoff, a highly re-
spected medical doctor and scientist At the same time, we
began to develop a licensing and acquisition activity fo-
cused on supplementing our remaining businesses.

What we did, essentially, was to tidy up some of the pieces
tthat didn’t seem to be suitable platforms for growth. I en-

joy working with talented people, learning from them, and
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In a festive mood in 1969, while President
Nixon held up their son, Donald Rumsfeld and
his wife celebrated (right) his swearing in as
head of the Office of Economic Opportunity.
Below, he was serving as an lilinois

Congressman during the Johnson presidency.

\ -
-~

™ g them in a way that they can be more productive
hi. ..asn’t a pat situation that one could just preside over
t was a company that was going down for eight quarter5,

a row. We now have five consecutive quarters going up,

nd there is no doubt that things are improving.
There are always risks, but I am used to risks. I ran for

‘ongress right here in the Thirteenth District of Illinois
7hen I was twenty-nine years old and there weren’t many
eople around who thought I had much of a chance to win.
:seems like an incredible decision now. But it proved right,

Rumsfeld regards hisgovernment experience as useful train-
1g for his present c.e.0.’s job, but he cites many differences in
1e way politicians and business executives function.

My observation has been that many public officials are
snstantly trying to create the impression that they are om-
iscient and omnipresent-they know everything and do
verything. In business, it's clearly possible to say: “I del-
jate”-and then not even try to answer every letter your-
:If or meet with every person. In business, you get a chance
v think more, to read more, to be more reflective, to plan
ore. My whole being says there’s an awful lot I don’t know,
1d therefore I rely on the knowledge and experience of oth-
8. This has been tiue in each post I've held. But politicians
» not tend to get up in the morning and announce to the
orld that there’s an awful lot they don’t know. Therefore,
e time demands on a government leader are usually much

e:  han on a business leader. It’s part of the charade of

eming to be doing everything yourself.

In business, on the other hand, you're pretty much judged

FORTUNE September 10, 1979

by results. I don’t think the American people judge gov-
ernment officials this way. However, they do expect their
President to plant some standards out there and to at least
get started in the right direction- In business, you don’t get
a lot of points for just starting in the right direction.

One of the. most incisive observations I think Mr. Blu-
menthal made in his interview with FORTUNE was the dif-
ference between appearance and reality. He felt that in
government appearance was everything, whereas in busi-
ness, reality was everything. One of the tasks of a manager
in either arena, it seems to me, is to try to see that the per-
céption is as close to the reality as possible. But this is much
more difficult in government.

There, the managers may not know what the right course
is, even after many years. So they tend to look only to ef-
fort. In government, too often you're measured by how
much you seem to care, how hard you seem to try-things
that do not necessarily improve the human condition. But
if you begin with the assumption that the government is
there to serve the American people in specific ways, then
the measurement realistically should be: How does all this
affect the people for good or ill?

Look at the problem President Carter is facing right now
-the disbelief, the cynicism about government, the feel-
ing that promises have not been kept, that many high hopes
have not been fulfilled. This isn’t just a problem of Mr. Car-
ter’s. It seems to me that it's a problem of government. The
fact is, it’s a lot easier for a President to get into something
and end up with a few days of good public reaction than it

fis to follow through, to pursue policies to a point where
they have a beneficial effect on human lives,

Business is also more forgiving of mistakes. In govern-
Ient, you are operating in a goldfish bowl. You change
gour mind or make a blunder, as human beings do, and it's
on the front page of every newspaper. It seems to make peo-
Ple in government iess willing to correct their mistakes. This
is in contrast to the way things happen in a boardroom.
There it is expected that one will alter direction as new in-

formation becomes available.
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politicians a mystique. YOU tend to have—or seek-this
mystique in government. But my impression is that in busi-
ness you don’t need t0 wear a grenade on your belt, or ,a
black patch over one eye, so much as you need to be right

and achieve results.
There’s another important distinction. The goal in gov-

emment is generally accepted as a worthy one-a legiti-
~—ate human endeavor. That’s not to say all people engaged
. government are viewed as legitimate. But the purpose of

activity. They characterize profits as evil and business as an
essentially selfish activity. They don’t appreciate that so-
ciety is damaged when enterprise is stifled.

Rumsfeld also sees many similarities between the require-
ments of a good executive in government and business.

tain things unique to big organizations. They require a va-
riety of competencies, along with intricate planning and
budgeting. However, planning in business is more analyt-
ical and thoughtful than in government. You are in a less re-
active mode. For example, if it evolves in the Pentagon that
a weapons system doesn’t work, it may have international
implications, it becomes a congressional problem, an OMB
problem, as well as one having national-security implica-
tions. Suddenly, You have a multiplicity of public pressures
that wouldn’t show up in a boardroom. In business the first
task would be to work out the problem. In government, a
great deal of time is taken up dealing with these pressures.
When I came to Searle, the company was suffering from
the digestive problems of a small company that had rapidly
secome a large multinational corporation operating in a dif-
figult competitive and regulatory environment. The organi-
ion’s skills, systems, and procedures had not evolved at
e same pace at which its business had grown, There also
vere difficulties with the Fdod and Drug Administration,
sarticularly about two of our prescription drugs: Aldactone

Another big difference: the star quality that gives to many

As White House chief of staff, Rumsfeld
worked closely with Secretary of Statt Henwy
Kissinger. As Secretary of Defense, he was
photographed (below) at a 1976 meeting of the
Joint Chiefs of Staff in conversation with the
Staff chairman, General George Brown.

government is. On the other hand, there are many people
in the world who simply don’t consider business a worthy

Many of the similarities stem from size, and there are cer--

and Aldactazide, which are used to treat hypertension I was
told that Searle wanted a president who had experience with
large complex international organizations and was accus-
tomed to operating under difficult conditions.

In any large organization, there is always the need to
reach down and -know how things are really functioning.
You need to know you're getting the truth, hearing the bad
news as well as the good. In government there is such in-
tense press coverage that things tend to get aired more ex-
tensively and earlier. As a matter of fact, in the kind of
government positions I was in at the White House and De-
fense Department there was such a flood of information it
was like drinking out of a fire hose. That is not true in busi-
ness. Even so, it's possible to get the necessary information
in a business setting. I make it a point periodically to have
lunch with salesmen, lab technicians, and others on the low-
er levels at Searle.

Another similarity between government and business is
the need to establish priorities-to make sure you're spend-
iing your time on what's important. It is useful to ask wheth-
er you are working off your “in” basket or whether the
organization is working off your “out” basket. If it’s the for-
Ier, you may be reacting rather than leading the organi-
ication toward agreed-upon priorities. I've always been an
avid memo writer. At NATO they called them “yellow per-
ils” (written on yellow paper), in the Pentagon, “Rums-
feld’s snowflakes” (white paper).

We know that in government even a President can’t will
something to happen. He governs by consent. In business,
although it is more responsive than government, things

FORTUNE September 10, 1979 91
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The veteran of govemment finds in the private sector-

that he misses the press as a major means of communication<

don’t just happen by command, either. It is helpful if en
ployees understand what the direction is and why. To
great extent success will depend on their execution.

In business, however, there’s a communication tool that
missing-the press. Take, the Pentagon: roughly two mi
lion men and women in uniform, at least another millio
each in civilian employment, the Reserves, and contra
work. You can communicate with five million people a I
easier through the media than you can through an internal
information system Call a press conference and you ca
reach most everybody instantaneously. That tool is nc
available in business.

Rumsfeld believes that it was a much more difficult tran
sition going from Congress to the executive branch than it wa
going from the Pentagon to Searle.

As a Congressman, your power is very limited, in the
semse that you're one of 435-although certainly some am
n influential than others in achieving legislative goals
In the legislative branch it is frequently possible to inhibit
delay, or stop something from happening. But a legislato:
has very little ability to make something happen. Unlikr
the way it was in the days of Sam Rayburn, the House o
Representatives has a horizontal leadership structure. Busi-
ness organizations are built like a pyramid

In the case of the executive branch, there is a tendency tc
attribute great power to the White House staff, I think that’s
somewhat of a myth; The truth of the matter is, it's the Pres-
ident’s power and policies that are being implemented, for
good or ill. If it’s the President’s desire to be isolated, he
will be. Nobody in the executive branch wants to crack the
President.

When President Carter came to the White House, he es-
tablished an organization that seemed to be a reaction to
the Nixon Administration rather than establishing a struc-
ture that would work. In effect, he said he wanted strong
Cabinet government. He did not want a White House chief
of staff, he wanted openness, he wanted people to say what
they thought. NOW he has a record that is not meeting with
very much approval. Apparently he has now concluded that
his' management approach was wrong, However, instead
of simply changing his approach, he has seemed to be pun-
ishing the people who had followed his instructions. Well,
if it doesn’t work out, don’t blame Hamilton Jordan. Blame
th—esident. If it does work out, don’t credit Hamilton Jor-
da  redit the President,

There’s no way the President can micro-manage the fed-
aral government. Walking away, that’s the key job in busi-

32 FORTUNE Seprember 10, 1979

ness, too. In a diversified, worldwide corporation, whid
has a multiplicity of interactions with customers, compet:
itors, and governments, the single most important task o
the chief executive is to select the right people. I've seen ter
rible organization charts in both government and busiriess
that were made to work well by good people. I've seen beau
tifully charted organizations that didn’t work very well be-
cause they had the wrong people.

The decision-making process in government has long been re.
puted to be far more cumbersome than in businesi Rumsfeld de-
fines some Of the problem-solving differences.
It has become almost a cliché for people to say: “Oh, gov-
ernment, it's so frustrating.” There’s no question that the
President has the power. The Cabinet officer doesn’t. The
White House staff doesn’t. If someone rinds that frustrat-
ing, then be shouldn’t do it.
Presidents themselves are often frustrated. A President
gets into the Oval Office and starts reaching around for the
levers of economic power, and he finds he doesn’t have them
all. Congress has some. So has the Federal Reserve Board So
have business, labor, consume&There’s no one lever with
which he can make the economy zig or zag at his whim.
Did I find it frustrating as the White House chief of staff?
roughest job I ever had, but . . . If-you find it unpleasant to
cope with a complex problem that is simultaneously the
susiness of four or five Cabinet departments, several public-
nterest groups, and the Congress, and one that the Presi-
dent will finally decide, then it's frustrating. On the other
land, if you find that kind of situation a challenge, then it’s
stimulating, particularly when you see progress made, I
ound it tough, challenging, exhausting, but not frustrating,
In the decision-making process for G.D. Searle, my nat-
wral instinct is to consult the key managers and others whose
dvice is needed and who will help execute the decisions.
\s a Cabinet officer, naturally, you have many consulting
ayers. You learn to think what's best from the President’s
standpoint, taking into account not only your own depart-
ment, but three or four other departments, the public, and
Congress. You learn to think three-dimensionally. When
you finally put to the President a set of options, you try to
show how your recommendation fit§ or fails to fit with the
other perspectives, how it impinges on other decisions, and
then you argue your case. Now, I don’t find that unduly bur-
densome or frustrating. It's just more complex and much
more time consuming.

“You might ask, do you get so bureaucratized that you for-

‘Iget how to operate any other way? No. It’s a lot easier to de-

continued
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This chief executive worries less about all business competition

than about the burden of government intrusion.

compress and not have to deal with a layer or two than it js
to add one or two. But it's not clear to me that skills are readi-
ily transferrable between business and government. I've
heard executives who have been successful in the private
sector say: “I want to get into government.” But there’s no
particular reason why a successful businessman should be
successful in government-or the reverse,

In private industry, Rumsfeld sees firsthand fhe pervasive
ness of government involvement in business,

When I get up in the morning as a businessman, I thinlc
a lot more about government than I do about our compe
tition, because government is that much involved—wheth:
er it's HEW, IRS, SEC, FTC, FDA. I always understood the
problem intellectually, but the specific inefficiencies that re-
sult from the government injecting itself into practically
every aspect of our business-this is something one canl
feel only by being here.
“—Some years back, the thought was that government act-,

{ike an umpire, calling the balls and strikes. Teday, it's a
participant in practically everything we do-and at a cost
far greater than the benefit. It's no accident that U.S. pro-
ductivity growth ranks SO low, that our balance of trade is
suffering, that the number of patents issued to Americans
is decreasing. It's because of the weight of government-the
layering upon layering of regulation and intervention, There
has to be a reversal of this. If I were back in government I
would pursue deregulation much more persuasively now
that I've been the head’of a large corporation.

Businessmen are -often credited with being much more in-
novative and freewheeling than government officials. Rums-
feld describes the dangers he sees in being either excessively
innovative or excessively zealous in maintaining the status quo
and strict management control-

When I took over at Searle, I was asked to be chief ex-
ecutive officer and to run the company in a manner that
would be profitable, professional, and consistent with the
long-tem interests of the shareholders, employees, cus-
tomers, and the society in which we function, I was not
asked o be either innovative or not innovative. I was
asked to get results.

In Washington I saw people come tripping over their
shoelaces into the President’s office and say: “Look here, I
have a brand-new idea-it is bold, new, and innovative,”

wough that was automatically good. An idea that is bold,
‘iew, and innovative can also be wasteful, harmful, and un-
wise. Innovation became a way of life in the Sixties during

94 FORTUNE Septemder 10, 1973

the Great Society. If someone came up with an idea that
had never been tried before, it was-by definition-good

If it was also big and expensive, it was, by definition, ever

better. Utter nonsense. Things can be small and good. Thing:

can be tried and tested and at the same time be construc
tive, powerful, effective, and helpful to society.

Of course, a stream of competitive ideas and views keep:
converging on a manager, whether he’s in government o1
business. As a result, a manager can get too fully engaged
It's important for him to stay loose enough, separated
enough from the flow of details, so he can see trends and|
modify and improve the situation. That's terribly important.

I was a flight instructor in the Navy. The first thing a fledg-
ling pilot usually does, when he climbs into a plane, is to
grab hold of the stick and squeeze it so hard that he gets a
sore arm. With a grip that tight, every movement is jerky,
When government officials get into a tight situation, they
have a tendency to do the same thing. They get jerky, over-
control, micro-manage. A White House chief of staff who
tells a Cabinet officer which secretary to hire is over-

controlling,

There has been speculation that Rumsfeld will soon re-im-
merse himself in politics, perhaps running in 1980 for the I1-
Vinois Senate seat to be vacated by Adlai Stevenson. While he
cdismisses this possibility, he is open-minded about the pos-
sibility Of his eventual return togovernment.

The quick answer to that question is yes. I expect that at
some point the odds favor my being involved in govern-
ment again. One, I enjoyed it. Two, I think I did a good job.
Three, I'm interested in our country and the world. Now
does that mean I'm thinking about it? No. Does that mean
Thave an idea of how it might occur? No, not any, Does it
rnean I have the remotest idea when? No, I don’t.

It is inevitable that the press continue to speculate about
ry running for some public office. That's one of the rea-
sons why I signed a five-year contract with Searle in 1977. 1
clidn’t feel that I needed a contract. I wanted the contract to
signify the degree of commitment on my part.

You know, it took my wife and me five years to pay off
thhe money I borrowed to run for Congress in 1962. Living
On a government salary was a strain. But the fact that I was
making a fraction of what I could have been making in the
private sector has never burdened our family. Finding out
that life isn’t easy is not a bad thing for children growing
Up. But at forty-seven, as [ am now, I would rather have
movers move me than do the U-Haul. bit. I did the U-Haul
bit every time before I came to Searle. El

U09564-07 M
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— TO: Steve Cambone

CC: Paul Wolfowitz
Mark Thiessen
FROM: Donald Rumsfeld w
DATE: May 21, 2001 w
SUBJECT:  Deterrence (}*:)

We ought to think about including these kinds of thoughts in my remarks and in our
planning.

DHR/azn
052101.15
Attach.
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MEMORANDUM
Deterrence
5/21/01

We don’t need a deterrence strategy.

Rather, we need three.
Russia we know how to deter.
China; that’s more difficult and it is evolving and we have thought less about
it.

Other nations. A single strategy won’t work. They are all different.

o Non-state entities; still more difficult issues.

DHR/azn
052101.14
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TO: Pete Aldridge

FROM: Donald Rumsfeld M\
DATE: May 22, 2001
SUBJECT:

Here’s an old letter to me from Sandy McDonnell talking about the problem of auditors

on their premises. It is kind of interesting. I wonder if that type of information would be
useful in helping us achieve a reform..

You might want to think about getting something like that updated. I wouldn’t want to
use his letter, however, since it is out of date and personal.

Thanks.

DHR/azn
052101.75

Attach

ue981é /01
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MCDONNELL DOUGLAS

SANFORD N. MCDONNELL
Chairman and Chief Executive Officer CORPORATION
27 May 1986

(}) (, %\' ()

Mr. Donald Rumsfeld

135 South La Salle Street
Suite 3910

Chicago, Illinois 60603

Dear Don:

With respect to your 14 May letter, I am pleased to pass on the following
information to you.

1)  1In 1985 McDonnell Douglas had 832 full-time government employees
living on our premises. On the average, we had 200 U, S. Government
visitors every day -- 5 days a week, 50 weeks out of the year.

2)  We had almost 6000 audits/reviews started during 1985, which means
that on the average a mew audit/review was started every 20 minutes of
every hour -- 8 hours a day, 5 days a week, 50 weeks out-of the year.
In many cases 2, 3 or 4 different parts of the Government were
auditing us on the same subject and refused to take each other's
audit.

3) The so-called $435 hammer really cost the Government only $22; but the
other $413, which was for emgineering services, was on the same
invoice. The Congressman who put out that information did not see fit
to pass on that detail. The alleged $7000 "coffeepot" wasa't a
coffeepot at all. It was a coffee maker, a very sophisticated piece
of equipment which Lockheed charged the U. S. Air Force $100 per unmit
less than it charged its commercial airlimer customers who used it on
their L-lolls. Most of the so-called horror cases of spares were mnot
horror cases at all when a person took time to dig into the details;
and even if they were all horror cases, they were a very small
percentage of the total cost of defense.

4) The defense contractors on the whole have done an incredible job of
performing on cost, on schedule and on performance within the system.
But the system is flawed -- it is grossly overmanaged. Congress
overmanages DoD, and DoD overmanages the contractors. A tremendous
savings can be realized by changing and streamlining the defemse
acquisition system.

On another subject, 1 had a very fine telephone conversation with Joyce the
~~. other day concerning her work on character education in the Chicago public

P. O. Box 816, Saint Lowis, Missouri 63166
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May 21,2001 7:45 AM

TO: Larry Di Rita

FROM:  Donald Rumsfeld \f\

SUBJECT: Meetings

We ought to have a meeting with you and Ed and me to discuss the meetings we

need to hold on a regular daily and weekly basis to track all of the major big things
we are going to have to get working on, like legislative, military and press.

LS

There probably ought to be a meeting with the Service Secretaries a number of
times a week.

We ought to figure out how we keep track of what we are doing with Andy Card,
Condi, Karl Rove, Mitch Daniels and that group, and then a separate category
would be for the President and the Vice President. We ought to have a file for
each, track what we are doing, then keep tracking out ahead and end up with a list
of assignments for each.

I like Newt’s idea of always giving people an assignment.

DHR:dh
052101-1
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May 21,2001 2:51 PM

TO: /

FROM: Donald Rumsfeld 9/\ / M

SUBJECT: Nunn-Lugar . . ! ‘ ((
. b{ ,

I think we ought to get somebody to get me a piece of paper that explains what we
think about Nunn-Lugar.

Is it really working today? Has it worked in the past? Is it worth the gn’ér;ey?

Should it receive more money? Should it receive less moriey? /

I get asked the question, and I am not current enough. ‘/ i

H

/
DHR:dh ) _/

052101-45

i @T

11-L-0559/0SD/261




11-L-0559/0SD/262




snowflake /

&
TO: Larry Di Rite

FROM: Donald Rumsfeld }\
DATE: May 22, 2001
SUBJECT:

Here is a note on the Controller and CIO job. Is there someone proposing that we move
them together? My instinct would be to keep them apart.

Thanks.

DHR/azn
052101.71
Attach. (Article - Federal Computer Week S/ 14/01)
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fers the latest in a growing dow of opportunity” for a mis- lowest possible cost and lowest same mistake with Kim. Dee-

body of evidence to suggest sile deal and that President risk. This has so far succeeded
that Mr. Kim is at once atacti- Bush must immediately start in “muddling through,” for his
cal genius and a strategic fool, where President Clinton left regime, but the price has been United States has meant Py-

qualities that may be a major off. Not true. Pyongyang has at great cost hundreds of thou-
nowhere else to go. sa

obstacle to progress in bo
South Korean and U.S. rels-

) starv to a much tougher a
In fact, the “time out” for death,widespread nzprivati_ in Washington.

nds

on,
tions with North Korea. In an North Korea called by the and 22 million Koreans with

effort aimed at regaining the Bush administration has al- little ho%e for a decent life.
spotlight, putting pressure on ready yielded some important h

the Bush administration, and benefits. Instead of the U.S. strategy beyond

01: la;md South Korean constantly survival by living off of global Squth
met be

reassuring Kim Dae-iung'
North-South, Mr. Kim

with a senior EU delegation.

jung that he made with Mr.
Clinton. His mi the

now has

i

Kim Dac-jung has pro-
vided Pyongyang every res~

at is Kim Jong-il’s sonable opportunity to move

ging Pyongyang to come to handouts? His choices range unless there is
table, it is Kim Jong-il who from bad to worse. The North during the

immediate forwar

on genuine North
reconciliation.  But
rapid progress
remainder of this

. All three elements of Mr.  is now the one eager to resume Korean economic system has year, Kim Dae-jung will be-
Kim’s tactics were revealed in talks. This reverses the un- failed and tinkering with it of- come a lame duck as the South

the EU discussions as was Mr. healthy diplomatic patterns fers little respi
Kim’s pleasure is placing him- created by the Clinton admini- further behin
self on the world stage. Mr. stration, always begging and world. Opening z
Kim pledged to continue his bribing Pyongyang just to at- investment and :
moratorium on missile testing tend meetings. Now Mr. Bush has been described as the
until 2003 (not coincidentally, is setting the terms of diplo- world’s most distorte

d ecom- partner to deal wi

te from falling Korean presidential election
the rest of the campaign be{ir(ms early next
to foreign year. It_is unli

orming what Jong-il fmd a more patient,

ely that Kim

generous and magnani
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under the Agreed Framework Pyongyang’s games. This is an

are supposed to be completed). important prerequisite for a

Yet at the same time, he told new

the EU envoys that Pyongyang

}iolicy. )
ndeed, Kim Jong-il’s be-

would continue exporting mis- havior suggests that Mr.
siles and missile technology, Bush’s assessment of the situa-

principally, because he “needs
the money.” Finally, he sent
the EU delegation off to Seoul
with a private letter for Kim
Dae-jung reassuring the ROK
that the North-South recon-
ciliation process and perhaps
his promise of a second Kim-
Kim summit are not dead.

Kim Jong-il’s use of the
EU visit as (to use a billiard
term) a political “bank shot” to
the U.S. was particularly im-
pressive. By reinforcing the
North Korean missile test
moratorium while at the same
time emphasizing North Korea
would continue its destabiliz-
ing missile exports Mr. Kim
was sending a clear “carrot and
stick” message to Washington
as it nears the final stages of its
Korea policy review. Kim
Jong-il’s commitment to the
missile moratorium was a sig-
nal that Pyongyang remains
eager to pursue missile talks

tion and of U.S.-South Korean-
Japanese leverage is correct.
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shortage nearly 2 million tons
this year and a still moribund
economy, North Korea’s des-
peration is growing. At the
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its. "feed me or I'll kill you"
extortion tactics over the past
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the Demilitarized Zone, Py-
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abusive rhetoric at Washington
and Seoul. The fact is that the
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trol. But the experience of seeable future.
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political control.

Kim

his technocratic elite are aware
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The Defense Department
is considering a much-needed

reorganization of the chief in-

ot ion officer duties.
ests waiting more than 13 mongﬁmm ff The

o- to respond to the Perry visit,

S Jeading scensric.and the
source of much recent specula-
ion, involves placing the CIO
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That would

ganization
work with the ¢

o, very lithe acfual ler's office, nov. under it. The

legislative intent in creating a
ClIO was for that person to be
independent of any other or-
ganization within a deparfiment
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Y oor agency so that information sideration of the Navy Marine volved in or close to decisions nance to a virtual monopoly on
resources management could Corps Intranet Eroj-ect, neither impacting their previous em- space satellites. Two yosrs

be the ClO’s pnmary duty. It it nor any other innovation ployers. . ago, when NATO planes were
~— Was also envisioned that- the would have occurred Plenty of potential nomi- bombing Serb targets in the
CIO would have a seat at the One of Defense Secretary nees who do not have ties to Kosovo war, satellites were

management table alongside Donald Rumsfeld’s major pri- the defense industry are avail- used to target bridges and de-
the chief financial officer (i.e., orities is to change the amti- able, and Bush is showing a pots and to guide bombs to
the comptroiler) and the chief quated processes at the de- lack of sensitivity to conflicts their targets.

operating officer. partment. So it is possible that with these choices. "Kosovo was 8 space
The CIO is also tasked new leadership may be able to war,” says John Pike, a promi-
under the Clinger-Cohen Act .overcome the resisters of nent ialist on space weaE
with leading process change. change throughout the organi- Boston Globe ons is director of G
Under the comptroller’s wing, zation. But this will take a May 14, 2001 Security.org. To deter other
the CIO would lose the mge‘ - dogged tenacity and commit- Po. 10 ! countries from seeking to
pendence to perform that func- ment from the top. g knock out American satellites,
tion— a serious problem, he- Most importantly, it will 29- Spacey Rumsfeld ,ike says, the United States
, cause process change is some- take an independent CIO or- If the prospect of milita- cap pely on the overwhelming

thing the comptroller’s office ganizstion working with the Tizing space were not such 8 geterrence it already possesses.
*desperately needs but has comptroller rather than under serious ML there would b€ The most effective way of pre-
failed to achieve. it. something 85 zany ss Stanley gerving the American advan-

Controlling 14e  purse Brubaker is president of e- Kubrick’s “Dr. StrangeloVe niigage in Space is to codify and
strings gives the comptroller’s government solutions at Com- Defense Secretary Donald enforce a nonm that defines

office great author- Runsfeld’s announcement any attack on a apace satellite
ity. For exany e o otmpt by ™" e One Inc., o former dep- - Tuesday that he is shuffling the s justifying what Pike calls
Congress and the DOD CI uty chief information officer at Pentagon’s organizational chart “grievous retalistion.”

office to stop an accounting the Defense Department and in order to have a four-star Air Without wasting enot-
system that was high-risk, an architect of the Clinger- Force general in charge of an mous sums on the pursuit of
over-budget and behind sched- Cohen Act. Air Force Space Command. laser weapons in gace.
ule was overturned because . Although Rumsfeld de- satellites can bet-
“th::e,s. 'yvchlat the com&tg)ller :‘h:dmt::‘mem;e;‘?;;nﬁ:i n; ter p:}tected l‘:ycm‘;mmn'i
wa early, any un- jo Express-News ; : - more of them, placing them
der the comptroller could not i;:ﬁ%l P thing to do with thef develop- higher orbits, %Wml aircraf}
effectively oversee any finan- - ment of weapons for space, capable of providing backup,

cial systems, let ‘slone success- 28. Defense Picks Worri-. this pew burcsucratic align- and ing their ground sta-

~ fu formi ment - viewed alongside & tions less vulnemble
Dl(l)y[)’s a;iz?iccellltfatedre;_ormm Som%)nce again, Sem. John commission on space he than they arc today.
systems. McCain, R-Ariz., is standing chaired five years ago and the If Rumsfeld is permitted

A third reason to keep the Up against business as usual in clamor from some Republicans to pursue a space wes
CIO independent is that the. Washington andfppmtmg out for space weapons - looks 1ike boondoggle, the result will be
comprroller’s civilian leader- obvious conflicts of interest.. part of a de 1b_erate. campaign sy endanger America's unri~
ship is loath to reform. Two And once again, McCain's to increase funding for the de- valed advantage in space sstel-
anecdotes that conten- position pits, h!‘lilhagainst his 've_{op of antisatellite and anti- lilt:l.l 3 uandetr moncley that
jon months a ormer pnmary missile space weapons. should be spent on real }
t\:vhile serving as the depgl?t'y foe, George W. Bush. t 15 truly zany abowt and validate the complaints of
CIO within DOD, I had just The issue: Bush’s ap the move to militarize space 18 allies and possible rivals who
completed a high-level briefing pointment of defense industry that. it _resembles a perfectly fear an Américan lust for
on the need for transforming honchos to key Pentagon posts.” designed boomerang that” will 'i5a) domination
the exisﬁng rnajor rnanagemt Bush Chose Gord()l.l Eg‘;‘ cong Whlsﬂms back. at m

rocesses at the Pentagon. The ll)and of Genera}fl ]h)yrll\lamms ttzl country v;c/hat lautrﬁche?ll it.
ichest-ranking civilian in the be secre of the Navy an .. We are the only serious  epicago Tribune
cogrgptroller’sgshop stopped me James G. Roche, corporate military presence i space at May 1_5‘: 2001
and said, “That [trantforma- Vvice president of Northrop presemt, -says Joseph Cum- 30 ond The Two-War
tion] stuff may work in the Grumman Corp., to be Air cione. dlrecto,r of the Carnegie - Bey
rivate sector, but that’s not Force secretary. ) Endowment’s ~  Non- Scenario Cold War ended
ow we ‘do business in the General "Dynamics and Proliferation Project. “The So- Since the ar ende
Pentagon.” Northrop Grumman are major viet Union was also there, but a decade ago, the Pentagon has

Just a few weeks later, an-  defense contractors. now Russian satellites are fal- built its force structure around
other senior official in the of- McCain raised the issue of ling out of the sky. Today no- the notion *tk@*athe Uf;i. must
fice said, *The current budget conflicts of interest in a Senate body else is even close to Us be able to, © and two

i Armed Services Committee and it is very much m our in- major regional wars almost
ﬁleargftﬁ%eﬂﬂvféﬁ Iflgf tsg‘{:g[% confirmation  hearing last terest to keep it that way. We mmultaqeously to meet 1S
yegrs ” The comptroller has week should be trying to keep other global national security obliga-
also cbnstantly rejected budget The nominees told sena- countries out of space.” ~  tons. q ‘
requests required to implement  tors the would recuse them- If the Bush administration The double-header (3.
Cl(lln er-Cohen at DOD. selves from decisions imvolv- pursues the development of dangers most often deplcte({(o_

he comptroller’s shop idg their corporate €ombec- space weapons., It will not war with lraq and
has a history of hostility to- tions, the Associated Press re- merely be diverting and wast- res, : i
ward innovation. Had the CJO ported. ing finite resources. It willalso ~ Now the _Bmh B ST
shop been. housed inside the But it is discomforting to be making a strategic error. tion is nearing the end of a
corr?ptrolle.r’s shop during con- have former high-ranking de- In large part, the United Pentagon review amid reports

fense industry executives in- States owes its military domi- that Defense Secretary Donald
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R ) May 23,2001 4:29 PM

FROM: Donald Rumsfeld ?d\

TO:

SUBJECT: International Criminal Court

I need to pull all the information on the international criminal court together fast
and get a single paper that shows where we are, what the problems with it are,
what the options to go from here are, and why I think what I think.

Let’s do it fast.

Thanks.

DHR:dh
052301-17
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TO: Stacer Holcomb
FROM: Donald Rumsfeld ¢ //\
DATE: May 25, 2001

SUBJECT: General Sheehan

Give me Sheehan’s markups on those papers he did. I would like to see what they

look like. w
Thanks. NN
“
(1
G4

DHR/azn
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TO: Steve Cambone

FROM: Donald Rumsfeld %

DATE: May 29, 2001

SUBJECT:

This should be brought up in the meetings this week as part of the assignment to
consider. Trained forces ought to be a critical part of the discussion, if not the

QDR.
Thanks.

DHR/azn
052901.07

Attach.
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Creating Doctrine from a Theater and National Asset Perspective

Despite the efforts of Goldwater-Nichols and the talk of jointness, doctrine today
is developed by the individual services and then brought together in a clumsy
amalgamation of capabilities designed to keep each service comfortable. The
result is a system that lacks coherence in its use of national and theater assets.
Consequently it provides the theater commander and the National Command
Authority with fewer assets and more limited choices than it should have.

The Joint Forces Command at Norfolk currently has the responsibility for
developing joint doctrine but in fact contracts the doctrine out to “lead” services
who then dominate the development on their particular component within the
doctrine, equipment and system they are comfortable with.

The Joint Forces Command should be assigned the task of developing a truly joint
doctrine by starting with national and theater assets and then integrating into those

assets the various delivery systems to create an integrated unified combat
capability.

The services and the Joint Commands would be asked to comment on doctrine
after the initial draft had been developed at the Joint Forces Command.

The goal would be to ensure that systems’ capabilities were available and useful
across the board to the theater commander. This approach would force the
services to rationalize their systems and their doctrines into an integrated whole

and should result in a substantial increase in integrated capability for the theater
commander. '

The new joint doctrine should then be tested in joint force exercises that compel

the integration of all four services into single war games and single tests as
compared with the service-by-service system that dominates today.

DHR/azn
052901.08
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TO: Mark Thiessen
Torie Clarke

FROM:  Donald Rumsfeld \\
DATE: May 29, 2001

SUBJECT: Dr. Kenneth Adelman

Ken Adelman is available to help on lots of things. Anytime that you have
something that needs to be written, or you are looking for concepts, he is very
good and he has told me he would be happy to help out.

Feel free to use him. He works the fax, email, or he can come in. He lives nearby.

Thanks.

DHR/azn
052901.16
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TO:

FROM:;

DATE:

Torie Clarke

Donald Rumsfeld(‘\

May 29, 2001

SUBJECT: Ken Adelman

Ken Adelman has an email for a lot of people in the National Security process that

we could use.

You might want to talk to him about it.

Thanks.

DHR/azn
052901.19
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TO: Mark Thiessen
FROM:  Donald Rumsfeld U\
DATE: May 29, 2001

SUBJECT:

You might want to look at this article Democracy and Foreign Policy. 1don’t have time
to read it, but someone said there were some good things in it.

Thanks,

DHR/azn
052901.31

Attach. (Democracy & Foreign Policy by John L. Gaddis)
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Democracy and Foreign Policy”

John Lewis Gaddis
Department of History

I want to begin with some simple statistics that illustrate what may be the most
significant thing historians of future centuries will remember about the one through
which we’ve just lived. In 1900 the world contained no democracies, if we can define
that term, as the human rights organization Freedom House does, to mean states in
which universal suffrage produced competitive multiparty elections. Not even the
United States or Great Britain qualified, since both at that time denied the vote to
women and, in the case of the U. S.. to African-Americans and other minorities as
well. Half a century later in 1950, after two world wars, 22 states qualified as
democratic according to the Freedom House standard, comprising some 3 1% of the
world’s population. But by the year 2000, after a dangerous and protracted cold war,
there were 120 democracies, which meant that 63% of the earth’s people now lived
under democratic rule.’

The history of states goes back about 500 years, and the history of empires
goes back about ten times further. Democracies in the modern sense, then, have
therefore existed only for something like one fiftieth of the history of human
governance — and for only about a third even of Yale’s history. For democracy to
have spread so far and so fast is, by any standard of historical judgment, a remarkable
development. It’s all the more remarkable that it did so in a century filled with so
much violence, for at no other time had people perfected the techniques of killing one
another with so much efficiency, and on such a scale.

How was it, then, that the predominantly democratic world that exists today
arose from such unpromising circumstances? What has been the role of the United
States, if any, in bringing all of this about? These are themes I want to try to address
in this lecture. I'll have something to say at the end of it about where we may be
going from here.

L

The traditional American explanation for the spread of democracy goes
something like this. The Founding Fathers, drawing upon their admiration for ancient
Greek precedents while fearing the loss of their liberties within an all too
contemporary British Empire, imported long-dormant seeds of democracy into a new
world, where they immediately took root and flourished. The resulting democratic
ideology then exported itself back to Europe, where it quickly undermined the most
powerful continental empire — that of France — and set in motion a more gradual but
no less significant political evolution within Great Britain itself. So when Woodrow

“Prepared for the William Clyde DeVane Lecture Series, Democsasic Visias, as delivered April 17, 2001,
Freedom House, D 2y 's Century: ASurndeWPalnkd(‘thZﬂ'thury(New
York: Freedom House, 1999), available at: hittp://werw fimedombouse, o o mi. [
revised statistics from the website. which show 120 dﬂnom in tho yew 2000 nﬂnr than the 199 cited in the
original peblished report.
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Wilson brought the United States into World War I in 1917 with his call to “make the
world safe for democracy,” he was only continuing on a wider scale the process of
democratic transplantation that Thomas Jefferson began in 1776 when he had
proclaimed that “all men are created equal.” The American Revolution was, thus, was
the most potent of all revolutions, which explains why so much of the world today
follows its example.

There are, however, several problems with this explanation. First, the
Founding Fathers were far more republican than democratic in their thinking: to the
extent that ancient precedents shaped it, they came more from Rome than Greece.
Second, the idea of a competitive multi-party system badly frightened these leaders,
and the prospect of universal suffrage would have astounded them. Third, the history
of the United States during its first century would hardly have inspired
democratization elsewhere. One of its central features, after ail, was the persistence
of slavery long past the time it had ceased to exist in most other advanced societies,
together with the fact that one of the bloodiest wars of the 19® century had been
required to eradicate it. For decades afterwards, the. American practice of democracy
retained glaring inconsistencies: Wilson himself, who spoke so grandly of extending
democracy throughout the world, had not the slightest intention of extending that
same right to the Former victims of slavery at home.

So let us scrap this traditional explanation of democratic diffision and
consider another one. It falls within the category of what we might call historical
tectonics: those great underlying forces in history that are set in motion by no person
and no state, but that nonetheless move all persons and states, rather as the great
continental plates move all of us about on the face of the earth. Two in particular
might plausibly have paved the way for the expansion of democracy in the 20
century.

The first of these was the emergence, in the aftermath of the Industrial
Revolution, of an open market system which broke down the old patterns of
mercantilism by which states had sought, however ineffectually, to control the
economic lives of their citizens. The free exchange of commodities, according to this
argument, cannot help but promote the free exchange of ideas: politics follows
economics. The second tectonic shift was the communications revolution of the late
19% century — I mean here the expansion of literacy together with the development of
mass-circulation newspapers and, in the telegraph and telephone, the first primitive
forms of instant electronic communication — all of which made it harder than it had
been for states to conceal information, or to keep people from sharing it among
themselves. “The impulse of democracy, which began in another century in other
lands, has made itself fully felt in our time,” Lord Salisbury acknowledged in 1897,
adding with evident relief that “vast changes in the centre of power and incidence of
responsibility have been made almost imperceptibly without any disturbance or
hindrance in the progress of the prosperous development of the nation.™

But there’s a problem with this explanation as well, for it’s possible to argue
that it was precisely these two tectonic forces ~- market capitalism and mass
communications — that paved the way for the most appalling authoritarian excesses of

Andrew Roberts, Salisbury: Viciorian Titan (London: Phoenix, 1999), p. 662.
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the 20™ century. Karl Marx anticipated the mechanism with his claim that because
capitalism distributes wealth unequally, it also encourages social alienation; and most
historians would see in such alienation, as it manifested itself during the late 19” and
early 20™ centuries, the roots of both communism and fascism. The success of these
movements, in turn, owes much to the skill with which their leaders-Lenin, Trotsky,
Stalin, and especially Hitler-exploited the new means of mass communication. The
tectonic explanation gets us little further than Jeffersonian transplantation in helping
us to understand the spread of democracy, therefore, since it also helps to explain the
spread of authoritarianism.

It’s always worth remembering, as Yogi Berra didn’t say but should have, that
history isn’t history until after it’s happened. To see the logic of this, step into your
nearest available time machine, set the dial back to any point in the past you choose,
and check to see how many people there were then who accurately predicted what’s
happening now. Drop in, for example, on the ceremonies surrounding the Yale
bicentennial a hundred years ago. How likely it would have seemed on that occasion
-when no one in the world had a truly democratic form of government — that two-
thirds of the world’s population would have such governments by the time of this
occasion? Had you suggested such a thing to the dignitaries assembled on this
campus in 1901, the answer would have been, I imagine, something like: “don’t bet
your top hat on it.”

IL

Let us switch, then, to an explanation which, while it does not neglect the
impact of either the American example or the underlying tectonics, does not depend
upon them either: it has to do with the role of contingency in history. Because great
events determine so much that happens afterwards, we tend too easily to assume that
they could only have happened in the way that they did. A prime example is World
War I, or the Great War as it was known until an even greater one came along.
Without this catastrophe, we can safely surmise, the remaining history of the 20
century would have been very different. But because we cannot know the nature of
those differences, we too often rely on the dubious doctrine of inevitability in seeking
to explain the origins of the war, and its subsequent evolution.

That makes one of its most important consequences -the emergence of
Woodrow Wilson as the first world leader with a global democratic vision = seem far
more predetermined than it actually was. After all, no one had expected a major
European war to break out in the summer of 1914. Once it had, hardly anyone
anticipated that it would still be stalemated three years later, or that the United States
would then enter it and help to bring about an allied victory. Certainly Wilson had
not foreseen, when he entered the White House in 1913, that he would be shaping a
European peace settlement in 1918-19: it would be the greatest irony, he commented
shortly after taking office, if his administration should find itself involved in any
significant way in European affairs.

Wilson’s commitment to “make the world safe for democracy,” therefore,

grew more out of circumstances than destiny. He seized an unexpected opportunity to
project national power onto the international scene, but he had no plan in place to
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implement his lofty vision. His reasons for invoking it, indeed, were less than lofty:
he was trying to win the support of a still isolationist country for a war aimed at
restoring the balance of power in Europe. The easiest way to do that seemed to be to
portray adversaries as autocrats and allies as democrats, despite the fact that among
these allies, had he not been overthrown only a few weeks earlier, would have been
the greatest autocrat of them all at the time, the Russian tsar. What Wilson was doing,
in short, was enlisting idealism in the defense of realism, a technique Jefferson would
fully have understood.

It took another unexpected event-the triumph of Bolshevism in Russia
several months later-to transform Wilson’s tactics into a highly effective grand
strategy. For although Wilson had welcomed the tsar’s collapse, he had been
horrified when the resulting chaos allowed a tiny band of revolutionaries to seize
control of that country, withdraw it from the war, and then challenge the legitimacy of
the existing social order everywhere else. Wilson and other allied leaders took the
Bolshevik Revolution sufficiently seriousiy that, during the final year of the fighting,
they gave almost as much attention to containing its effects as to defeating Germany.

That was the context, then, in which Wilson made his Fourteen Points speech
of January, 1918, arguably the most influential public pronouncement by any leader at
any point in the 20" century. For in seeking to counter the attraction of Bolshevism,
Wilson pushed himself into proclaiming two great interlocking principles that would
shape the American approach to the world for decades to come: political self-
determination and economic integration. People should have the right, he insisted,
not only to choose their own forms of government, but also to benefit from the open
markets that would ensure their own prosperity. The world was now to be made safe
for Both democracy and capitalism.

In making this connection, Wilson was grounding his idealism in a more
compelling realism than even those consummate realists, Marx and Lenin, were able
to achieve. It’s true that they, like Wilson, saw themselves as seeking democracy —
what else would a classless society be? — but they did so by relying on dictatorships,
whether in the management of politics or economics, to bring that condition about.
They believed, almost as a matter of religious conviction, that coercion in the short
run would produce liberation in the long run; that means disconnected from ends
would not corrupt ends. It proved to be one of the costliest leaps of faith in all of
history,

Wilson was far more practical. He sensed the need for simultaneous advance
toward social and material well-being. He saw the danger of secking one while
postponing the other. He understood that economics sustains politics even as politics
disciplines economics; that the relationship is symbiotic, not separate. There was, to
be sure, nothing new about such thinking: it had been the basis for British liberalism
throughout much of the 19* century, and for American progressivism in the early 20®
century. But it was one thing to have it said by John Bright or Herbert Croly in a
book or from a lecture platform. It was quite another to have it proclaimed by the
most influential man in the world, as by the final year of the war Wilson had become.
Or by the man of the century, a distinction future historians may well regard Wilson
as having merited.
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But get back into your time machine for a moment, and run a reality check on
that last proposition. Set your dial for 1920, Yale University, and the ceremonies
dedicating the Woolsey Hall memorial to the dead of the Great War. Would Wilson
have looked, to anyone there, like the man of the century? I very much doubt it, for
not only had he failed to get the settlement he wanted at the Paris peace conference;
he had not even managed to sell membership in the League of Nations — the
institution critical to sustaining his global vision-to his own people. He would die
broken in health and embittered in spirit four years later, with the events that would
ultimately vindicate him nowhere in sight on the horizon.

Given the American withdrawal back into political isolationism in the 1920s
and then into economic isolationism in the 1930s; given the demoralizing failures of
both capitalism and democracy in Europe during those years; given the rise of
authoritarian alternatives in the consolidation of communist rule in Russia, the
emergence of fascism in Italy and Germany, and the rise of militarism in Japan: given
all of these things, it was possible on the eve of World War II for many people to say
and for more to believe that authoritarianism, not democracy, was the wave of the
future. The organization America First, which attracted so much support on this
campus after the fighting broke out in Europe in 1939, had s its goal insulating the
United States from the rest of the world, not inspiring or leading it.

We tend to remember World War II today as a good war, in the sense that it so
thoroughly crushed the challenges to democracy that the Axis states had mounted, and
so decisively propelled the United States into the position of global hegemon. As a
consequence, it’s easy to forget two things: that the outcome of the war, until at least
half of the way through it, was by no means assured; and that victory, when it finally
did come, guaranteed little about the future safety of either democracy or capitalism.

Recent scholarship has tended to confirm, for World War II, what the Duke of
Wellington said about the Battle of Waterloo: that it was “the nearest run thing you
ever saw.™ The reasons for this reside not just in the improbable coincidence of the
democracies having leaders like Winston Churchill and Franklin D. Roosevelt, who
rose magnificently to occasions neither of them could have anticipated; nor in the
amazing shortsightedness of Adolf Hitler in declaring war on both the Soviet Union
and the United States within a six month period of time; nor in the unexpected
tenacity of the British, the remarkable fortitude of the Russians, the awesome
technological prowess of the Americans, and the increasingly frequent military
incompetence, as the war wore on, of the Germans and the Japanese. All of these
things had to come together to produce victory, along with the incalculable moral
effect of fighting enemies that had come to be seen as truly evil.*

Even so, the end of the war was no clear triumph for democracy or capitalism.
For despite the fact that Roosevelt, in the Atlantic Charter, had sought to revive
Wilson’s vision, victory had come only through collaboration with an ally who in no

‘Elizabeth Longford, Wallington (London: Weidanfeld & Nicolson, 1992). p. 333.
*For an excellent recent book that stresses how easily the war could have gone the other way, 388
Richard Overy, Why the Allies Won (London: Pimlico, 1995).
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way shared it. Stalin’s Soviet Union had not engaged, as had Hitler’s Germany, in
purposeful genocide; but its record was bad enough. During the decade from 1929 to
1939 it had managed, through the brutalities associated with the collectivisation of
agriculture, the resulting famine, and the purges that followed, to kill something like
twice the number of people who died in the Nazi Holocaust. And yet the war’s
outcome left this regime controlling half of Europe. The famous pictures of
Roosevelt, Churchill, and Stalin posing amicably together reflected no vanquishing of
autocracy by democracy, therefore, but rather the desperation with which democracy
had hung on by the skin of its teeth.

Fast forward your time machine, then, to 1950, Yale University, and the
Woolsey Hall ceremony adding the World War II dead to lists of those killed in
earlier wars. Ask the attendees on that occasion about the future they saw ahead of
them. .I suspect that, for many of them, it would not have been that of Wilson, but
rather the one laid out in George Orwell’s novel 1984, published only the year before.
Big Brother was, of course, Stalin transparently disguised. The very indispensability
of his role in defeating fascism now made communism seem close to invincible: with
Mao Zedong’s recent victory in China, that ideology dominated a huge stretch of
territory extending from the Baltic to the Pacific. There were, to be sure, some 22
democracies in the world that year, but there were twice as many regimes that would
have qualified, by the Freedom House standards, as either authoritarian or
totalitarian.® The world was hardly safe for democracy yet.

IV’

So did the Cold War make it so? That’s an intriguing question, because
promoting democracy is not exactly what the Cold War was noted for while it was
going on. And yet the Freedom House statistics = the jump from 22 democracies in
1950 to 120 by the year 2000 — suggest some connection between the Cold War and
the expansion of democratic governance: this did not all happen after that conflict
ended. So did democracy spread because of the Cold War, or in spite of it?
Correlations, it’s worth remembering, aren’t always causes.

The “in spite of” arguments will be familiar to you. They emphasize the
-division of most of the postwar world into Soviet and American spheres of influence;
the extent to which that influence constrained the autonomy of those who fell within
it; and especially the means by which Washington and Moscow chose to conduct so
much of their competition — the nuclear balance of terror. This seemed the ultimate
affront to democracy, because it risked the denial of life itself in the pursuit of
geopolitical stability. The United States would win, one Air Force general is said to
have commented, if after a nuclear war there were only two Americans left. “You’d
better make damn sure, general,” a civilian aide replied, “that one is a man and the
other a woman.

Critical to the “in spite of® argument is the assumption of moral equivalency:
the claim that the two Cold War systems were equally repressive. It’s easy to forget
now what a popular position this once was. It grew out of the anti-Vietnam War and

See note Hfor the source of these statistics.
“William Kauffman relates this story in an interview for the CNN television sties Cold War.
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anti-nuclear weapons protests of the 1960s and 1970s. It informed much of the
revisionist historiography on the origins of the Cold War that was being produced
during those years. It was why Ronald Reagan felt obliged so pointedly to
characterize the Soviet Union, in 1983, as an “evil empire.” And as late as 1984 —
Orwell’s year — it was still possible for that exquisite barometer of academic seif-
indulgence, the Oxford Union, to debate the proposition: “Resolved, there is no moral
difference between the foreign policies of the U.S. and the USSR.*’

Such arguments began to lose their credibility, though, as people like Andrei
Sakharov, Vaclav Havel, Lech Walesa, Pope John Paul 11, and ultimately Mikhail
Gorbachev himself made it clear that they saw a considerable moral difference
between the democratic governments that were flourishing on one side of the Cold
War divide, and the autocratic regimes that were hanging on, increasingly desperately,
on the other side of it. It became far more difficult to blame the Americans and their
allies for maintaining an anti-democratic system when their erstwhile adversaries
were so eloquently condemning -~ and effectively dismantling -their own. Even
before the Cold War ended, then, moral equivalency arguments had lost much of their
appeal: today hardly anyone makes them.

A more serious objection to the claim that the Cold War fostered the growth of
democracy has to do with the underlying tectonics | mentioned at the beginning of the
lecture. If late 19” century improvements in marketization and mass communication
continued throughout the 20"~ as they surely did — would they not have incubated
democracies quite effectively whether there had been a Cold War going on or not’? Is
not what happens beneath the surface of events ultimately more significant than the
events themselves?

The problem here, though, is the evidence from the first half of the 20”
century that marketization and mass communication could as easily incubate
authoritarianism. Using them to explain democratization during the Cold War
requires showing that these processes had somehow changed: that at some point they
began to reward only lateral but no longer hierarchical forms of political organization,
I think it’s possible to make that case, but only by bringing in what my political
science colleagues would call exogenous variables. Did markets themselves generate
safeguards against their own excesses, or did states learn, from the painful experience
of the 1930s, that they had better impose these? Did the means of communication
shift all that dramatically in the 1940s, or was it the war that sensitized people to their
possible abuses? Tectonic determinism is always difficult to confirm, because the
tectonics tend to manifest themselves in particular contexts, the effects of which can’t
always easily be distinguished.

There has been one attempt to link democratisation to technological advance
by way of the Cold War, though: it’s what we might call the Teflon argument. The
older people here will recall the justifications the National Aeronautics and Space
Administration used to make for the space program when budgets looked likely to be
cut: without it, we were told, housewives would never have had Teflon, since this
betier method of frying bacon had evolved from the need to avoid frying astronauts as
their space capsules re-entered the atmosphere. The Teflon explanation has been

‘John Lewis Gaddis, “On Morul Equivalency and Cold Wer History.” Ethics and International Attairs,

X(1996). 13148,
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expanded in various ways: without the inducements the Cold War provided to
develop the necessary technology, it’s often said, we would never have had such
innovations as jet-powered airliners, interstate highways, 500-channel satellite
receiving dishes, mobile phones, and of course the intemet, which began as a
supplementary command and control network for the Pentagon in the event of nuclear
war. And without these things, we could never have had globalisation, which in turn
has promoted democratization. Or so the argument runs.

I don’t think much of it, though, for a couple of reasons. First, it reverses
chronology: the movement toward democratization was well under way before most
of these innovations were. Second, it assumes that what people have is more
important than what they think. The perils of this approach became clear in 1999
when the New York Times columnist Tom Friedman published his “Golden Arches
Theory of Conflict Resolution,” which noted that no state with a McDonald’s
franchise had ever gone to war with another one, Unfortunately the United States and
its NATO allies chose just that inauspicious moment to begi{l bombing Belgrade,
where there were an embarrassing number of golden arches.

All of these “in spite of” arguments — and, in their own way, the Teflon and
Golden Arches explanations as well — disconnect democratization from the
mainstream of Cold War history. They build a wall between domestic politics and
geopolitics that seems unlikely to have existed in the minds of people at the time.
They strike me, for that reason, as less than plausible. So what if we were to take
seriously the alternative position, however unlikely it might seem, which is that the
Soviet-American superpower rivalry actually promoted democratization? That the
diffusion of democracy is at least in part an offspring, even if an unexpected one, of
the Cold War itself?

V.

The case in favor of this argument would focus on the role of the United
States, and especially on the differences in the way it handled its responsibilities in
the two postwar eras. I spoke earlier of Wilson’s insight that economic and political
progress had to proceed simultancously; that just as one could not expect prosperity
without open markets and unconstrained politics, so one could not postpone
prosperity — as Marxism, Leninism, and ultimately Maoism also attempted to do — and
still expect to get democracy. Wilson’s countrymen had not embraced this logic,
though, after World War I, and as a consequence the United States made no sustained
effort to implement his vision. It did after World War II. What made the difference?

Part of the answer, I'm sure, was simply guilt: despite their power the
Americans had done so little to prevent the coming of the second war that they were
determined after it was over not to repeat their behavior after the first war. But part of
the reason also was that the world of the early 1920s had seemed relatively benign:
there were no obvious threats to American security. The world of the late 19408, in
contrast, seemed anything but benign. We can of course debate the accuracy of the
view that Stalin posed as great a threat to the European balance of power as Hitler

“Friedman made this claim in The Lexux and the Olive Tres (Naw York: Farrer, Strauss & Giroux,
1999).
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had: the few Soviet documents we have are inconclusive on that point, and even if we
had all the documents my fellow historians would still find ways to disagree as to
what they showed. For our purposes here, though, what’s important is not what
Stalin’s intentions really were, but what American leaders believed them to be. About
that there’s little doubt, and as a consequence the Truman administration had
resolved, by 1947, to act very differently from the way in which its predecessors had
acted a quarter century earlier.

What it did was to transform Wilson’s idea of a world safe for democracy and
capitalism into a strategy of containment, and then to sell it - as Wilson had never
managed to do -to the American people. Stalin certainly helped, for although
planning for the United Nations and the Bretton Woods system preceded the onset of
the Cold War, it’s not at all clear that the United States would have sustained these
commitments to internationalism had there been no Soviet threat. There certainly
would have been no Truman Doctrine, no Marshall Plan, and no North Atlantic
Treaty Organization. And I suspect there would not have been, as well, what now
looks to have been the single most important contribution the Americans made toward
global democratization: that was a new and remarkably ambitious effort at
democratic transplantation, aimed this time at two of the most persistently
authoritarian cultures on the face of the earth, those of Germany and Japan.

Only Americans, I think, would have attempted something as rash as this.
Only an innocence bordering on ignorance of the countries involved could have led
them to consider it. Only authoritarian proconsuls like General Lucius Clay in
Germany and General Douglas MacArthur in Japan would have bypassed a
Washington bureaucracy more attuned to the punishment of defeated enemies than to
their rehabilitation. Only the willingness to make distasteful compromises -to
cooperate with recently hated adversaries — could have made the new policy work.
And only the realization that a greater adversary was arising out of Eurasian
heartland, and that the Germans and the Japanese, if not quickly integrated into the
system of Western democratic states, could wind up as allies of the new enemy — only
this, I think, could have provided a basis for justifying this new policy to the
American people and to those other American allies who had themselves suffered at
the hands of the Germans and the Japanese.’

Each of these improbabilities had to intersect with and reinforce the other in
order to produce an effect we today take for granted: that these two formerly
authoritarian states are now, and have long been, safe for democracy and capitalism.
It was, however, another of Wellington’s “nearest run things.” The course of events
could easily have proceeded otherwise. To see how, reset your time machine but now
in the counter-factual mode that allows you to change a single variable, re-run a
subsequent sequence, and see what difference this made.

Begin with the death of Franklin D. Roosevelt in April, 1945, but change just
one thing: the new president, Harry S. Truman, decides to stick with and apply to
both Germany and Japan the harshly punitive occupation policies laid out by the late
president’s influential Treasury Secretary, Henry Morgenthau, Jr., which FDR had at

*The best discussion of the American democratisation of Germany and Japan is in Tony Smith,
America's Mizsion: The United States and the Worldwide Struggie for Democracy in the Twentieth Centsry
(Princeton: Princeton University Press, 1994), pp. 146-76.
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one point himself endorsed. The scenario then proceeds as follows. After the sacking
of Generals Clay and MacArthur, the American occupation authorities in Germany
and Japan dutifully follow Washington’s orders. The Germans and the Japanese
quickly come to resent the resulting repression, combined with starvation, and
communists in both countries begin to gain support for their view that the right to eat
is more important than the right to vote. The resistance they generate makes the

occupation so difficult to administer that the new Republican majority in Congress
resolves early in 1947 to “bring the boys home” and to “stop pouring money down
foreign ratholes.™"°

Truman and his advisers belatedly try save the situation by devising various
plans which they name for themselves, but when the Soviet blockade forces the
Western powers out of Berlin early in 1948, American authority crumbles throughout
West Germany and the spillover effects are felt in Japan as well. Coordinated coups
bring both countries into the communist camp that summer, just on the eve of a
Democratic National Convention which feels it has no choice but to replace Truman
with the only American who seems to have a chance of cutting a deal with Stalin, the
former vice president Henry A. Wallace.

Having run successfully on the platform “He’ll keep us out of the Cold War,”
President Wallace follows the example of Neville Chamberlain ten years earlier and
negotiates “peace in our time” with a Soviet Union that, now that its ally Mao Zedong
has triumphed in China as well, dominates the entire Eurasian continent. George
Orwell’s book is of course suppressed, but still it’s his vision, not Wilson’s, that tumns
out to have been the wave of the future. And at the end of our counterfactual time
machine sequence, which is of course the Yale tercentennial in 2001, a group of
distinguished professors are lecturing knowledgeably on the theme: “Authoritarian
Vistas.”

Outrageous, you say? Off the wall? Well, no more so, I think, than what any
American would have said at the beginning of the 1940s, if told what the Americans
would actually have accomplished by the end of the 1940s. That scensrio would have
seemed, not just counter-factual, but fantastical.

VL

Those of you who are into chaos theory — or Tom Stoppard’s theatrical
renderings of it — will know about something about “butterfly effects”: those tiny
perturbations at the beginning of a process that can make an enormous difference at
the end of it. The term originated in meteorology with the suggestion that a butterfly
fluttering its wings over Beijing can, in theory at least, set off a hurricane over
Bermuda: that’s why weather forecasting is so difficult. It’s since extended into the
realms of physics, mathematics, paleontology, economics, and now even into politics
with the very recently discovered Florida butterfly ballot.

What’s implied in all of this is something historians have known all along but
haven’t always explained well: that under certain circumstances small events can set

P\Whick is what the newly-elected British Labour government did in fact decide to do with respect to
India and Palestine that same year.
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in motion much larger ones; that the relationship between causes and consequences
isn’t always proportionate; that there are great turning points in the past, and that the
points upon which they turn on can be exceedingly small. The 1945-47 period was
just such a turning point, I think, for Wilson’s vision of a world safe for democracy
and capitalism. Until that moment, the cards had seemed stacked against it. Even
victory in World War IT had not reversed a trend that seem ed more likely to lead to
authoritarian vistas than to democratic ones. But after 1947, the authoritarian tide —if
you will pardon this profusion of metaphors-began to recede. W hat it left behind
was a slowly emerging dem ocratic world.

Forif two of the most authoritarian states in history were on the way to
becoming democracies —and if they were recovering their economic strength asthey
did so —then that was as powerful a dem onstration as can be imagined of the
practicality as well as the principled character of Wilson’s vision. The Soviet Union
had nothing with which to counter it: all it could offer was an ideologically based
promise that seemed increasingly at odds with practicality. It would take years -
indeed decades ~ for the contrast so become so clear that it began to shape the Cold
War’s outcome; but in the end it did just that. The nuclear weapons and other
instruments of war the super-powers piled up during that conflict did little to
determine how it actually came out. But the distinction between a Wilsonian vision
realized on one side and denied on the other turned out to be decisive.

Would it all have happened without the Cold War? I rather doubt it, for in the
classic tradition of what free enterprise is supposed to do, it was the competition that
forced the United States, in this critical instance, to do the right thing.

VIL

What’s the right thing to do today, though, in a very different world in which
there’s so little competition? In which democracy is no longer the exception but the
norm? How can the United States use its influence to help ensure that the world of
2101 -the next logical stop on our time machine tour of Yale ceremonial occasions —
remains at least as hospitable to democratic institutions as is the present one? Several
things occur to me, which 1 should like to list in ascending order of their importance.

First, admit our shortcomings. The Cold War was a brutal time, and the
United-States committed its share of brutalities in trying to win it. Paradoxically, the
further we got from Europe, which was always the main arena of Cold War
competition, the less scrupulous we were about supporting democracy: too many
people in Latin America, Africa, the Middle East and Southeast Asia suffered as a
result. Even in Europe we did not aiways prefer the democratic alternative, as owr
record in Spain, Portugal, and Greece clearly demonstrates. Our enthusiasm for
capitalism was always more consistent than our enthusiasm for democracy, despite
our ideological commitment to the principle that the two went hand in hand.

The historian’s equivalent of truth in advertising demands that we
acknowledge this, even as we should try to understand the reasons for it. They
involved chiefly a lingering pessimism about the climate for democratic transplants —
a fear that these might not survive in places where the resentments generated by
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poverty or injustice were too great. Some of this pessimism grew outof guilt overthe
extent to which the United States and its Western Europeanaallies had contributed 10
these conditions, whether through formal or informal imperialism. Someof it
reflected a tendency to attribute to the Soviet Union and its allies a far greater
capacity than they actually had to win friends and influence people in the Third
World. Some of it resultedfrom a widespread habit within the U.S. government —
understandabieina generation of leaders that hadsurviveddepressionand war— or
assuming the worst, even as one boped for the best.

Three Americans, | think, should get particular credit for having reversed this
long history of official pessimism about democratic prospects, although only one of
them normally does. Jimmy Carter's achievement in making human rightsthe
centrepicceof his foreign policy and mostly meaning it is justifiably well known. But
I would also give credit to Henry Kissinger, wibo as be neared the end of his years in
government, repudiated his own earlier policy of supporting white minority regimes
in southern Africa; and to Ronald Reagan, wbo despite a dubious record in Central
America had the imeagination, withthe Reagan Doctrine, to turn the table on the
Soviets and begin demonstrating that it was they, not the Americans, who were more
often the imperialists in a post-colonial world. What Carter, Kissinger, and Reagan
were all moving toward — even if at different rates wd under differing circumstances
— was the view that the United States need not fear the choices the Third World, if
freed from imperialism, would now make.

My second recommendation, after acknowledging our history, isthat we
reacquire our humility. Even Americans do not normally associate that quality with
themselves, but if you go back and study carcfully what everyone non acknowledges

to have been our most creative period in our foreign policy — the onein which we
were transplanting democracy toGermanyand Japan, while seeking torevive it
elsewhere in Europe — you'll find that we sbowed aremarkable sensitivityto interests
andadviceof others. Therewasroeffort to transform the countries we occupied or
supported into clients or euen clones of ourselves. MacArthur presided, in Japan,
over one of the few successful land redistribution projectsin modemn history. The
Marshall Plan woundup reinforcing the European social weifare state. The
movement for European economic integration, which we consistently supported, was
intended to create competitors to ourselves. NATO was from the start a Europesn
initiative, and despitethe disproportionate power we'vealways wielded within the
alliance, it was the Europcans who largely shaped its evolution during the Cold War.

We exhibited this openness tothe views of others, I think, for several reasons.
One was that we often weren’t sure what to do ourselves, and so needed all the help
we could get. But there wasalso the sense, at least in Europe, that if we appeared too
domineering, the Russians would only benefit from this. Their own arrogance and
brutality in Eastern Europe, it was clear from the earliest days of the Cold War, was a
liability for them. That made us all the more determined to treat our own allies with
respect, togivethem reasons for wanting to be within the American sphere of
influence, and not to feel that they’d had it forced upon them. We allowed their
intereststoshape the disposition of our power. In short, we listened.

Since the Cold War ended, though, it scems to me thatwe’ve fallen into a
different habit, which is that of instructing. This was one of Woodrow Wilson's less
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attractive personal characteristics — perhaps growing out of his previous career as a
professor -- and it seems now that in its otherwise quite justifiable rediscovery of
Wilson, our foreign policy is embracing it too. The Clinton administration expected
the world to be impressed by its repeated claims of American “indispensability,” even
as it failed to define coherently the purposes for which we were indeed indispensable.
The new Bush administration hasn’t done any better: its recent humiliation of South
Korea for attempting to remove remaining remnants of the Cold W ar, together with its
unnecessarily abrupt rejection of the Kyoto Protocol at just the moment the scientific
evidence on global warming has become compelling, suggest a disregard for the
opinions of others that’s quite at odds with how we waged —and won-the Cold War.
These tendencies, if | may sound instructive myself, need correction.

My third suggestion would be to acknowledge contingency. If the history of
democratisation during the 20* century suggests anything at all, it is that this was a
contingent, not a determined, process: there was nothing incvitable about it. An
improbable combination of circumstances allowed what in the long sweep of history
will seem like a relatively small push by the Americans-the democratisation of
Germany and Japan-to have very big effects. No theory of which 1 am aware could
have predicted this sequence of events, and that ought to caution us as we assess the
prospects for democratisation in the future.

It would be a great mistake, it seems to me, to assume that democracy grows
automatically out of any one thing. To say that it depends solely upon support from
the United States ignores the uniqueness of the situation in which that support was
indeed critical during the early Cold War. To say that it results from economic
integration is to ignore the fact that the world was about as integrated at the beginning
of the 20* century, when there were no democracies at all, as it is now.” To say that
it grows out of capitalism ignores the role capitalists have played — and not just in
Nazi Germany - in supporting authoritarianism. To say that it grows out of allowing
people the right to determine their own future neglects the fact that some people are
determined to deny other people any future at ail: does anyone really believe that
democracy, if fully practiced by all sides in the Balkan crises of the 1990s, or by the
Israclis and the Palestinians today, would fully benefit all sides? And to say that
because democracy turned out to be the wave of the future during the 20” century
doesn’t necessarily make it so for the 21*%.

It’s also the case that combinations of causes can have contradictory as well as
complimentary effects. We tend to assume the compliment&y of Wilson’s great
principles, economic integration and political self-determination, because they mostly
were during the Cold War. But has not the post-Cold War era already exposed fault
lines suggesting that these two tectonic processes are not in fact moving in the same
direction7 The backlash against globalization that has surfaced so conspicuously over
the past couple of years at places like Seattle, Washington, Prague, and Davos, only
reflects a basic reality that we should long ago have anticipated: it is that people do
not always vote in the way that economists think.

My final suggestion, as we consider what we might do to sustain democracy in
the face of these contradictions, is to remember Jsaiah Berlin. It was my privilege to

“For the syguments for and against this proposition, see Niall Ferguson, The Cash Nexus: Money and
Power in ihe Modern World, 1700-2000 (London; Allen Lane, 2001), pp. 309.12.
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know the great man slightly when I was at Oxford eight years ago, and to witness at
first hand his congeniality and conversational brilliance, his interest in everything and
everybody, and his emphatic impatience with any effort to look at the world from any
single point of view. He was, more than anyone else I've ever met or read about, a
true philosopher of democracy. As befits a man who loved the distinction between
foxes and hedgehogs, Sir Isaiah taught us many different things but also one big thing,
and yet he avoided the contradiction this might seem to imply.

I have in mind his concept of the incommensuarability of values: the idea that
while we can and should pursue multiple goods, they are not all mutually compatible.
Some will complement one another; some will contradict one another: we cannot, to
the same extent and in all situations, have them all. The art of politics - certainly of
democratic politics — is the art of balancing incommensurate goods, of making tough
choices, of keeping the whole picture and not just part of it in mind, of taking an
ecological view of our own existence.

For the word ecology, in this sense, implies the balance it takes to keep an
organism healthy. We understand it well enough when it comes to our plants, our
pets, our children, and ourselves: we know how easily there can be too much of any
good thing, and how harmful the consequences can be. I’'m not sure we know that
yet, though, in a political world = to say nothing of an academic world — that so often
encourages investments in single causes, even if in the name of demog¢ratic principles.
For this is, as Berlin reminds us, fundamentally an anti-democratic procedure: “the
search for perfection,” he writes, “does seem to me a recipe for bloodshed, no better
even if it is demanded by the sincerest of idealists, the purest of heart.” 12

This is, then, democracy’s Achilles’s heel: it’s a disconnection of means from
ends not all that different from the one at the top of the slippery slope that produced,
at its bottom, the great anti-democratic movements of the century that has just ended.
It’s what ought to haunt us as we think about the century that’s now beginning, and
especially as we try to guess what may lie between us on this celebratory occasion for
Yale University, and our descendants a hundred years from now upon the next one.

"2 “The Pursuit of the Ieal,” in Issiah Berlin, The Proper Study of Mankind: An Anthology of Exsays,
edited by Henry Hardy and Roger Hausheer (New York: Farrar, Straus and Givoux, 1998), p. 15.
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Date: January 31, 1989

Subject MANAGING THE PENTAGON

INTRODUCTION

This memorandum identifies several issues that you should resolve
early because they affect the charters of 0SD offices and the quality of
support for your decision processes. Separate sections lay out aspects
of the management problems you face, stress the importance of strategy
development, describe the operation of three separate decision processes
that you inherit, and raise issues for your consideration. My
recommendations are included where appropriate.

Without knowing how familiar each of you is with this material, I
have tried to provide minimal background. I would, of course, be
pleased to discuss any of these matters in more depth at your
convenience.

THE PROBLEM

The new Administration has staked a great deal on good management
of the Pentagon. Yet the country could be shortchanged by the very
focus on cutting the budget and reforming weapons procurement that many
inside the Administration and out are calling for. It all depends on
how it's done.

The new Pentagon management team is being called upon to deliver
better value for the taxpayer and to restore confidence in the integrity
of defense management. Yet even this understates the true challenge.

If the President accepts level or even declining real defense spending,
the cuts in currently approved forces and programs must be very large.

This acceptance would be grounded more in domestic political
reality than in an admittedly uncertain assessment of the U.S. world
role. Thus, diving right into budget cutbacks would be like ordering
materials for a new house before the architect has drawn the plans.

A thoroughgoing reassessment of our national security needs and the
means to attain them is needed to guide the, force restructuring, the
reformed procurements and the budget cuts. The real job of defense
management is to match a sfrafegy, and the military capabilities needed
to carry it out, with a defense programmade up of forces and weapons
that can be provided at budget levels that Congress can be persuaded to
-make available.

11-L-0559/0SD/288




-2 -

Making this match means reassessing objectives, evaluating means,
and searching out more efficient ways of doing business. It takes
literally hundreds of decisions about policies, forces, weapons,
personnel, organizations, operations, and timing. To pull it off, the
Secretary must control the Pentagon agenda. The passive management
style in vogue recently--setting budget limits for the Services and then
reacting to their spending, proposals--can't lead to a balance of
strategy, program, and budget.

The task of matching strategy, program and budget is further
complicated by two realities of the Pentagon. First, agreement rarely

exists on specific objectives. Second, all the players will notalways
be on your team, including some appointees of the Administration and
some senior military officers. Yet, more than usual, the natiocnal

interest requires clear policy direction and civilian/military teamwork
at the Pentagon.

THE PRIMACY OF STRATEGY DEVELOPMENT

Why is rethinking defense strategy so important, and how should you
see that it gets, done?

Stripped to its fundamentals, managing the defense program is about
preparing for the use of military force. That stark realization guides

everything else.

Military force is only one instrument of policy. But the credible
use of force is-the only constant and effective instrument of order in a
fractious world. The U.S. has a special role as global keeper of order.
Our capacity to play this role far outstrips that of any like-minded

country.

For this role to be credible, the U.S. must be willing to use
force, in concert with allies and security partners when possible,
unilaterally when necessary. To accord with American values and secure
the support of the American people, any use of force must be thoughtful
and appropriate. And that requires instruments--military forces--
designed and employed with the ends and circumstances of their potential
use in mind.

This is what a defense strategy means--defining U.S. interests and
objectives, thinking through the circumstances that could threaten them
to the point of calling upon the use of U.S. military power, devising
the military capabilities needed fox each case, and deciding the mixof
forces and deployments that will best deter hostile acts against U.S.
interests, or attain U.S. security objectives should deterrence fail. A
defense strategy should fit coherently into an overall national security
strategy, which means close coordination is needed during its
development at the level of the National Security Council and some key
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decisions will have to be made by the President. Nonetheless, the
Secretary of Defense has the management challenge of preparing the
nation's military capabilities to support the defense strategy.

While it may be obvious that no force structure, and defense budget
to go with it, can be adequately justified to Congress and the American
people unless it derives from a thoughtful and coherent strategy,
consider your day-to-day management challenge if you were forced to
operate without one. Along comes a key decision about a new major
weapon system pushed hard by the Chief or Secretary of a Service. You
might say to either of them, "I'm worried that your system is too costly
and won't work as well as advertised." The Chief or Secretary could
respond, "We know how to solve all the remaining technical problems.

The system will have several impressive capabilities. The requirement
for it was approved years ago. Maybe we can get the cost down some, but
we can't put a price tag on our security. Besides, the costs are low
for the first couple of years." What happens next? Perhaps your staff
can uncover a technical Achilles heel in the design, or produce
independent cost estimates youdbe willing to stand on. Even so, an
aura of arbitrariness will creep into decisions based primarily on
cutting and fitting the defense program, with many such pieces, to a
fixed budget. The perception of arbitrary, budget-driven decisions will
undermine the credibility of defense management, which partly explains
the problems Secretary Weinberger had when the budget stopped growing
and his ambitious program had to be cut back.

How much better if you were able to say, "That system won't add
very much to the capabilities needed to carry out our strategy.
Besides, there are several other ways to skin that same cat (conduct the
mission) that give us more capability for the money." This way you
provoke an assessment carried out in terms of national needs rather than
Service preferences, greatly increasing your ability to shape the
Pentagon agenda and generate the kind of information needed to support

your decisions.

Therein lies an important principle of defense management and a key
underlying design criterion for the management systems which serve the
Secretary of Defense. If you are to exercise your authority as required
by law, control the Pentagon agenda, and produce a credible defense
program, you will have to see to it that issues are framed for decision
in terms that put you in the driver's seat. This means dealing with
defense missions that often cut across Service lines in pursuit of
national objectives. Then you are managing a national exercise in which
each Service is a part. But the DoD is not organized in mission terms.
If decisions get framed in Army or Navy or Air Force terms, the Service
will clearly speak with greater authority than the Secretary in any
debate about the merits. Obviously, dividing budget changes by three to
give each Service its "share" of any increase or cut, though frequent
practice in the Pentagon, abdicates the responsibilities entrusted to
the Secretary of Defense, To discharge these responsibilities, you have
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to get the bureaucracy to play on the national team, not let them call
the shots.

The kind of questions that should dominate the Secretary's agenda
flow from the elements of strategy and missions. For an illustrative
though certainly not exhaustive list, see Enclosure 1. While all are
good questions, this list offers just a few examples of the many
questions that have to be formulated and answered in the process of
developing a strategy with a matching set of force plans and
capabilities.

Strategy development must come first because efficiency in the
defense program depends in the first instance on ensuring that cnly
those forces and weapons are budgeted which fit the strategy and provide
needed capabilities. But delivering better value for the taxpayer takes
more. New weapons should actually work in the field and not be "gold-

plated". . (This is discussed in somewhat greater depth below).
Substantial efficiencies can also be found in different ways of "doing
business." A few examples are listed in Enclosure 2. These "macro-

efficiency" issues don't arise from strategy development and won't
bubble up from the bureaucracy. You will have to create mechanisms to
raise and consider such issues, either through the ongoing resource
allocation decision process or by special task force. Decisions will be
difficult, implementation even harder, and most of the savings will come
several years in the future. Yet, attacking these kinds of issues
offers the cnly real hope of lowering the defense budget without cutting
needed military capabilities, or of getting more capability from any
given budget levels.

THE MANAGEMENT PROCESS

In dealing with these questions, and the myriad details of systems
and budgets, how do the Secretary and Deputy actually manage the
Department? You get this done through three distinct decision processes
that are often confused in public discussion. One gives strategic
direction to the JCS and the Commands to guide the organization and
employment of existing forces, often called contingency planning, It
has a short-term orientation with the focus on preparing to use existing
forces, if necessary. A second provides for future capabilities and is
usually referred to as the budget process, or the planning, programming
and budgeting system (PPBS). It covers up to 5 or 6 fiscal years at a
time. The third, usually called the acquisition process, manages the
development and procurement of new weapons systems. It often must look
out 7-10 years, sometimes longer.

Both the Packard Commission's recommendations and the provisions of
the Goldwater-Nichols defense reform legislation speak to some aspects
of each of these areas. These remove any doubt that the Secretary is
charged with controlling, rationalizing, and interrelating these three
areas of defense decision making. The Congress seems determined to do
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more in the future to hold the DoD leadership accountable in all three
domains.

Some aspects of this heightened attention are new. Contingency
planning--defined broadly to include the assignment of missions and
forces to the Commands, planning for military operations, the
preparation of crisis management capabilities, and the assurance of
sound procedures and mechanisms for the command and control of the
military forces --is a time-honored professional military discipline. It
has been largely under the purview of the Joint Chiefs of Staff (JCS)
since the Department of Defense was formed in 1947. A 1958 law moved
the Secretary into the chain-of-command under the President, and took
the JCS out. Since then, the Unified and Specified Commands (whose
Commanders-in-Chief are called, CINCS) report to the Secretary, through
the JCS (now the Chairman of the JCS since Goldwater-Nichols) only by
the Secxetary's assignment. But over the years, Secretaries of Defense
have rarely devoted much effort and attention to contingency planning,
except in the area of command and control of the nuclear forces.

What's new is the insistence that the Secretary take this on.
Political guidance is a key ingredient of strategic direction for the
employment of the forces. The professional military of a free society
expect political guidance, even if a few do not welcome it. Guidance is
needed on such topics as-the role expected of other nations; what
warning assumptions to use; when to plan for mobilization or make do
with active forces; where it is essential to avoid casualties, POWs, or
collateral damage; assumptions about base access and overflight rights
in various circumstances; how much risk to run of provoking the
involvement of other powers; the relative priorities of different
commitments; which cases must be handled simultaneously; what
geographical constraints will have to be respected. These and other
elements should be covered in your operational guidance to the JCS and
the CINCs, as a basis for their development and your review of
contingency plans, command and control, and preparations for crisis
management .

The PPBS was established by Secretary McNamara in the early 1960s,
shortly after the Secretary's power over the purse was strengthened by
that same 1958 Act. The basic idea was to organize into missions terms
the Secretary's decisions on the programs of the Services, so that
alternatives and tradeoffs could be considered on a meaningful basis.
The process was modified by Secretary Laird and Deputy Secretary Packard
in 1969 with the addition of strategy and fiscal guidance from the
Secretary to establish direction for set limits on the Services' program
proposals, at the same time shifting much of the initiative fox program
development back to the Services. Secretary Brown added a Defense
Resources Board chaired by the Deputy Secretary. The resulting process
remains today the Secretary's principal management mechanism for
assessing the needs for military capabilities, evaluating the
alternative means for achieving them, and deciding the content of the
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defense program and the budget, The PPBS captures all decisions which
affect the defense budget and, thereby, provides the only unifying
context fox resource allocation decisions. The recent reform efforts
have mainly exhorted the Secretary to use the process to its full
potential in making strategy, forces, and budgets "match-up."

The acquisition process received major attention from the Packard
Commission and Goldwater-Nichols. The function has been reorganized at
the Pentagon and more emphasis has been placed on adhering to good
management practices in weapons development and procurement,
streamlining the bureaucracy, and clarifying lines of authority and
accountability. Two years later, many observers believe that the
intended improvements are barely discernible; there is certainly no
evidence yet that program outcomes are better. Coincidentally, concern
about the quality of acquisition management has been heightened by
disclosures of alleged illegal behavior by some contractors and a few
Service civilian officials.

The top management process for weapons acquisition directly under
the Secretary has not materially changed from that established by Deputy

Secretary Packard about 1970. The overall process is intended to ensure

that acquisition projects are initiated and conducted to satisfy mission
needs rather than generating technical solutions in search of a problem,
i.e. succumbing to "technology-push." A Defense Acquisition Board
oversees each individual system, reviewing each one at a series of
milestones tied to the stages of system development and production." At
each decision point, the system managers are supposed to demonstrate
certain standards of technical progress and management practice before
being authorized to proceed into the next phase. Good management
practices such as unambiguous objectives tied to mission needs,
prototyping and hardware demonstration, competition in its various

forms , independent cost estimates, extensive realistic testing before
high-rate production, special procedures for critical subsystems (e.g.
engines and complex electronics), and accountability in contracting are
frequently encouraged but not always practiced,

Because the acquisition decision process is necessarily organized
around individual systems, even when considering trade-offs with
competing systems, and operates on a schedule tied to events in that
particular system life-cycle, it does not easily maintain a broader
perspective on strategy and competing demands for resources. It is the
right forum for ensuring the efficiency and integrity of "how we buy"
defense systems; it is not a good forum for deciding "what we buy." The
PPBS fills that latter bill.

You will have to delineate more clearly within the Department the
major responsibilities for "how we buy" and clarify their relationship
to the PPBS. At the same time, any efforts you make to stamp out
illegal behavior can't be allowed to interfere with the good management
practices needed to develop and procure effective weapons at affordable
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prices. And the discipline to adhere to those good practices needs to
be strengthened.

Fortunately, as you undertake to manage all of this, you have lots
of help available--from the Chairman, the CINCs,the Services, and from
your own staff. Unfortunately, not all of them will be able all the
time to work a given issue from your broader perspective, or even be
willing to address some issues you will consider important--in some
cases because of bureaucrat-ic bias, in others due to lack of knowledge
Ox access. Most of the proposals for forces and weapon systems will

continue to come from the Services. It ig much hardex to get a Service
to adopt a program it didn't invent than it is to refuse their
proposals. So you will need help in developing guidance to increase and

shape the options available from the Services, in assessing options on
their merits in the proper mission context, and in making the tradeoffs
necessary to fit within an overall budget constraint.

One important and recently strengthened source of help is the
Chairman of the JCS. The Goldwater-Nichols law made the Chairman the
principal militaxy advisor to the Secretary and the President, instead
of the JCS as a committee. It also added a Vice Chairman to strengthen
the cross-Service ox "joint" perspective and chartered the Chairman to
advise the Secretary on resource-constrained force plans and on
strategy. The current Chairman and the new Vice Chairman have already
begun to perform parts of their mew charter. It willbe up to you to
manage this upgraded resource to exploit its full potential. This will
take supervision and careful tasking to bring the Chairman fully into
deliberations on resource-constrained plans and programs. now
cooperative the JCS will be in supporting Secretarial management of
contingency planning remains untested. Overall, the experience of the
first couple of years with JCS reform suggests that you could get more
help from this source than did your predecessors.

Like your predecessors, you will have to depend mostheavily on
your own staff, and also on the Service Secretaries, for the civilian
support you need. The Service Secretaries can be of great assistance in
providing insights into the thinking behind Service proposals, offering
independent evaluations, advancing your interests with their Service,
providing political advice, and implementing your decisions. It will be
your challenge to keep them on your team since pressures are strong to
take on the coloration of their Service. For help that consistently
adopts your perspective, you will have to count on your own staff. You
can improve the quality of this support by clarifying the roles and
responsibilities of certain parts of the 0SD, selecting well-qualified
individuals, and insisting that they build up staff competencies in
selected areas.
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DECIDING THE ROLES OF OSD OFFICES

The new position of Undersecretary for Acquisition (USD/A) is by
law the third-ranking off icial in the DoD. Recommended by the Packard
Commission, and enacted into law in 1986, this positien has overall
responsibility for the acquisit ion process. The Secretary will need to
make clear that the USD/A has complete responsibility and authority over
major systems development and procurement with respect to "how we buy",
and that he is one of the key advisors to the Secretary on “what we
buy. " He has line responsibility for management of the basic research,
advanced ‘technology and management support portions of RDT&E funds (so
called 6.1, 6.2, 6.3a, and 6.5 monies). And the offices responsible for
development testing, procurement policy, logistics, and C3I, as well as
the Director of Defense Research and Engineering (DDR&E) and the DNA,
also report directly to him. Thus, the Undersecretary should be
delegated responsibility for the quality and integrity of all
development and procurement projects, fox the policy guidance
controlling all other acquisition activities, for the defense technology
base, and for the management of the RDT&E funds placed under his care.
He should control the milestone decisions for major systems, subject to
fundin'g having been made available through the PPBS and appropriate
prior consultation with one of you. You will need to clarify and
reissue the charter of the USD/A.

One glaring gap in the USD/A's authority arises from the
Congressional insistence on having the office of operational test and
evaluation report to the Secretary and the Congress, but not the USD/A.
The OT&E function is an integral part of the development process. It
must be kept independent of the Services that develop the weapons
systems, but should not be detached from an otherwise integrated
acquisition authority. You should consider urging Congress to change
the law so that OT&E works under the-day-to-day supervision of the~ -
USD/A, with direct access to the Secretary, and with independent OT&E
reports available to Congress.

The Undersecretary for Policy (USD/P) is technically the fourth
ranking official of the DoD. 1In reality, because his is a staff office
with minimal line authority, and because his pay grade is one notch
lower, his stature relative to the USD/A and the Service Secretaries is
somewhat less. Nonetheless, the USD/P is the principal staff arm of the
Secretary onm political-military operations. This office should be
assigned the role of helping you manage the contingency planning
process. The USD/P, working closely with the JCS and the Commands,
should develop political guidance for you to issue, and should be given
authority to review on your behalf all aspects of contingency planning,
command arrangements, and control of the forces. You trill have to
insist that the JCS and the CINCs provide the USD/P adequate access to
their plans and data. The USD/P would also continue responsibilities
for the DoD role in arms control negotiations, relations with allies and
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security partners, programs of security assistance and arms sales,
intelligence policy, and net assessment. You might consider renaming
the office--either Under Secretary for Operations or Under Secretary for
Political Military Affairs would be more properly descriptive of its
function.

The PPBS can be managed by two offices reporting to the Secretary,
much as has been the caseattimes in the past. The office of program
analysis and evaluation, with a broadened charter (and appropriately
renamed), would be responsible for the planning and programming phases;
the comptroller would manage the budget phase. Responsibility for
planning future capabilities and analyzing program alternatives should
be consolidated in PA&E, which could then be renamed Assistant Secretary
for Planning & Programming or Planning & Analysis. A full resource
analysis capability should be reconstituted, including responsibility
for analyzing manpower and logistics requirements. This will allow the
"macro-efficiency" issues to be identified and examined. The office
should have an unconstrained analytical charter and you will want to
ensure it has access to all needed information. This office will be the
only substantive staff supporting you that can stand entirely clear of
operational and line responsibilities. Since it has no axe to grind, it
can adopt and sustain your point of view. If it also provides high
quality analysis of the issues, and polices the analytical quality
produced by others, it will be invaluable to you (as it has'been in some
earlier administrations).

If you plan on a division of responsibilities under which the
Secretary concentrates on policy and strategy, and the Deputy Secretary
on operational management, one possible allocation would be for
Secretary Tower to supervise the contingency planning process, while
assigning supervision of the PPBS and the USD/A'sS management of the
acquisition process to Deputy Secretary Atwood. YOU would then need to
work closely together over the planning phase in PPBS so that
Secretarial thinking leads strategy development and assures its
coordination with contingency planning. This arrangement would also
leave Secretary Tower more time for outside duties involving the
Congress and the White House, and for NSC-level issues such as arms
control. He would have to make it clear that the USD/A reported to
Deputy Secretary Atwood.

e e o = e G Sw et mm e e e e

In the final analysis, managing the Pentagon, like any other
enterprise, comes down to people. No amount of organizational
clarification or staff work can substitute for intellectual leadership
and management discipline from the top. The best organization and
process can't ensure good outcomes, but can make it easier for
management to produce good outcomes.
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Defense management will not be judged only on whether the program .
can be cut and fit to a politically feasible budget level or abuses are
reduced in the procurement of weapons systems. It will matter whether
the defense leadership can describe the U.S. role in the world, define
how military capabilities contribute to that role and to U.S. security,
and explain why the forces and weapons in the budget are an effective
and efficient way to provide the needed capabilities. I hope this memo
makes some small contribution toward that broader end.
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ENCLOSURE 1: ILLUSTRATIVE QUESTIONS FOR STRATEGY DEVELOPMENT

What should be the future role and shape of the NATO alliance,
especially if the Soviet threat is reduced? Could a stronger
European role be specified?

If conventional arms reductions, or NATO force enhancements,
could relieve somewhat the threat of short-warning attack in
Europe, what are the implications for the levels, deployment,
and readiness of NATO forces?

What can be realistically done to counter a possible Soviet
invasion of Iran or Turkey? What forces or systems would be
employed? Given the likelihood of such an event, how much
should the U.S. program for this eventuality?

What is the role of and need for forward-deployed U.S. ground
forces in the Pacific? Can some reductions be made from
historical levels and, if so, what compensating adjustments in
U.S. or local forces would be prudent?

For what missions do we plan to use the carrier task forces of
the Navy? Could some be accomplished by modern, long-range,
high accuracy weapons instead? With what effect on the
required size of the carrier force?

In what scenarios would the U.S. use the levels of forcible
entry forces--Marines over the beach, paratroopers, special
assault units--currently in our force structure?

What scenarios can be specified in which current or programmed
forces would be inadequate to protect U.S. interests? What
operational capabilities are missing? How could they be
provided? '

What is our base-access plan world-wide? What capabilities
would hedge against base denial? What opportunities could the
U.S. pursue to increase our ability to operate wherever we
might need to in the world?

In each scenario, what role do we expect our security partners
to play? How should their force planning be coordinated with
our own?

Given the air-superiority forces in the Air Force and Navy,
should the Marine air arm be focused on ground attack and troop
transport? If good for the Marines, should the Air Force give
over its close air support mission to the Army?
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In the face of future threats and changing missions, do we need
a different Navy, one less tied to carriers and blue water
operations, with more emphasis on submarines, and with surface
ships designed to operate in circumstances more -1ike those of

the Persian Gulf campaign?

Does the current widespread deployment of nuclear weapons on
Naval ships serve U.S. long term interests? Will our Neither
Confirm Nor Deny policy hold up? What alternative nuclear
weapons deployment patterns should be considered, together with
or separate from U.S.-Soviet arms control agreements?

In both the conventional and nuclear realms, how can our arms
control planning and force improvements be made complementary

and mutually reinforcing?

How does technological change affect strategy? Where would
advanced capabilities in the hands of adversaries call elements
of strategy into question? Would projected new capabilities
make feasible elements which heretofore were considered too

risky or costly, or simply impossible?

What strategic defense capabilities are feasible in the next
decade or so? Which ones add to stability and security if both

sides have them?
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ENCLOSURE 2: ILLUSTRATIVE MACRO-EFFICIENCY ISSUES

The taxpayer could be better served if the DoD bureaucracy and \-
the defense contractors were both subjected to pressures to €L¢
consolidate operations and reduce overhead similar to those

that much of American business has faced since the 1982

recession.

A start has been made on closing unneeded bases, but more could ¥4
be done, especially if the headquarters structures of the
Services were scrutinized at the same time.

Modern technology can multiply the wartime effectiveness of
delivered munitions. We usually take the benefits in increased
capability rather than a smaller force of costly delivery
platforms to do the same military job.

Various ideas have been studied for reconstituting the
logistics support for combat forces that would make maintenance
and supply more effective in wartime, and might well save money
in peacetime.

Compensation for enlisted personnel could be adjusted to rely
somewhat less on the pay tables that apply to all and more on
special pays and bonuses for scarce skills, with a likely
reduction in overall budget costs.

NATO treats logistics support as a "national" responsibility,
each member responsible for support of its own forces. Moving
to the seemingly sensible concept of "coalition logistics"
would offer greater combat capability or cost savings, but
lacks the needed political support, even for developing a
specific plan.
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5/3/01
LEADERSHIP THROUGH THE RANKS

The transformational changes necessary in the defense community in the next few years
will only be possible if the millions of people in the Defense Department and its many
allied and related partners from Congress to contractors provide leadership.

The purpose of this paper is to suggest a communications vehicle to allow those who
have the opportunity to be leaders to get the idea that leadership is part of their job. The
communications envisioned will be filled less with specific direction and infused more
with the larger sense of the necessary direction of needed change.

While leadership is often properly seen as a role for a few, this paper looks for ways to
assure that leadership is an activity for many, if not all, who are involved. This is not a
question of substitution so much as an issue of selection. Some change can come from
the execution of a commander’s order. Some cannot. Sometimes leadership invokes a
“Yes, Sir.” Sometimes a “How about trying it this way?” is more in tune with the
challenge.

The goal of this paper is to offer a new device that advances an appreciation of the need
and role for leadership activities beyond command and influence. By offering this device
~ a project that, if successful, can have considerable impact, it is hoped that other devices
implemented in other parts of the defense community will have a similar impact.

Many aspects of the imminent and urgent departmental agenda are likely to involve
objectives ill suited for achievement through hierarchical order giving. If that sort of
leadership worked in these areas, the job might have been long since completed.

Efficiency, innovation, insight, enthusiasm are the sorts of behaviors required by this
agenda. Understanding the distinction between management and leadership is also
required.

A compelling vision of the future of our defenses is neither the sole property nor the
exclusive responsibility of one person — not even the President or the Secretary of
Defense. Many, many people must see roads to change and follow them.

The Defense Public Affairs functions are involved in exercises of leadership by

command, to be sure. But Public Affairs has an even more compelling assignment to
inspire the proper climate for leadership activities of a non-hierarchical nature.

Leadership through the ranks — the column

The Secretary of Defense is the colleague of millions of Americans in uniform, in the
families of those in uniform and in the civilian defense ranks.
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Similarly, the Secretary must have a collegial relationship with the hundreds of thousands
of men and women who provide the hardware and services to our forces as private

citizens.

As we learned on Easter weekend, the Secretary and the Department are also the
colleague and friend of the many citizens who live and work in proximity to our bases

and installations.

Finally, and importantly, the Secretary is the colleague of the hundreds of people who are
involved in the development of defense policy in the Congress.

All of these people see the Secretary as a leader.  What may be needed is a way for him
to return the honor.

The Secretary and his direct team, as well as other prominent leaders in the
Administration, need access to this community of colleagues for purposes other than to
command and report. They need to converse and confer. They need to muse and reflect.
They need to worry and wonder. Occasionally, they need to complain. More often, they

need to applaud.

Imagine if an 800 word essay — a column, if you will — were to be delivered every week to
each of these millions, perhaps tens of millions, of colleagues? Imagine if each essay
conveyed the feeling of collegiality? Imagine if each essay conveyed the importance of
broad involvement in leadership activities? Imagine if each essay was seen by the entire
community, putting all of the millions on the same page and — and the same level. Week
after week, every individual in the worldwide American defense community would spend
a few minutes thinking “in sync.”

The delivery mechanisms seem to be in place. The column would appear in every base
newspaper. It might even be offered to private sector newspapers in communities with
defense installations, just as surely as Congressman Rumsfeld’s columns once appeared
in the Winnetka Talk. The column would be similarly provided to the employees of
contractors. Members of the Congress and their staffs would receive copies or
encouraged to read it in the setting of a home district base paper.

This is not a column of news nor it is “The Rumsfeld Report.” The community of
leaders that constitutes the defense community will come to rely on this offering as a
mechanism to aid and abet their own leadership. Sometimes, the author need not be the
Secretary. The President will be an excellent substitute on occasion, as will the
Secretaries of State and Treasury, Housing and Health and others. The Trade
Representative should weigh in occasion as well as, of course, the Chiefs and the service

Secretaries.
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But the Secretary will only occasionally yield the page because it is important for the
conversations to have continuity and coherence. Leaders need that and every reader is a
leader. Other senior leaders in the Department and the Administration may consider
developing comparable venues, just as this one follows from the Presidential venue of the

Saturday radio address.

Leadership through the ranks is often difficult. When leaders are made prominent, their
leadership becomes an expectation. For others, there may often be a sense the
permission must be granted — permission to take risks, to try something new, to challenge
oneself and others. The unstated sign-off for every Leadership through the Ranks essay

is permission granted.

While a newspaper column may seem a little old-fashioned, the written word is essential
to the role to be played by these essays. Reading is not hierarchical in the way of
watching or even listening. Reading can be done at the right time rather than the
scheduled time. Reading can be reviewed without being rewound. And finally, reading
prompts a universally available mechanism for response and engagement — writing.

Line extensions for this project into television, radio and Internet are logical additions to
“Leadership through the ranks™ venues, but they should be undertaken carefully. The
electronic media seem inherently more hierarchical. Presenting the same words as the
column in a television context may have a very different “feel.” Interactive media will
surely play a role at some point. Both of these formats ultimately share an important trait
with the written word. They can be absorbed “over the shoulder.” Many in the audience,
from spouses to the neighbors to the members of Congress, may not immediately perceive
themselves to be the intended audience. This is not a problem. The posture of the
outsider may be ;just a step on the path to leadership. If the words are right, the
opportunities should be clear.

The ranks of leadership will proliferate.

Bill Roesing
Revised
April 27, 2001
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Second draft. April 24, 2001

LEADERSHIP THROUGH THE RANKS sample column

Spiraling to progress

American weapons systems are falling behind the technological curve. New weapons can
take ten years to produce. The technology upon which those systems are based usually
becomes outdated in 18 months.

This pattern must be changed. The solution will come when everyone involved in using
the system has the opportunity to help lead the way to the best design. Perhaps
government is neither as effective nor as efficient as the private sector when it comes to
innovation. Yet, it is not logical to turn all innovation over to contractors, no matter how
innovative they are — and many of them are enormously creative.

The simple fact is that when our military is the only customer, as is the case with many
weapons, the risk is in leaving us out of the development process. The challenge is to add
our contribution at the right time.

Making time for our input would seem to slow down the delivery of systems, but in
reality it increases the likelihood of preventing costly and time-consuming errors. We will

get better systems faster.

The logic of this thinking is akin to the way housing is developed in virtually every
community in America. The developer will assess the market to determine how many
people in an area might need what sort of house. When a customer comes to look for a
house, the choices are not arrayed in the form of finished buildings. Instead the options
are laid out on paper.

Often, one “model” home will be built. It will show the basic layout. Touring the model
gives the buyer a sense of how well this design will serve the family’s needs. The model
serves as the beginning of the decision-making process. Many, many choices are yet to
be made from colors to finishes, from the uses of certain spaces to the placement of
shelving. The buyer is a full-partner with the builder in making the right decisions for
this particular family.

Imagine if the process were different. Imagine if every house in a new development was
finished prior to the arrival of the first buyer. The process might seem to be more

efficient. Everything could be done to the same specification. Yet, many of the
specifications could turn out to be inappropriate. The builder would be a candidate for

bankruptcy.
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This sort of evolutionary system of development will now be utilized in the process of
bringing new weapons on line. Our planners call the process “spiral development.” Of
course, guns are not homes and the Defense Department is not exactly like a family
looking for a place to live. But the truth remains that just as buying a new house without
contributing to the way it is finished seems silly, so it is a bad idea to complete a new
weapons system without the maximum possible contribution in thinking, designing and
testing by those who will use it.

With spiral development, the delivery of a bare bones, initial core capability will come
first, without all of the bells or whistles. This will be followed by a sequence of
improvements and add-ons based on feedback from the users — our warfighters in the
field.

So, rather than going for the fully developed, but hard to change, capability straight away,
spiral development will much more quickly deliver small numbers of basic capabilities to

the field.

This is far more than a procedural improvement. This way the people who will be testing
the new weapon to determine what works and what doesn’t will be the people who are
going to be using that weapon. This is an insurance policy that our experts with the
weapon in question will be well positioned to make a difference. Of course, it also places

responsibility for design with the right people at the right time.

Speed is as much a product of doing it right as doing it fast. By opening up the process of
development, innovation will increase while mistakes will decrease.

One promising early candidate for spiral development is the unmanned aerial vehicle
global hawk. We can provide basic airframes today for service as surveillance platforms
while simultaneously experimenting with their potential as future combat vehicles.

One important aspect of leadership is the ability to point in the right direction. When it
comes to the development of weapons systems, there are no better leaders than the men
and women in our ranks who will be using them. Spiral development puts these leaders
in the front-line of decision-making as weapons evolve so that we will have the best
weapons possible when they are needed.
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TO: Dov Zakheim
& & Paul Wolfowitz
FROM: Donald Rumsfeld—Ph
DATE: May 29, 2001
SUBJECT:
I think we need to have some policy soon where we reduce the size of the OSD staff by at o
least 15%. ~S
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TO: Steve Cambone
cc: David Chu
Dov Zakheim
FROM: Donald Rumsfeld v\
DATE: May 29, 2001

SUBIJECT: Attachment

Attached are some ideas from Harlan Ullman that might be of interest.

Thanks.

DHR/azn
052901.44
Attach.
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From The Desk Of
Harlan Uliman

1245 29" Street Nerth West

Washington, D.C. 20007
202-333-3004

202-337-7337 (fax
703-824-2194(CN.

Please Pass to Cdr Johnson quickly

To: Cdr Andy Johnson March 6™, 2001
Re: Big Ideas

Andy---attached are a two page memo and various slides and bits. If you could let me
know that they were received and passed on, | would be grateful.

Thanks,

M —

Sope g -
J
L. 2

it -
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From The Desk Of
Harlan Uliman

1245 29" Street North West
Washington, D.C.20007
202-333-3004
202-337-7337 (fax)
703-824-2194(CNA)

To: Don Rumsteld March 8%, 2001
Re: Big Ideas

Don--- Your office called inquiring about a few "blg ideas” that may not have reached
you. Hence this correspondence. As an interested (but not necessarily well-connected)
observer of defense, the three key items that were passed on to you earller this year do
not seem to have been addressed yet at least in ‘what is leaking out of the building,
That, of course, could be because these views are not shared or considered to be
significant or that solutions are already being addressed. The crucial items are *people”
and the crisis in leadership and service; the need for genuine reform in how the
department conducts its business; and answers to the question “transform to what?”

First, in my view, the biggest problem the Department and the nation face re defense is
about people---attracting, recruiting and retaining both uniforms and civilians who are, if
not the “best and the brightest,” pretty close. The issue here is “leadership and service”®
rather than simply improving the quality of life. “Juniors” (i.e., O-6 or O-7 and below) are
increasingly disenchanted with their seniors. In part, this Is due te the diminution in the
understanding of service and in convincing people why service is important and fulfilling.
And, in part it is failing confidence of juniors in the ability of seniors to lead. As noted in
earlier correspondence, in the Navy (to pick only one case), two years ago a survey of
junior officers conducted by reserve admiral Jack Natter revealed that fewer than 10%
aspired to command. This is a crisis that no one seems to worry about enough to
address it and that each of the services faces.

Second, a super-BRAC is not the complete answer. Genuine reform is. And reform
must be of the how the department conducts its entire business starting with the Title X
responsibilities to recruit, train, equip and organize. For example, when you were first
secretary, the “tooth to tail” ratio was about 40-80. Today it is 25-75 and possibly 20-80.
To that end, attached is a briefing prepared for the Navy and its so-called Revolution in
Business Affairs that suggests how Such an undertaking might proceed. It was clearly
too rich for the Navy’s blood. Michael Bayer will vouch for the process since he was
part of it.

Finally, in the search for the holy grail of transformation, the question is ‘transform to
what?” In the briefing that CinCJFC gave to the president in Norfolk, he said that the
military was transforming to become more ‘agile and lethal. But more agile and lethai to

2
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do what? How, for example, would greater agility and lethality have made a difference in
Desert Storm or the .78-day war over Serbia? Freddie Franks, VII Corps Commander in’
Desert Storm proudiy noted that his tanks had a 90% kil (i.e., not hit) rate. It would be
hard to be more lethal and agile than his corps was.

As you recall from the work on "Shock and Awe,” it has long been my view that in a
world that is as uncertain and hectic as the one we face, the aim of policy and of military
force must be to focus on how to affect, influence and, indeed, to control will, perception
and attitudes. The mechanism offered to affect, influence and control was a regime of
“shock and awe” (ranging from the sublime and therefore highly positive to complete
and entire devastation and destruction). However, the point is to identify what Is to be
achieved through transformation, and then putting those ideas and intentions into plain
English that is understandable to the private, general, member .of Congress and
informed citizen.

| am happy to discuss some or all of the above or simply to turn my transmitter off.

In the meantime, the very best wishes and best of luclsy

Hol  ——

Attach
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156 In Irows: US. Murrary Moz In THx NEW CRNTURY

As will be shown, from 1989 to 1898 and including the actions
of the first three Base Closure and Realignment Commissions, the
defense budget has been cut by nearly 30 percent in resl teyms,
force structure by about 35 percent, and the infragtructure by less
than 17 percent. Because the infrastructure still included many
facilities that date back to World War 11, these reductions and re-
alignments have been modest at best even though tha pelitical pain
and consequences have been quits high.

In terms of infrastructure, figures 18 and 17 depict graphically,
how the DOD budget has shifted over the past four decades in terms
of actual spending. Although fimding for strategicforces has dra-
matically and understandably declined from the build-up of the early
1960s, categaries that are generally representative of infrastructure
have shown the opposite tendency. The futurs trends depicting the
growing disparity between “testh” and “tail” take into account the
actual and projected savings made through the BRAC process.

Flgure 18. Infrastructure drain 1962-1980

B R R TR TR T Y

Fiacal year

Nols: AS igres taken from Office of the Camptroller, he DOD, May 1963, pp. 82-83. “Teeth” inchxled

4
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Figure 17, infrestructure drain 1980-1988

.,
hl TTY
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Flscal yoar

Nale: Al igures taken from Olios of e Comptroliss, e 00D, May 1983, pp. 80-63. “Teet” Included
siningic end genan-purpose fosees, and sir-andesali. “Tail” Included the olher accounts,

— ¢ “Teeth,” measured by strategic and general-purpose forces,
have shrunk from about half of the budget to less than two-
fifths, The trenda between “teeth” and *tail” are diverging
rapidly in favor of infrastructure. ‘

* Intelligence and communications funding has increased, in
real terms, by more than double.

* Air and sealift funding has increased by nearly half 52
* Guard and reserve funding has increased by nearly two-thirds.’
. * Research and development funding has increased by almost half,

* Training, medical, and administration have increased, par-
ticularly in relation to the reduction of one million active.
duty service members since 1962,

52 Lift clearly contributes to fighting power as well as parts of other budget
accounts, but it is tha size of the differential that is suggestive of the trend.

S
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Summary

"« In order to implement a full and complete RBA, four basic
and overriding tasks were identifled:

— First, a process for integrating, assessing and validating all

operational, readiness, training and maintenance requlrements
~ must be put in place.

~ Second, the core functions that can only be performed by Sailors
and Marines such as pulling triggers, dropping bombs and
capturing territory must be defined and less essential tasks
assigned to appropriate government agencies or other services,
contracted out, or eliminated.

-~ Third, the “Teeth to Tail ratio,” appropriately defined, must be
shifted perhaps by as much as $8 billion per year towards “teeth.”

— Finally, “Quality of life” initiatives must address the issue of
sustaining the morale and general welfare of our most important
resource — our military and civilian people.

“For- SEENAV s Eyes Only
2
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'AReal RBA

. While the private sector does NOT use the term RBA, here Is our

definition:

~ First, to be an RBA, there must be a hlghly objective assessment of the
- harsh realities confronting the services, and then crafting an appropriately

'. bold response.
- -~ Second, it is taking the best practices of the private sector and, as eact,
fits, applying them to how DoN is organized, managed and run.

_ ~ Third, it is ensuring that all people concerned in making the RBA work
recognize that the future of the naval services is at stake.

» We start with the law, Title 10, and the responsibllities for
“organizing, training and equipping” naval forces for prompt,
sustained operations incident to combat...

 The first key question is knowing for what we are organizing,
training and equipping.
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A Real RBA

. R I
. L~
AL
.

e Currently, requirements for organizing, tralnlng, equipping,
- and operating are rarely assessed and validated in a

comprehensive way. And, Title 10 now directs CJCS to

. develop “doctrine for joint employment” and formulate

policy for “joint training,” adding another input.

- For exampie, in the Atiantic Fleet, every 18 months a ship
undergoes 314 inspections, which seems excessive.

~ And, CNO has signed out a memo to LANTFLT and PACFLT to
reduce some of those requirements by 25%.

Hence, step one must be to collate and validate all of the

. operational, training, readiness and maintenance
' requirements, including all exercises, services and speclal

port calls, to determine what we are organizing, training and
equipping for. | ,

11-L-0559/0SD/317




P10

P

MAR- 6-01 TUE 1:25 M

What Comes Next?

« Second, and a subset of the first, we must:
~ Identify those tasks and assignments that can only be performed by
- Sailors and Marines, such as pulling triggers, dropping bombs and
occupying enemy territory; o
— ldentify what tasks could be [better] performed by other semces,
other government agencies and offices;
~ ldentify what tasks could be “contracted out”;

~ |dentify what tasks could -be eliminated or reduced.

« For example, there is an initiative under review to “MSC-ize” an FFG-7,
manning it with about a quarter of the nominal crew by minimizing
maintenance and watchstanding requirements, and stilf conduct
counter-drug and other non-warfighting missions. -

Eor-SECNANs-Eyes Only-
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\Nhat COmes Next?

e Thlrd there must be renewed emphasis on shifting the

+ “Teeth to Tall” ration towards “Teeth” using an arblirary
‘objective of freeing up about 10% of the Navy’s annual
- budget toward that objective. ~
~. Senator Ted Stevens recently deciared he would lmplement a new
BRAC in response to a major DoD headquarters restructuring and
downsizing ~ why not take him up on it?

— Industry, through reorganizing and productivity increases is
_routinely freeing up more than 10% of its operating income.

- Finally, our most Importént resource - people — must be
protected and morale and general welfare sustained

through QOL Inltlatives. .
~ Retirement, healthmre and other beneﬁts are bemg [senously]

eroded and retention is suffering. | _

&
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" Taking the Four Tasks:

. Validate operational, training, equipping, maintenance and other
* requirements, including joint ones.

Il. Identify core / unique / essential tasks.
Il. Shift “Teeth to Tail” ratio.
IV. Enhance “Quality of Life.”

We superimpose the necessary additional sub-steps, the
ExCom initiatives, and a time horizon for completion |
implementation ysing the near (1-3 months), medium (3-12

months) and long-term (beyond 1 year). -
-
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L Van&éiefoperational requirements for Oiganlzlng. training,

. and equipping.
IA. Vahdate (new task)
|B " Application oftechnology

lC - Establish accurate, comprehensive, transparent cost accounting
. -system (new)

I Deflne core/ 