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THE SECRETARY OF DEFENSE

o | - WASHINGTON,DC. 20301 S ,a'q,.
* MEMORANDUM FOR THE ASSISTANT TO THE PRESIDENT FOR . .~ . =t~
NATIONAL SECURITY AFFAIRS - L o Y

SUBJECT: Communlcations Between the US and USSR fn Time of Crisls (U)
: {U) The attached paper responds to yuur-reﬁuesf fbf a description end
evaluation of communications between the US and USSR In tlme of crisis.

- {$) The paper concentrates on the capabllltles and procedures assoclated —
with the USA=USSR Direct Communications Link {BCL=MOLINK or ""Hot Line") .
which Is operated by the Department of Defense. The normal diplomatic
channals and clreults malntalned by the Department of State are avail=
able when time Is not a critlecal factor. In emergencles, however, the
MOLINK provides the most rapld and dlrect. communications linkage bstween
the President of the Unlted States -and the General Secretary of the Com=
munist Party of the Soviet Unlon. Also Included with the paper Is a copy
of a September 30, 1976 Protocol on the.Use of Immedlate Natiflcations In
Implementatlon of the Agreement on Measures to Reduce the Outbreak of
Nuclear War. Between the Unfted States of Amsrica and the Union of Soviet
Soclallst Republlcs of September 30, 1971, The 1976 Protoco] becomes ef= -
fectlve on March 30, 1977 and provides for reduced MOLINK transmisslion.
times through the use of pre-agreed shnrt messages, conststlng of @ code

«  word and numerical deslgnator.

(U) This report Is based on data provided by the Chalrman, Jolnt Chlefs
of Staff, and has been coordtnated with the Department of State.
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Communlcatfons Betwesn tha US 4 USSR 19 'rrm'e'df crists {

¥

1. (U) Two direct methods are avallaﬁle_toiih;'Préé?déht*fbrﬂtommhﬁlcatipg'ff'

with the USSR, In those situations where time Is not a facter, communi- =~
catlon through normal diplomatlc channels and clrcultry maintained by the
‘Department of State will be avallable. In situations requiring rapid
notlfication, the USA=USSR Dlrect Communications Link- (DCL-HOLINK) operated
by tha D:partment of Defense wl!l ncrmal!y be used, .

2. (8) The Natlonal Ml1ttary CQmmand Center (HMCC) In the Pentagnn, is the
primary Washington MOLINK terminal, and is responsible for routine testing,
ressage accountabl!lity-and translatlen services. A second terminal, in '

the Alternate Mational MIlitary Command Center (ANMCC) near Fort R!tchxe._.-‘ .

Maryland, has the capabliity to serve as an alternate center for originat-
Ing and receiving messages. NMCC perSOnnel are responsible for perlodic
 testing of this terminal, and for manning end oparating it should the need
arlse, A third terminal, located In the White House, can act @s an Inde-_

pendent center for orjgtnat!n and recelving messages uslng special privacy
and override featyres, 1he White House terminal 1s tested, manned and op=

eérated by White House personnel, though' transiator personnel may be relocated

from the NMCC at White House request. 1t.is antieclpated, however, that
all officlal exchanges of messages will be vie the NMCL terminal unless
. otherwise directed by the Presldent or-his ‘Assistant for Natienal Securlty
Affairs. _ .. .
3. {8) A1l outgolng messages require Presi uthorl
‘directly from the Presldent or through the Secretary of State. Sacretary
of Defense, or Assistant to the President for National Securlty Affalrs.
The text of an cutgolng massage may'be transmitted from the White House
to the NMCC by secure long distance Xerox (LDX) secure teletype, Secure
telephone, or courier. Before releasing the message, the Deputy Director
for Operations (NMCC) must contact the Whlte House Situation Room and
conflrm that the text recelved Is authentlc and has Presidential approval.
The .message s then transmitted to the Moscow termlnal. This process may
~take a5 V{ttle as flve minutes,-depending on the length and urgency of the
message. All US Inltlated messages are transmlttad ln €nglish.  All USSR
initiated messages are received ln Russian. _

(U} A more detailed description of fac?1ltles. procedures, and exper!ence
ls provided In Tab A. Contalned In Tab B, {s a copy of a protocol between
the US ‘and USSR which describes accelerated communleations procedures for
use . In connection with the Agreement on Measures to Reduce the Rlsk of
* Outbreak of Nuclear War Between the Unlited States of America and the Unieon
of Soviet Soclallist Republics of September 30, 1971, . The accelerated pro-

cedures becoma effective on March 30, 1977 and permit the use of pre-agreed
short messages conslisting of a code word and a numerical dislgnator to
Areduce transmisslon time In emergency sltuations.

Attachments: . e . ..
als | Y C -
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' HOLINK PROCEDURES

L3
&

l. mes T
A. WHITE aouse - MOLINK (amcc)

1. KY=3 Secure Phone = used for va!ce communicattons between
- MOLINK and-White House Sltuation Room. . :

2. Red Analog secure phone =

‘ - ‘ a8, Used for conference ca!is !nclud!ng HOLIﬂK, Nhlte House,
. o and KNCC.
b. Back up for K¥-3 to White Hause Sltuat!on Roon.

' 3. Secure Long Distance Xerox (LDX) to whlte House Sltuatlon Room
(hard copy communicatlons). L

k. Secure teletype: ‘alternate means for hard Eopy communications.
§. Courfer..

6. Deployment of MOLINK personnel ta White House Dlrect Commun!ca-
-tlons Link (DCL) facility. ;

B. HOL!HK - U&SB '
Four teletype clrcults:

1. Primary clreult (TGP-1): Secure teletype system uses two
: trans=Atlantic cables to London and diverse routes to Moscow.

2. Secondary clreult (TGP*Z): Secure teletype system uses single . -
- . trans=Atlantlec ceble to Rome and diverse routes to Moscow.

3. ‘Satelllte clrcurts {TGP-3 and TGP-&)
- Secure teletype system uses both us !nte 5

Molnlya satellite systems. Routed via landline from
terminals to earth stations in the vicinity of Washingten,
D. C. and Moscow and then by satellite from earth stat!on
to earth statlon. ‘

“be Stlll not offlelally operational but highly rellable and
E could be used If necessary. !

vooe | ¢. Expected to be officlally ogaratlanal in 1977,

o e
2

L]
O TR T i R i St w e & (Yt hwomem. S 20 w3 e .,,“.! -~ g
. ¥ B ¥
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}!. White House: HOLINK parsonne! daploy co Nh!ta Hous«
' cammunlcgtlon Agency facility on request from ¥hite House.

.2, AMMCC
(L Manned by HOLINK personne! whén acf!vaéed.

b Tas:ed by MOLIRK personnel on. month!v basls.

cammun!cat!ons with uhlte House avallable through Secure

facsimile (LDX) and secure Red Anelag phone,

) ll. PROCESSING AND 'ramsmsslon
A. OUTGOING MESSAGES o

: - Very .l1ittle time ls required to pkocess'ana transmit a meséagey
‘ A.two or three sentence NUCFLASH message approved by the Presi-

dent during a NUCFLASH conference could be -transmitted to Moscow

within flve mlnutes. A more lengthy, less. urgent message would
take somewhat longer. Personnel In the Washington and Moscow
~terminals work together ¢losaly on an hourly basis and malntain
not only 2 high level or skl1! but & close professional repport
which makes possible very rapld and effective communications.
Procedure for dellivery.of message from Moscow DCL terminal to
~ Secretary Brezhnev ls unknnwn but experlence Ind!cates that it
1s extremely rapld.

. B.  INCOMING MESSAGES

: ln the event of an- fncnming message, the Deputy Dlrector for -
Operatlons (NHCC) notifles the Senlor Watch OFflcer at the White

- House STtuation Room. As soon as the message ls translatad a
copy s sent to the White House Situation Room. Transfation

. tlme varles with the length and complexlty of the message; how~

~ ever, In the past, officlal government massage transiation time
has been approxlmately ten minutes.

) lit. PREVIOUS EXPERIENCE. Former presfdents hava chosen not to release
Information about thelr uses of MOLINK, except for the exchanges
which ocecurred during the 1967 Arab~lsraall confllct. The llne has
been used Infrequently since that time. Expsriente has shown that
& message transmlitted via MOLINK will recelve the Immadlate atten-

of

__tlon of the General Secretary. of the CUmmunist Party of the Sq1iat
. T UaRToR. .

Qg\!‘:!gmgufn "y
q
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' Bion, have agreed as follbws:
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 THE USE OF IMEDIATE w:ow:rxcm:ons e
 IMPLEIZHTATION OF THE AGRTEMZNT OHf MEASURLS TO
.. RMDUCE 1HE RISK OF QUTSREAK OF NUCLEAR
WAR BETWEEN TUE UNTTED, STATZS' OF AGERICA AND THE
o7 UNIOW OF SOVIST SOCIALIST RuPUBLICS OF - _ .
SEPTEUBER 30, 1971 y e

. @
‘

-". E ?ursue.nt to the provisions and in mple;nentatian of the

Asreement on Meesures to Raduce the Risk of Outbreal: of Kuclear
War Between the United States 6f Americe and the Union of Soviet e
Socialist Republies of Seplember 30, 1971, héréinafter referred

o as tho Agreement on Measures, and for‘the purpose of echieving :
| maxdmum reduction of trensmission time'over the USA-USSR Direct

| Caﬂmunicatima I.inl: of mtiﬁ.ca.tions provided for in the Agreement
_ on Measures .tn ’che evem. or emex‘gency u;.tuaucns, the Perties . '
tnereto, within. the fra.meworlc of the standing consultative Com:!.s-

»

1. To ac:eompush immedia.te notiﬁ.cation cver the USA-USSR

' m:ec.t Communice.ticns L!mk in accordame vith the ohjectives and

. Provisions of the A.greement on Measures in the event or emerseney

situa.tions, unless » in accordence with Article 6 thereof.‘, the

notifyi.na Party deoms another form of notirica.tion more a.ppropriate,
. pze-agreed short. messages, cansisting of o. ¢ode word and &
.x;unerical designa.tor, sha.ll be usad. e e,

" The code word ina short mossage means- that the messaga
constitutes imnediste nntif;ication in accordance with the Agreement
on Meazures, and tha numer.ical designa.tor .‘..nd:.ce.tes the nmnbar of
the. emcri,cncy a:.tuation {o t.hich t"xat notificat:.on corresponds.

Fpr ench short message to be transmitted, cach Pa.rt,,' poscesaes

- & correspondiag pre-agreed toxt of a full message.

. . .
N .
® a0t . s"’
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RERI OEUREL . .
?‘- ., T L '
- m Pnrt..tcs aha’;e auided by t!*.c rouawmg mg

- pmvisimza ref'arding emorgency situations, cmespondins short

: msages to be transmitted, and pre-e.craed tcxtn of full msaa:;ca: RN
25 suuat:l.on One-\ an a.cciﬁenta.l, muthari:ed or a.ny _
dﬂmr unexplained .m::ident ﬂ.mralvdna 8 posad.bla datonaticn of &

. pmelear wazpon which could ereate & Tisk of outbma.k of nuclear _ et
war btetween the USA end tho USSR, [« “ o R
' dhort mesaa.g;e to be transmtted. m:,:m. o o T }:" e

o ° Hext of full message: . . . )
, ®an accidental, \mauthorized or o'bhar unexpla:.ned .‘..ncident,
' ..nvalvins a possibla datona‘!:ion ot‘ a nuelea.r wee.pan which could : - ' ,'-

_ )
v r.':reate & risk of cutbreak of nuclee.r war, has occurred. L , B

-This message cnnatitutea notification in accordance w;i.th
g 4 1 Asreemnt an Heesures to Reduce the R:Lsk of Outbresk of I‘Tuclee.z‘

ey Betﬁeen the United States of Amer:.ca. end the Union of swiet T St

- Bocgalist Republics:of September 30, 1973.. , . . .. . ... me
.o “- Dotadls S‘ollqw. : . _. ' S % . ':,_
. b Situstion Two: detection hy miseile wé.'ming systenms -

or unidentiﬁ.ed obdecta, if such accurxence could create a risk, ar : %

- o.zbhrea.k of nuclear var betwecn the USA and the USSR, = . |

Short message to be trensmitted: ATOM 222 -

. Sext of full message: L
* ®our missile warnping systems have cetected urﬂ.dentifd.ed L

® o BER.t e et e Se & &
. .
. .

®
. k]

- objacts, and 'th.ts occurrence could crea.te & risk or outbreak of

%
P

nmlea.rwe.r. o R R S
| Inis message constitutes notification d.n aecorde.nce with & .
tm Agreenent eon Heasures to Reduce the Risk of Qutbreak of truclear ) :
Heaxr Botween the Uuted Sta.tea of America. s.nd the “Unien of Boviet .
‘Socislist Republics of Soptember 30, 1971, © e ‘ '

. ‘:lf‘;‘_. e, | ““‘..- : . . _I-..“ ' | :-‘ L :

Non bbieoﬁon To’DeclassEfication in Full 2013/11/15 : NLC-12-17-9-2-9




No Objectlon To Declassmcatlon in Full 2013/1 1/15 NLC 12- 17 9 2- 9

"“h._-—" e o-q":la-v-. . ..“ -

LT eECRET T e il

We request vxgent clo.rificatim For our pm:t, ve shau. S . 4

provide appropriato additional information as soon as passible._ o
e _ 6. Situation Threa: dete_ctior_i of interference with | ST
- mlssile warning systems oi- with relé.t'ed‘ eommunicetions facdlities, .

if such occurrence could create & risk of outbree.k of nuclear war SR :-' 1

» - . -y g
. . ey

between the USA end tm USSR, A e LB
- Short message to be traasmitted' ATOM 333 . RS R
. Text of full message- ) we L S ‘:,

L 4 . Q9

- ’ . .
: I T

. .. .

. "Interference with missile warning systems or with
L z'elated communicatians racmties has been detected, and this
. occu::-ance cculd erea.te 8 sk os‘ outbreak of nuclea.r we.r. . } - | ’ .

. °, This massa.ge constitutea notii‘ica.tion in a.ccordmce with b ‘,} N ‘E*‘ |
- the Agreement on Measures o Reduce the Risk of Outbresk of Nuclear ' ’
| ¥ar Between the United States of America. and the Ualon of Soviet - | AP -
sacia.lis'b Republics of, September 30, 1973.. . ) ' o ‘. N “:2'4;3 - ".’.

; - . We request urgent olarifica.tim. E‘cr c-v.r part, ve shall . e 'l

provide approprie.te, a.dditiona.;.infome.tiwn &3 soon as possivie."

" 4. Situetion Four: en unsuccessful leunch of & missile
. " which 48 not carrying e nuclear weapen, &8 & résult' of which the -
-. $lighy traaectc;ry_of the missils has extended or may extend, be_;écnd
. netional tezritory in such a direction that, in the J&dgment of

the Party on w‘nose gide the ax‘orementioned nissile 1aun¢h occurred,

- this event could be m.isinterprated by the other Party, and v;hau ‘
':'the former Party. deems notificatioﬁ'-té bé warranted by the interests
" ot é.vertiﬁg the risk of outbresk of auclear war betwesn .t.?ia UsA and

the USSR, e I

E.

_ Short mezsa{so to be tre.n...rr..ttad: ATOM Lby R o : L NE

- ey
b
-

) . Text of full messago: . _
SUTEY reault of an unsuccossrul launch of & ud.ss:!.lc vhich - ¢

A

i 15 not carrying & nuclear weapon, itg: i‘liaht. trajectory has T oL - .o

: s @ . ; . K g

SECREf .;-‘. s y. e -"_""'“!i.".

. 0
T s L o * ey’ g
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‘of Septemver 30, 19731 .. L. ,‘Z'_"'." A o
| ‘ Details follow.* S - .' ..'~"‘ -“ - B ‘ ' :
il e, Situstion Fiire: an unexpla.ined nuclear inc.tden'c )
when ons Party, due to the possibility of the acticns of ‘che . ’ :_- !

. to reduce the possibility cr your actiona ‘cuing misinterpreted

. ) g
- ey -

No ObjeCthR To Declasssfucatlon |ri Full 2013/1 1/15 NLC- 12 11-9-2-9
...'--“.cr r.n’L‘ R o o ‘: RS .

dxtcnded or may extend eyoud ou na.tioml terr:.tory in such &
dirccticm uw.t this ‘ovent could bo misintcrpm ed. _

his mesaagc is sent for the pnrposa or precluding the . ’
pcssihnity of misinterpretaticn or our actions a.nd constitutas - |
mt:.ﬁ.cation in accordance with the Agrecment on Measures to
Reduce the Risk of Outbreek of Nuclea.r Wor Botween the United -
States of Amnr.tca and the Un.ion or Sovic'b sucis.list nepublics '

other Party be:!.ng miainterpreted desms receiving clarif.tcation
‘.%o be warranted by the .mterasta or e.verting the risk of outbresk
of nuclea.r war between the USA and the USSR. o

Py
B

.ot Short message to be transmittad- A'J.‘OM $55 - S w

o Beme v " ol .t . .
. ¢ . g st

-

e gy
el

Ce . Text of full nessage! ; . .
*"wan unexple.ined nuclear ineddent ha.s been detected, and,

end to avert the risk of ocutbreak or nucleax wa.r, we request -

- -
Ad B . B . M
)

urgend cle.rificstiou. _ .
‘ !lhis nessage constitutes notiﬁ.ca*bion in accordmca with

) fhe'Ag*e ezent ‘¢n Measures to Reduco the Risk of Outhrdalk of Nuclesr

" par Betv een the United States of Ameries and the Union oi‘ Soviet

Sosialist Republics of September 30; 1571. RS AR

' For our part, we shallsprovide appropriate add.i.tiona.l U %
»! . s ! et e }l.;l

s.m‘omation as soon as possible._ i .
T, §1tvat!on Sixe: an une:plaincd nuclcar incidant vhcn

. one'Par{:y, dus to tho possibility ‘of 4t3 actions belng miai_ptorprgted e
.' !?y the other Party, decms no_tifica.tiﬂn to be warrented by the ‘ L. 2 .

SRR

{

. ,
3 . . .- L

5'1

f

T

(.
s

Y

b
= b Al

o8
. 8
a & .
.

¥ e
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‘d_ ) . . ._ - R Coer T ]

anterusts of nvcrt:.ns the risk of autbrcal.. or nuclear wm.- s botween: -
. the USA end tho USSR, T
Short message to be ﬁmnsmitted. M’OM 665_"_:} o P
‘I‘ext of £u11 measr.ge. . R c LT
. % mexple.ined nuclear ineident hag occurred, and, to"

."reduce the possibility of our actions 'being misinterpreted é.nd : __ o

to avert the risk of outbrea.k of mzclear war, we provide this
‘ 'ndtiﬁca‘ion in aceordance with tha'Ag'réémiant on Mea.sures to
Reduce the Risk of Outbrask of Nucloar Ver Betwecn the United
Btates of America m‘d the Union of swiet Socie.list Repubucs of

~ September 30, 1571. el T e T ey -
"7t Details ollow.” . : o o : l

" 3, The Party which hes received “grem the ot.her Party 8
messase ch any, one -0f the situations provided for in pe.ragraph 2

.. of this' Protocal ehall dmmediately take all aotions within its . . ¥ -

) .pm.'ﬂr in. accorda.nce with .the obdectives and prov:.a:l.ans of the ot ;
Agreement on Maasu.res :l.n the interests of reducing the risk of '_ .
‘outbreak of nuclear war between the USA and the USSR:  In sddition,
© when recsiving messages in sccordance with subparegraphs (b}, (c) o
‘ " end (e) of pa.ragraph 2 of this.Protocol, that Party shall enemre '

LY N

uréent transmisslon of e.pproprie.te J.nf‘orme.tion at its d.iapc:sa.l . i B

] regarding the situation which :La the subject of the request, and
vhen receiving messages. on the other situa.ﬁicns provided for in ‘

. pa.ragraph 2, shall transmib a.ppropr.‘\.ate information at its disposal
regarding the situation which 15 the subdect of the notirication,
_ea it deems necesam. T ., .' ": Dt I v |k'_

a aw T - . '.\,n. .

_ The Pa.rty which hog aen’a & messaso to'tha othar Party con- o,
“cerning any of the situations specified aho.ll a.ct in the spirit '
: ot the ablia,ations ensu:lng !‘rom tho Aaraomant, on b:easures 2 and

]
L]

. L
. : + P [
1a0 0+ .
. 8 . 2? . )
= ® L]
LI . e * . W ¥ L

e : ﬁMﬂm;ﬁtﬁ-”'
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Ll -n—-u-m._‘ . s ' “

. shall nlso ensure transmission of a.ppz opriate additiona.l mrom tibh._ _

at its dispoml regard:&ng the’ a&tuation which is the subacct of t.ha . ‘
' notitication. Lo Ce
T §. For the purpose of fu.rther rcducing tize tra.nsmiesion time .
oi‘ the short mesasges set forth in paragraph 2 over tha USA-USSR " -
Divect Commumications Link the Partdes shall .tmprova, J.f necessary,
their organiza.tional end ‘techndcal o.rrangement;s Toy transmission of
these messages. o Y AT RS
L . 5. This Protodol shall enter into force six montha after )
aignature and shall remain in force for the dure.tion of t‘ha Agreemem— A
* en Measures, and mey be emended by the Standina Consultative Comnis-
. sion as it deens, eppropriste.-’ e ) , e
nme at Geneva on September 30, 1916, in two copies, each in AN
. the English ard Russien languages s both texts being equa.lly i .
- . “guthentde, v T e T e {fi'
Lt e : . ' . " | . ” L
*" . Commilssioner, ! o comniasioncr R L . ',:
United States of !une:}ca * Undon ;g Sg\ﬁet Secialist - SR
- O . pu CE . T .
72, ﬂ' ﬂ~‘~:§, . " . G :
M"Ugf '"U o . . . C‘(} ‘ SR
- ' . * P - " i ‘
. 4 Pl ‘; v g .‘.
v t ¥ ‘-' . ;
SRR : RO
o "l . R . ".:‘ :-.':.‘ .y ":,.A:-;n‘.. ;:‘:.:.'2‘-'; .-"..‘;-._- S .}:_;';_. e o e * o '...-.'u',' . L . ;‘. Ji
" PO M = _'_0, te AL » . '.l_ .y 3 2 ‘
’ i . o : :-
‘ ) ' , ¥ ' '
P SN : . t
! ) ‘: p- T LA REIX 't-:. Aoy e Nand :" v';‘a‘ :v ,'.:". - Wi w0 ard ';. '_. -~
[] 4 : __'- . o -..,.. ) :.;., ] e pete d ¢
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