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PROCEEDINGS
THE DEPUTY CLERK: Will everyone please state your
names for the record.
IR S s
B B s Oifice of General

Counsel.

B B - office of General
Counsel.

O

H I B s

B B cooc rorning. [INNEGEGEGEE i

General Counsel, NSA.
MR. INGLIS: <Chris Inglis, Deputy Director, NSA.
MS. MONACO: Lisa Monaco, Assistant Attorney General.

MS. GAUHAR: Tashina Gauhar, Deputy Assistant Attorney

General.

B . _ NSD.

B B O0Vi, Office of General
Counsel.

THE CQURT: Welcome to all of you. Please be seated,
and thank you all for coming today. We have a full house,
fuller than we usually get in this courtroom.

Now, my view of this proceeding is going to be mainly that

.Ilm_901nghto,ask,ambunchAoﬁ.questlonsb, I hadn't intended that = | _
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1 anyone give any argument to begin with or opening statement or
2 anything like that. We've been dealing with this issue, the
3 upstream collection and the certifications under 702 for several
4 months, so I don't think there's any need for that.
5 I'm sure that there will be both lawyers and nonlawyers
6 responding to some of the questions. Since this is a formal
7 hearing on the récord, we need to swear, particularly those
8 nonlawyers who will be responding to questions.
8 It might be easiest if everybody who's going to be
10 responding simply stands up as- swears those who absolutely
11 need to be sworn. I think that's probably the easiest
12 procedure. So everyone who's going to be speaking and
i3 potentially responding to factual issues, please stand be sworn.
14 (Attendees are sworn.)
15 THE COURT: 2ll right. So first of all, I want to
16 thank everyone not only for being here but for all the very
17 helpful materials that have been supplied ovér the past few
18 months. We've looked at them closely, taken them all into
19 éccount, obviously had questions with respect to certain things,
20 and you've followed up with responses, and all of that is very
21 much appreciated and has advanced this matter considerably.
22 We wind up at this point with some continuing questions
23 that I thought it would be useful to have you come in and talk
24 with us about, and they are in many areas. By "many areas," I
25 1 ~mean they include minimization concerns; they include some

il
|
|
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1 questions about the submissions, looking not all the way back
2 but back one or two submissions; they include definitional
3 questions relating to intent; and they include Fourth Amendment
4 issues. There just are a number of areas.
S As I said already, I understand that different pecple may
6 be responding to those different areas, but let me just jump
7 right in and start with a couple of questions mainly about the
8 August 16 submission, although the questions obviocusly relate to
9 some of the earlier and the most recent August 30 submission as
10 well.

11 In the August 16 submission -- I think it's in footnote 5

12 on page 2 -- the government has discussed and indicated that

13 some of the Internet communications that have been acquired and
14 are continuing to be acquired under section 702 were purged

15 prior to the July 14, 2011, time point in dealing with this

16 statistical assessment and therefore were not included in the
17 NSA sample. I have a few questions about that body of

18 communications that were purged.

19 Does the government know how many communications were

20 purged and why they were purged?

21 -: We do not have an exact account at this

22 point of how many were purged.

23 THE COURT: Do you have any sense of why they were

24 purged?
25 BE: There could be a number of reasons:

POP—SECREE/ S COMINT/ . ORCON—NGEORN-
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1 roamers, overcollect of sorts, and things we would have filed of

2 incidents.

3 THE COURT: Do we know if any were purged because they

4 were determined to be wholly domestic?

5 _: I don't believe any of those were purged

6 because they were wholly domestic.

7 THE COURT: You don't believe, or you're sure that

8 they weren't?

9 B 1o our previous filings, we have indicated
10 that prior to our statistical analysis we had not identified any
Ll communications of the MCT type that were wholly domestic, which
12 would require purge.

1:3 THE COURT: Now, since we don't know much about this
14 purged group -- and this again is just focusing on the

15 statistical sample -- how do we know that the sample is

16 representative of the actual collection of Internet

1.7 communications? If we don't know what's been purged and what
18 the nature of those purged communications is, doesn't that

19 affect the validity of the sample to the extent that it's a

20 sample of the collection of Internet communications?

2l B e sample that we evaluated were the

22 sample that were in there and available to us.

23 THE COURT: I understand.

24 - -: In our evaluation of this sample set, there
25 were some communications that were purged during our evaluation,

FOP—SECRET//COMINT//ORCON—NOFORN-
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1 but we believe that given the six-month period, the number of
2 items that were included in that six-month period and then the
3 number that we manually evaluated has a statistical
4 representation of that whole body with a 95 percent confidence.
5 THE COURT: But it seems -- to a fairly ignorant
6 mathematician, it seems that if you're trying to get a
7 representative sample and that representative sample is to be
8 representative of the collected Internet communications but you
9 first take a chunk out of the collected Internet communications,
10 that could affect the validity of that sample.
11 I don't know how it would affect it or whether it would
12 affect it significantly, but I'm just trying to probe whether it
13 does havé some impact mathematically on the walidity of that
14 sample as being representative of the collected Internet
15 communications.
16 B  our Honor, if I might try to answer that
17 from the General Counsel's Office. We know that the sample that
18 we took was one specific date, and so it's representative a
19 snapshot of time what was in our system.
20 The reason, Your Honor, that we can't articulate the number
21 of items that had been purged is because we can't put our finger
22 on those in the same way that we can put our finger on what's in
23 our systems at any one point in time. As you may be aware from
24 prior filings, when we discover a compliance incident, it may be
25 several months in time beyond the time that the actual item was

TOR SECRET//COMINT//ORCON;NOPORN-
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1 collected.
2 So that 13.25 million sample that you saw is reflective of
3 what was in our systems as of that particular date. As you
4 march forward in time from the time we took that sample, you
5 would expect that other items that were collected during that
6 time could also be similarly identified through our compliance
7 process and purged.
8 THE COURT: Well, let me -- this is not intended to be
9 reflective of the truth and is simply for demonstrative
10 purposes, but if you purged 13 million from during that time
11 period, then all the numbers that you're presenting would really
12 only be half of the picture in terms of what's collected.
13 See, I'm interested ultimately in what's being collected,
14 not what happens to be sitting in your data files at a
15 particular point in time. If the purging that takes place as a
16 normal course of business is half of the material, then it
17 changes everything just from that perspective even without
18 knowing what the purged material is, whether it's of a different
19 nature and richer in terms of wholly domestic communications or
20 not. Just in terms of raw numbers, it would really alter
21 things.
22 So to the extent that you can tell me something about how
23 much has been purged -- 10 percent, .0001 percent, 50 percent --
24 it certainly is helpful for me in assessing the impact of the
25 statistical presentation you make.

-FOR SECRET//COMINT/ORCON—NOFERN
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BE: Rioht. Your Honor, I think we understand
that and appreciate the point. My understanding, though, of the
Court's underlying concern was how many of the communications
were wholly domestic.

THE COURT: Ultimately, yes.

_: Right. It has been an unusual occurrence
for our folks to find wholly domestic communications in the 702
collections. So, although I can't say it with a certainty, it
seems to me that of the communications that would have been
purged in the normal course of our compliance regime because
either it was a foamer communication or we misidentified a task
selector, that those were not likely to have been wholly
domestic communications that would have affected the validity of
the sample in the sense that we were going through the sample
size to actually try to find wholly domestic communications.

THE COURT: I understand that based on your
presumptions and the presentation you've made, but even
accepting the presentation you've made and assuming that the
nature of the purged materials we're talking about right now is
the same as the sample you looked at, if the volume of the
purged materials is equal to what's left, then the numbers that

you've given me have to be doubled.

B Your Honor, I think it's fair to say that

~we don't believe that it would be that high, but we haven't come

prepared with numbers in terms of —-

TOP SECRET//COMINT//ORCON—NOFORN
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i THE COURT: And you certainly could assess that for
2 the future at some point, because you can look at what's
ic] collected and look at what's left during a six-month period, but
4 for now you can't tell me anything more with respect to the
5 six-month period that was analyzed.
6 _ Those are certainly numbers that we can
7 try to get to Your Honor, but we don't have those today.
8 THE COQURT: Okay. Let's move on.
9 MR. INGLIS: Your Honor, could we, though, take the
10 action and respond back to you within this week with what we can
11 reconstruct in terms of that purged list?
12 THE COURT: Yes; I think what we should do is at the
13 end of this discussion decide what you would like to present
14 further and talk about a timeline for it. Let's not do it on
15 one item, because there may be four items by the time we're
16 through.
17 Staying on the same vein with respect to the August 16
18 submission, the government states later on in that submission --
19 I think it's on page 7 -- that NSA cannot determine whether 224
20 of the roughly 5,000 MCTs examined contained wholly domestic
21 communications. Then a little bit later, it's noted that 23 of
22 the 224 MCTs were not further analyzed because they were
23 subsequently purged or placed on the NSA's master purged list.
24 With respect to those 23, do we know why those were purged,
25

or are they just part of this broader category that were purged?

TOR SECRET//COMINT/AAORCON—NESFERN
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B s/ Your Honor. In fact, I believe some
of the ones that were purged during the samplé time were
responsive to thelj |} incident that was previously
reported to the Court in the prior filing. If you recall, I
believe NSA purged somewhere upwards of- total
transactions as a result of that|jjiJ ircident. I can't
remember the exact number, but a specific number of that 23 were
related to that purge.

THE COURT: Were any of the 23 purged because they
were wholly domestic communications?

B Yo Your Honor.

THE COQURT: All right. Then also in the August 16
submission, we have this sort of unknown category which is the
-—- 45,359 I think is the accurate -- no, I'm sorry. Not the
unknown category, but there are 45,359 of the overall sample of
50,440 transactions reviewed that were determined to be single
discrete communications. So those were sort of set aside with
no further analysis.

In an earlier submission, I think the June 1 submission on
page 6, you noted that communications are nearly always
transmitted from a sender to a recipient through multiple legs
before reaching their final destinations, and certainly that

seems obvious to all of us who have dealt with these things.

mecause nsa's Te sircers (NN

A — I e government has

|
|
|
|
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indicated that NSA could intercept the communication_
And then based on a further explanation on pages 7 and 8, I

think, of the June 1 submission, should the Court understand

that NSA's upstream collection filters wouldn't prevent-

Do you understand the question?

B : ¢ filters would not prevent that, and
those are éxamples of the 10 wholly domestic communications that
we reference in the August 16 filing. That was exactly the
case.

THE COURT: So those communications would all -~ those
about communications would all be subsumed in the category that
is identified in the August 16 submission on page 9 as between
996 and 4,965, or would they be in one of these other
categories? I don't think they're in that group. Aren't these
part of the single discrete communications that you didn't even

analyze further?

B : Tihot's correct, Your Honor.

_ 23

_ THE COURT: Aren't _there going to be some wholly

NYT v DOJ, 16 CIV 7020_000090
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domestic communications in that group that you didn't analyze

further?

B :c's possible, Your Honor, but we --

THE COURT: It's more than possible, isn't it? Isn't

it likely there will be some about communications_

. - it's actually a

communication that is between two U.S.-located persons?

B : vour Honor, that is possible. However,

typically,

-: Yes. It is possible, but the reason

why —--

POP—SECRET//COMINT//ORCON;NOFORN-
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THE COURT: It's more than possible., Aren't there

going to be a fair number of things?

BEE: correct. There definitely will be.
However, the way they're designed is, as I said, _

THE COURT: The problem that I'm left with is to the

extent that there's a statistical presentation to convince the
Court of a low volume of wholly domestic communications, this is
another category that exists that -- you're using the word
"possible, " but I have no way to quantify it or know how many in
this sample -- just talking about the sample -- knowing_ how many
might be of that category.

B our Hornor, I think with respect to the
sample that NSA conducted, we certainly endeavored to try to be
as responsible as we could in the --

THE COURT: Let me state, you've been very
responsible. You've been very helpful. I know you're all doing
the best you can. I'm just probing the information.

_: Certainly. The focus of the sample -- I
think you're correct -- was geafed towards identifying MCTs
within NSA's upstream collection holdings in order to be able to

characterize the nature and scope of that collection

specifically with respect to multi-communications transactions. |

_|
il
|
1
|

NYT v DOJ, 16 CIV 7020_000092



Names of certain hearing participants withheld under b(6) and b(7)(C).
All withheld information exempt under b(1) and b(3) unless otherwise noted. Approved for public release.

10
11
12
13
14
15
16
17
18
19
20
21
22
25
24

25

TOR—SECRET//COMINT/FORCON—NOFORN 14

So there may be a number of other things that weren't more
specifically looked at within that particular sample which we
could attempﬁ to take back and answer for the Court at a later
time, but the sample that was run was for the purpose of
describing MCTs and the nature and scope of that feature of that
collection.

THE COURT: All right. I think it's fair for me to
say to you that I am concerned about this category within the
sample of 45,000, which is most of the sample. It's by far the
majority of the sample and the fact that it does seem to us that
there are going to be some about communications that are
probably wholly domestic communications in that grouping, and I
don't have any way to quantify or assess how much it is.

I know you héve cautiously, and appropriately, used the
term "possible." It seems to me it's more than possible; it is
highly likely, but I can't say what it means because I don't
know what kind of volume we might be talking about. So iet's
put that down on the list of something that we may benefit from
further information on.

I'm going to allow the legal advisors to follow up with

questions on these subjects before I move to another one.

-- _, FISC legal counsel. Just a

follow-up. If someone's

POP—SEERET/COMENT/AORCON—NOFORN—
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1 ——— N o vou have a sense

2 one way or another? '

3 It's not necessarily the case that

4

5

6

7

8 BB :5ut other than that sort of general

9 cbservation, you don't have a sense percentage-wise of how many
- |

11 _: No, we don't.

12 THE COURT: All right. Staying with the August 16

13 submission for just a moment longer, the government has

14 concluded -- I think it's on page 9 of that submission -- that
15 orf the 13.25 million Internet transacticons acquired via the

16 upstream collection during a six-month period, between 48,6009,
17 and 70,168 are MCTs containing one or more communications

18 between nontargeted persons but lacking sufficient information
19 for NSA to identify the location of the sender and all intended
20 recipients of that communication.

21 It's a category that I call "the_ unknown category," which
22 is fairly large, certainly larger than the category that you'we
23 identified as actually containing a wholly domestic

24 communication. A little later in the submission, you indicate
25 f1 that NSA has no basis to believe that any of this category of .

NYT v DOJ, 16 CIV 7020_000094



Names of certain hearing participants withheld under b(6) and b(7)(C).

All withheld information exempt under b(1) and b(3) unless otherwise noted. Approved for public release.
FOP—SEERET/COMINT//ORECONNOFORK— 16
1 transactions contain wholly domestic communications.
2 Now, that's a fairly absolute statement that's made in the
3 submission. Doesn't the conclusion that between 9926 and 4, 965,
4 which are pretty low percentages but nonetheless an actual
5 determined amount on this sample, doesn't the conclusion that
6 there are those wholly domestic communications acquired every
7 six months, doesn't that undermine the presumption that none of
8 these unknown transactions contain wholly domestic
9 communications? Wouldn't one expect that at least that
10 percentage of that unknown category would be wholly domestic?
11 MR. INGLIS: Your Honor, if I might, I'll defer to-
12 to provide the detailed answer, but in that case, when presented
13 with the possibility that these are either unknown or
14 unknowable, we pushed our analysts further to do two checks
15 against each and every one of these items, first to check to
16 determine whether or not there was any information that might be
17 attributable to a domestic communication, and second, to
18 determine whether there was any information that might lead us
19 to conclude that in fact‘it was a foreign communication.
20 In each case, both of those checks for each of these items
21 came back showing that the preponderance of evidence -- not
22 absolutely, but the preponderance of evidence which we had
23 before us would say that there were no domestic communications
24 in that pile. e e e ek e e
25 THE COURT: So I guess what you're saying is that this

TOP SECRET//COMINT//ORCON—NOEORN
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1 grouping, you've determined, is not going to be -- it's going to
2 be less rich in wholly domestic communications than the overall
3 sample is. |
4 B hat's correct.
5 THE CCURT: I mean less rich even to the point of
6 containing no wholly domestic communication. Why is it that
7 this grouping -- what is it about this grouping that should
8 convince me that it is different than the rest of the sample and
9 will contain no wholly domestic communications?
10 MR. INGLIS: That's more than a fair question. It
11 wasn't that it was wholly devoid of contextual information, thét
iz .it lacked information, a conclusive statement, but the remaining
13 artifacts led us in every case into a -- if you had to decide
14 yes or no based upon the available information that it was
15 foreign as opposed to domestic. Sco in each case it wasn't that
16 there was no information. There was insufficient information to
17 say with absolute certainty.
18 _ Correct. And the way we did that analysis
19. stemmed from the data set we evaluated. Of that 224, we did
20 this in-depth analysis that Chris described, and via a
21 statistical analysis we were able to extrapola£e that sample‘set
22 with a 95 percent certainty across the entire 13 million. 2and
23 there's a certain error associated with that, and that error is
24 expressed in the confidence interval. — R
R 25 —~ -  Bo.based on the data set that we evaluated.on.page 7. and. .| -

NYT v DOJ, 16 CIV 7020_000096
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1 before, our statistician was able to draw conclusions based on
2 that to the true proportion of those type of communication
3 across the entire 13 million set within that certain confidence
4 interval. |
5 MR. INGLIS: But, Your Honor, if I understand your
6 question, you would ask why do we believe that that population
7 of data that we would declare as unknowable is statistically
8 different than the larger set from which it was extracted,
9 perhaps on a statistically relevant basis.
10 THE COURT: My guess would be that it goes in the
11 opposite direction because it's a group that has already
12 eliminated all these large portions that clearly don't contain
i3 any wholly domestic communications from your view. So why does
14 it then --
15 MR. INGLIS: 1In the case of the 10 wholly domestic
16 communications that clearly stood out as having artifacts that
17 said they're wholly domestic. In the case of this pile, there
18 were no artifacts associated with those that spoke to the
19 possibility of domestic that we couldn't rule it absolutely out.
20 We also loocked to see whether in each case there were
21 artifacts that would lead us to conclude that if we had to make
22 a judgment that they were foreign, not domestic, and in which
23 case both of those tests led us to conclude that the& were, not
24 I presumptively, but more likely, to be foreign than_domestic
254 _ _ There was no_information I'm aware_of in the file =-_and we.

NYT v DOJ, 16 CIV 7020_000097
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pushéd our analysts very hard on this particular pile because we
had the same question you did, which is could this be a soft

underbelly in our analysis, and pushed them very hard, and they
came back with no information that would lead them to conciude a

strong peossibility that they were domestic.

THE COURT: Where -—- and excuse me for asking the

guestion this way, but I just want all the help I can get.
Where should I look in this submission for the explanation that
you've given me about the analysis of this unknoﬁn group that
led you to conclude thét it will not contain wholly domestic

communtications?

It's on page 7 at the bottom.
THE COURT: Page 7 where, sir?

On the second bolder bullet.

THE COURT: Of the 5,081 MCTs?

Yes.

THE COURT: All right. We can read that further and

_analyze it. - _

MR, INGLIS: Your_ Honor, we're happy to be _more _.

NYT v DOJ, 16 CIV 7020_000098
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responsive based upon what we have and do further analysis as
the Court may please.

THE COURT: Well, you can look at it too, and you can
mark this down as No. 3. If there's further analysis that
you've done that supports the conclusion that you reach that
you're now expressing that this unknown category is in fact
unlikely, and you think highly unlikely to contain wholly
domestic communications, then by all means be prepared to
provide it, because on first reading, that's not the conclusion
that we reached from assessing this submission.

All right.

— Your Honor, just to add into this, I know
we haven't gotten into the 30 August --

THE COURT: And I'm not going to be going through it
line by line. Don't worry.

_ But I do think there were at least some
portions of the 30 August filing that try to speak to that exact
question, and when we get to them, I'll try to --

THE COURT: Okay. Thank you.

All right. Just give me one second to see -- all right.
The last question in this area of examining submissions goes
back early to the June 1 submission which is clear that the

scope of the data that NSA actually acgquires through the

upstream collection is constantly evolving. And you explained |

that on pages 24 and 25, noting that—

IOR SECRELLLCOMINTALOREOMN,—NOESRN-
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1
2
3 _ and all of that can afifect the amount and type
4 -of data included in a particular transaction.
5 What I'd like to get a fix on is what this means in terms
6 of any particular sampling at any particular time. In view of
7 that evolution, is it likely that if NSA did a similar analysis,
B a samﬁling type analysis of the upstream collection at some
9 _later date, two years later than the one done in the recenf time
10 period ending in July, is it likely that that analysis would
11 wind up with something significantly or at least scmewhat
12 different? This evoluticon, is it material evolution that really
13 would change things significantly? Or don't you know?
14 B : vour Honor, a lot of the analysis
15 focused on identifving MCTs and their percentages showing up in
16 our collection. It is possible that let's say two years down
17 the road that the Internet is more rich with MCTs for a number
18 of different reasons.
< |
21| Y ' that would
22 statistically increase the amount of MCTs.
23 Because of that unknowable factor ¢f technology popularity
24 in the future, that couid change things. Certainly, several
25 || . years ago, we'wve talked in the past. ab_o_ut‘_____

NYT v DOJ, 16 CIV 7020_000100
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a0

3 technologies have evolved, that has become more and more

4 popular. So we could see somewhat different results if we were

5 to conduct a similar study in the future. That is definitely

6 something that could happen.

7 THE CCURT: And there's no reason --

8 _ The other thing I wanted to add,

9 Your Honor, is cne of the other factors here that can somewhat
10 limit the evolution is that one of the factors in play here is
11
12
13
14
15
16
17
18
19 THE COURT: I think that last explanation of a
20 limiting factor is important because it affects the question I
21 was about to ask, which is, we use the term evolution, and I
22 take it we would lcock at this with respect to MCTs and say thez_;e
23 has been an evolution to the extent that there are more MCTs now

_______ _ 24l _than was the case 10 years ago. Correci? |
25y - - . — I.would say that .in some cases.== S0, _. _

NYT v DOJ, 16 CIV 7020_000101
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I o it's not just so much the MCTs; it's the nature
of the MCTs that has evolved as well,

THE COURT: But, in light of the limiting factor that
you just mentioned, can we make an assumption that the upstream
collection -- let's just focus on that -- will become richer and
richer in MCTs, or can we not make that assumption?

B [ con't think we could or couldn't with
any degree of competence.

THE COURT: All right. Let's move on to presumptions
more generally here. There are several presumptions that the

government has urged the Court to continue to rely upon with

regard to the upstream collection. They include that-_

A -rc that's included in the June

1 submission on page 11.

There's also a presumption that the wvast majority of
persong outside the U.S. are non-U.S. persons and most of their
communications are with other non-U.S. perscns located overseas.

That's referenced in the June 28 submission on page 5. And

~25.

. N < ve. falked
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about that a little bit, and that's certainly referenced as well
in the June 1 submissicn.

In view of the analysis of the upstream collection that
you've done -- and I know we're talking about numbers and
percentages here, but in view of that analysis, and in
particular the conclusion that the upstream collection dces
contain a certain number of or percentage of wholly domestic
communications over a six-month period as analyzed, can the
Court rely on those presumptions as really being absolute, or
are they imperfect presumptions at best?

B  vour Honor, if I may, I think they are,
like all presumptions, imperfect. I think the numbers we've
generated from the study approximate what we expected; that is,
a low number of domestic communications when something we think
is aberrational is taking place. So we do not intend to say it
can never be the case that, but the presumption is it's not the
normal behavior, and I think that's what the study bore out.

MR. INGLIS: And, Your Honor, I would add as the chief
operating officer of the National Security Agency and having to
then essentially sign up to our end of a representation, that I
feel the same, that the preponderance cf those assumptions has
been borne out by the data to be correct but imperfect and that
what we then have to apply are a set of procedures to ensure
that we are looking for those exceptions and that we act

appropriately when we discover those exceptions and that we can

POP—SECRET/COMINT//ORCON—NOFORN-
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therefore offer back that the totality of that has a high
probability, again not absolute, but a high probability of
making the right call in terms of what our presumption should be
and having a high probability of catching the exceptions that
then ensue and dealing with those appropriately.

THE COURT: Let's just turn back the page a moment to

something we were talking about a minute ago with the evolution

of the Internet. Any sense of what, for example,_

Internet communications are routed?

So at this point, we haven't seen any change, and I'm not

might do to these issues and the way that

too sure what we would expect to see just gilven the nature of
THE COURT: We're talking about imperfect

presumptions. To the extent that NSA is acquiring-

should the presumptions be reversed? In other

25

words,. should we instead presume that communicaticons are within

NYT v DOJ, 16 CIV 7020_000104
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the United States and with U.S. persons?

MR. INGLIS: Your Honor, I think that question centers

on I
— so I would ask- to talk to that.
B Just to clarify, the question is, is

should we presume at some future déte that a U.S8. service
provider is primarily servicing U.S5. persons? Or...

THE COURT: 1It's a little less than that. 1It's Jjust
if the acquisition is_
of someone in the United States, do the presumptions that you
rely on and urge the Court to apply hold up, or should we
actually think that the opposite would be true, that for those
acquisitions, the presumptions, if you'ré going to apply a
presumption, the presumption should bhe that the communications

are within the United States and with U.S. persons?

I : o if the person was in the
United States andjjjj} I ¢ ve intercepted that,

would we presume at some future date that that was -- I'm not
sure I fully understand.

— If I can address it, Your Honor. I
think that that would be an excellent presumption to reverse if
not for the presence of the targeted selectors. So remember

that the reason that we collect any particular transmission is

25

that it contained the target selector which would be an

independent determinaticn. that the target is reasonably to be

NYT v DOJ, 16 CIV 7020_000105
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1 outside the U,S. So that weakens otherwise what I think would
2 be the natural inclination to reverse that presumption.

3 BB £ you've got a transaction that is -
4

5

6

7

8 B ich respect to those individual discrete

9 communications, what presumption, if any, should be applied?
10 B [ that scenario that you've described,
12 I o still are applying the IP filtering
13 process. So if that user was _
ay
15 [ N So that

16 particular scenario wouldn't occur. —

ag

18 — So that is what happened in the 10

20 [ N
21 think we're going to very, very rarely see that happen because
22 the overall presumption of the statute, remember, is that the
23 .whole world out there is using th-e services here.

24
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1
2
3 That's the scenario -- and we've seen it play out in this study
4 on 10 occasions -- that's a scenario that you're raising. But
5 it won't be somebody in the United States communicating with
6 B i» the United States.
7 -- Just to make sure the point is crystal
8 clear for the Court, the concern that the Court has about what
9 presumption to apply to communications_
10
11
12
13
14
15
16
17
18 _ which was the exception in the study, not the rule.
19 Is that a fair statement?
20 B 'hat's correct.
21 MR.-: And I think it's also important to
22 remember that the presumptions aren't the first resort. The
23 presumptions are in many senses a last resort. There can be
24 objective indicia of the location of the communicants that is
25 more reliable than the presumption. The presumptions apply

“POP—SECRET//COMINT/7ORCON,—NOFORN
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1 ostensibly in the absence of information to the contrary, and
2 implicit in that requirement is a due diligence requirement to
3 actually try to assess whether there's any objective information
4 that to the extent you need to rely on the presumption that
5 would rebut the presumption.
6 I think NSA's manual review bears out that the digging can
7 result in the location of reliable, objective information that
8 is indicative of a person's location.
9 MS. MONACO: Just to press on that one bit, I think
10 that's why the Court is struggling with the 224. NSA only
11 arrived at that 224 because the NSA works through all of the
12 objective indicia that-mentions, and then, only then,
13 after discarding all of that and identifying all of that and
14 making conclusions from it results in the 224 where there were
15 no reliable indicia.‘
16 THE COURT: To round this out -- and [} if vou
17 have more gquestions, please feel flree to ask them _-:~ but let's

18 talk about the_ situation for a moment that I

| E——

22

23

24

2 yr
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1
2
3 THE COURT: All right. Okay. Let's move on to the
4 question of intent. This is sort of a difficult question to
5 answer. It's an easy question to ask, but I'll throw it out
6 there, and I can be more specific if you'd like me to be.
7 The government's submissions do use various terms --
8 intentional, unintentional, inadvertent, incidental -- when-
g describing the upstream collection or aspects of the upstream
10 collection. I'm a little confused as to what is meant, and
1 rather than just throwing that out to you, let me ask one or two
12 specific questions.
13 Is unintentional the same as inadvertent? As you use those
14 terms, are they the same? Do both mean "not intended?"
15 BB our Honor, I think that's correct.
16 "Inadvertent”™ is a term that's used in the NSA inﬁnunization
17 procedures, and "unintentional™ has been used in various
18 documents as well. But I think "inadvertent" and
19 "unintentional™ can mean the same thing.
20 THE COURT: And "intentional" is the opposite of both
21 "unintentional" and "inadvertent."
22 B -
23 THE COURT: And "incidental" means what?
24 - - "Incidental," I think as we've framed it,
25 means something that results as a consequence of an action that

NYT v DOJ, 16 CIV 7020_000112
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1 we take intentionally.
2 THE COURT: 1Is happening or a byproduct --
3 BB :'s not our intent in taking that action,
4 but as you said, it's a byproduct of that action. So in an MCT,
5 for example, our intent is to acquire a communication to, from,
6 or about a targeted selector. At the time we acquire that
7 transaction, we may not even know that it's an MCT that contains
8 other communications.
9 So we acquire the MCT because we see, hey, that's a

10 communication that has a targeted selector. We reasonably

11 believe that that has foreign intelligence information in it.

12 We acquire it, it's turns out it's MCT, it's got other

13 communicaticons in it. We still intended to acquire that

14 transaction and anything contained within it such that to the

15 extent there are these other communications in it, it's

16 incidental to our acquisition of the transaction.

17 THE COURT: All right. Let's drill down a little

18 more. The June 28 submission states that "acquisition of

19 Internet transactions is intentional,"™ and on the same page,

20 page 6, further states that "given the government's knowledge

21 that such transactions may also include information that is not

22 to, from, or about a task selector, the acquisition of this

23 additional information is not inadvertent."

24 BB : think that's correct.

25 THE COURT: Later in the same filing, and also in the

PSP SEEREP/ A COMINT/-ORECON—HORORN-
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August 30 filing, the government seems to be saying that any
wholly domestic communication that is acquired as part of a
transaction is obtained unintentionally or inadvertently. 1Is
that also correct?

3 lIIIIL Yes.

THE COURT: Now, NSA knows with certainty that both
will be acquired. In other words, wholly domestic discrete
communications are simply a subset of the nontarget discrete
communications that you acquire as part of a transaction. So
how do you reconcile that with these statements with respect to
intentional or unintentional?

Bl B so ve intentionally acquire MCTs because
they contain the presence of a targeted selector that we believe
is used by a non-U.S. person located outside the United States.
However, we don't intentionally acquire all such MCTs. We know
that we cannot acquire --

THE COURT: You knowingly acquire them, though.

BEEEE 5ut ve don't intentionally acquire them.

THE COURT: Well, we'll get to that in a moment.

-_: Understood. And we may not know at the
time of acquisition that that MCT is something that contains --

THE COURT: With respect to a particular transaction.

i - Exactly. So we are intentionally
acquiring MCTs, but we have also implemented [l means to

ensure that we are not intentionally acquiring wholly domestic

TOP—SECRETR//COMINT//ORCON,—NOFORN-
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communications, but we believe that those _ means are
reasonably designed to prevent that. Granted, they are not
perfect, but we do believe that they are reasonably designed to
prevent the acquisition of those communications.

THE COURT: Let's jump to the statute for a second.
Under section 1881 (a) (1), the Court is required to determine
whether the targeting procedures are, in the language of the
statute, "reasonably designed to prevent the intentional
acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to
be located in the United States.”

Let's look at those two parts of that statutory provision.
Intentional acquisition.

In the government's view, what's the meaning of
"intentional" as used in the statute? And to set the framework
for you, I think in criminal law and in tort law it's generally
settled that a person intends to produce a consequence either
when he acts with a purpose of producing the consequence, which
is what you've been focusing on I think in your papers and here
for the moment, or, when he acts knowing that the consequence is
substantially certain to occur.

It does seem to me that you really focus on the first part
of that traditional definition, because you're really only
talking about the specific-purpose definition and not the

knowledge of substantial certainty aspect of intent. Am I

“FOP—SECRET/FCOMINT/ORCONT—NOFORN-
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i right?
2 - -: I think we need to focus on the fact that
3 ~- I mean, granted, the statute says that we are precluded from
4 acquiring communications as to which the sender and all intended
5 recipients are known at the time of acquisition to be located in
6 the United States. I grant you that we may not have focused
7 specifically on that aspect, our knowledge at the time of
8 acquisition. I think NSA's manual review has shown that it can
9 take a lot of drilling down into these communications to

10 determine whether or not they are in fact wholly domestic.

11 THE COURT: Well, it doesn't take that much drilling

12 anymore to determine that there are some that are wholly

13 domestic. It does take a lot of drilling, if you even can, to

14 determine that a particular transaction is wholly domestic or a

15 communication within a fransaction is wholly domestic.

16 Indeed, it's especially true or especially difficult when

17 acquired, but it doesn't take much now to conclude, because

18 that's what your analysis has concluded, that there will be

19 wholly domestic communications acquired. Certainly will be.

20 - -: No, no. I agree a hundred percent with

21 that, Your Honor. But again, at the time of acquisition, we may

22 not know it, and it's at the time of acquisition that the

23 statute precludes us from intentionally acquiring a domestic

24 communication.

25 THE COURT: Then we're getting a little bit semantic.

TOP—SECRET//COMINT//ORCON;, NOFORN-
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1 It depends on what you mean by "acquisition," whether you mean
2 acquisition of a particular communication, acquisition of a
3 particular transaction, or the acquisition that takes place
4 during the space of a day, or an hour. If it's either of the
5 latter two, you know that there's some wholly domestic
6 communications that are being acquired, statistically.
i BB stotistically, yes. Personally, the way
8 that I've always viewed the way that that provision in the
9 statute works is it's on an acquisition-by-acquisition basis,
10 and "acquisition" meaning communication-by-communication basis,
11 because we are targeting to acquire foreign intelligence
12 information. That foreign intelligence information is contained
13 in individual communications.
14 THE COURT: Do you think that definitionally, the
15 Court, when it's interpreting and applying 1881 (a) in this
16 setting, should only be focused on the purpose portion of the
17 definition that I went through a moment ago, or should the Court
18 also be looking at the knowing aspect of it -- in other words,
1.9 that part of the definition of "intention" at to be applied here
20 is "not only acting with a purpose of producing the consequence
21 but also acting knowing that the consequence is substantially
22 certain to occur"?
23 Should I be jettisoning that portion of the traditional
24 "intentional™ definition and applying some narrower definition
25 here? Or are you only saying that even applying both prongs of

—POP—SECRET/-COMINT//ORCON—NOFORN—
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1 that definition you need to look at what's happening and what's
2 known at the time of the acquisition of a specific transaction?
3 e B : think it's the latter, and I also think
4 that the fact that the statute says that the procedures have to
5 be reasonably designed to prevent the acquisition of
6 communications as to which the sender and all intended
7 recipients are known at the time of acquisition to be located in
8 the United States.
S I think given that language, the statute contemplates that
10 there's not going to be a perfect system. It has to be a

i reasonably de§igned system, and I think the results of NSA's

12 manual review bear out the fact that the system that NSA has .

13 designed, albeit not perfect, is reasonably designed to prevent
14 the acquisition that the statute prohibits.

15 B : vour Honor, if I could add one thing.
16 If we could take away some of the complication of this

17 discussion by focusing just on other than MCT, for what it's

18 | worth, I think the Court has already considered and countenanced
19 the idea that some targets are going to roam into the

20 United States, or we could turn out to be wrong and they would

21 be in the United States. And some statistically, probably a

22 very small percentage of those may have communications with

23 other people in the United States.

24 So, to a certain extent, this may be a threshold the Court

25 has already crossed or at least walked up to and assessed. So I

—TOPR SECRET/A/COMINTLAOREON—NOFORN-
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1 would just like the offer that in the context of this question
2 about what the statute means.
3 THE COURT: I think that's a fair point in terms of we
4 all know that systems are not going to be perfect. We've
5 already faced some instances, and this may be another one that
6 is an acceptable imperfection. But that's what we have to
) explore a little bit more before the Court is prepared to reach
8 that conclusion.
9 We've already talked a little bit about the second part of
10 the statutotry term of the "known at the time of acquisition."
11 So it-would be your view that the knowledge or the certainty
12 that the collection will result in the acquisition of thousands
L3 over the course of a year of wholly domestic communications does
14 not mean that there's a violation of 1881. Set aside the
15 "reasonably designed" language, which I think is important, but
16 just set that aside for a second.
17 | -: I'm not sure I understand the question.
18 THE COURT: Well, you know at the time of acquisition
18 that there are thousands of transactions that are going to be
20 wholly domestic over the course of a year. At the time of
21 acquisition of a particular transaction, you don't know that
22 that transaction is wholly domestic.
23 Your assessment i1s that even on this knowledge prong of the
24 definition and looking at the "known at the time of acquisition"
25 language of the statute, that the Court shculd really not be

e SRR A M A RESH S HETEORI-
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minimization procedures.

troubled by the fact that it's known that there are going to-be
thousands of wholly domestic communications acguired -~ and
again, I'm only focusing within the statutory language now; I'm
not talking about the Fourth Amendment ~-~ shouldn't be troubled
by that because it's not known that any particular transaction
is wholly domestic and that the Court therefore need not be
troubled by the fact that everyone knows that there will be some
wholly domestic communications acquired.

- -: It's certainly reasonable to presume that
we are going to be acquiring wholly domestic communications
despite our best efforts, and that's why, as we've shown in the

papers, we're relying heavily on the application of our

So to the extent that the protections that we put into
place at the time of acquisition don't work, then we have these
substantial back-end protections to ensure that to the extent
that one of these domestic communications resides in an NSA
system because it couldn't be weeded out at the point of
acquisition, and an analyst comes across it during the course of
their regular analytical work, that that information is treated
appropriately; i.e., we've committed to destroying any wholly
domestic communications or MCTs containing even a single wholly
domestic communication. So I think the two in tandem work

together. — —

25

THE COURT: I have one or two more questions_ in this _
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1 intent section, if you will, and then I think it'll be =-- well,
2 let me not assume that we won't have a few more than one or two
3 questions. Some of this relates to Judge McLaughlin's 2008
4 opinion, because you do rely on it to a certain extent, back in
5 the June 28 submission, for example.
6 You rely on it for the proposition that NSA's acquisition
7 of transactions continue discrete communications that are not
8 to, from, or about a task selector is intentional because the
9 acquisition of the additional information is a necessary yet
10 unavoidable consequence of acquiring foreign communications to,
11 from, or about a task selector.
12 Judge McLaughlin, in that opinion, also found that a
13 communication would be unintentionally acquired for purposes of
14 1806, if, for example, the acquisitidn resulted from a technical
15 malfunction or an inadvertent misidentification of a selector.
16 Is the government's argument that its acquisition of wholly
17 domestic communications is unintentional based on NSA's
18 determination that its filters are not functioning properly, or
19 is it instead that the filters have a limited capacity to
20 prevent the acquisition of wholly domestic communications?
21 B B : think it's both. I think we've
22 previously asserted that to the extent that NSA's filters fail
23 for a technical reason -- and that has happened in the past, and
24 we have reported a compliance incident related to that, and we
25 acquired wholly domestic communications as a result of that --

—TOD SHECRETACOMINT/ A ORESH—NOFORN—
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1 that is a situation where we've unintentionally acguired a
2 wholly domestic communication. In this instance, it's not --
3 THE COURT: It's not a failure. Isn't it more a
4 limited capacity?
5 B t's: very' small limited capacity. But,
6 yeah, I think it's pretty much —-
i MR. INGiIS: But, Your Honor, I would offer and add
8 that I think it's more the limited capacity, the limited
) technical possibility given the way the communications work,
10 that if we had the means to devise it such that it would screen
11 6ut at that moment in time -- discexn, screen ocut -- we should
12 be expected and would do so0.
13 THE COURT: If it's that limited capacity or
14 feasibility, why isn't the acquisition of those communications,
15 to return to Judge Mclaughlin's language, a necessary yet
16 unavoidable consequence of acquiring communications to, from, or
17 about a task selector and therefore intentional, under her
18 opinion?
19 BB v der her opinion, and as we argued to the
20 Court, we were basing our assertion that there were certain
21 types of communications that were intentionally but mistakenly
22 acquired based on our understanding of where the target was
23 also. That's where our primary focus was.
__2all __This situation is a little bit Qiif_f:-‘-_l.‘ﬁ_lilil_t_h_é_m_‘i;hat- In
L 25 |1, that instance, we were relying wholly on _our_reasonable_but _

l
[
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1 mistaken belief that our target was located outside the
2 United States in assessing whether or not, to the extent that
3 that person roams into the United States, 1806(i) applies in
4 that case.
5 We determined that it didn't because we were at all times
6 intending to acquire all communications from our targeted
7 selector under the reasonable but mistaken belief that our
8 target was located outside the United States.
9 In this context, it's a little bit different. Rather than
10 relying dn the application of the targeting procedures and
11 relying on our reasonable belief, we are taking active technical
12 measures to pfeveht the acquisition of wholly domestic
13 communication. That's the distinction that I draw, and when
14 those technical means don't necessarily work, that's when the
15 acquisition becomes unintentional.
16 THE COURT: All right. So if we have an acquisition
17 of wholly domestic communications in a circumstance where-
18
19
20
21
22 okay, so that's the situation -- would the acquisition of those
2:3 transactioné by the upstream ccllection be intentional?
24 |t = -: I just want to make sure we understand the
25 question.
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THE COURT: I'm talking about acquiring wholly

domestic communications in circumstances where_

B - that situation, wouldn't acquisition through

upstream collection be intentional, even though it's based on a
mistaken belief that the target was outside the United States?

—: I would argue that it's still intentional,

because recall that the IP filtering and_

B s intended to prevent the acquisition of

wholly domestic about communicatiocns. In targeting procedures,
we rely on the presence of the target to ensure that we're not
acquiring any wholly domestic communications.

The fact that in practice we apply the IP filters and -
R e e R -
communications, including those of the target, I think doesn't
undermine the notion that we've relied on in the past that to
the extent that a person believed to be located outside the
United States roams into the United States and we continue
acquiring their communications, albeit some of which may be
domestic, that that is still intentional but unknowing.

THE COURT: All right. -, in particular, did you

want to ask anything about the -- I guess it relates back to the

B o: he collection?

FOP—SECRET/ACOMINT/ORCON—NOFORN-
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-- Sure. So, back in 2009, the government

_ overcollection incident.

Immediately following that overcollection, the government

took it upon itself to purge the overcollected communications
from NSA systems in order to ensure that no information had been
disseminated by NSA in any form and to deploy improved filtering
systems to prevent the future acquisition of such‘nontarget
communications.

In Judge McLaughlin's opinion in improving that
surveillance following the -—overcollection
incident, she relied heavily on those remedial and preventative
measures in concluding that the overcollection didn't preclude
the approval of the cerﬁification and the procedures before her
for renewal.

The approach being followed here seems quite different in
that the NSA's proposing to continue collecting nontarget
information as part of Internet transactions and to keep and
potentially use much of that information. So can you address
the difference in why you're treating them differently?

- I think the key difference is in the -

incident, the overcollection resulted in the acquisition of
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Here, we are only acquiring transactions because they
contain a targeted selector. At the time of acquisition, we may
not even know that there are other discrete communications
within the transaction that aren't to, from, or about the
targeted selector. I think that's a very key difference.

Also, another important difference between -and this
situation is, in- there was a technological fix that could
be implemented. The- was preventable, and NSA did a lot of
great work in developing technical means to ensure that those
types of overcollections don't happen again.

Again, those means aren't perfect and every once in a while
something slips though, but by and large, those are technical
means that NSA has implemented to prevent the sort of
overcollection that occurred in - Those technical means
aren't available here. NSA lacks the technical means to prevent
-- or can only acquire whole transactions. They can't unpack,

generally speaking, transactions into their component discrete

oo o R P

key difference.
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1 So, just to sum up, it's the nature of the overcollection.

2 In - there was no nexus to the targeted selector at all,

3 whereas here there is a nexus to the targeted selector that

4 results in the acquisition, presence of the targeted selector in

5 the transaction, and in - there was a technical fix that

6 could prevent what was overcollection. Here, there's not a

7 technical fix that will enable NSA to conduct the acquisition in

8 a more discrete way.

9 THE COURT: All right. Let's talk about that for a
10 second. Is it clear from your submissions and your assessment
14 of your technology that NSA doesn't currently have or employ
12 technology that would permit it to acquire everything it's
13 authorized to acquire without also acquiring MCTs?

14 B : 'hot's correct.

15 THE COURT: Is it technically possible -- in other

16 words, within your knowledge of technology, is it technically

17 possible to come up with a means to acquire everything but not
18 MCTs? I know you don't have it right now, but I'm trying to

19 examine whether it's possible.

20 B : 'hcre's sort of two components to that.
21 One is that these technologies are not designed to do that by
22 nature, and as a result, it is wvery technologically difficult to
23 do that in many cases. Some cases it is impossible, but in

24 terms of us being able to -- let's use _;as an example.
25 Could we develop a technology which could _
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However, the viability of that |l vovld be very

it becomes a very hard and infeasible task to do, especially

considering that NSA is only looking at_

THE COURT: Have you already looked at this issue and
made sort of the final determination by NSA that there isn't a
means to come up with a technological, as [ vt it, fix?

technologically infeasible to do this.

Yes. We have concluded that it's

MR. INGLIS: I would go further to say that if [N

It will necessarily change, and we therefore will always design
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1 imperfect systems against tomorrow's probabilities.
2 THE COURT: But not to be glib, that's your business,
3 isn't it? Isn't that what you do every day in all of these
4 multitude of settings?
5 MR. INGLIS: That's exactly right, sir, and fairly
6 put. I would say that we cannot perfectly anticipate those
7 changes. So the machinery will fail before we detect it, and
8 then upon detection, we will have to then correct it.
9 MS. MONACO: I might add if I could, Your Honor, in
10 our discussions on this issue preceding this hearing, we also
Ll discussed the fact that some of this relies on—
12
13
14 B - that's a fair statement for
15 my colleagues.
16 THE COURT: All right. Let's talk about minimization
1.7 for a second. More than a second. In the most recent
18 submission, NSA has indicated that it will require any analyst
19 who wants to use a discrete communication within an MCT to first
20 perform checks to determine the locations of the users of
2. electronic communications or accounts or addresses, identifiers
22 referenced in that discrete communication "to the extent
23 reasonably necessary" to determine whether that communication is
24 wholly domestic.
25 If the analyst determines that the active user is a task
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selector or is located outside the United States, then no
further checks would be done. If the active user is not a
tasked selector or is not determined to be located outside the
United States, what happens?

B 1f the active user is determined to be not
in the United States?

THE COURT: I think the way I'd actually say it is the
active user is not a tasked selector or is not determined to be
located outside the United States, what do you do then? Can the
analyst use the communication, or are there additional checks
that are necessary?

B: T'here were additional checks. 1In that case
I think there werc|jjjil] of those that were identified in that
filing, and for each of those the analyst went into deeper
technical analysis of all those discrete communications and
determined that those discrete communications were not wholly
domestic.

_ But how can you describe the further
checks?

-: They went into the content and verified
contained at least one foreign recipient.

THE COURT: That was done in the context of the
sampling, you mean?

- That was done in the evaluation of the case

TOP SECRET/ACOMINTLLORCON,—NOFEORN
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1 where the active user was located within the United States.

2 THE COURT: Is that what an analyst is going to do

3 tomorrow when they have this circumstance?

4 B 1f they were going to use that data, that's
5. what they would do. That's correct.

6 THE COURT: And if the analyst is unable to determine
7 that at least one of the communications is outside of the

8 United States, what happens then?

9 B 1 it vas inconclusive, it would be likely
10 that they would not use that piece of data.

11 THE COURT: Is that what the protocols and policies
1.2 require? Can the analyst use the communication, or is the

13 default, if you will, that he or she has to treat it as a wholly
14 domestic communication?

1’5 (Pause)

16 If you need a second to consult, by all means take it.

17 There's no harm to doing that. You're free to do so.

18 B : 120k you, Your Honor.

19 (Attendees conferring.)
20 B Uoless we could confirm, we would not use
21 that piece of data.
22 THE COURT: So that would be the default position.
23 Just for a second, you referred to these [l checks, and
24 ‘my question is really whether those are going to be used going
25 forward,  and where do we find in the submissions that you've
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indicated that those are going to be used going forward?

MR. INGLIS: Your Honor, I think the answer to your
first question is yes, the checks that we have imposed will go
forward, and as to where they are documented at that level of
detail, we'll determine.

B : Your Honor, I think you're referring to
things that are detailed on page 8 and 9 of the 30 August
submission which details the very steps that NSA would take.

| THE COURT: 8 and 9?

—: Yes, Your Honor.

THE COURT: Okay.

--: Your Honor, we may be mixing things.

THE COURT: Talking past each other or apples and
oranges? !

-- If you look at the August 30 submission,
the first clarification that the government makes is one
regarding wholly domestic communications and if an analyst who
is confronted with an MCT wants to make use of some discrete
communication within it, they will first do the checks that
we've just been talking about to determine whether or not that
communication is wholly domestic.

And I‘don't know that we got inteo it at this level of
detail, but if you look at page 3, we do there talk about what
the analyst will do in order to aid the analyst in attempting to

recognize whether or not they are in fact dealing with a wholly

HOP- SBEERETASCOMINTLORECIL,—RSTaRA

NYT v DOJ, 16 CIV 7020_000132




Names of certain hearing participants withheld under b(6) and b(7)(C).

All withheld information exempt under b(1) and b(3) unless otherwise noted. Approved for public release.
POP—SECRET/COMINT/7ORCON; NOFORN 54
1 domestic communication.
2 THE COURT: All right. And we can refer back to
3 those. Thanks. i
4 All right. Now, in the August 30 submission, another point
5 made -- I think it's on page 9 —- is the government indicates
6 that if NSA acquires, through this upstream collection, a
7 discrete communication that is not to, from, or about a tasked
8 selector but is to or from an identifiable U.S. person, that
9 communication cannot be used for any purpose other than to
10 protect against an immediate threat to human life.
11 Who's going to make that determination? An analyst? Or is
12 there a process for how that determination is made and who makes
13 that determination?
14 B vour Honor, is the determination you're
15 talking about whether or not the specific item could be used or
16 whether or not the U.S. person could be identified?
17 THE COURT: Whether it can be used.
18 MR. INGLIS: It could only be used to protect the life
19 of a person. We have a defined process at National Security
20 Agency in which we involve our general counsel in in order to
21 make that determinaticn.
22 _ And, Your Honor, if I may, that language
23 is similar to language that appears in NSA's minimization
24 procedures at the very beginning, basically a threat-to-life
25 carve-out. But like that threat-to-life carve-out and the
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minimization procedures, there's complete transparency on the
part of the government because if NSA needs to take that action,
they need to report that to DOJ and ODNI, and we in turn have to
report that to the Court.

THE COURT: I understand that. I'm still interested
in how that determination is made. The fact that it's reported
to the Court later on that a determination was made and it was
used is important, but it's also important to know that there's
an appropriate process for making that determination within NSA.

Now, if there's no immediate threat to human life in that
same circumstance, does NSA retain the communication?

—: We would, Your Honor.

THE COQURT: And is it marked in some way to indicate
that it cannot be used without that determination being made, or
is it just there?

MR. INGLIS: Your Honor, I do not believe we marked
that communication at that moment in time.

THE COURT: Do you think there's a need to, or do you
think an analyst in the future, when confronted with this
communication and making a decision on whether to use it, will
be sufficiently apprised of the fact that it's a wholly domestic
communication and that he or she needs to follow this process in
terms of a threat to human life?

_ It wouldn't be a wholly domestic

communication.
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THE COURT: I'm sorry. It's not a wholly domestic

communication. You're right.

_: I think that it's pretty clear that it

would be better if it were marked than not marked if the
government knows about it. The feasibility of doing that I
don't think we've assessed, so I don't think we can commit
sitting at the table to do that. But we will seriously consider
whether it's possible to do that, or when we review it, if it's
tentatively possible.

MR. INGLIS: And so in the absence of that marking the
confidence that is placed upon common-training standard that the
analyst had, the fact that if it were determined to be wholly
domestic a further check that it would be purged in all of its
derivatives as well.

THE COURT: Let's move from the specific to the more
general. Is it possible for NSA to segregate the upstream
collection from the rest of its 702 collection?

B 1(:'s possible.

B - upstream collection in comparison to

our PRISM collection, as we've referred to it, they are
commingled in the database, but they are marked in such a way
such that they can be identified from distinguishing sources.
THE COURT: So in a sense, it is separated by being
marked. It's all commingled in the same_database. Is that

commingling in the same database just as good as a complete
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separation in terms of the use of tools to pull out the
communications that can easily be identified as to, from, or
about a task selector? 1In other words -- well, I think the
question is a little confusing.

MR. INGLIS: Is your question, Your Honor, whether it
can be better or worse depending upon how you choose to organize
the data?

THE COURT: If you separate it rather than commingled
and marked, would it be easier to deal with theAconcerns that
exist with respect to a portion of the upstream collection
technologically?

B : don't think that the commingling is a
factor in determining and marking the data for the analyst to
know that this is from upstream versus not upstream or that
there is an MCT involved or not. I don't think that the
commingling is a factor of that.

MR. INGLIS: So, Your Honor, not to extend the
conversation into an inappropriate corner of little interest to
the Court, but NSA's strategy writ large for its technical
architecture is in the face of increased commingling to
concentrate on the marketing of such data element such that we
can then determine its provenance.

Increasingly, what we'll have is many variables with
respect_to_fhe origins, the policies that pertain to data and

many variables with respect to the authorities and privileges of
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individuals, and as that M meets N, the prospect of coming up
with M times N, different instantiations of data sets that are
physically separate, that's infeasible for us. So our strategy
is to go towards the marking and to allow commingling to happen,
not sloppily, but there's no real other tenable design.

THE COURT: I have a couple more questions on
minimize, but go ahead.

_: If T could just follow up on that.
I guess what we're trying to get at here is whether it was
technologically feasible to separate this data out given that
there are concerns about what's in it -- wholly domestic
communications, lots of U.S.-person information, nontarget U.S.
person information -- whether you physically separate it or
separate it via marking rules, access rules.

Is it possible to segregate that, such that you could then
limit access to it? I guess one of our concerns is, as I
understand it, it comes in to your database and pretty much
immediately is made available to analysts running queries. So
if something is responsive to a query, it will come up and they
will see it.

We were curious as to whether it would be technologically
possible to sort of either segregate it and sort of immediately
or soon thereafter pull out the stuff that you know is okay and
make that available, or, alternatively, or perhapsuin addition,_

limit the access of the stuff that's problematic to people who
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are specially trained or subject to certain additional access.

MR. INGLIS: If I may, I think I hear two questions,
but correct me if I got that wrong. The first is can there be,
upon the collection and the immediate presentation of that
collection to either machine or a person, some distinguishing
characteristic, either some physical segregation or some mark
that goes along with that, atomically bound to that, such that
there's no doubt where this came from. It's either upstream, or
it's all other. I think the answer to that guestion is yes.

THE COURT: If you can mark it, presumably you can
segregate it.

MR. INGLIS: Yes. But I think the further implied
question is, is there then some meaningful processing that might
occur so that you can then winnow and filter that material
before presentation, before some manual application procedures,
and we don't yet know of those. We have thought hard about
that, and we don't yet know what further processing might occur
absent introducing the human into the loop and having that human
follow a rule set that would help determine what the further
provenance or not of that data might be.

_ But you have the capability to put the
human in the loop. You have this specially trained cadre of
analysts who are working with your manual database.
Theoretically, you could have a specially trained cadre --

MR. INGLIS: So given the answer to the first
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question, is it possible to alert the human beings that come

into contact with that data that there are certain rules that
pertain that you must handle this data, ask questions of this
data in a certain way.

MS. MONACO: As the Court sees from the August 30
submission, that's exactly what the proposal is to do going
forward, to apply a banner to this collection so that would
effectuate the alert Deputy Director Inglis talked about, and
also that coupled with the training and guidance for the analyst
working in concert would apply the protections to that
potentially problematic material.

THE COURT: Let's go on to another minimization area.
Under section 3(b) (1) of the NSA minimization procedures, "NSA
personnel will destroy inadvertently acquired communications of
or concerning a United States person at the earliest practical
point in the processing cycle at which the communication can be
identified either as clearly not relevant to the authorized
purpose of the acquisition or as not containing evidence of a
crime," and that's all in quotation marks.

But in the June 1 submission, I think at page 22, it's
indicated that NSA cénnot destroy a discrete communication
within an MCT without destabilizing and potentially rendering
unusable some or all of the collected transaction including the
single discrete communication which is to, from, or about the

task selector.
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So, assuming the communication of or concerning a U.S.
person is not a wholly domestic communication, would NSA retain
the entire MCT for five years regardless of that destruction
requirement in section 3(b) (1)?

B: 'hat's correct, yes.

THE COURT: And would the communication of or
concerning a U.S. person be available to NSA analysts during the
entire five-year period?

—: So again, Your Honor, I think this goes
back to an earlier question you asked, which is would we mark it
once we discover that's true. I think that's a valuable thing
to do and to look into. For reasons already described by
— we couldn't eliminate that piece of the
communication without eliminating the whole communication.

So the line we're proposing here is, if we find a domestic
communication within the series of communications, we'll destroy
the whole transaction. If we find untargeted person
information, we won't destroy, but we won't use that either.

THE COURT: Now, these communications will start
unminimized and eventually be minimized. Does NSA share
unminimized MCTs acquired through the upstream collection with
any other agencies? CIA? FBI?

_: No. At this time the only collection
that's shared with the CIA or FBI is from the PRISM side,
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1 THE COURT: So the upstream collection is not shared
2 at all.
3 — : Correct.
4 THE COURT: Except on an individual basis once an
5 analyst has focused in on a particular --
6 B : Vot shared wholesale. That's correct.
7 THE COURT: How about with foreign governments for
8 translation purposes or analytical purposes under section 7(b)
8 of your minimization procedures?
10 B o R R e
||
12 THE COURT: So just to close out the minimization,
13 unless any of the legal advisors have questions, the manual
14 review process is not going to be continued prospectively.
1.5 Correct? In other words, NSA proposes to rely on analysts who
16 recognize wholly domestic communications within transactions
17 when they're confronted with them.
18 MR. INGLIS: Sir, by the manual of due process, you
19 mean the process by which we examined the slice of 50,000?
20 THE COURT: Yes.
24, MR. INGLIS: We don't intend to carry that forward.
22 We intend to carry the training standard forward for the
23 analysts who encounter the data.
24 THE COURT: So whgl;yrdomesticrcommunications that are
25 never viewed by analysts will remain in the repositories for
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1 five years.
2 B hat's correct.
3 THE COURT: And with transactions that are reviewed,
4 should the Court be confident that NSA analysts would be able to
5 recognize wholly domestic communications when confronted with
6 them in their daily work? There's been -- even in this sampling
7 process, there's been some difficulty in recognizing wholly
8 domestic communications.
9 Should we be confident that analysts will be able to do
10 that? Presumably, they're going to have less in the nature of
11 tools, time, and resources than were employed during this
12 analytical exercise.
13 B : Your Honor, I think the Court should be
14 confident, and really for a couple of reasons. First off, the
15 10 domestic communications that were confirmed during the review
16 of the sample were all communications that when you actually
17 looked at them they were not responsive to any foreign
18 intelligence reguirement whatsoever, so it was unlikely that in
19 the normal course of business our analyst would have pulled them
20 up in the first instance. Therefore, by operation of NSA's
2r minimization procedures just sort of by standard, they would
22 have aged off in five years.
23 But secondly, the amount of training, the notices to the
24 workforce, the related efforts to be sure that the workforce is,”,,”,
25 af;care of the problem I think will sensitize our analysts to be
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on the lookout for the possibility that an MCT that was
responsive to a query they made of a database might be a wholly
domestic communication and therefore they should go through the
steps that we've outlined in the filings to make sure that
they've properly accounted for it and made sure that it is not
in fact a wholly domestic communication.

MR. INGLIS: Your Honor, if I might add, they're not
advised to go through those checks; they're compelled to go
through those checks. What we found as a practical matter in
this particular activity where we manually examined the 50,000-
plus transactions is part of the difficulty in having analysts
identify wholly domestic communications is that they were not in
practice in terms of finding any meaning or use in them.

So we actually had to have them pursue matters that more
often than not they would say that is of no interest to me; I
wouldn't pursue that naturally. And so then becoming
comfortable with the artifacts that are associated with wholly
domestic communications that are otherwise uninteresting and
otherwise not things that they would daily work with was in fact
in my view an opportunity to understand why they then would
necessarily go after those things that are directly responsive
to their queries, as opposed to those things that were
incidentally collected.

THE COURT: Now, I have one more_of area of”__

questioning that's really under the umbrella of the Fourth
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1 Amendment and probably 15 minutes maybe at most, but there may

2 be other things that we'll need to discuss and other things that

3 you may want to say.

4 In asking this question I'm concerned about all of you, but

5 I'm most concerned about_ the court reporter, and that

6 is whether we should take a short break now and resume in five

7 to 10 minutes, probably for another -- it depends how much you

8 would to say after I finish with the questions.

9 The questions themselves probably won't take more than 15,
10 at most 20 minutes, but I don't know what further we might need
11 to discuss from your perspective. Anyone think it would be
1.2 advantageous to take a short break?

13 MS. MONACO: Well, Your Honor, I don't want to impose
15 THE COURT: I'11 ask him independently. He may answer
16 that question yes, and that'll be the end of it?
17 _ do we need to take a short break?
18 COURT REPORTER: Five minutes would be fine.
19 (Recess from 1:07 p.m. to 1:21 p.m.)
20 THE COURT: Let's continue. I want to move to the
21 Fourth Amendment, but by moving to the Fourth Amendment, I'm not
22 really totally moving away from a statutory assessment of
23 targeting. Both of them have a reasonable component in the

_24 statutory targeting assessment that may be a reasonablf designgd
25 component, but in the Fourth Amendment, there's also much more
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1 of a reasonable aspect.
2 We've assumed, in prior 702 dockets, that at least in some
3 circumstances, account holders have a reasonable expectation of
4 privacy in electronic communications and therefore that the
5 acquisition of electronic communications can result in a search
6 or seizure within the meaning of the Fourth Amendment.
¥ Consistent with the position that it's taken in other matters
8 before the FISC, the government does not assert otherwise in the
9 multiple filings in this matter.

10 Can the Court infer, therefore, that the government does

11 not disagree with the proposition tﬁat the acquisition of

12 I electronic communications can result in a search or seizure

13 within the meaning of the Fourth Amendment?

14 BN : chiok so.

15 THE COURT: All right. I'll take "I think so" as a

16 yes.

19 (Laughter)

18 | - I1'11 clarify my remarks for the record.

19 Yes.

20 THE COURT: Let's talk about incidentals. The

21 government's position is that the collection of wholly domestic

22 communications as part of the Internet transactions that NSA

23 acquires through this upstream collection is incidental for
24 purposes of the Fourth Amendmenp. = )

25 Now, as the government acknowledges, the mere fact that an

POP SECRET/ACOMINT//ORCON—NOFSRN

NYT v DOJ, 16 CIV 7020_000145



Names of certain hearing participants withheld under b(6) and b(7)(C).

All withheld information exempt under b(1) and b(3) unless otherwise noted. Approved for public release.
—“POP—SRERET/H-COMINT/ORCON,—NCTORN- 67
1 intrusion is incidental does not necessarily render it
2 reasonable and thus permissible under the Fourth Amendment, and
3 I think you've acknowledged that in one of the June submissions,
4 the June 28 submission probably. |
5 And then in the August 16 submission, it's indicated that,
6 as we've talked about, that NSA acquires at least 2,000 to
7 10,000 transactions annually that contain one or more wholly
8 domestic communications that are not to, from, or about a task
9 selector, at least that'é what this statistical analysis shows.
10 Now, do those numbers alone establish a fairly substantial
11 intrusion on the protected Fourth Amendment interest,
12 particularly when you consider that the actual number of wholly
13 domestic communications may be higher depending upon how
14 convincing you are in a further assessment of the unknown
15 category of communications, also considering that each
16 transaction may actually contain multiple communications, and
17 also taking into account that many of the persons whose
18 communications are being acquired have little or no connection
19 to the user of the task selector?
20 Some persons outside the United States are protected under
21 the Fourth Amendment, and also we don't know what this category
22 of about communications in the four to 5,000 of the 50,000 that
23 were set aside as being discrete communications will turn up.
24 Just in terms of the ngmbe;s,rit looks likeﬁtheyefsra
25 fairly substantial intrusion on protected Fourth Amendment
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1 interest, doesn't it?
2 - -: I think that's right, Your Honor. I think
3 there is clearly an intrusion upon Fourth Amendment protected
4 interest, but in conducting the Fourth Amendment balance, we
5 also have to consider the protections that are put into place to
6 protect those Fourth Amendment interests.
7 And as we've asserted, we're committed to destroying any
8 wholly domestic communications that, for whatever reason, have
9 run through NSA filters and happen to land in an NSA repository
10 and are recognized by NSA analysts as such.
11 So, yes, even though the Fourth Amendment intrusion may be
12 greater, we are taking basically the ultimate step that we can
13 in minimizing the effects of that intrusion by destroying any
14 MCTs that have wholly domestic communications within them.
1.5 THE COURT: And part of the assessment, of course, is
16 a balancing assessment under the Fourth Amendment that looks, as
17 we're considering the certifications and the procedures and
18 whether they satisfy the Fourth Amendment, the government would
19 stress the importance of the upstream collection to national
20 security.
21 I want to just assess that a little bit and get a little
22 bit more of a sense of that. Just numerically, the collection
23 of Internet transactions really is a pretty small part of the
24 collection as a whole.VVWefrernot talkingraPqurtelephonic
25 communications, and according to the numbers, the upstream
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1 collection in the aggregate only constitutes about 9 percent of
2 all Internet communications acquired pursuant to 702. We have

3 the PRISM collections, etc.

4 And then based on the sample and the analysis applied, only
5 10 perceﬁt of that 9 percent, which results in .9 percent, or

6 .009 of the overall collection of Internet communications is

7 Internet transactions containing multiple communications.

8 That would suggest that the collection of Internet

g transactions through the upstream collection, and particularly
10 the MCTs that we're concerned about, isn't a particularly

11 critical national security tool. It's a really small part of
12 what NSA collects. Why should I conclude that it's so vital,

13 looking at that side of the balance?

14 MR. INGLIS: Your Honor, I would offer and then pass
15 to [}, verhaps|l]l from the operational side of the house, two
16 points. One is that it uniquely covers a scene_
e
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The second is that this collection_

So a significant percentage of our counterterrorism

reporting is ultimately attributable to what we do in 702, and
albeit the percentages would show that the upstream is a
relatively small percentage of that, but it covers a unique

scenc [ > cen't get other ways.

B : vith respect to technology parsing out

those MCTs, we don't have the technology to eliminate the MCTs
without also eliminating the bulk of the discrete

communications. We'd lose all of that except for-

B chat vwe fully understand.
THE COURT: This is a unique Fourth Amendment context,

as many legal settings will be unique, and therefore, the Court,
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1 I am having some difficulty in assessing just how the balancing
2 under the Fourth Amendment is applied. But if the primary value
3 of the upstream collection is the acquisition of a fairly small
4 number of communications that have high value to national
5 security, how does the Court balance the possibility of such
6 acquisitions against the known acquisition of at least thousands
7 of nontarget communications each year?
8 Another way of putting it would be, does the possibility
9 that NSA is going to acquire a single piece of valuable
10 intelligence outweigh the privacy interest of these thousands of
11 U.S. persons and persons in the United States whose
12 communications are being incidentally, if you will, acquired?
13 How do I make that assessment and reach that balance? Is
14 the intelligence value always going to rule the day? 1Is one
15 valuable piece of intelligence enough to justify the thousands
16 of Fourth Amendment intrusions that are involved here?
17 —: Your Honor, I think what was demonstrated
18 in our sample, and I want to perhaps correct a statement there
19 that we get relatively few communications through upstream
20 collection that are of intelligence value. I think what our
21 sample showed was that we get millions of Internet
2.2 communications that are of potential intelligence value and a
23 very small number of those which have the potential to be wholly
24"___ domestic. N
25 MS. MONACO: I think I would follow up on that, Your
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1 Honor, by saying that the Court has posed, I think -- put it in
2 somewhat more of a starker context than I think the government
3 has in its filings. In other words, the Court has already
4 acknowledged that the FI, or the foreign intelligence
5 information sought through the to, from, or about task selectors
6 is of paramount importance to the government and is of the
7 highest order of magnitude. I think that is the one side of the
8 balance that the Court is faced with, and we would not suggest
9 that it should be put in such stark terms.
10 In other words, on the other side of the balance, what
11 we've tried to do in the study that NSA has done is indicate the
12 relatively small portion, understanding the questions that the
13 Court has raised at the beginning of the hearing abcut those
14 numbers, but we've tried to put in place a series of measures
15 that would enhance the ability of the Court to make its
16 reasonableness finding in terms of the analysis that gets done
17 as the information is seen by the analyst.
18 So I would suggest to the Court that, no, setting one
19 potential piece of foreign intelligence information against the
20 privacy interest of potentially thousands of domestic
21 communications is, I respectfully suggest, not the appropriate
22 analysis but rather the paramount interest of the foreign
23 intelligence contained in those MCTs and our inability to get at
24 that paramoupt impqrtant ipfo;matigg other than by collecting
2D the whole MCT.
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i Balance that against the procedures and the number of steps
2 that the government is proposing to be put in place to ensure
3 that there is the maximum amount of privacy protection that can
4 be applied to those potentially problematic pieces of
5 communications.
6 THE COURT: Would we all agree that ultimately the
7 assessment or application of this balancing under the Fourth
8 Amendment might be different depending upon whether they're in
9 this fairly substantial upstream collection that is still a
10 limited percentage of the total collection but the outcome of
11 the Fourth Amendment balancing might be different depending upon
12 whether the collection of wholly domestic communications was
13 1,000 a year, 10,000 a year, 100,000 a year, 10 million a year?
14 It would depend upon what those numbers show, if you will,
15 that at some point the collection, even though unintended or
16 incidental, at some point the acquisition of a large volume of
17 Fourth Amendment protected communications would simply be too
18 much under the Fourth Amendment? Would we all agree that there
) is some tipping point?
20 MR. INGLIS: Your Honor, I would agree from an NSA
21 perspective that there is. In the extreme, there must be a
22 line. It's probably not objectively determinable, but there
23 would be a line. If the'preponderance of material that we
24 picked up was in factrwhg}lyrdomestic or decla;ed incidental but
25 in fact it was the preponderance of what we picked up, clearly
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1 we'd be in the wrong place.

2 THE COURT: I think that's a good way to put it,

3 Mr. Inglis, that if you have a preponderance that's in the wrong

4 category, then maybe that would be too much.

5 MR. INGLIS: So if I might, given the opportunity to

6 answer the question in a subjective manner, complement

7 Ms. Monaco's answer, I would offer three things as to whether

8 this achieves a reasonable balance between those competing

9 concerns.

10 The first is that it does offer unique material that we

11 believe could provide valuable foreign intelligence. If it were
12 not unique, if we could in fact make up for this some other way
13 and given the problematic nature of this, I think that we would
14 quickly go to that corner, but we haven't found another way to
15 go after what we see as unique material.

16 The second is that we've taken what we believe are all

17 reasonable measures in the technology and a set of then equally,
18 if not more so, reasonable procedures of how we then use the
19 fruits of what that technology provides to address the real and
20 material concerns about Fourth Amendment, statutory, or the
21 Court's authority, have we made reasonable use of that such that
22 we are focusing the majority, the preponderance of our efforts
23 after the greater purpose and at the same time an equal amount
2% of ?imguﬁangffprt to make sure thgt we don't then incidentally
25 or intentionally collect the wholly domestic.
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1 The last thing I would say is that in equating whether one
2 report is the equal of or is offsetting against incurring
3 intruding upon the privacy of thousands of individuals, that's a
4 hard call, but the one report could in fact protect millions of
5 individuals, depending upon the density of the population it is
6 under, is it at risk, and what that report might pertain to. So
7 that's the great unknowable here is how valuable is that single
8 piece of intelligence.
9 THE COURT: One could use that accurate observation to
10 support the conclusion that one piece of intelligence does
i outwelgh whatever the Fourth Amendment intrusion is, and I think
12 if most reasonable people actually weighed that one piece of
13 known intelligence that would save millions of lives against any
14 number of Fourth Amendment intrusions, they'd say, yes, get that
15 piece of intelligence.
16 MR. INGLIS: I would argue that, sir, but I would not
A7) be completely impartial in making that argument.
18 THE COURT: All right. Just one or two small
19 questions, and that will be the end of this inguisition. 1Is NSA
20 able to acquire [ Y 1ot are to, from, or
2 about a task selector from a service provider?
29 B 'os ve are.
23 THE COURT: So, what would NSA acquire in the upstream
24 collection in those categories that could not be acguired from
25 the provider, anything?
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il _: What could we obtain from, for instance,
2 -from the upstream world that we couldn't obtain from the
3 provider?
4 THE COURT: Right. Do you get anything more through

| R T

10
11
12
13
14
1.5
16
17
18
19
20

21 -- Your Honor, if I may, just to take this up

22 another level of generality. In general, NSA cannot do abouts

24 would be entirely off the table,-

25 — I also need to add that we do not obtain
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abouts collection from—
iy )

THE COURT: Okay. So back to the evolution and the
dynamic nature of the Internet, and I'm curious as to how this
phenomenon affects the Fourth Amendment balancing given that the
upstream collection is going to be constantly changing because
of the nature of the Internet.

If the government can't predict just what the impact of any
changes in the Internet will be on the collection, is it valid
for the Court to presume in a Fourth Amendment analysis that the
scope and intrusiveness of the upstream collection will expand
or contract or stay the same?

What should the Court presume in applying a Fourth
Amendment analysis? Just take it as it is frozen now, or is it
valid to make some presumption or assumption with respect to the
future given what the experts see with respect to the Internet
and its evolution?

MR. INGLIS: 1I'll leave it to my Department of Justice
colleagues to speak on the Fourth Amendment implications, but I
wouid say that the Court can and should assume that it will
change. I don't know whether to the greater or the lesser
benefit of the interest between the government and the Court,
but it will change. And I think the expectation of the Court
upon the government is that the government will discern that

change and faithfully either stay within the authorities granted
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1 by the Court or come back to the Court and argue that those
2 authorities must be modified in some way, shape, or form based
3 upon those changes.
4 THE COURT: So, in this setting, with the
5 certifications and the Fourth Amendment, if the Court is
6 comfortable, based on the record before it not withstanding the
7 fact that there will be changes, there will be evolutions, the
8 Court should simply rely on the renewal process and the
9 obligation of the government to come forward with any additional
10 information, changes in the technology or what have you, in
11 order to assess a future certification.
12 MS. MONACO: Your Honor, I would add to that that
13 certainly the Court should rely on that, but I would add to that
14 the Court should also hold the government, quite obviously, to
15 the procedures that we've discussed would apply in this case
16 precisely because we understand the evolving nature of the
17 Internet, precisely because we understand the real, and I would
18 say nontrivial, intrusion that we've all acknowledged and
19 discussed here, given the nature and collection of MCTs.
20 And it's precisely because of that that I think the
21 government would propose to put in place these series of steps
22 in what I guess we've termed a multilayered approach to try to
2:3 do the utmost in terms of being able to enhance the privacy
24 protections that exist in the existing minimization procedures
25 that can be applied to that potentially problematic collection.

. ’ _
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1 THE COURT: All right. Any other questions legal

2 advisors have?

3 -- Yes. Can I just ask one quick question?

4 Do you have a rough estimate as to the percent of Internet

5 transactions that are actually handled by_

6 B just a rough? No? Lots? Few? Anything?

7 THE COURT: Certainly you've said that because of the
8 place of the United States in the Internet, there's a very heavy
9 use of —-

10 MR. INGLIS: So two things remain true, which is the
11 majority of the world's reliable communications continue to flow
12 through the United States, largely because of the investments

13 made over the last 40, 50 years in the creation of the Internet
14 and also because of the inherent stability, resilience of the

15 infrastructures that then underpin that.

16 There's also a degree of innovation that continues to

17 center on the United States, and despite its best efforts,

18 China, Russia, others, have not yet created the engine of

19 innovations that have taken those products and materials

20 offshore, but that has begun to occur.

21 So you do see a flattening of the innovation, you see a

22 slight flattening in terms of the infrastructure. So today, and
23 I think for the foreseeable future, the preponderance of

24 qommunications are still centered in through the United States.
25 But I can see a world 50 years from now where that might be
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1 completely flat. I can't predict that far out. I just know

2 over the next year or two we can depend upon the trends that

3 extend from 10 years past.

4 B 2 d another thing we can say which may

5 be obvious, with respect to our targets, particularly-

e e DD DS )

d !

8 MR. INGLIS: And I've been pleasantly surprised from

9 an intelligence perspective_

| T T R

11 . T vould never

12 have predicted that 10 years ago, and yet it's been

13 extraordinarily lucrative for us.

14 THE COURT: All right. Any other questions?

15 So, let me make one or two observations, and we'll talk

16 about what further you can provide. And I do note that I've

17 kept you here for a long time, and I do know that some among you

18 may have other places to get to.

19 It seems to me that to the extent that either the statutory

20 or the Fourth Amendment analysis turns on the record and

21 statistics, if you will, and numbers of potential or actual

22 wholly domestic communications that are acquired, things of that

23 sort, we have a situation where we have this -- I'11l call it

24 fairly lov._v r_m_mber__, _at least inr termsof percentages, of between

25 1 and 5,000 every six months having identified through your
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1 statistical analysis as containing wholly domestic
2 communications that are to, from, or about a task selector.
3 We then have a larger category that I refer to as "unknown"
4 that is identified as between 48,609 and 70,168 every six months
5 that you've indicated you've made some assessment of that takes
6 you out of the category of totally unknown and into a category
7 of highly unlikely, at least, or whatever term you want to
8 apply, or can under the facts apply, highly unlikely to contain
9 wholly domestic communications.
10 I'm not yet convinced that the record before me supports
L1 the conclusions that have been articulated. So I will look for
12 further information on that to bolster that assessment.
13 We also have this other category, in your random sampling
14 again, that is 9/10ths of the random sampling that was set aside
15 as being discrete communications -- 45,000 out of the 50,000 --
16 as to which our guestioning has indicated we have a concern that
17 some of the about communications may actually have wholly
18 domestic communications.
19 And I don't think that you've really assessed that, either
20 theoretically or by any actual examination of those particular
21 transactions or communications. And I'm not indicating to you
22 what I expect you to do, but I do have this concern that there
23 are a fair number of wholly domestic communications in that
24 category, and there's nothing -- you really haven't had an
25 opportunity to address that, but there's nothing tﬁét has”been
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1 said to date that would dissuade me from that conclusion. So
2 I'm looking there for some convincing, if you will, assessment
3 of why there are not wholly domestic communications within that
4 body which is 9/10ths of the random sample.
5 Those things, and anything.else that we identified, really
6 was right at the outset of our discussion today, it would be
7 very helpful to receive any further information on those. We
8 don't have much time, though.
9 So I think in fairness to the Court, which is very
10 constrained in the time available now to resolve and write up
11 any resolution, particularly if I conclude that I cannot totally
12 approve the certifications, you need to get that to me as
13 quickly as you can. I have to say even this week. It would be
14 very difficult if we didn't have it this week to formulate and
15 frame the resolution of these matters and get it committed to
16 writing.
1.7 Anything else you want to say I would be happy to receive,
18 and I don't want to give the impression that this is the last
19 point of communication even in addition to the written response
20 that you may have in the next couple of days. If there's more
2.1. to be discussed, then the Court is, in the words of Ross Perot,
22 all ears.
23 MR. INGLIS: Your Honor, if I might ask a question
24 regarding your summary, you had said at the outset of the
25 conversation expressed a possible concern that the purged data
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1 might constitute an unexplored piece of the territory, to the
2 extent that it would be useful for us to describe the attributes
3 of those things purged and for what reasons, we'd be happy to
4 provide that as well.
5 THE COURT: Anything you can provide on that, which
6 really goes not to the -- well, it goes to sort of a generalized
7 ~assessment of the validity of the representative sample.
8 MS. MONACO: Your Honor, if I might suggest, we
9 understand the constraints on the Court's time on this, and we
10 very much appreciate all the opportunities the Court has
1L afforded the government to provide it additional information.
12 I think what we will do is go back and confer and ensure
13 that we can provide you whatever it 1s along these lines that we
14 can by the end of the week and be in touch if the Court permits
15 with the legal advisors on the precise timing on that.
16 THE COURT: They are always open to such
17 communications.
18 MS. MONACO: And then what I would also say is I know
19 we've had some of this contact I think at the staff level, but
20 looking ahead I think we'll also be in touch on potential
21 coordination of any transition should the Court be poised to
22 issue an order.
23 THE COURT: We understand the significance of the
24 collections and the significance of technological and other
25 issues with respect to any modification in what is currently
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1 being done, and we'll try to be as open as reasonably possible.
2 MS. MONACO: We appreciate that.
3 B our Honor, earlier in the hearing as well
4 you had asked where a particular part related to the unknowns --
5 THE COURT: I'm sorry, what?
6 _ I'm sorry. You had asked where some of
7 the representations we had made here today with respect to the
8 unknowns was in relation to the record indicated that some of
9 those points were captured in the 30 August submission. I would
10 point the Court to the final paragraph on page 6 of the 30
i August submission there for a few of those representations just
12 for reference.
13 THE COURT: And certainly, I hope you don't think that
14 we didn't look at and take fully into account the August 30
15 submission, but I think you can also conclude that it wasn't
16 fully convincing, so anything more you can do to convince would
17 be appreciated.
18 All right. Thank you again for coming and putting up with
19 these long proceedings. I'll let you get on your way. I'll
20 u look forward to receiving further information and to talking
21 “ with you along the way in resolving this very important, unique,
22 and in some ways difficult matter. I thank NSA and the
23 Department of Justice for all their efforts in this regard.
24 Thank you all. (Proceedings adjourned at 1:52 p.m.)
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