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SUBJECT: (U//FOUO) USCYBERCOM OPERATIONS ORDER (OPORD) 15-0055 

OPERATIONS ORDER IN SUPPORT OF OPERATION INHERENT RESOLVE 

OPER/OPERATION I (b)(1) Sec. 1.7(e) VI 
MSGID/ORDER/USCYBERCOM/15 - 0055/0PERATIONS ORDER IN SUPPORT OF 
OPERATION INHERENT RESOLVE/OPORD/(S//REL TO USE , FVEY)// 

REFERENCES: SEE ENCLOSURE F 

ORDTYPE/OPORD/USCYBERCOM// 

TIMEZONE/Z// 

NARR/ (U//.OUO) THIS ORDER OUTLINES OPERATION ! (b)(1) Sec. 1.7(e) !, 
UNITED STATES CYBER COMMAND?$ (USCYBERCOM) SUPPORT TO OPERATION 
INHERENT RESOLVE (OIR) AND UNITED STATES CENTRAL COMMAND (USCENTCOM) 
IN ACCORDANCE WITH THE TASKING AND AUTHORITIES OUTLINED AT REFERENCES 
(REFS) A,B,C,D AND E . // 

GENTEXT/SITUATION/1. 



l.A. (U) GENERAL. 

l.A.l. (S//PEL 'XO TJS1' 1 i 'Hi:¥) In accordance with (IAW) ref A, 
CDRUSCENTCOM, will lead a coalition military operation with 
objectives to 1) degrade, dismantle, and ultimately defeat the 
Islamic State of Iraq and the Levant (!SIL), 2) restore Government Of 
Iraq (GOI) control over its territory, 3) eliminate ungoverned space 
and terrorist safe-havens in Iraq and Syria, 4) promote the 
I (b)(1) Sec. 1.4(a) !settlement to the conflict in Syria, 5) 
build and support a coalition and conduct expanded regional security 
cooperation and 6) mitigate human suffering and prevent mass 
atrocities, especially against vulnerable religious and ethnic 
minorities. IAW ref A USCENTCOM is the supported combatant command 
for the defeat of !SIL, with all other combatant commands 
supporting. 

l .A. 2. (S//R.EL 'XO TJSI', WESi') In response to the direction at ref A, 
CDRUSCENTCOM established an operation outlined at refs C and D. These 
orders direct JFHQ- C(Army) to coordinate all theater cyberspace 
operations in support of (ISO) OPERATION INHERENT RESOLVE (OIR) and 
identify I (bl/1) Sec. 1.4/al 

(b)(1) Sec. 1.4(a) 

arise. 

l.A.3. (S//Rli:L 'XO TJSI', i'V:Ji:¥) Parallel to United States Central 
Command (USCENTCOM) orders, United States Strategic Command 
(USSTRATCOM) directed USCYBERCOM to support OIR at ref B. Specific 
direction included: I (b)(1) Sec. 1.4(a) 

(b)(1) Sec. 1.4(a) 

l.B. (U) AREA OF CONCERN. 

1. B .1. (S//PEL 'XO US.A I Mli:Si') AREA OF INTEREST (AOI) . Given the nature 
of the cyberspace domain and the distributed network of ISIL support, 
the AOI is global. 
l.B.2. (U//.OUO) AREA OF OPERATIONS (AOR). Within USCYBERCOM?s global 
AOR, ref A directs operations in two key regions: the OIR Theater of 
operations and Joint Operating Area (JOA). 

l.B.2.1 (~+*'~......:.l;.<..>......V.:>A-.---l~~) OIR THEATER. The OIR Theater of 
operations 

(b)( 1) Sec. 1.4(a) 

l.B.2.2 . AREA JOA. The JOA 



1.C. (U) ENEMY FORCES. 

1. C .1. (S//Rli:L. 'l'O USA, i'V:li:¥) ENEMY FORCES. ISIL I (b)(1) Sec. 1.4(a) 
(b)(1)Sec. 1.4(a) ! regional stability and U.S., allies and coalition 

partner interests in the Middle East and Europe. ISIL uses cyberspace 
as a means to maintain situational awareness , direct and support 
combat forces and disseminate a anda and media. ISIL is ca able 
of conductin 

safe-havens. 

situational awareness 
cyberspace I 

critical 

and 
in Iraq and Syria. !SIL maintains 

conducts communications through the use of 
(bl(1) Sec. 1.4(a) 

(b)(1) Sec. 1.4(a) 

(b)(1l Sec. 1.4(al 1· ISIL also 
effectively uses cyberspace to disseminate news and propaganda to 
spread its ideology and objectives. ISIL employs numerous social 
media sites and traditional media resources to radicalize and 
facilitate support. b 1 Sec. 1.4 a 

1.D. (U) FRIENDLY FORCES. 

1. D .1. (S//Rli:L. 'l'O USA I FltE'i) As directed in ref A, CDRUSCENTCOM has 
established a Combined Joint Interagency Task Force (CJIATF-OIR) and 
a Combined Joint Task Force for Operation Inherent Resolve 
(CJTF-OIR) . The CJTF is responsible for directing all coalition 
operations, activities and actions within the JOA. A Request For 
Forces (RFF) is being staffed by USCENTCOM for a cyber-element within 
CJTF- OIR. The re est is for b 1 Sec. 1.4 a 

(b)( Sec. 1 (a1°he cyber-element execution of cyberspace 
operations within the JOA including planning, coordinating, 
synchronizing and integrating effects. In the interim, JFHQ-C (Army) 
has forward deployed a detachment to support the CJTF while the 
manning request is processed. The CJIATF will operate within a 
broader regional area that I (b)(1) Sec. 1.4(a) 

(b)(1) Sec. 1.4(a) 

(b)(1 ~ .4(a) 

1. D. 2. (S //Rli:L. 'l'O PSA I Fl!:li:¥) USCYBERCOM continues to develop the 
Cyber Mission Force (CMF), which is comprised of full spectrum 
cyberspace capabilities and headquarters. These capabilities 
currently exist at varying levels of capacity based upon a projected 
2016 Full Operational Capability (FOC) timeline. As outlined in ref 
F , service generated Joint Force Headquarters Cyber (JFHQ-C) are 
assigned a direct support relationship with Combatant Commands 



(CCMDS) to coordinate and integrate cyberspace operations within 
their respective areas of responsibility (AORS). Key JFHQ-CS 
supporting OIR include: 1) A:rmy, supporting USCENTCOM and USAFRICOM; 
2) Marines, supporting USSOCOM, and 3) Air Force supporting USEUCOM. 
Additionally, the Cyber National Mission Force (CNMF) is responsible 
for defense of the nation from cyber-attacks.// 

GENTEXT/MISSION/2. (S//Rli:lo '1!0 US.A, i'lli:¥) MISSION. On order, 
USCYBERCOM conducts global cyberspace operations in support of 
CDRUSCENTCOM in coordination with interagency and mission partners, 
to prevent !SIL and their allies from achieving their objectives 
through cyberspace and to set the conditions for their defeat.// 

GENTEXT/EXECUTION/3. 

3.A. (U) CONCEPT OF OPERATIONS. 

3 .A.1 (U) COMMANDER?S INTENT. 

3 .A. l .A. (S//Rli:L '1!0 usri, i'lli:Y) PURPOSE. Enable the achievement of 
USCENTCOM OIR objectives, ensure freedom of maneuver in cyberspace 
for OIR forces and defend the nation from cyberspace threats 
resulting from the !SIL crisis. 

3.A.l.B. (S//Rli:L '1!0 USA, i'lli:Y) METHOD. CO ISO OIR is conducted within 
two broad regions: internal and external to the OIR Theater. Within 
the Theater, CDRUSCENTCOM conducts CO enabled through direct support 
from JFHQ-C (A:rmy) and General Support (GS) of the other JFHQ-C. 
USCENTCOM cyberspace requirements inside the USCENTCOM AOR are levied 
upon JFHQ-C (A:rmy) who will coordinate supporting forces on 
USCENTCOM?s behalf to ensure unity of effort and integration with OIR 
joint fires. Given the OIR Theatre extends outside the USCENTCOM AOR, 
CO within the theatre, but outside the AOR must be coordinated with 
the impacted Combatant Command (CCMD). External to the OIR Theater , 
but in coordination with (ICW) USCENTCOM efforts, CDRUSCYBERCOM 
conducts supporting activities. These actions include: 1) the 
coordination and synchronization of CO external to the Theater, but 
supporting OIR objectives, 2) the execution of operations to Defend 
the Nation (DTN) as required in response to the !SIL conflict, 3) 
defense of the Department of Defense Information Network (DODIN) in 
response to cyberspace threats that may emerge from the !SIL 
conflict, and 4) the continued development, testing and delivery of 
force protection and counter-C2 capabilities. Specific USCYBERCOM 
CONOPs supporting this order will be included as appendices to annex 
C as they are developed. 

3.A.l.C. (U) OPERATIONAL OBJECTIVES. See annex C. 

3.A.1.D. (U//~) ENDSTATE. !SIL is defeated and no longer poses a 
threat to U.S. interests or those of our allies and/or coalition 
partners. 

3.A.l . E. (U//~) TERMINATION CRITERIA. CO concludes upon 
achievement of CDRUSCENTCOM?s defined endstate. 

3.B. (U) TASKS. 



3.B.l. (U) USCYBERCOM DIRECTORATES. 

3.B.l.A. (U) Jl. 

3.B.1.A.1. (U) Aggregate manpower requirements submitted by all 
USCYBERCOM directorates, components, and subordinates in response to 
this order. Validate and submit those manpower requirements to force 
providers or requisitioning offices as needed to assure adequate 
manpower is available to conduct the operation. 

3.B.l.A.2. (U) Provide personnel support, as required. 

3.B.1.A.3. (U) For USCYBERCOM personnel (those on the Joint Manning 
Document or under ADCON), coordinate Joint Reception, Staging, Onward 
Movement, And Integration (JRSOI) and personnel accountability with 
USCENTCOM Jl, CJTF-OIR Jl, and CJIATF-OIR Jl, as required. 

3.B.l.A.4. (U) BPT support all award and evaluation requirements for 
USCYBERCOM personnel supporting this operation. 

3.B.l.B. (U) J2. 

3.B.1.B.1. (U//.OUO) Provide collection management support to JFHQ-C 
(Army) and cyber elements employed in OIR intelligence operations. 

3.B.l.B.2. (U//.OUO) Provide analytic support to JFHQ-C (Army) and 
cyber elements employed in OIR intelligence operations. 

3.B.l.B.3. (U) Share relevant OIR cyberspace indications and warnings 
(I&W), as required. 

3. B .1. B. 4. (S//PEl. 'l'O USl), 1 i"llli:¥) Continue to 
capabilities that could potentiall] threaten 
I (b)(1) Sec. 1.4(a) _ . 

assess ISIL cyb~e_r~---. 
U. S. interest{D)(p) Sec. 1.~(a) 

3.B.l.B.5. (S//P.li:l. 'l'O TJS", i'llli:¥) Be prepared to (BPT) provide 
intelligence support to follow-on counter-ISIL cyberspace planning 
efforts. 

3.B.1.B.6. (U) Provide combat targeting support to JFHQ-C ISO OIR. 

3.B.l.B.7. (U) Support the JFHQ-C in the production of Phase 2 Battle 
Damage Assessment (BOA). 

3.B.l.B.8. (S//P.li:l. 'l'O TJS.A, i"llli:¥) Provide Human Intelligence (HUMINT) 
and counter-intelligence support to operations. 

3. B .1. B. 9. (S//Ri:l. 'l'O US", i"llli:¥) Facilitate engagement with 
interagency, U.S. intelligence community, allies and coalition 
intelligence activities to enable the JFHQ-C to conduct CO ISO OIR. 

3.B.1.B.10. (S//Ri:l. 'l'O US.A, i"llli:¥) Provide intelligence support to 
CNMF ISO countering ISIL I (b)(1) Sec. 1.4(a) !intent to 
attack U.S., allies or coalition partner interests. 

3.B.1.B.11. 
from 



USCENTCOM or a JFHQ-C ISO OIR. 

3.8.l.C. (U) J3 . 

3.8.1.C.1. (U//.000) Provide global synchronization and fires support 
to USCYBERCOM component and subordinate forces IAW Annex C, Appendix 
6 of this order and ref E. 

3.B.1.C.2. (S//liUi:l. 'l'!O US", i'"llli:¥) Integrate/coordinate with 
Information Operations (IO) and Special Access Programs (SAP) I 
Special Technical Operations (STO), to include the handling of 
Evaluation Request Message (EREQM) I Evaluation Response Message 
(ERESM) and special program security measures ISO OIR. 

3.8.1.C.3. (S//liUi:l. 'l'!O USCENTCOM 

planning and lead the 

3. B .1. C. 4. (S//liUi:l. 'l'!O US", i'"llli:¥) Be prepared to coordinate cyberspace 
effects external to the Theater but supporting OIR objectives. 

3.8.1.C.5. (U//.OUO) Coordinate, synchronize and deconflict CO with 
inter-agency partners as part of the Whole Of Government (WOG) effort 
to defeat !SIL. 

3.B.1.C.6. (S//liUi:l. 'l'!O US.A, i'"llli:¥) Continue to develop, test and deploy 
technical capabilities to enhance coalition force protection and 

counter !SIL I (b)(1) Sec. 1.4(a) I 
3.8.1.C . 7. Identify 

3.8.1.C.8. (S//REl. 'l'!O US.A, i'Vli:¥) BPT support USCENTCOM and global DCO 
actions in response to cyberspace threats emerging from the !SIL 
conflict. 

3.B.1.C . 9. · (S//liUi:l. '1'!0 nsn, i'"llli:¥) Continue to identify options and 
opportunities to degrade !SIL capabilities through CO. 

3. B .1. C .10. (S//liUi:l. 'l'!O US.A, i'"llli:¥) BPT Coordinate and synchronize CO 

ISO OIR !.__~~~-'-(b~)(~1)_S_e_c._1_.4~(a~)~~~---'~ 

3. B. 1. D. (U) J4. 

3.8.1.D.1. (U) Support movement, travel, weapons, and logistics for 
USCYBERCOM elements supporting OIR, as required. 

3.8.1 . D.2. (U) Coordinate physical space requirements ISO USCYBERCOM 
headquarters, subordinates, and components, as required. 

3.8.1.E. (U) J6. 

3.B.1.E.1. (U) Provide computer, communication and information 
technology infrastructure support across command 
subordinate/component forces, as required. 



3.B.1.E.2. (U) Coordinate knowledge management support for USCYBERCOM 
elements supporting OIR. 

3.B.l.E.3. (U//FOUO) Support USCYBERCOM subordinates? information 
sharing requirements with USCENTCOM and the coalition. 

3. B. 1. F . (U) J7. 

3.B.1.F.1. (U//lf:OUO) Upon request, prioritize training allocations 
for Cy ber Mission Force (CMF) personnel or USCC forces assigned to 

I (b)(1) Sec. 1.7(e) 1· 

3.B.1.G. (U) JS. 

3.B.l.G.l. (U) Provide resource management and portfolio support, as 
required. 

3.B.1.H. (U) J9. 

3.B.1.H.1. (U) Provide advanced capability and technology support , to 
include testing oversight and enforcement, concept development plans , 
as required. 

3.B.1.I. (U) STAFF JUDGE ADVOCATE (SJA). 

3.B.1.I.1. (U) Provide ongoing legal support to USCYBERCOM staff 
elements as required. 

3.B.2. (U) SUBORDINATE FORCES. 
3.B.2.A. (U) CYBER NATIONAL MISSION FORCE HEADQUARTERS. 

TO USZ\, li'llli:Y) BPT execute 
as authori zed, in 

(b)(1) Sec. 1.4(a) 

counter !SIL. 

3.B.2.B. (U) JOINT FORCE HE.ADQUARTERS CYBER . 

3.B.2.B.l. (U) JFHQ- C (AIR FORCE) / AFCYBER. 

3.B.2.B.l.A. (S//Rli:t. TO US.A, li'llli:Y) Conduct Integrated Joint Special 
Technical Operations (IJSTO) ISO OIR. 

3. B. 2. B .1. B. (U//FOUO) BPT provide ! (b}(1) Sec 1.7(e) I to support 
CJTF- OIR IJSTO tactical planning and the effects delivery. 

3.B.2.B.l.C. (S//RJ.t. TO US.A, USCENTCOM 
coordinated with JFHQ-C (Ar~m=-.,_,_-==s:......,=-:===-====.e-=--==-=-==-=-==::=-~a~s,,_~~~ 
outlined in ref D, conduct 

3.B.2.B.1.D. ( 
synchronization 

! (b)(1) Sec. 1.4(a) 

(b)(1) Sec. 1.4(a) 

BPT assist in the coordination and 
(b)(1) Sec. 1.4(a) 



3.8.2.B . 2. (U) JFHQ-C (ARMY). 

3.B.2.B.2.A . (S//Rli:L '1'0 US.A, i'llli:::{) Lead CO to counter !SIL in the 
USCENTCOM AOR, including coordination, synchronization and 
deconflicti on of all supporting cyberspace forces. 

3.B.2.B.2.8. (S//Rli:L '1'0 USA, i'llli:Y) ICW USCENTCOM Master OIR effects 
plan, coordinate and synchronize the timing and tempo of all OIR 
theater CO fires ISO OIR, ensuring integration with USCENTCOM Joint 
Fires. 

3.8.2.B.2.C. (S//PJi:L '1'0 USA,......., ~ i'l_Zli:~ Y~)~ I_A_W~ U~ S_C_E_N_T_C_O_M_?_.s~~p_r _i_o_r_i_t_i_e_s~_a_s~ 
outlined in ref D, conduct I (b)(1) Sec. 1.4(a) ~~~-,-~~~~~~~....,...~~~~-,-,---c:"~~ 
against designated !SIL targets in accordance with Appendix 6 to 
Annex C of this order. 

3.8.2.B.2.D. (~s~1~1~~~~~L,,_;.'l'~0.1-1t~1s~A-..., - i'l~Zli:11..Y) Submit requests to USCYBERCOM for 
col (b)(1) Sec. 1.4(a) !that are required to support OIR 
objectives. USCYBERCOM will ! (b}(1) Sec. 1.4(a) I to deliver 
the required effects. 

3.B . 2.B.2.E. (S//PJi:L 'l'O US.A, i'llli:Y) Provide consolidated Mission 
Reports (MISREP) and tactical level battle damage reporting on 
cyberspace effects delivered by all cyberspace forces operating 
within the USCENTCOM AOR !AW ref D. Provide this reporting to both 
USCENTCOM and USCYBERCOM. 

3.B . 2 . B.2.F. (U//~) Develop and submit Requests For Support (RFS) 
to USCYBERCOM and USCENTCOM for any requirements that exceed the 
capacity or authorities of the cyberspace forces supporting OIR. 
USCYBERCOM will work collaboratively with USCENTCOM to submit 
requirements through the Joint Staff. 

3.B.2.B.2.G. (U) ICW USCENTCOM, provide quarterly estimates of 
authority gaps to USCYBERCOM J3. 

3.B.2.B.2.H. (U) ICW USCENTCOM, develop tactical level technical 
capability requirements. Submit a consolidated requirement to 
USCYBERCOM J3 monthly. 

3.B.2.B.2.I. (U) Develop an assessment plan and provide USCYBERCOM 
feedback on Measures Of Performance (MOP) and Measures Of 
Effectiveness (MOE) as an element of routine reporting. 

3. B. 2. B. 2. J. (S//PJi:L 'l!O USA, i'llli:Y) Coordinate ! (b)(1) Sec. 1.4(a) 
! (b)(1) Sec. 1.4(a) I to ensure a pprop riate deconfliction and 
coordination of Cy ber Mission Forces I (b)(1) Sec. 1.4(a) 
I (b)(1) Sec. 1.4(a) I in support of this order and to ensure all 
actions are compliant with policy and have I (b)(1) Sec. 1.4(a) 

I (b)(1) Sec. 1.4(a) I 
3.B.2.B.2.K. (U) Support DCO planning and operations within the OIR 
theatre as requested by USCENTCOM. 

3.B.2.B.2.K. (S//Rli:L '1'0 US.A , i'llli:Y) Ensure all CO 

(b)(1) Sec. 1.4(a) 



(~)(1) Sec. 1.4(~) 

3.B.2.B.3. (U) JFHQ-C (NAVY). 

3.B.2.B.3.A. (S//REL TO US.A, FVE¥) BPT provide GS to USCENTCOM 
coordinated with JFHQ-C(Army). IAW USCENTCOM?s priorities as outlined 
in ref D, BPT conduct cyberspace ! (b)(1)Sec. 1.4(a) ! l (b)(1) Sec. 1.4(a) ~ gainst ISIL targets ..... ______ _...._..,__..__ __ .,_._ ______ __. 

3.B.2.B.4. (U) JFHQ-C (MARINES). 

3. B. 2. B. 4 .A. (S//R.:L TO USA I Fllli:¥) Provide GS to USCENTCOM 
coordinated with JFHQ- C(Army). IAW USCENTCOM?s priorities as outlined 
in ref D, conduct cyberspace !._ ________ (~b~)(~1)._S~e~c~._1._4~(a~) _______ __.! 
against ISIL targets. 

3. B. 2. B. 4. B. (S//liUi:L TO USA, i'llli:¥) BPT assist 

(b)(1) Sec. 1.4(a) 

3.B.2.B.5. (U) CYBERSPACE OPERATIONS TEAMS. 

3.B.2.B.5.A. (S//Ri:L TO USA, Fllli:¥) Provide information operations 
support to USCENTCOM coordinated through JFHQ-C (Army). 

3. B. 2. B. 5. B. ( S//Ri:L TO USA, Fllli:¥) Conduct force protection and 
counter-C2 operations ISO OIR. 

3.B.2.B.5.C. (U) Provide mission support to enable cyberspace 
effects . 

3.B.2.B.5.D. (S//REL TO US.1) 1 Fllli:¥) IAW USCENTCOM?s prioritiesi--""'a..;;.s ___ ~ 
outlined in ref D, and coordinated by JFHQ-C (Army) , conduct(b)(1) Sec. 1.4(aj 

J (b)(1) Sec. 1.4(a) I against ISIL targets. 

3.B.2.B.5.E. (U) Support additional USCENTCOM requirements as 
identified by JFHQ-C (Army) 

3.B.3. (U) REQUEST FOR SUPPORT. 

3.B.3.A. (U) COMBATANT COMMAND. 

3.B.3.A.l (U) USCENTCOM. 

3.B.3.A.l.A. ·(S//REL TO USA, Fl'li:Y) Indoctrinate USCYBERCOM 
operational planners and operational support personnel into USCENTCOM 
controlled programs (Alternative Compensatory Control Measures, SAP 
and STO) as appropriate to facilitate timely planning, execution, and 
assessment support to OIR. 

3.B.3.A.l.B. (S//Rli:L TO USA, Fllli:Y) Host a USCENTCOM target validation 
board to validate targets for USCENTCOM?S JTL or RTL ISO OIR. See 
Annex C, Appendix 6 Tab G for details. 

3.B.3.A.l.C. (S//P.li:L 

See Annex C, 



Appendix 6 Tab G for details. 

3.B.3.A.l.D. (S//REl.. 'l!O usr., FlZEY) Present I (b)(1)Sec.1 .4(a) 
(b)b) Sec. 1.4Wr input and concurrence !AW ref E as needed . 

3.B.3.A.1.E. Create C ber Taskin Orders (CTO) 
(b)(3) 10 U.S.C. § 130e for all 

deliberate and dynamic missions. 

3.B.3.A.l.F. (U//.OUO) Facilitate release of USCENTCOM developed 
products at the FVEY level to the maximum extent possible. 

3.B.3.A.l.G (S//REL 'l!O usr., co 

3.B.3.A.2. (U) USSTRATCOM. 

3.B.3.A.1.A. (U//.OUO) Participate in the approval process for cyber 
fires as outlined at Annex C Appendix 6 and !AW ref E. 

3.B.3.A.1.A. (U//.OUO) Participate in CJIATF !AW ref E as needed. 

3.B.3.B. (U) COMBAT SUPPORT AGENCIES. 

3.B.3.B.1. (U) NSA. 

3.B.3.B.1.A. (U//.OUO) Provide prioritized intelligence, analytical, 
and operations support. 

3.B.3.B.1.A. (U//.OUO) Provide support to cyberspace fires as 
outlined at Annex C Appendix 6. 

3.B.3.B.l.B. (U//.OUO) Provide assistance to USCYBERCOM to expedite 
team mission alignment ISO OIR. 

3.B.3 .B.l.C. (S//Rli:l.. '1!0 USA, Fl'li:Y) Coordinate ! (b)(1)Sec. 1.4(a) 
! (b}(1)Sec. 1.4(a)! in support of OIR, enabling coordination between units 
supporting this operation while ensuring appropriate deconfliction, 
coordination, and I (b)(1) Sec. 1.4(a} I-

3.C. (U) COORDINATING INSTRUCTIONS. 

3.C.1. (U//.:OUO) All CO will be conducted in accordance with ref E . 
Any requirements for any additional authorities will be identified to 
USCYBERCOM J3 and USCENTCOM Joint Cyber Center for coordination 
through the Joint Staff. 

3.C.2. (S//Rli:l.. 'l!O usr., Fllli:¥) All forces supporting this operation 
will coordinate cyberspace effects ISO OIR with JFHQ-C(Army) who 
ensures these actions are integrated with USCENTCOM Joint Fires. 

3.C.3. (U//.:OUO) Effects in support of OIR that require actions 
external to the USCENTCOM AOR will be coordinated with the 
appropriate CCMD. Primacy for operations in these instances will be 
the direct support JFHQ-C. 
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3.C.5. (S//li!.i:L TO usr., i'lZi:Y) Requirements for cyberspace operations 

(b)(1) Sec. 1.4(a) ~ 

3.C.4. (U//.OUO) All supporting elements with information or 
intelligence of potential mission value will promptly provide it to 
the JFHQ- Cs and USCYBERCOM. 

3.C.5. (U//.OUO) All USCYBERCOM subordinate units will be prepared to 
provide personnel to establish a CJTF- OIR cyber element. 

3.C.6. (S//P.li:L TO tJSfl, i'lZi:Y) Requests from JFHQ-Cs for ! (b)(1)Sec. 1.4(a) 

should be submitted via appropriate channels to USCYBERCOM J3 for 
validation and requirement development! (b)(1) Sec. 1.4(a) I 
3.C.7. (U//.OUO) Requests for CNMF support will be submitted to 
USCYBERCOM J3 for validation and tasking. 

3.C.8. (S//P.EL TO USfl, F'IZi:Y) USCYBERCOM will lead interagency (IA) 
coordination for CO supporting OIR. Delegation of DIRLAUTH for 
specific requirements will be considered on a case-by-case basis. 
Requests for DIRLAUTH should be submitted to the USCYBERCOM J3. 

3. C. 9. (S//li!.i:L TO US.A 1 i'lZi:Y) JFHQ- Cs requesting 

will direct those requirements to USCYBERCOM J2. DIRLAUTH between 
JFHQ- Cs and IC partners will be considered on a case- by-case basis. 

3.C.10. (S//P.EL TO usr.., i'lZEY) IAW ref A, the length of this operation 
is expected to be I (b)(1) Sec. 1.4(a) I 
3.C.11. (U//.OUO) Any modification of ref A that results in a change 
to the OIR Theater or JOA will supersede paras l.B.2.1 and 1.B.2.2 of 
this order. 

3.C.12. 
release, 

entirety . 
(b)(1) Sec. 1.4(a) 

3 . C.13. (U) REPORTING. 

for 

3.C.13.A. (U//.OUO) All JFHQ-C firing units supporting OIR will 
provide I (b)(3) 10 U.S.C. § 130e 1 · JFHQ-C 
will also provide BOA reporting to USCYBERCOM, and USCENTCOM. 

3.C.13.B. (U) Routine reporting will be conducted IAW USCYBERCOM 
standing battle update briefing format and schedule. 

3.C.13.C. (U) Any Commander?s Critical Information Requirements 
(CCIR) will be reported to the USCYBERCOM JOC via the most expedient 
means. 

3.C.13.C.l. (U//.OUO) CCIR are listed on SIPRNET at: 
(https://www.cybercom.smil.mil/j3/orders/default.aspx). 

3.C.13.C.2. (U//.OUO) CCIR will be reported to the USCYBERCOM JOC 
through the contact details at para 5.C.4 or via SIPR at: 
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(http://intelshare.intelink.sgov/sites/uscybercom/joc/lists/ccir_trac 
k). 

3.C . 13.D. (U//j:QUQ) Report all fires !AW the established USCYBERCOM 
ITO process as described in Annex C, Appendix 6 of this order.// 

GENTEXT/ADMIN AND LOGISTICS/4. 

4.A. (U) FINANCE . USCYBERCOM subordinate units will track and report 
all incremental costs incurred ISO this order to USCYBERCOM JS. 

4.B. (U) LOGISTICS AND SUSTAINMENT. 

4.B.1. (U//j:QUQ) USCYBERCOM subordinate units will conduct 
sustainment activities to ensure uninterrupted conduct of support to 
OIR. 

4.B.2. (U) USCYBERCOM subordinate units will coordinate with the 
USCYBERCOM J4 for movement of forces ISO OIR.// 

GENTEXT/COMMAND AND SIGNAL/5. 

5.A. (U) COMMAND RELATIONSHIPS. 

5 .A.1. (S//Ri:l. TO usr., iVli:Y) CDRUSCENTCOM is the supported Combatant 
Commander. All other Combatant Commands, military departments, and 
defense agencies are supporting (per ref A) . 

5.A.2. (U//j:QUQ) JFHQ-C (Army) is direct support to USCENTCOM (per 
ref F). 

5.A.3. (U//j:QUQ) JFHQ-C (Army) is granted DIRLAUTH with FVEY cyber 
coalition partners for the coordination of tactical cyberspace 
operations. 

5.A.4. (U//j:QUQ) JFHQ-C, Marines, Navy, Air Force and AFCYBER are GS 
to USCENTCOM. 

5.A.5. (U//j:QUQ) The COTs are GS to JFHQ-C (ARMY). 

5.A.6. (S//Ri:l. TO usr., Fllli:Y) USCYBERCOM is l (b)(1) Sec. 1.4(a) 
(b)(1) Sec. 1.4(a) I ~---~~--~~---~ 

5.A.7. (U//.:OUO) The C2 directed in this OPORD is in addition to the 
standing relationships established at ref F. These relationships are 
depicted at ref M. 

5.B. (U//j:QUQ) All DoD components will acknowledge receipt and 
understanding of this OPORD within 24 hours via the following web 
site on SIPR: 
(http://intelshare.intelink.sgov/sites/uscybercom/joc/orders/sitepage 
s/home.aspx). 

5.C. (U) POINTS OF CONTACT (POC). 

5. C. 1. (S//REl. TO IISl\ 1 Fl/:li:Y) PRIMARY POC: J3 FUTURE OPERATIONS. 
I (b)(3) 10 u.s.c. § 13ob I 
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5.C.2. POC: J3 FUTURE OPERATIONS. 

NS 

5.C.3. (U//~) ISIL OPT GROUP MAILBOX. 
NSANET/JWICS: USCC_ISIL_OPTCORE@NSA.IC.GOV 

5.C.4. (U//~) AFTER HOURS POC: 
USCYBERCOM JOC DUTY OFFICER 
NSTS: 969-1645 
COMM: fo)(3) 10 U.S.C. § 130~ 
NIPR: JOCOPS@CYBERCOM.MIL 
SIPR: JOCOPS@CYBERCOM.SMIL.MIL 
JWICS: JOCOPS@NSA.IC.GOV 

I 

5.C.5. (U//.OUO) Submit requests for information regarding execution 
of this order, amplifying guidance and/or additional details on SIPR 
at this link: 
(http://intelshare.intelink.sgov.gov/sites/uscybercom/pages/rfi.aspx) 
.// 

GENTEXT/AUTHENTICATION/FOR THE CDR, JAMES K. MCLAUGHLIN, LT GEN, US 
AIR FORCE, USCYBERCOM DEPUTY COMMANDER.// 

AKNLDG/YES// 
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