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F4 USCINCTRANS SCOTT AFB IL//TCJ3=00S//

TO RUEKJCS/JOINT STAFF WASHINGTON DC//J439/0PS//
RHHMUNA/USCINZPAC HONOLULU HI//J33/732/7J6/7/
RUCJAAA/USCINCSOC MACDILL AFB FL/ZJ3/J27J46// h
RHCUAAA/USCI“CTRANS CAT SCOTT AFB IL//J43/732/7J46//
RUCBACM/USCINZLANT NORFOLK VA//J43732/736//
RJCUSTR/USCINZSTRAT OFFUTT AFB NE//J3/J42/46/77
RUPEUNA/USCINISPACE PETERSON AFB C0//J3CP/J2/46//

RUFGNOA/USCINCEUR YATHINGEN GE//J3/42/46//
RJCJACC/USCINCCENT MACDILL AFB FL//43/J2/46//

RUMIAAA/USCINGSO MIAMI AFB FL//J2/43/46/1 255;1053
RUCUGCS/USSTRATCOM GCCS OFFUTT AFB NE//J6722// ) \QB&x
RJEAHQA/CSAF #ASHINGTON DG//X0/SC// é9%§§~ ¥¥Ci

" RUENAAA/CNO WASHINGTON DC//N2/N3/N6/N64//

RUEADWD/DA WASHINGTON DC//CSA/DAMO-0DI/DISC4//

RJEACHC/CMC WASHINGTON DC//C4I/PLI//

RJLSJGA/COMDT COGARD WASHINGTON DC// ’%%43‘/4L=’ A Ef;ﬁf
RULSJGA/COGAR) INTELCOORDCEN WASHINGTIN DC// '

RUQVKEW/AFWIC KELLY AFB TX//CC/EA/EAC/OSK/IR//

“DECLASSIFIED”



R

“DECLASSIFIED"

pace 02 rucuasasoss R

RUDHIWA/DIRLIAA FT BELVDIR VA//ACERT/DR/DD//
RJCBFAD/FLTINFORWARCEN NORFOLK YA//N3/N6/N2/SCTQ/CISD//
RJLKGXA/NAVINFOWARACT FT GEORGE G MEADE MD//
RJEJOCA/DISA #ASHINGTON DC//D2/D3/06//

RUETIAA/DIRNSA FORT GEORGE G MEADE MD//NSOC/I3/SIPO//
RUETIAA/NSACSS FT GEORGE G MEADE MD// $oc/13/51P0//
RUCNFB/FBI WASHINGTON OC//CITAC// &//;*

RUEKJCS/SECDER WASHINGTON OC//ASD/C3I/DUSDI(PIPS//
RUEATIA/CIA WASHINGTDN DC//CTG/DI/OTI/INT//

RJEKDIA/DIA WASHINGTON DC//THI/DS/J2J7SY/0AJZAS/

RUQVK JW/JC2WC SAN ANTONIO TX//DR/DV/DP/P//

AIG 11812

INEO RHCUAAA/JSCINCTRANS SCOTT AFB IL//TCJ3-CAT/0BS//
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AIG 11812 TAKE FOR INFO OMLY

MSGID/GENADMIN/USTRANSCUM TCJ3-0DS//

SUBJ/COMPUTER INTRUSION ACTIVITY SITUATION UPDATE 98-01

(u)//

RMKS/1. UJ THIS IS SITUATION UPDATE 1 FROM THE USTRANSCOY
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INFORMATION OPERATIONS CELL (IOCJ.

2. (m— STATUS OF SYSTEMS: USTRANSCOM SYSTEMS,
INCLUDING THE UNCLASSIFIED LDCAL AREA NETWORK AND GLOBAL
TRANSPORTATION NETHORK (GTN) REMAIN FJLLY OPERATIONAL,
CONTINUAL ANALYSIS OF TRAFFIC AND CUNNECTION ATTEAPTS TO
USTRANSCON AND GTN FIREWALLS AT scon AFB Il AND RDBINS

AFB GA REVEAL NOQ UNAUTHORIZED ACTIVITY.

3. W OPERATIONAL IMPACT: NONE
4. _ ISSUES: REQUEST JOINT STAFF J39 AND

JeK ¢DDRDINATE WITH DISA, THE SERVICE CERTS, AND
INYESTIGATORY AGENCIES ON TIMELY RELEASE OF DATA
CONCERNING TECHNICAL SPECIFICS OF INTRUDER TECHNIQUES AND
METHODOLOGY. INFORMATION PROVIDED IN PREVIQUS MESSAGE
TRAFF IC HAS BEEN EXTREMELY HELPFUL IN DEVELOPING AN
ADDITIONAL LINE OF DEFENSE. HOWEVER, ADDITIONAL DETAILS
WILL PROVIDE JSTRANSCOM ANALYSTS AND SYSTEM ADMINISTRATORS
WITH A RECOGNIZABLE INTRUDER PROFILE TO AID IN

STRENGTHENING THE COMMAND'S DEFENSIVE COUNTERINFORMATION

CAPAB ILTY.»

5. (AU, or TS OF CONTACT: USTRANSGOM

“DECLASSIFIED’




e ¢

- “DECLASSIFIED”

pace 04 rrcuasasoss JEENNNR

INFORMATION OPERATIDNS CELL, DSN 576-6856, COMM (618)
256~6856y MLP 914<7500s 24 HR CONTACT USTRANSCOM MCC DSN
576-8105. LT col : (b)(6) HP (618) 628- (b)6) BEEPER
(888) 914-7191 DR MAJ (b)(6) HP (618} 235« (h)6)
BEEPER (888) 914-7194, POC FOR DEFENSIVE ID IS THE
COMHAND INFORMATION ASSURANCE OFFICER AT DSN 576=492%,

COMN t618) 256-4924(S)

AMPN/CLASSTFIED BY: LT COL (b)(®) » USAF, CHIEFs SPECIAL TECH

BRANCH
REASON:1.5(A)

DECLAS ON: 11 FEB 2008 //
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