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TACTICAL/MANAGBMVIENT ISSUES

0 SMALL GROUPS 3TO 5+
0 PHYSICAL PROXIMITY
o FUNCTIONAL BREAKDOWN
COORDINATING
PROTECTING
RESEARCHING
¢ INTERGROUP CONTACTS
"OLD BOY NETWORK"
TELEPHONES - CAREFUL OF IDSN
® 16 HOURS TO COMMANDS POST
3 HOURS TO SECURE (THANKS PETER YEE)
e FEAR/MORALE/COCKPIT ERRORS
& REPORTING KEY TO INTEGRATING - SECURITY COMMUNITY INTO SYSTEM
MANAGER COMMUNITY |
e EMERGENCY BROADCAST NETWORK - 1200 BAND DIGITAL TAPE RECORDER
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MIT SITE EXPERIENCES

RSH

REXEC

TELNET (PROBE ONLY)
FINGER BUG
SENDMAIL DEBUG

T

VIRUS SH

WV

N

EXEC /BIN/SH

J

CREATE XNNN.C
COMPILEIT
RUNIT

J

VICTIM ‘SH’

MARK EICHIN




MIT SITE EXPERIENCES

JOHN ROCHLIS, MIT NETWORK GROUP
MARK EICHIN, MIT PROJECT ATHENA

o STUDENT INFORMATION PROCESSING BOARD
e PROJECT ATHENA '"WATCHMAKERS'

e MIT LAB FOR COMPUTER SCIENCE
e MIT MEDIA LAB

"THE INTERNET VIRUS OF NOVEMBER 3, 1988"
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MIT SITE EXPERIENCES

/ETC/HOSTS.EQUIV AN " ROUTING TABLES
/,RHOSTS > HOSTSLIST < INTERFACE LISTS
USER NAME & PASSWORD ®PERMUTATION OF USER NAMES

— e BUILT-IN DICTIONARY
¢/USR/DICT/WORDS

FILE/. FORWARD
.FILE/.RHOSTS
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Dan Alvarea boomer Gepace mit.sdu
MIT Center ror Space Research (617} 233-7437

Observations on ¢ to rpan VirusatMIT

i Work was performed primarily by small, 1solated groups.
Three to five membars 12ems rpical.

: FOLURS TR U IO NreT 07 physical proximity, fhwn ronnect -t
JRIRT ITOUDS t.nrou.gn ‘old boy uetwork’

5 1IrOUDs eem 0 break aleng functional lines:
Coordinating and <ommunicatng mrormation,
Protecting andi usmlwv*:;nv machines,
Researching ind iizaszembpling vuus.

=y dlost sites svers able o {solate and secure “heir machinss i about
three hours alter recsint of Peter Yee's messags.

b TT v T, 1 - ¢ JONS I - L | LIRS

: SerT ANle 31000 made T JINIROT Terelns act i A TUT s
. - ~ = - al E -~
= Uttle offort i contact yowsrament, 74, Unul s any

nnil mter -grouo Smmunications srimarddly sver telephones
S &S0 IMIMUINANILE Tussikiz UF computer mail

TUTRIE Tl arpeiT L yacuum,
EREERES SO SEIED S Ue B« 11 At # o SREMEMHEoR i sl

LoTTmonoamLoIoT ol unnecegsary duTonTiin Sl

CnoaunoiT 10 hours Sefors any mnd of cenivi command post

2nup At BT P S50 ams About largely when Uwo very

:Fwtr-nf Irouns tegan working on disaszembly -’~I TS and
<ed 10 pool resources.

ket sifze seemad o have expected (and sxperiencsd) relapsss B
to incomplsts inocnlation, but wars net concerned by thiz.

Lo Group mesmbers seemed to be it Oy fear only when ts 7iris
] sedly "safe” machines long aiter

inlected suppo iljv ter the threal
was belisvad over {as with the finger dasmon aliacksy The
tilusion of security was shattered.
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Dan Alvarsa bhoomer @epace mit.odu
MIT Center for Space Research (617) 253-7437

ions

1 Safe use of telephones is es3ential. Information on the wirus czauld
not. have been ransmitied Detween workers without thsem.
Mized voice/data systems maks sleanup much mors Hilicnn
and dangerous ’

2. Greater mixing between system managers and Zovernment securnty
Drofsssional is necessary (f A nationally coordinated
rasponse 15 to be possible m the future. Most system managers
don't know any security professionals, and hence <an nct,
inciude them in their "old boy network”

& two-prongad. time-delayed 2utack would be oxtramaly
Jemoralizing, varicularly O the second attack was tmead touit
ST when Zroups were disbanding and felta senze of
senlidence and secunty from fheir work.

3 £ compitar aqiyralsnr of the Emergency Broadcasting Network
D e Sramel anpertant. Peter Yee's meczags wwms
srokablr the ;ncr!- =987 ds4isiva factor in 4 Hmelv rasponss o
thiz e aﬂro-,~ UUNET had zone down, The smmsrien:w

beinaiirm o 1:3.r=;-’+ ank ol Thone anss
s i digital tape r ecorder unt, R
-y Tl T lesTrand T ooluuon el Te 1IN
EEATer WAn A euiTaient tank of modems and il
uscapttble o hacking)l Users would be able to uplead 37sism
F-"flﬁ’?flv‘: and code Irom this clearing house 0 A WMLy manisy
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