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on 12 June,l10 The termination agreement with Bell did include a pro-
vision for installation of Advance Data Communications Control
Procedures (ADCCP) to increase the speed with which warning and
assessment information was transmittad from the site to the

NCMC.11< What partion of the hardware and software work already done
could be used with the PARCS remained to be determined; but with
CINCNORAD approval in December, henceforth the system's primary mission
would be first SLBM TW/AA, second ICBM TW/AA, and third SPACETRACK.
PARC's strong suit was the unique coverage it gave of possible SSN-6
and SSN-8 launching areas in the Beaufort Sea, Baffin Ba{Aand Dayis
Strait, and Hudson Bay, all areas behind BMEWS coverage.112

Assessment: The NORAD Cheyenne Mountain Complex

"~

(U} The NORAD Cheyenne Mountain Complex was the hub of the TW/AA
system. Its 427M Command and Control System processed sensor data and
generated warning and attack assessmen: information for use by
CINCNORAD in making his assessment to the NCA.* Developed and installed
between 1969 and 1979, at' a cost of approximately $200 mgiiiqn, it had
been troubled by schedyle shippages &nd cost overruns,ll
sive review in 1977 by an Afr Force independent Review Group recom-
mended bringing the system 0 an Equivalent Operational Capability
(EQC), equivatent to the capability of the system it was replacing, as
soon as possible, ADCOM agreed to take over responsibility for system
development and testing. The EOC date was scheduled for QOctober 1978,
but Further delays were encountered, and the 720 hour operational
demenstiration of the system, which validated it could perform the mini-
mum operational capabilities required, was not completed until :
4 September 1979. Hext day, CINCNORAD declared it had reached EOC. A
good deal of testing and software development rémained, but since an
off-Tine computer had not been purchased in an effort to keep costs
down, testing and operations went on side by side in the NCMc.114

The Aftermath of the 9 Novembér 1979 False Missile Incident

—S-DecT 28 Jan 2000) Safeguards had been installed on the 427M to
prevent the ntermingling of test and real world data, but, never-
theless, on 9 November 1979 test missile attack data was processed from
a test device called a Message/Generator Recorder (MGR) into the opera-
tional side of the system. CINCNORAD convenad & threat assessment con-
ference and a NORAD confidence of no threat was passed to the other
command cénters aboyt five minutes after the threat data began showing
on display conseles. Unfortunately, 12 fighters were Taunched due to
technical deficiencies and procedural errors in fhe NORAD Alerting

System (NAS} Tinking the NEMC and command posts of air defense fighter _

E

' ?IH} 4274 also supporied other missions such as space surveillance
and warning and communications processing.
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units. Delays in communicating the all clear to the National Emergency
Airborne Command Post resulied in a decision by its crew to Taunch for
survival. These events were observed, and press inquiries prompted 0SD
to issue a news release, The resu?tlng publicity focused top level
attention on the TW/AA system. The JCS and the USAF Inspector General
examined NCMC operations and recommended a number of changes to improve -
the credibility and dependability of the TW/AA system. Efforis tb
incorporate these continged throughout 1980, and by the end of the year
most had been completed.l15 NORAD was unsuccessful in its efforts to
identify the precise mode of failure of the MGR. General Hartinger
emphasized to the JCS, however, that whether the caiise wad human error,
computer error, or a combinatian of both, str1ngeﬁt contr?}g were
necessary to preclude a similar occurrence in the future.

($~Revir 1 Jan 2000) Efforts to improve controT of interceptor
?aunches took the form of procedural changes in the alerting process
and technical improvement of alerting system equipment. The most sig-
nificant procedural change was that hencéforth the NCMC Comand Direc~
tor must secure CINCNORAD approval before arder;ng interceptors to
launch for survival . *117 Testing early in 1980 confirmed the NORAD
Attack Alert System (NARAS), a subsystem gf the NAS, was technically
below standard and needed made¥n1zatxon. Intensaf¥ed management
efforts by NORAD, TAC, and the NORAD Regions did not appreciably
improve iis re!zabf11ty, however, «and by Novefber NORAD had concluded
the MAAS was even less reliable than originally believed 11 That
month, American Telephone and Te1egraph submitted a proposal to upgrade

* the system to 99.% percent reliability; but for the near term, further .

procedural changes were instituted which would preclude any intercep~
tors from St&?ﬁ?ﬂg, taxiing, or taking off as a_result of a malfunction:
in the system's audio and visual Indicators.**+

_{S<Revw 26 Dec 99) Also in response to the ¢ November jincident,
NGRAD stopped 427 testing from 22 December 1979 until 29 January 1980.
During this time it briefed Hq USAF, JCS, and 0SD staffs on what was
needed to preclude future like events. When testing.began again, ohly
the most vital ones were conducied, always in a tightly controlled

environment, and under the direction of a NORAD/ADCOM general officers.lZl

This conservative approach, while dictated by events, delayed efforts
to clean up a backlog of some 2500 427M deficiency reports and modifi-
cation requests. NORAD believed that in the long ruh the only way to
complete the testxng required to bring the system to IOC was to conduct
such act3v1ty in an off-site facility.

£

*(5=pecl 3 Jan 2000) If CINCNORAD could not be contacted in a
timely manner, the €D would order the Taurich. MNORAD Region Commanders
also retained authority to flush aircraft for survival.

**(y) Klaxons and different colored Tights.
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the contract manager, issued a letter contract to Fﬁcc-i?»hpri} for
§3.392M to purchase and lease equipment through FY-80.127 FACC's cost
proposal for the complete Firm Fixed Fee tontract was $8.9M for perfor- .
mance from April 1980 through September 1981, ‘This was acceptable
since t was about $9,000 under the government's not-to-excead

price. Equipment installation began 1 July. Delivery of leased
computers from Honeywell Information Systems, inc., the major sub-
contractor, and government. furnished equipment proceeded on schedule.
These equipments were installed and integrated with intercomputer pro-
cessors, graphic processors, and assocjated interface adapters in-time
to meet the ehd of September 10C date.l29 : - :

{?3 0n 29 September General Hartinger officially opened the
0STF.430  The facility was organized as the OSTE.Operations Branch, .
427M Dperations Division, Directorate of ADP Systems, DCS/Communications,
Electronics and Computer Resources. It consisted of 21 officers, aigw
men, and civilians for 24 hours a day, seven days a week operdtion. 1
Installation of the remainder of the equipment continued through the
end of the year on schedule. Software programs from the 427M opera-
tional system were tr?ggferred from the NCMC to the Federal Building in
October and November.*92 At the end of 1980 there was gvery indication
that this dnusually successful project would meet the 1 April 1981
planned acceptance date for the complete system.

The 3 and 6 June 1980 False Missile Incidents

&>

. 5=Decl Jul 2000) In early Junme, two more false missile evénts, dissi-
milar-to the one on 9 November, again received widespread publicity and
prompted an even mwore extensive analysis of the TW/AA system. On
3 dune at 0525Z, SAC command post displays showed threat SLBMs. The
NORAD Missile Warning Center displays, however, gave no such indica-
tions. NORAD notified SAC and the NMCC at 05287 that all systems were
clear. Nevertheless, as a precaytionary measure, the SAC senior 4
controlier directed bomber and tanker crews to board their aircraft and-
start engines. The NMCC duty officer convened a missile display con-
ference at 05397 to evalute the situation. Since all indications of
incoming missiles received at SAC and MMCC command posts had arrived on
circuits from "NORAD, and because no such indications had been received
on Tines cofting direct from the sensors, all concerned believed the
data was invalid. The NMCC convened a threat assessment conference at
05497 to review the situation with all unified and specified comman-
ders. ‘§§MCN3RAD confirmed there was no threat and the conference ended
05572.1 o ,

{S-Decl 1 Jul 2000) HORAD believed the source of the problem was
in the Tine multiplexor, a NOVA 840 computer.* The fault could not be

*{U} The myltiplexor took information coming from the main NCS
computer and put it into a form syitable for trdnsmission over a com-
munications line, :

- SECRET-
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isolated, however, without duplicating the error by running the systen
again ‘in the same configuration it had been on 3 June. Precautions
werg taken to insure a1l command centers were aware of what NORAD
planned to do, what the effect might be, and how they were to respond.
On 6 dJune, at 19497, the false event was duplicated when SAC, the NMCC,
and ANMCC displayed différent numbers of threatening missiles. The SAC
coniroller; although he undarstood a test was in progress, again teok
the precaution of ordering crews to their aircraft. The NMCC convened
a missile display conference at 1951Z. NORAD reported all sensors
clear and gave its assessment of no threat. '

(S-Decl 1 Jul 2000) Immediately following the“second incident, the
JCS directed the Mission Essential Backup (MEBU) system, a UNIVAC
1100/42 computer, *assume responsibiliiy from ‘the NORAD Computer System
(NCS) for the output of data from the Missile Warning Center to other
command centers, The NCS would be returiied to normal operation when
the JCS was satisfied adequate safeguards has been installed.l3%
Efforts to prevent recurrence of the June events focused on correction
of the immediate cause and longer term measures to improve system
reliability. The particular cause of the erronecous display data. was
quickly tracked to a faulty silicon chip in an integrated circuit of
the communications multiplexor.** The part was easily and cheaply
replaced, but work continued on better means of detecting and
correcting eprrors in the system beéfore they exited the NCMC. With the
help of government and industry computer and communications spe-
cialists, NORAD installed a computer program in the NCS, a Cyclic
Redundancy Chack, which examined the validity of messages throughout
their preparation and processing to insure data transmitted out accura-
tely reflected data received from the sensors. In.addition, a new
display was installed in the NORAD command post to show what was being
transmitted to other command posts. The format of the missile warning
messages was changed to reflect only the status of the system, with the
space where missile numbers would normally be shown filled in with zeros
instead .of 1eft blank. Transmission of a real message, with missile
numbers rep?aggng zeros would trigger an audibie alarm in the NORAD
command post.+3%  Thesw safeguards installad, NORAD requested and
received JCS approval fo return to normal NCS ogefg;igns. Operations
resumied incrementally between 18 and 24 November.-<’

*(1) The MEBU was a shadow processor to the NCS. Tt received and
processed the same information as the NCS so that in the event of
failure of the NCS, critical functions could continue.

**{y} The failure did not occur in the computer, but in a circuit
ggard ysed to connect the output of the computer to the communications
ine.
Privileged document not releasable in
whole or in part to persons or agencies
gutside the AF with the express approval
of the Sec AF.
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versions which would enable the Mountain to receive and print Tdunch
and impact reports from Site III, process them, and output the warming
data to SHAPE. The voice hot Tine was expected to be ready by late
September and the teletype by March 1981.156 After reviewing the sta-
tus of these projects, the European Working Group recommended to ,
CINCNORAD that NORAD begin providing warning on 1 November. Convinced,
hewever, that command center personnel vequired additional training,
and betieving them already overburdened with North American warning
responsibilities, General Hartinger was not ready to -expand warning
services to Europe. He told his staff to work toward a Jufie 1981
implementation date. He also said warning should go first “to EUCOM and
then later to SHAPE. Ipn_the meantime, the necessary technical prepara-

_tions were to.continue.l5/ By the end of 1980, Program Modifications

Requests for changes to the NCMC computer system had been included in
the software release for July 1981. Five European missile warning
officers (one for each missile warning crew) were also in training, On
12 December the first step in providing the necessary communiéations
links was taken with installation of the NCMC/UKRAGC hot 1ine.l%8
Tagget date for installation of the teletype circuit remained March
1981. ’ -
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.. NOTES
ﬁHA?TER i? —_AMISSILE WARNING AND ATTACK ASSESSMENT

. Hist of CONAD (S-RD), 1968, pp 129-130; Hist OF CONAD (S-Revw
1 Jul 99), 1969, p. 191, |

#. Ltr {S-Decl 1 Oct 00}, Lt Gen J. V. Hartinger, CINCNORAD, to
Sec. Def H. Brown, n.s., 3 Oct 80 [Doc 1},

3. Plan IS-Revw 17 Mar 00), "Master Plan for Ballistic Missile
Tactical Warning and Attack Assessment (Executive Summary),” Atch 1 to
§5$ {S~Revw 17 Mar 00), Col L. E. Thomas, Dir of Sp and Ms1 Wrng Ops.
pes/o, ADC to J-3, same subj, 16 Apr 80 {Dog 2).

4, 1bid.
5. Ibid.

{ ﬁ,}iLtr'(S~§eci 1 Oct 00}, Gen Hartinger to Sec -Def Brown, 1 Jul 80
Doc 3}.

( 7. Ltr (S-Decl 1 Apr ac)? Gen Hartinger to Sec Def Brown, 1 Apr 80
Doc 41.

8. Ltr (S-Decl 24 Apr 86), Dr. H. F. Cooper, Jr., Dep Asst Sec AF
for Str & Sp Sys, to Lt Gen J. V. Hartinger, Comdr, ADC, 24 Apr 80 (Doc ;
5}; Ltr (U}, Brig Gen W. E. Lindeman, DCS/P1, Pol, Progs and Rgmts, ADC
to Dr. Cooper, n.s., 16 Jun 80, with 1 Atch {S-Decl Apr 86), "Comments
on Dep Asst Sec AF for Str and Sp Sys Ltr, 24 Apr 80," (Doc 6.

9. Talking Paper on BMEWS Modernization (S-Decl 21 Mar 86), prep
by Lt Col Wilkins, XPDW, 25 Mar 80 {Doc 7).

10. Interest Paper on BMEWS TOR Upgrade (U}, prep by Capt M. L.
Hunter, XPDH, 17 Oct 80 {Boc 8}; Interest Paper on BMEWS TOR Upgrade
%Sitgg%I Activation) (U), prep by Capt Hunter, n.d., circa 29 Oct 80
Doc 9]. :

11. Msg (U}, ESD/OCT-3 to SAC/SXR, "BMEWS TOR Upgrade CPCI
Testing," 2219407 May 80; Msg (U}, SAC/SXR to ESD/OCZ, "BMEWS TOR
Upgrade," 0120307 Jul 80.

12, Msg (U), ESD/OCT-3 to SAC, "BMEWS TOR Upgrade,” 0222227
Sep. 80; TOR Upgrade Interest Papers of 17 Oct (Doc 8) and girca 29 Oct .
80 {Doc 9). o

13. ROE Upgrade Interest Paper, 17 Oct 80 (Doc 8); Msg {U-FOUD), .

SAC/SX to ADCOM/J-5/7-3, "General Officer Review of BMEWS TOR Upgrade."
2722057 Oct 80.
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14, WMemo (U} for J-5, "Two Month $1ip in TOR Upgrade Installa-
%ion,“ ?nom €o1 L. L. Sheldon, Dep Dir, Msl & Sp Def, 26 Nov 80
Doc 10).

15, Hist of ADCOM (S-RD}, 1979, pp 82-84 {materia? used S-Revw 99}.

16. Msg {S-Decl 31 Dec 00), Hg AFSC/AC/SB to Hq USAF /ACB/RDS,
"BMEWS Missile Impact Prediction {MIP) Upgrade Program,” 2914077 Jan
8. ;

17, Msg (U}, Hg ESD/OC to Hq AFSC/SD, same subj, 1118317 Apr 80,

18. Msg (U}, Hq USAF/LEXP to Hq AFSC/SDE/ACE et al., “BMEWS MIP/
Approval to Proceed,” 1220227 Jun 80, '

19. Msg (U), ADCOM/J-3 to SAC/SX/DO, “BMEWS Computer Operational
Concerns," 0723007 Aug 80 {Doc 11}.

20. Msg (S-Revw 31 Dec 95), Hq USAF/RDSD to Hg AFSC/SDE, “BMEWS
MIP- Replacement Program - J-77 Issue," 2818307 Jul 80.

21. DCS/P1, Pol, Progs, and Rgmts Historical Report {S-Revw 31 Dec
98), Tab 3, Jul-Dec 80,

22. Hist of ADCOM (S-Revw 31 Dec 99), 1 Jan 77-31 Dec 78, pp §7-98
(material used S-Decl 79); Msg {U), ADCOM/J-3F to SAC/SXM, “BMEWS
Tracking Radar Outages,” 1915317 Mar 80; Msg {U},” SAC/SX-to Dir Mat
Mgt, McClellan AFB/MMC, "BMEWS Support,” 1721007 Apr 80.  (U) SAC said
azimuth drive moters repaired in the past by the Vickers Company had
lasted two years, but, more recently, motors repaired by US Dynamics
had Tasted only four months. (Memo fTor DO (ADCOM) (U), "Recent History
of Maintenance Outages at BMEWS Sites I and IT," prep by Col L. E. ‘
Thomas, Dir of Sp and Ms1 Wng, DCS/0, 14 Apr 80 (Do€ 12),¥

23. Msg (S-Decl Upon Termination of Event), 1983CS, Thule AB to
SACCA, Offutt, "Commanders Assessment," 302230Z Apr 803 Msg (S-DUTE},
12 MiGp, Thule AB to SCAF et al., "Situation Rpt," 0120207 May 80; Msg
(S-DUTE), 1983CS, Thulé AR, to SAGCA, Offutt, “Commanders Assessment, ™
0119007 May 80: 5SS {S-Dect 31 Dec 85), Maj Gen B, K. Brown, DCS/D,
ADCOM, to A/CV et al., "30 Apr Fire at Thule J-Site," 7 May 8D (Doc 13).

24. Msg (S-Revw 2 May 83), CINCNORAD to NDHQ, Ottawa, "Thule
Fire," 0223007 May 80 (Doc 14}); Msg (S-Decl 31 Dec 85), CINCAD .to JCS,
“Impact of BMEWS Site | Fire," 0814007 May 80 (Doc 15). An analysis of
the adverse operational impTications of the loss of the Thule tracker
is contained in Techrical Note (S-Revw 31 Dec 99), “Degradation of
TW/AA from Loss of Site I Tracker,” prep by T. L. Jores, Jr., Dir of
Analysis, ADCOM/XP, 12 Jun 80 (Doc 16).

25, Msg (S-Revw 31 May 00), CINCSAC to CJCS, “Impact of BMEWS Site
I Fire," 1316407 May 80 {Doc 17}.
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26, Msg (S-Decl 13 May 86), CJCS to CINCSAC (for Gen E1lis, info
Gen Alien and Lt Gen Hartinger, fram Gen Jones), "Impact of BMEWS Site
I Fire,"” 2117157 May 80; Msg (U}, CSAF/CVA to'CINCSAC, info CINCAD,
"Impact of BMEWS Site I"Fire,“~0518132'dun 8a.

27. Msg (S-Revw 31 Dec 00}, SAC/SX to USAF/X(K et al.. ”Fund}ng
for BMEWS: Radome and Radar," 1316457 May 80.

28, Msg (U), USAF/LERP to SAC/SX, "BMEWS ?hu}e;R&dome,hllézzzzz
May 80. )

29, Msg (U}, SACLOG/LGXP to SAC/LES, "Thule Tracker Status," .
3120007 Dec 803 ﬂsg (U}, CINCAD/CC to CENCSACfCC "Regtoral of BMEWS®
Site I Trackev, 3122107 Dec 80. ,

30, Msg (U), Dir of Mat Mgt, McClellan AFB/MMC to ADC/DOFY,
"Interim Operational Recommendations,” 2722567 May 80 (Doc 18).

31. S8 (¥) Col L. E. Thomas, Dir Sp & Ms1 Wrng Ops, ADCOM/J-3 to

J-3, "BMEWS Tracker Reéstrictions,” 29 Jul 80 (Dec 13); Msg (U),
NORAD{J 3F to 13MWS/DO, “Interim Restrictions for BMEWS Trackers,” -
0215307 Jun 80 (Doc 20) Msg (C-Revw 31 Dec 85), ADCOM/J-3F, to Dir Mat
Mgt , McClellan AFB, “"Interim Restrictions for BMEWS Trackers," 2421397
Jun 80 {Dac 21); Msg (U} SAC/SX .to Dir Mat Mgt, McClellan AFB,
“Bnalysis of Effects of BMEWS Tracker Power LeveTs,“ 2721007 Jun 80
{Doe 22)5 Msg (U}, Dir of Mat Mgt, McClellan AFB to ADCOM/J-3F, “BMEWS
Mishap-Related Recommendations,” 092355Z Jul 80 (Doc 23); ﬁsg~(S~Revw
31 Dec 85), NORADAJ-3F to SAﬂ/SXM, "Effects of Restriction Against Flat
Scan,” 2420187 Jul 80 (Doc 24j; Msg (S-Revw 31 Dec 85), NORAD/J-3F to
SAC/DOC, "Interim Restrictions..,," 2922157 Aug 80 {Doc 25).

32, Msg (U}, SAC/LES to USAF/XOKS, “BMEWS Radome-Replacement,"
3021237 Jun 80.

33, Msg (U), SAC/SXM to USAF/XOKS, “BMEWS Radome Replacement...,”
1415507 Oct 80,

34, Msg (U), USAF/XOKS to SAG/LES, "BMEWS Radome Replacements..,"
2520227 Jul 80.

35, Msg (U}, SAC/SXM to SACLOG/LGXP, "Funding for BMEWS Radomes,"
1622157 Oct 80: Msg (U), SACLOG to SAC/SKM, "Fundirg for BMEWS
Radomes,® 1215152 Pec 86

36? Hist ADCOM/ADC. {S/RD), 1979, pp 85-89 {material used S-Revw 21
Dec 99}.

37. Msg (S-Revy 31 Dec 00), CINCSAC/CY to CSAF/CYA, “Continued
Operation of F5S-7 Sites," 042000Z Feb 80 {Doc 26}; Msg (U}, Hg
SACCA/LG to 2161CS/CC, “"Continued Gperation of FSS-7- Sztes,“ 0719247
Feb 80.
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38. Msg (S-Revw 28 Feb 00}, CSAF/CYA to CINCAD/CY, “Continued
Operations of the FSS-7 Radars at Fort Fisher AFS and Charleston AFS,
ME," 2021207 Feb 80 (Doc 27).

39. Msg (S-Decl 1 Oct 94), CINCAD/CY to CSAF/CV, “Termination...of
FSS5-7 Radars...,™ 2701007 Feb 80 (Doc 28).

40. Ibid.

41, Msg (S-Revw 1 Mar 88), CSAF/CVA to CINCSAC/CV and CINCAD/CV,
“Termination of Operations...AN/FSS-7 Radars," 0423097 Mar 80.

42. Msg (S-Becl 1 Jan 85}, CINCSAC/CY to CSAF/CVA, "Otis PAVE PAMWS
I0C...," 2913007 Mar 80 (Doc 29). (U} The 6MWS reported that as of
21 February it was conducting all operations maintenance and civil
engineering activities "as if the site were fully operational.” (Msg
{0}, 6MWS/CC to Hq ADCOM/DOF, "PAVE PAWS Site T Status," 221630Z Feb
80.)) The saga of the Otis diesels is told in E. M. Del Papa, of
Missies and Microwaves: ESD and the PAVE PAYS Radar System (FOUD),
History Office, ESD, 1981, ’

43. Msg (S-Decl 31 Oct 89}, ADCOM/J=3 to NMCC/Surveillance 0fFicer,
"0tis PAVE PAUS Operational Readiness,” 0318307 Apr 8C {Doc 30); Msg
{S-Decl 1 Jan 85}, 6MWS/CC to CINCAD/DOC, "Commander’s Situation
Report," 040001Z Apr 80 (Doc 31). (U) At Teast one observer noted the
contrast between the lack of fanfare surrounding the event of the radar
becoming operational and controversy which arose when constructien of
the radar was first proposed. Local opposition began to fade when
measurements of radiation Tevels emitted by the radar indicated they
were far below those mandated by federal health guidelines. The U.S.
Congreesman from the area, Representative Gerry Studds, moted public
concern had Tessened to the extent that at his last two open meetings
in the area the subject of the Otis site did not come up. (Robert
Cooke, "PAVE PAWS Radar Station Starts Operation on Cape Cod," Boston
Globe, 5 Apr 80, p 15;)

44. Msg (U), Hq SCCA/LG2 to Hq AFLC/LOME, "Phase Down Plan for
AN/FSS-7," 0821247 Apr-80; Msg (U), CINCAD/CC to SAC/O0 et al.,
“Charleston and Ft Fisher FSS-7 Performance,” 0416007 Apr &0 (Doc 32).

45, SSS (U}, Col W. R. Kenty, Asst DCS/01, Pol,Progs and Ramts,
ADCOM to A/DO et al., "Schediile Acceleration of Beale AFB PAVE PAWS," 12
Mar 79; Msg (U}, ESD/ACB to AFSC/ACB, "Early Delivery of Site II-~ PAVE
PAWS," 0416007 Apr 79; Talking Paper {S-Decl 20 Aug.80), "PAVE PAWS,"
Maj Nelson/XPD, 20 Aug 79. ; ‘

46, Msg (U), ESD/ACB to AFSC/ACB, *Early Delivery of Site IT--PAVE
PAS,* 0516007 Apr 79. .
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47. Talking Paper (U}, "PAVE PAWS," Maj Nelson /XPD, 5 Aug 79;
E. M. Del Papa, Of Missiles and M1crowaves' £SD and the. PAVE PAWS
Radar, System {FOUO), History Office, E3D, 1981, pp 51-52,

48. Sackgrauné Pager on Beale PAVE PAWS {U), Maj Nelson/XPD,.
16 Jan 80.

49, E. M. Del Papa, Of Missiles and Microwaves..., p 52.

50. Msg {U}, £SD/DEC to Hg SAC/DE, "PAVE PAWS<..Power Plant Test,”
2914307 Feb 80; Msg (U), Hg AFESC/DEM to ESD/DEC, "PAVE PAWS...Power
Plant Test,” 041&002 Mar 80; Msg (U), OLK. AFESC/CEMIRT %o AFESC/DEMC,
“Beale PAVE PAWS Power PTant,“ 9521232 Mar 80: Msg (U}, ESD/DEC to
AFESC/DE, "PAVE PAWS Power Plant,"” 2021502 Mar 80: Msy (U}, AFESC/DEM
to ESB/DEC, "PAVE PAUS Power Plant, 2514007 Mar 803 Msg (U} ESD/DEM to
AFESC/DEM, "PAVE PAWS Power P?ant,“ 2816407 Mar 803 Msg {U), AFESC/DEM
to ESD/DEC, "PAVE PAWS Power Plant," 3121357 Mar 83.

51.. E. M. Del Papa, Of Missiles and Microwaves..., p 52.

52. Msg (i), ADCOM/J3 to SAC, "Dual Operation - Beale PAYE PAUS
and West Coast FSS-7 Units.” 2823452 Mar 803 Msg (U}, SAC/SX to NMCC/
Surveillance Officer, “Transwission of Beale PAVE PAWS Datd," 2320107
Apr 80; Msg {S-Decl 1 D¢t 80), SAC/SKM to Hq USAF JPAX et ales Quaf
Operatxcns, vy * 3021402 Apr 80.

53, Msy (S-Dcl 1 Oc¢t 89), SAC/SX to USAF/XO¥% et al., "Possible
Delay of Beale PAVE PAWS Initigl 0perat;ona¥ Capability," 2716307 May

A 3

54, Msg (U}, {SAC/SXR to ADU/XPD, “PAVE PAWS False L&I Correction
and Verification." 2120157 May 80; Msg (U}, 7MUS/DO to SAC/SXR, “PAVE
PAWS LA&I Correctnan and Vertficatxon,“ 1014407 Jun. 80,

85, E. M. Del Papas Of Missiles and %icrcwaves,.,, p 56-57.

56. 58S {S-Decl 1 0ct 94}, Brig Gen B, R. Campbell (CF), Asst
DCS/0, NORAD to A/CC et al., "ADCOM Position Concerning Beale 10C,"
30 Jun 80 (DOC 33); Ltr [5-Decl 7 Jun 86), Lt Gen d. V. Hart1nger,
CINCAD. ta CINCSAC/CY, "Beale PAVE PAWS I0C," 14 Jul 80 {Doc 34},
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JCS/ CJCS to CINCNORAD, “Resumpt1on of 427M Operations,™ 1720007 Nov 80
{Doc 106); Msg (S-Decl 17 Nov 86), NORAD/J-3. to 0JCS/J-3, 'same sub-
ject, 1803077 Nov 80 {Doc 107); Msg ?S—Revw 15 Sep 86}, CINCNORAQ ta
0JCS/J-3, same subject, 0522302 Dec 80 {Doc 108). A status report on
the 427M after 60 days of Operation, through January 81 is contained in
Briefing (U), "Status of NORAD 427M System...," Atch to Ltr (U), Col
Kenty, Asst DC$/P1, Pol, Progs and Rqmts, ADC to A/J-5D et al.,

9 Feb 81 (Doc 109). '
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138. A review of these studfes and reports and NORAD's evaluation
of them is -contained in Ltr {S-Revw 1 Feb 87}, Col Kenty, Asst DCS/P1,
Pol, Progs and Rqmts, ADC to J-5A, et al., "Tactical Warning/Attack
Assessment Studies and Reports,” § Feb 81, with 3 Atchs {Doc 110).

(U} A JCS "Umbrella Study" prepared between Jduly and December 1980 exa~
mined 24 recent comprehensive studies and identified 145 specific and
etght general improvements which should be pursyed. Significantly, the
JCS study group found the majority of findings and recommendations it
reviewed were valid and receiving adequate attention and resources.
‘NORAD- urged that the recommendations shoutd be prioritized since
Timited resources would prevent giving all equal attention. NORAD said
the System Integration Office would review the recommendations as part
of its effort fo consider the total TW/AAR system. (Memorandum (S-US
Personnel Only}, LtCol S. R. Newland, Acting Chirman, Study Group, to
CINCNORAD, "Tactical Warnings/Attack Assessment, 24 Dec 80, with 1
atch: 0JCS Tactical Warning/Attack Assessment Study Group Final
Report, Executive Summary); Atchs 2 and 3 to $55 {S-Revw 12 Jan 87),
‘Maj Gen C. A. LaFrance, DCS/P1, Pol, Progs and Ramts, NORAD t¢ €C, sdme
subject, 12 Jan 89; Msg (U}, NORAD/J-5 to 0JCS/SC3S, “Tactical
Warning/Attack Assessment Study," 1921007 Jan 81 {Doc 111).)

139. Msg (U), Hg USAF/IG to CINCSAC et al., "Review of USAF
Organization Supporting Air Force Ballistic Missile TW/AA Systems,”
0718007 Jul 80. ‘

1420, Report {S-Revw 1 Sep 00 Privileged Document), "Special
Management Reviews..," 3 Jul-2Z Sep 8Q, Vol I, Summary, Atch to Ltr (U},
Gent Powers, DGS/Comm, Elect, & Computer Resources; NORAD to CC &t al.,
same ‘subject, 30 Sep 80 (Doc 112).

141. Ltr (U), Gen Lew Allen, Jr., CSAF fo ADC/CC et al., “Implemen~
tation of Recommendations...," 8 Oct 80 {Doc 113); Lty (U], Brig Gen . |
Lindeman, DCS/P1, Pol, Progs-and Rqmts, ADC to USAF/XO, "Implementation
of Recommendations...,” 7 Nov 80, with 1 Atch, "ADC Implementation
Plan." {Doc 114); Msg {S-Revw 31 Dec 00), Hq USAF/XO0R to Hg ADC/XP,
"TH/AA Implementation Plan,* 0412457 Dec 80 (Doc 115); Msg (U}, Hg
ADC/XP to Hg USAF/XO0R, "TW/AA System Review...," 1517057 Dec 80 {Doc
116); Ltr (S-Revw 12 Dec 87}, Gen Lindeman, DCS/P1, Pol, Progs and
Rgmts, ADCOM to USAF/X08, "Draft...{PMD) for...{TW/AA) System," 12 Dec
80, with 1 Atch “PMD* (Doc 116A}.

142, Lzr (U), Col R, L. Binford, Dep Dir, M0, Hg USAF to ADC/DPQ,
“Impiementation of Tactical Warning/Attack Assessment Systems Engineer
Organization," 24 Oct 80 (Doc 117}; Memo for DO, from Col J. E. Strub,
Dir, User Interface and Config Control (DOP), "Status of Implementing
the Leaf Report," 31 Oct 80 (Doc 118}, Msg (U}, ADC/CV to SAC/CY,
"General Officer Steering Group...,” 2823067 Nov 80; Atch {U), “ADC
Implementation Plan,™ p 6, td Ltr {U), Gen Lindeman, DCS/PT, Pol, Progs
and Rqmts, ADC to Hq USAF/X0, "Implementation of Recommendations...,"

7 Nov 80 (Doc 114}); Lte (U}, Gen Lindeman, DCS/P1, Pol, Progs and
Ramts, gﬁc to Hg USAF/XO0, "Draft Program Management Directive...,”
12 pec 80. '
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143, ADC SO GC-10, 11 Dec 80.

144, SI0 Briefing (U}, Atch to Ltr, Col Kemty, Asst DCS/P1, Pel,
Progs and Rgmts, ADC to XPA et al., same subject, 26 Feb 81 (Doc 119}.

145. Msg (U), Sec Def/OASDPA to Public Affairs/Information, "DOD
News Briefing," 172339Z Jun 80 (Doc 103); Howard Silber, "Gen Jones:
Computer Error was no Brink-of-War Crisfs," Omaha World Herald, 13 Jun
80, T _

146. Report of Sen Hart and Sen Goldwater, "Recent False Alerts
from the Nation's Missile Attack Warning System," to the committee on
Armed Services, U.S. Senate, 96th Congress, 2nd Session, p 8 {Doc 102}.

Pizay. Glenn Urban, “Gengra1 says NORAD the 'Best'," Colorado
Springs Gazette Teledgraph, 27 Jun 80, p-3B: Speech by Gen Hartinger,
CINCNORAD, at Air Force Agseciatian §ymposizzmR 24 Gct 80.

148, Briefing {C-Revw Dec 99) to Gen J. E. HiT1, CINCNORAD, by
%apt ¥. §, Budura, ADCOM/DOPC, "Tactical Warning for -Europe,” 6 Sep 79
Doc 120},

149, JCS 2308/794-1. (S-Decl 24 May 84), "Report by the J-3 to the
JCS on Baltistic Missile Atfack Warning,™ 24 May 78: Msg (S-GDS 86},

JCS to CINCAD, "Ballistic Missile Warning," 0519067 Jun 78.

150. Msg (S-XGDS-3), ADCOM to JES, "Ballistic Missile Attack
Warning,” 1117007 Jul 78; Ltr, {S-Decl 31 Dec OB}, Col R. M.
Kronbusch, Dir, MsT and Sp Def/dPD to XP, "Trip Report On Visit to
USAFE~EUCOM-SHAPE," 27 Oct 78 {Doc. 121} ; SSS (S-Decl 31 Dec 94}, Lt
Col M. Waynik, Jr., Ch, Sys Cont Div (DOP)} to A/DD, "Missile Warning to
NATO," 27 Dec 78 (Doc.122); Msg (S-Decl 11 Apr 85}, Hg USAF/X0X to
- J€5/d-3 and ADCOM/DO, "Ballistic Missite Attack Warning," 1321157 Apr

79. ‘

151, Msg (U}, JCS/J~3 to-ADCOM/DQ, “Ballistic Missile Warning,"
1413512 Jul 78.

152. Briefing, "Tactical Warning for Europe" {Doc 120); Ltr {U),
Lt Gen (CLF) K. E. Lewis, DCINCNORAD to Yice Admiral Thor Hanson, USW,
Dir, Joint Staff/JCS, U.S., 10 Oct 79, with 1 Atch: “Concept of
Operations for Provision of Ballistic Missile Attack Warning to
Europe," {S-Revw 6 Sep 99}, 6 Sep 79 (Doc 123). The reaction of poten-
tial European users was favorable. [See Interest Paper on @ Concept of
Operations for European Warning {U), Action Officer Capt V. P. Budura/

DOPC, 3 Oct 79 {Doc 124).) -
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153. Lir {U}, Col J. R. Schafer, Dir, Sys/Config. ADCOM to Col 4.
Lipphicott, Ops Dy, SHAPE/SHOC, U.S., 4 Dec 79 {Doc 125); Ltr {C-Decl
11 Dec 84}, BG Campbell, Asst DCS/0, NORAD to Maj Gen J. Ahmann, AC of
S/0, EUCOM, n.s., 28 Dec 79, with 1 Atch: "NORAD-SHAPE Memorandum of
Agreement for Exchange of Early Warning Information” [S-Decl il Dec 89).

154. Memo for CINCAD et al.. {S-Dec] ? Feb BG), "Concept of
Operations for European Wirhing," (SM-125-80)}, €ol H. D. Neelye, Sec,
Joint Staff, 26 Feb 80. JCS had approved I5 February.

185. MORADR 85-10 (S-Decl 31 Dec 84}, "MORAD/SHAPE Memorandum of
Agreement for Exchange of Early Warning Information,” 30 May 80 {Doc
126}; Lir {C-Revw 26 Jul 84}, RADM 5. H. Packer, Dir of Ops/J-3, EUCOM
to Gen Brown, BCS/0, J-3, NORAD, 28 Jul 80 {Doc 127); Msg {S=-Revw 26
Aug 86}, NORAD/J-3 to USCINCEUR/ECJ3, pavsonal from Gen Brown to RADM
Packer, "NORAD/EUCOM European Warning Efforts,” 0718307 Oct 80 {Doc
128}; SSS {S-Revw 26 hug 86), Lol Strub, Dir, User Interface and Config
Controt/d-3P to N/J-3, "Eurcpean Warning Conference, 9-10 Oct 80," 14
Oct 80, with 1 Atch: Action Ifems Highlights {S-Reww 26 Aug 86} (Doc
129); S55 (S-Revw 16 Dec 00), Gen Brown, DCS/0, NORAD fo N/J-2 et al,
"NORAD Briefings to the Euvapsan Warning Conference, 9-10 Oct 8077 16
Dec 80, with 1 Atch: “Europgan Concept Review and Implementation
Status,™ {Doec 1307,

156, Lir {U), Cot Strub, Dir, User Interface/Config Control (J-3P)
to J-68, "European Warning Program Modification Requests.," 15 Sep 80
{Doc 131}, A good review of European Warning fforts to late 1980 s
contained in Talking Paper on European Warning {S-Revw 10 Sep 00}, prep
by Capt Budura, 3-30PC, 10 Sep 80 {Doc 132).

1587, $85 {C-Decl 31 Dec 84). Col Strub. Dir. User Interface/Config
Controt /J-3P ©6 &17 Members of Europedn Working Grotp. "Minutes of
Spacial...Meeting. 14 Jul 80." 28 Jul 80 {Doc 133), After the 3 and &
June incidenis General Hartinger Intensified training for Missile
Warning Center crews. He glse instituted a visitation program to
dcquaint them more fully with thelr counterparts and the Operational
enviromment at other Commend Cenmters. and officers at those Centers
came To the NOMC for Tike tndoctrination.

188, Talking Paper On Luropean Warning {(S-Reww 10 Sep 80). prep by
Capt Budura. J-3PC. 10 Sep 80 (Doc 132}; SSS (S-Reww 26 Aug 86). Col
Strub, Chairman. European Waraing Working Group te N/J-3. "European
Warning." @ Dec 80; HMsg (U}, NORAD/J-3 to Hg Strike Command {STC)
{RAF). "NCMC/ UKRAODC Hot Line." 3020307 Dec 80 {Doc 134}; Msg {S-Reww
Dec 99), NORAD/J3P to Hg Stirike Commend {RAF )}, "European Warning Voice.
Tell Procaedures,” 1818037 Dec 80 {Doc 135).
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