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THE ADMINISTRATION’S USE OF
FISA AUTHORITIES

WEDNESDAY, JULY 17, 2013

HOUSE OF REPRESENTATIVES
COMMITTEE ON THE JUDICIARY
Washington, DC.

The Committee met, pursuant to call, at 10:11 a.m., in room
2141, Rayburn House Office Building, the Honorable Bob Goodlatte
(Chairman of the Committee) presiding.

Present: Representatives Goodlatte, Sensenbrenner, Coble, Smith
of Texas, Chabot, Bachus, Forbes, King, Gohmert, Poe, Chaffetz,
Gowdy, Labrador, Farenthold, Holding, Collins, DeSantis, Conyers,
Nadler, Scott, Lofgren, Jackson Lee, Cohen, Johnson, Chu, Deutch,
DelBene, Garcia, and Jeffries.

Staff Present: (Majority) Shelley Husband, Chief of Staff & Gen-
eral Counsel; Branden Ritchie, Deputy Chief of Staff & Chief Coun-
sel; Allison Halataei, Parliamentarian & General Counsel; Caroline
Lynch, ; Sam Ramer, Majority Counsel; Kelsey Deterding, Clerk;
(Minority) Perry Apelbaum, Minority Staff Director & Chief Coun-
sel; Danielle Brown, Parliamentarian; and Aaron Hiller, Counsel.

Mr. GOODLATTE. Good morning. The Judiciary Committee will
come to order. And without objection, the Chair is authorized to de-
clare recesses of the Committee at any time.

We welcome everyone to this morning’s hearing on oversight of
the Administration’s use of FISA Authorities, and I will begin by
recognizing myself for an opening statement.

Today’s hearing will examine the statutory authorities that gov-
ern certain programs operated under the Foreign Intelligence Sur-
veillance Act, or FISA. Since the unauthorized public release of
these programs, many Members of Congress and their constituents
have expressed concern about how these programs are operated
and whether they pose a threat to Americans’ civil liberties and
privacy. We have assembled two panels of witnesses today to help
us explore these important issues.

Last month, Edward Snowden, an unknown former NSA con-
tractor and CIA employee, released classified material on top secret
NSA data collection programs. On June 5th, the Guardian released
a classified order issued by the Foreign Intelligence Surveillance
Court requested by the FBI to compel the ongoing production for
a 3-month period of call detail records, or telephony metadata. Te-
lephony metadata includes the numbers of both parties on a call,
unique identifiers, and the time and duration of all calls.
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On June 6th, classified information regarding a second program,
the PRISM program, was reported by the Guardian and the Wash-
ington Post. News reports described the program as allowing the
NSA to obtain data from electronic service providers on customers
who reside outside the United States, including email, chat, photos,
videos, stored data, and file transfers.

Both of these programs are operated pursuant to statutory provi-
sions in FISA or the FISA Amendments Act. FISA was enacted to
provide procedures for the domestic collection of foreign intel-
ligence. When FISA was originally enacted in 1978, America was
largely concerned with collecting intelligence from foreign nations,
such as the Soviet Union, or terrorist groups like the FARC in Co-
lombia. FISA set forth procedures for how the Government can
gather foreign intelligence inside the United States about foreign
powers and their agents.

The intelligence landscape has changed dramatically over the
last 30 years. Today, we are confronted with ongoing threats from
terrorist organizations, some of which are well structured, but most
of which are loosely organized, as well as threats from individuals
who may subscribe to certain beliefs but do not belong to a specific
terrorist group. The FISA business record provision, often referred
to as Section 215 of the PATRIOT Act, allows the FBI to access
tangible items, including business records in foreign intelligence,
international terrorism, and clandestine intelligence investigations.

Unlike grand jury or administrative subpoenas in criminal inves-
tigations, which can simply be issued by a prosecutor, a FISA busi-
ness records order must first be approved by a Federal judge. Simi-
lar to grand jury or administrative subpoenas, a FISA business
record order cannot be used to search a person’s home, to acquire
the content of emails, or listen to telephone calls. It can only be
used to obtain third-party records.

Critics of the metadata program object to its breadth, namely the
ongoing collection of all customers’ telephony metadata, and ques-
tion whether this program conforms to Congress’ intent in enacting
Section 215 of the PATRIOT Act. I hope to hear from today’s wit-
nesses about this, about how the collection of this metadata is rel-
evant to a foreign intelligence or terrorism investigation and about
whether a program of this size is valuable and cost effective in de-
tecting and preventing terrorist plots.

In the 40 years since FISA enactment, communications tech-
nologies have changed dramatically and revolutionized the trans-
mission of international communications. The shift from wireless
satellite communications to fiber optic wire communications altered
the manner in which foreign communications are transmitted.

The use of wire technology inside the United States to transmit
a telephone call that takes place overseas had the unintended re-
sult of requiring the Government to obtain an individualized FISA
court order to monitor foreign communications by non-U.S. persons.
Congress enacted in 2008 and reauthorized just last year the bipar-
tisan FISA Amendments Act to update our foreign intelligence
laws.

The FAA permits the Attorney General and the Director of Na-
tional Intelligence to target foreign persons reasonably believed to
be located outside the United States to acquire foreign intelligence
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information. The act requires for the first time in U.S. history prior
court approval of all Government surveillance using these authori-
ties, including court approval of the Government’s targeting and
minimization procedures.

The PRISM program derives its authority from Section 702 of the
FAA. It involves the collection of foreign intelligence information
about non-U.S. persons located outside the United States. To the
extent the program captures information pertaining to U.S. citi-
zens, such interception can only be incidental, and the handling of
such information is governed by court-approved minimization pro-
cedures.

I look forward to hearing from our witnesses today in greater de-
tail about how the Government limits its targeting under 702 to
non-U.S. persons outside the U.S. and a description of the over-
sight performed by the Administration and the FISC of this pro-
gram, including the effectiveness of the current auditing of Section
702.

The terrorist threat is real and ongoing. The Boston bombing re-
minded us all of that. I am confident that everyone in this room
wishes that tragedy could have been prevented. We cannot prevent
terrorist attacks unless we can first identify and then intercept the
terrorist.

However, Congress must ensure that the laws we have enacted
are executed in a manner that is consistent with congressional in-
tent and that protects both our national security and our civil lib-
erties. We must ensure that America’s intelligence gathering sys-
tem has the trust of the American people.

It is now my pleasure to recognize the Ranking Member of the
full Committee, the gentleman from Michigan, Mr. Conyers, for his
opening statement.

Mr. CoNYERS. Thank you, Chairman Goodlatte and Members of
the Committee.

We are on Judiciary, which is the Committee of primary jurisdic-
tion for both of the authorities we are here to discuss today, Sec-
tion 215 of the PATRIOT Act and Section 702 of the FISA Amend-
ments Act. Over the past decade, the Members of this Committee
have vigorously debated the proper balance between our safety and
our constitutional right to privacy.

And so, I join in welcoming the two panels—four each, very fairly
made up—to this discussion today. I think it is an important one.

But we never at any point during this debate have approved the
type of unchecked sweeping surveillance of United States citizens
employed by our Government in the name of fighting the war on
terrorism. Section 215 authorizes the Government to obtain certain
business records only if it can show to the FISA court that the
records are relevant to an ongoing national security investigation.

Now what we think we have here is a situation in which if the
Government cannot provide a clear public explanation for how its
program is consistent with the statute, then it must stop collecting
this information immediately. And so, this metadata problem to me
has gotten quite far out of hand, even given the seriousness of the
problems that surround it and created its need.

Now I have another concern that pertains to the Administration’s
track record of responding to the criticisms of these programs. We
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know Director Clapper’s misstatements and others. National Secu-
rity Agency Director General Keith Alexander had to make retrac-
tions. Even FBI Director Robert Mueller is not empowered to re-
write history.

But what we have is our conversation, which requires focusing
on improving both more public scrutiny and congressional oversight
of these programs. Over the last few weeks, the Administration has
asserted that its conduct of this surveillance with congressional
support because they have briefed some Members of these pro-
grams in the past. But that is not sufficient since we are in a
catch-22 situation in a classified briefing in a secure setting, and
we cannot discuss it publicly, certainly not even with our constitu-
ents. But if we skip the briefing, we risk being uninformed and un-
prepared.

One simple solution to this problem would be to publicly release
significant FISA court opinions or, at the very least, unclassified
summaries of these opinions. This solution would have the added
benefit of subjecting the Government’s legal claims to much-needed
public scrutiny.

Over the past decade, the court has developed a body of law that
instructs the Government about what it may do with the informa-
tion it collects. There is no legitimate reason to keep this legal
analysis from public interest any longer. And if we are to strike the
right balance with these surveillance authorities, which I think is
an important purpose of the hearing today, then we must bring the
public into the conversation as soon as it is appropriate and with-
out delay.

And I am not talking about releasing any classified information.
Instead of simply asking our constituents to trust us, I am asking
you and the executive branch to trust them. And the need for more
declassification I think is very dominant, in my opinion, as to how
we should move this today.

And I thank the Chair.

Mr. GOODLATTE. I thank the Ranking Member for his comments
and would say in regard I share his concern about some classified
information that does not need to be classified.

I also would say that because of the nature of the questions that
we would like to ask, some of which cannot be asked or answered
here in an open hearing, we will definitely be planning a second
hearing on this subject, where we can ask those questions in a clas-
sified setting to, again, assure ourselves of the answers that we
need.

Before we begin with questions for our witnesses, I want to
stress that the—oh, first of all, without objection, all our Members’
opening statements will be made a part of the record.

Before we begin with questions for our witnesses, I must stress
that the programs this hearing is addressing remain classified. I
expect the witnesses appearing before us today, particularly on our
first panel, to answer questions from Members with as much can-
dor as possible, given the unclassified setting.

But I also wish to caution Members of the Committee that they
should be cognizant of this unique dynamic when phrasing their
questions. The simple fact that certain programs have been leaked
does not mean that they have been declassified, and Members and
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witnesses alike would be violating the law were they to disclose
classified information during this hearing.

I would also like to note that the Committee intends to hold a
subsequent classified briefing for Members so that we have an op-
portunity to more closely examine those programs and pose ques-
tions to our witnesses that are not appropriate in this open setting.

We welcome our first panel today. And if you would all please
rise, we will begin by swearing in the witnesses.

[Witnesses sworn.]

Mr. GOODLATTE. Thank you very much.

Let the record reflect that all of the witnesses responded in the
affirmative, and we will now proceed to introduce our witnesses.

Our first witness is Mr. James Cole, the Deputy Attorney Gen-
eral of the United States at the Department of Justice. Mr. Cole
first joined the agency in 1979 as part of the Attorney General’s
Honors Program and served the department for 13 years as a trial
lawyer in the Criminal Division.

He entered private practice in 1992 and was a partner at Bryan
Cave, LLP, from 1995 to 2010, specializing in white-collar defense.
Mr. Cole has also served as chair of the American Bar Association
White Collar Crime Committee and as chair-elect of the ABA
Criminal Justice Section.

Mr. Cole received his bachelor’s degree from the University of
Colorado and his juris doctor from the University of California at
Hastings. We are fortunate to have him and his expertise with us
today.

Our second witness is Mr. Robert S. Litt, the second general
counsel of the Office of the Director of National Intelligence. Pre-
viously, Mr. Litt was a partner at Arnold & Porter, LLP, and
served as a member of the Advisory Committee to the Standing
Committee on Law and National Security at the American Bar As-
sociation. From 1994 to 1999, he served as Deputy Assistant Attor-
ney General at the U.S. Department of Justice, where he worked
on issues of national security, including FISA applications.

He began his legal career as a clerk for Judge Edward Weinfeld
of the Southern District of New York and Justice Potter Stewart
of the United States Supreme Court. Mr. Litt earned his bachelor’s
degree from Harvard University and his law degree from Yale. We
welcome his experience and expertise.

The third member of our first witness panel is Mr. John C. Ing-
lis, the Deputy Director and senior civilian leader of the National
Security Agency, acting as the agency’s Chief of Operations. Mr.
Inglis began his career at NSA as a computer scientist within the
National Computer Security Center.

Promoted to NSA’s Senior Executive Service in 1997, he subse-
quently served in a variety of senior leadership assignments and
twice served away from NSA headquarters, first as a visiting pro-
fessor of computer science at the United States Military Academy
and later as the U.S. special liaison to the United Kingdom.

Mr. Inglis is a graduate of the United States Air Force Academy,
subsequently completing 9 years of active service and 21 years as
a member of the Air National Guard. He holds advanced degrees
in engineering and computer science from Columbia University,
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Johns Hopkins University, and the George Washington University.
And we thank him for joining us and sharing his expertise as well.

And finally on the first panel, Ms. Stephanie Douglas, Executive
Assistant Director of National Security Branch of the Federal Bu-
reau of Investigations. Ms. Douglas began as a special agent with
the FBI in November 1989. She first reported to the Washington
Field Office, where she worked violent crime, public corruption,
and national security matters.

Before returning to the FBI headquarters in 2007, she served as
an FBI detailee to the CIA’s Counterintelligence Center, as well as
supervisory special agent for a counterintelligence squad at the
Washington Field Office, directing sensitive national security inves-
tigations. Before assuming her current post, Ms. Douglas was spe-
cial agent-in-charge of the San Francisco Division.

Ms. Douglas earned her bachelor’s degree in history at the Uni-
versity of Tennessee, and we are pleased to have her share her ex-
pertise with us today as well.

We thank all of you for joining us, and we will turn first to Mr.
Cole for his testimony.

TESTIMONY OF JAMES COLE,
UNITED STATES DEPARTMENT OF JUSTICE

Mr. CoLE. Thank you, Mr. Chairman, Mr. Ranking Member, and
Members of the Committee, for inviting us here to speak about the
215 business records program and Section 702 of FISA.

With these programs and other intelligence activities, we are
constantly seeking to achieve the right balance between the protec-
tion of national security and the protection of privacy and civil lib-
erties. We believe these two programs have achieved the right bal-
ance.

First of all, both programs are conducted under laws passed by
Congress. Neither is a program that has been hidden away or off
the books. In fact, all three branches of Government play a signifi-
cant role in the oversight of these programs.

The judiciary, through the Foreign Intelligence Surveillance
Court, plays a role in authorizing the programs and overseeing
compliance. The executive branch conducts extensive internal re-
views to ensure compliance. And Congress passes the laws and
oversees our implementation of those laws and determines whether
or not the current law should be reauthorized and in what form.
I would like to explain in more detail how this works with respect
to each of the two programs.

The 215 program, as many of you have already heard, involves
the collection of metadata from telephone calls. These are tele-
phone records maintained by the phone companies.

They include the number that was dialed, the date and time of
the call, and the length of the call. They do not include names or
other personal identifying information. They do not include cell site
or other location information, and they do not include the content
of any phone calls.

These are the kinds of records that under longstanding Supreme
Court precedent are not protected by the Fourth Amendment. The
short court order that you have seen published in the newspapers
only allows the Government to acquire these phone records. It does
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not allow the Government to access or use them. That is covered
by another, more detailed court order.

That court order provides that the Government can only search
the data if it has a reasonable, articulable suspicion that the phone
number being searched is associated with certain terrorist organi-
zations. Deputy Director Inglis will explain in more detail how this
process works.

But suffice it to say that there are many restrictions imposed on
NSA to ensure that only properly trained analysts may access the
data and that they can only access it with reasonable, articulable
suspicion as a predicate and when it has been met and docu-
mented. The documentation of the analysts’ justification is impor-
tant. It exists so that it can be reviewed by supervisors before the
search is done and audited afterwards to ensure compliance with
the court’s orders.

In the criminal context, the Government could obtain these types
of records with a grand jury subpoena without going to court. But
here, we go to court every 90 days to seek the court’s authorization
to collect the records. As part of the renewal process, we inform the
court whether there have been any compliance problems. And if
there have been, the court will take a very hard look and make
sure we have corrected these problems.

As we have explained before, the 11 judges on the FISA court are
far from rubber stamps. Instead, they review all of our pleadings
thoroughly. They question us, and they don’t sign off until they are
satisfied that we have met all statutory and constitutional require-
ments.

The 702 program is different. Under that program, the Govern-
ment does collect content of communications. Under 702, the Gov-
ernment applies to the FISA court for an order allowing it to collect
the communications of non-U.S. persons reasonably believed to be
overseas. This order lasts for 1 year.

The statute does not allow us to collect—or excuse me, does allow
us to collect—communications even if the person on the other end
of that phone call or email is in the United States or a U.S. person,
but only if that is the result of a non-U.S. person outside the
United States having initiated the call.

Importantly, the statute explicitly prohibits us from what is
known as “reverse targeting.” We can’t use Section 702 indirectly
to obtain the communications of U.S. persons anywhere or any per-
sons located in the United States by targeting a non-U.S. person
overseas.

Moreover, all U.S. person information collected is subject to what
we call minimization rules. These rules are designed to restrict the
dissemination, the use, and the retention of the information about
U.S. persons collected. These rules are reviewed and approved by
the court every year to ensure that we are handling U.S. person
information in a manner consistent with the statute and the
Fourth Amendment.

Both programs involve significant oversight by all three branches
of Government. The FISA court reviews and approves the certifi-
cations and the Government’s targeting and minimization rules,
and it oversees the Government’s compliance with these rules, the
statute, and the Fourth Amendment.
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Within the executive branch, multiple parts of the Government—
NSA, its Inspector General, the Office of the Director of National
Intelligence, and the Department of Justice—conduct robust com-
pliance reviews and provide extensive reports on implementation
and compliance to the FISA court and to the Intelligence and Judi-
ciary Committees.

And Congress conducts oversight, decides whether to reauthorize
the 702 authority, as it did in 2012 and as it did with 215 authority
in 2011.

We take very seriously our responsibility to the American people
to implement these programs in a manner that complies with all
laws and the Constitution and strikes the right balance between
protecting their safety and their privacy. I know others on the
panel have brief statements to make, and then we are all ready to
answer any questions you may have.

Thank you.

Mr. GOODLATTE. Thank you, Mr. Cole.
Mr. Litt, welcome.

TESTIMONY OF ROBERT S. LITT,
OFFICE OF DIRECTOR OF NATIONAL INTELLIGENCE

Mr. Litt. Thank you, Mr. Chairman, Mr. Ranking Member.

We appreciate your having this hearing. We think it is very im-
portant to correct some of the misimpressions that have been cre-
ated about these activities, which, as the Deputy Attorney General
explained, are entirely lawful and appropriate for protecting the
Nation.

In my opening statement, I would like to make three related
points about the Foreign Intelligence Surveillance Court. The first
is that the activity that this court regulates, which is the acquisi-
tion of foreign intelligence for national security purposes, was his-
torically outside of all judicial supervision. In fact, courts have held
that the Fourth Amendment does not require a warrant at all for
the conduct of surveillance for foreign intelligence purposes.

FISA was passed in 1978 and at that time established for the
first time a requirement that we get a judicial order in order to
conduct certain kinds of foreign intelligence or counterintelligence
activities within the United States. But at the time FISA was
passed, it was clear that the Congress did not intend that FISA
would cover electronic surveillance directed at non-U.S. persons
outside of the United States for foreign intelligence purposes.

And as you noted in your opening statement, because of techno-
logical changes in the way international communications are car-
ried, over time more and more such surveillance—that is to say for-
eign intelligence surveillance directed at non-U.S. persons outside
of the United States—more and more of that began to fall within
the technical definitions that required FISA court approval, even
though that was not what Congress had intended.

So, in the FISA Amendments Act, Congress set up the procedure
of Section 702, which the Deputy Attorney General described, to
provide a degree of judicial supervision over some kinds of foreign
intelligence surveillance of foreigners outside the United States.



9

Properly viewed then, Section 702 is not a derogation of the author-
ity of the FISA court, but an extension of the court’s authority over
a type of surveillance that Congress originally had not intended
would be subject to the court at all.

The extent to which this Nation involves the courts in foreign in-
telligence surveillance goes well beyond what is required by the
Fourth Amendment and I think beyond what other countries re-
quire of their intelligence services.

The second point I want to make is to forcefully rebut the notion
that some have advanced that the FISA court is a rubber stamp.
It is true that the court approves the vast majority of applications
that the Government presents to it. But that does not reflect any
lack of independence or lack of care on the part of the court.

Quite the contrary, the judges of the court and their full-time
professional staff review each application carefully, ask questions,
and can request changes or limitations. And an application is not
signed unless and until the judge is satisfied that the application
complies with the statute and the Fourth Amendment.

And these are some of the best and most experienced Federal
judges in the country, and they take seriously their twin obliga-
tions to protect national security and to protect individual rights.

Finally, we agree with the Ranking Member and the Chairman
that we should strive for the maximum possible transparency
about the activities of the court, consistent with the need to protect
sensitive sources and methods. We have been working for some
time to declassify the court’s opinions to the extent possible.

But legal discussions and court opinions don’t take place in a
vacuum. They derive from the facts of the particular case. And I
want to quote here from Judge Walton, who is now chief judge of
the FISA court, who said in a letter to the Senate Intelligence
Committee.

“Most FISC opinions rest heavily on the facts presented in the
particular matter before the court. Thus, in most cases, the facts
and legal analysis are so inextricably intertwined that excising the
classified information from the FISC’s analysis would result in a
remnant void of much or any useful meaning.”

That is an excellent and pithy summary of the challenge we face
in trying to declassify these opinions. Of course, as you know, we
do provide copies of all significant opinions of the FISC to the Judi-
ciary and the Intelligence Committees of both houses. And I can
tell you that in light of the recent disclosures, we are redoubling
our efforts to try to provide meaningful public insight into the rul-
ings of the FISA court, again to the extent we can do that con-
sistent with the need to protect our intelligence activities.

With that, Mr. Chairman, I am glad to answer any questions
that you have.

Thank you.

Mr. GOODLATTE. Thank you, Mr. Litt.
Mr. Inglis, welcome.

TESTIMONY OF JOHN C. INGLIS, NATIONAL SECURITY AGENCY
Mr. INGLIS. Good morning, sir.
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Mr. Chairman, Mr. Ranking Member, Members of the Com-
mittee, thank you for the opportunity to join with my colleagues
here today from the executive branch to brief and discuss with the
Committee issues that you have identified in your opening re-
marks. I am privileged today to represent the work of thousands
of NSA, intelligence community, and law enforcement personnel
who employ the authorities provided by the combined efforts of the
Congress, Federal courts, and the executive branch.

For its part, NSA is necessarily focused on the generation of for-
eign intelligence. But we have worked hard and long with counter-
parts across the U.S. Government and our allies to ensure that we
discover and connect the dots, exercising only those authorities ex-
plicitly granted to us and taking care at once to ensure the protec-
tion of civil liberties and privacy.

In my opening remarks, I would like to briefly review the two
NSA programs leaked to the media a little more than a month ago,
their purpose, and the controls imposed on their use—the so-called
215 program authorizing the collection of telephone metadata and
the so-called PRISM program authorized under Section 702 of the
Foreign Intelligence Surveillance Act Amendment.

Let me first say that these programs are distinguished, but com-
plementary tools with distinct purposes in oversight mechanisms.
Neither of the programs was intended to stand alone, delivering
singular results that tells the whole story about a particular threat
to our Nation or its allies.

Useful intelligence, the kind decision-makers should use as the
foundation of thoughtful action, is usually the product of many
leads—some of which focus and sharpen the collection of additional
data, some of which help connect and make sense of that data, and
the sum of which is intended to yield the decisive and actionable
conclusions that enable timely and precise employment of tradi-
tional instruments of national power, such as law enforcement and
diplomacy.

The first program, which we undertake under Section 215 of the
PATRIOT Act, as you heard described earlier today, authorizes the
collection of telephone metadata only. It does not allow the Govern-
ment to listen to anyone’s phone calls.

The program was specifically developed to allow the U.S. Govern-
ment to detect communications between terrorists who are oper-
ating outside the United States and who are communicating with
potential operatives inside the United States, a gap highlighted by
the attacks of 9/11. In a phrase, this program is designed and sole-
ly focused on the seam between foreign terrorist organizations and
the U.S. homeland.

However useful the data might be that is acquired under this
program for other purposes, its use for any other purpose is prohib-
ited. The metadata acquired and stored under this program may be
queried only when there is a reasonable, articulable suspicion, one
that you can describe and write down, based on specific facts that
a selector, which is typically a phone number, is associated with a
specific foreign terrorist organization.

During 2012, we only initiated searches for information in this
dataset using fewer than 300 unique identifiers. The information
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returned from these searches only included phone numbers, not the
content, the identity, or location of the called or calling party.

Under rules approved by the court, only 22 people at NSA are
allowed to approve the selectors used to initiate the search in this
database. All queries are audited. Only 7 positions at NSA, a total
of 11 people, are authorized to release the query results believed
to be associated with persons in the United States.

Reports are filed with the court every 30 days that specify the
number of selectors that have been approved and the dissemina-
tions made to the FBI of reports that contain numbers believed to
be in the U.S.

The Department of Justice conducts onsite review of the program
every 90 days. The executive branch, the Department of Justice, re-
ports to the court and the Congress on renewal orders every 90
days, with an update on types of records sought, received, or denied
on an annual basis.

The second program, which we operate under Section 702 of the
FISA—the Foreign Intelligence Surveillance Act—authorizes the
collection of communications for the purpose of foreign intelligence
with the compelled assistance of electronic communications service
providers, sometimes called telecommunications providers. Under
this authority, NSA can collect communications for foreign intel-
ligence purposes only when the person who is the target of our col-
lection is a foreigner who is at that moment outside the United
States.

As you have heard earlier, we cannot use this authority to inten-
tionally target any U.S. citizen or other U.S. person, any person
known to be in the United States, a person outside the United
States if our purpose in targeting that person is to acquire informa-
tion from a person inside the United States. This program has been
key to our counterterrorism efforts. More than 90 percent of infor-
mation to support the 50 disruptions that you will hear my col-
league from the FBI briefly describe came from Section 702 au-
thorities.

A bit more about oversight. The oversight on these programs op-
erates under controls both internal and external to NSA, including
actions taken by the Department of Justice, the Office of the Direc-
tor of National Intelligence. There are regular onsite inspections
and audits. There are semi-annual reports provided to the Con-
gress and the Foreign Intelligence Surveillance Court.

The men and women at NSA are not simply committed to compli-
ance with the law and the protection of privacy and civil liberties,
but they are actively trained and must be held accountable to
standards for that performance. This is also true of contractors.
The actions of one contractor should not tarnish all contractors be-
cause they also do great work for our Nation.

In concluding, I would note that our primary responsibility at the
National Security Agency—not alone, but across the Federal Gov-
ernment—is to defend the Nation. These programs are a core part
of those efforts. We use them to protect the lives of Americans and
our allies and partners worldwide.

Over 100 Nations are capable of collecting signals intelligence or
operating a lawful intercept capability like the one you are hearing
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described today. I think our Nation is amongst the very best in pro-
tecting privacy and civil liberties.

We look forward to the discussions that you have encouraged
today, but I also appreciate that this discussion takes place at an
unclassified level. I especially appreciate that the Committee
Chairman and the Committee have allowed for the possibility that
we might have classified discussions in an appropriate setting be-
cause the leaks that have taken place of classified information have
constituted an irresponsible and real damage to the capabilities
that we will describe today.

Finally, whatever choices are made by this Nation on the matter
before us, in consultation and collaboration across the three
branches of Government, I assure you that NSA will faithfully im-
plement those choices in both spirit and mechanism. To do other-
wise would be to fail to take the only oath that we take, to support
and defend the whole of the U.S. Constitution. That includes the
protection both of national security and civil liberties.

And sir, I look forward to your questions.

Mr. GOODLATTE. Thank you, Mr. Inglis.
Ms. Douglas, welcome.

TESTIMONY OF STEPHANIE DOUGLAS,
FBI NATIONAL SECURITY BRANCH

Ms. DoucGLAs. Thank you, and good morning, Chairman Good-
latte, Ranking Member Conyers, and Members of the Committee.
And thank you for an opportunity to be here today.

As you know, NSA and FBI enjoy a unique relationship, one
which has been invaluable since the events of 9/11. The authorized
tools available under the business records 215 and FISA 702 com-
plement many of the other investigative tools we apply to our na-
tional security cases.

Together with human sources, physical surveillance, and other
logical investigation, 215 and 702 play a role in providing us a
more full understanding of our risks and gives us an opportunity
to proactively address national security threats. I would like to give
you just a few examples of where these tools have played a signifi-
cant role, specifically in counterterrorism investigations.

And the first case I want to note is one that is very familiar to
this Committee, and that is of Najibullah Zazi. In early September
2009, NSA, using their authorities under 702, intercepted a com-
munication between an al-Qaeda courier located in Pakistan and
an unknown U.S. person—U.S.-based person. This U.S.-based per-
son was inquiring about efforts to procure and use explosive mate-
rials, and there was some urgency in his communication.

NSA advised the FBI as to this communication, as it represented
a potential imminent threat to the homeland. Based on the nature
of the threat information, the FBI initiated a full investigation and
submitted a national security letter to identify the subscriber. The
subscriber came back to an individual named Najibullah Zazi lo-
cated in Denver, Colorado.

Additionally, NSA ran a phone number identifiable with Mr. Zazi
against the information captured under 215. NSA queried the
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phone number and identified other Zazi associates. One of those
numbers came back to Adis Medunjanin, an Islamic extremist lo-
cated in Queens, New York.

The FBI was already aware of Mr. Medunjanin, but information
derived from 215 assisted in defining Zazi’s network and provided
corroborating information relative to Medunjanin’s connection to
Zazi. Just a few weeks after the initial tip by NSA, both Zazi and
Medunjanin were arrested, along with another co-conspirator. They
were charged with terrorist acts and a plot to blow up the New
York City subway system.

As you already know, the Zazi case was the most serious threat
to the homeland since 9/11. The importance of the Zazi case is that
it was initiated on information provided by NSA, which they ac-
quired under 702, their coverage of an al-Qaeda operative overseas.
With(tl)ut this tip, we can only speculate as to what may have hap-
pened.

This was a fast-paced investigation and one in which time was
of the essence. The combined tools of 702 and 215 enabled us to
not only begin the investigation, but to better understand the pos-
sible network involved in an active plot to the homeland.

I would like to also represent one case to you specific to the busi-
ness record 215 authority. In 2003, the FBI initiated a case on an
individual identified as Basaaly Moalin. It was based on an anony-
mous tip that he was somehow connected to terrorism.

In 2004, the case was closed without sufficient information to
move forward on the investigation. However, 3 years later, in Octo-
ber 2007, NSA provided a phone number to the FBI with an area
code which came back to an area consistent with San Diego. NSA
found this phone number was in contact with an al-Qaeda East Af-
rican-affiliated person.

Once provided to the FBI, we initiated an investigation, sub-
mitted a national security letter for the subscriber of the phone
number, and determined that it was Mr. Moalin, the subject of the
previously closed case. Subsequent investigation led to the identi-
fication of others, and to date, Moalin and three others have been
convicted of material support for terrorism.

The relevance of this case to 215 is that if that information had
not been tipped to the FBI, it is unknown if we would have ever
looked at Mr. Moalin again.

As you know, there are many other instances of the use of these
authorities and their application to counterterrorism investigations.

Thank you, and I am happy to answer your questions

Mr. GOODLATTE. Thank you, Ms. Douglas.

And I will begin the questioning. With regard to the point raised
by the Ranking Member with regard to declassification, I just want
to say that with regard to the Section 702 surveillance of nonciti-
zens of the United States outside the United States, I think there
would be few Americans who would be surprised that our Govern-
ment engages in intelligence gathering with regard to those indi-
viduals.

And they would know it even more clearly by looking at the stat-
utes and the amendments to the statutes that have been passed
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i)ver the years, that this type of activity is clearly authorized in the
aw.

With regard to 215, there is some controversy about whether this
particular program is authorized under the law. And you will hear
more about that shortly, and I will have a question myself. But my
first question to you is why would it not have made sense—given
the magnitude of this program, I am, frankly, surprised it has re-
mained secret until recently for the several years that it has.

Why not simply have told the American people that we are en-
gaging in this type of activity in terms of gathering the informa-
tion? It doesn’t give away any national security secrets in terms of
the particular information gathered that might lead to successes
like the one just described by Ms. Douglas. But it might have en-
gendered greater confidence in the public with regard to under-
standing how the program works and public support for it.

Mr. Cole, Mr. Litt, would you care to answer that?

Mr. LITT. Sure. The problem is that I think that a judgment was
made that to disclose the existence of this program would, in fact,
have provided information to people who were seeking to avoid our
surveillance, that it would tell them that we are looking for the
communications they are having with Americans, and we are using
that as a basis of tracking them and identifying their confederates
within the United States.

And so, the judgment was made a number of years ago when this
program was started that it should be kept classified. It was not,
of course, withheld from the oversight Committees in Congress.
And as others have noted, briefings on it were offered to all Mem-
bers of Congress before it was reauthorized. But the decision was
made that this is the sort of sensitive source and method that we
don’t want to disclose.

Mr. GOODLATTE. Do you think a program of this magnitude,
gathering information involving a large number of people involved
with telephone companies and so on, could be indefinitely kept se-
cret from the American people?

Mr. Litt. Well, we tried.

Mr. GOODLATTE. I understand. [Laughter.]

So let me ask a follow-up question to you and Mr. Cole, and that
would be how exactly does Section 215’s wording authorize the
Government to operate a program for the collection of metadata?
Can you walk the Committee through the Government’s interpreta-
tion of the statute that lends itself to arguing that you can do
metadata collection?

Mr. CoLE. Certainly, Mr. Chairman. I think you have to start
with the fact that when you look at 215 and the orders that the
court issues under 215, there are two of them. You can’t look at
them separately. You have to look at how they interact and operate
together.

And I think that is very, very important in understanding how
this is relevant to an investigation concerning these terrorist orga-
nizations. You can’t just wander through all of these records. There
are very strict limitations on how you can access or how you can
use these under what is called the primary order.

You have to have reasonable, articulable suspicion that a specific
phone number, which they call a selector, is involved with one of
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these specified terrorist organizations. And then, and only then,
after you have documented that reasonable, articulable suspicion
can you query this database to find out what other phone numbers
tha;:1 specific terrorist-related phone number has been in contact
with.

Mr. GOODLATTE. Let me follow up on that question because how
is the collection of all of a telephone company’s telephone metadata
relevant to a foreign intelligence or international terrorism inves-
tigation, an investigation?

Mr. CoLE. It is only relevant to the extent that you need all of
that information in order to do the query of the reasonably articu-
lated suspicion.

Mr. GOODLATTE. Well, certainly, the acquisition of the type of in-
formation collected under this program is relevant to an investiga-
tion of an individual or group suspected of terrorism. But how do
you and how does the FISC rationalize the collection of all of the
data as being relevant to an investigation?

Mr. CoLE. There are two main reasons. One is the length of time
that these records are kept by the phone companies varies, and
they may not keep them as long as we keep them under this pro-
gram. The court allows us to keep them for a 5-year period.

The phone companies don’t necessarily do that. The periods vary,
and some can be as short as 15 or 18 months.

Mr. GOODLATTE. Mr. Inglis, with regard to Section 702, what
happens if you incidentally collect information from a U.S. person?
Can you explain how the minimization procedures apply to that,
and what do you mean by minimization?

Mr. INGLIS. Yes, sir. There are court-approved rules that we call
minimization procedures. What they do is they say that if in tar-
geting a foreign person under 702 who you believe to be in a for-
eign location to derive foreign intelligence, and you discover that
you have also collected a communication that involves a U.S. per-
son. They might be the person who has received that communica-
tion from your person of interest. They might be the person who
sent that communication. They might be referenced in that commu-
nication.

We have an obligation to first examine whether or not that com-
munication is pertinent to foreign intelligence. If the communica-
tion is pertinent to foreign intelligence, then we must take further
action to essentially protect the identity of that U.S. person unless
knowledge of that identity is important pursuant to the foreign in-
telligence purpose.

We would, therefore, suppress the identity of that U.S. person in
any report that we would make that focused on the target of our
interest, and we would take action if that communication was not
of foreign intelligence relevance to essentially destroy that commu-
nication in place.

Mr. GOODLATTE. How long do you retain information collected
under 702? And you may have just answered it, but is the inciden-
tally collected information about U.S. persons retained as well?

Mr. INGLIS. Yes. So the incidentally collected information, unless
it is relevant to a foreign intelligence purpose or it is evidence of
a crime or imminent death or injury to a person, you would destroy
that on site at that time.
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Mr. GOODLATTE. And other information, how long is that re-
tained?

Mr. INGLIS. We would otherwise retain that for about 5 years.
Typically in our holdings, under BR FISA, the information is
mandatorily destroyed at 5 years. For most of the rest of our collec-
tion, 5 years is the reference frame. We found that over time at
about the 5-year point, it loses its relevance simply in terms of its
temporal nature.

Mr. GOODLATTE. Thank you.

My time is expired. The Chair recognizes the gentleman from
Michigan, the Ranking Member Mr. Conyers, for 5 minutes.

Mr. CoNYERS. Thank you, Chairman Goodlatte.

There are a couple of questions here that haven’t come up, and
I would like to direct them to Attorney Douglas. If only relevant
conversations can be secured under Section 215 of the PATRIOT
Act, then why on earth would we find now that we are collecting
the names of everybody in the United States of America who made
any calls for the last 6 years or more?

Ms. DouGLAS. Sir, we are not collecting names. 215 only collects
phone numbers, the time and date of the phone call, and the dura-
tion of the phone call.

Mr. CoNYERS. Well, how do you consider that to be relevant to
anything if there is just collecting only the names—I mean, look,
if this is an innocent pastime that we just do to keep busy or for
some other reason, why on earth would we be collecting just the
names—just the numbers of everybody in the United States of
America for at least 6 years?

Ms. DouGLAs. I can speak to the application against investiga-
tions. And in this case, for 215, it would be specific to
counterterrorism investigations. That information enables us to
search against connections to other—if there is communication be-
tween a U.S.-based phone number and a phone number that is
overseas that is related to terrorism.

And I know that Mr. Inglis explained to you the reasonable,
articulable suspicion standard by which we have to actually search
against those phone numbers.

Mr. CONYERS. Well, here we are faced with the fundamental
problem in this hearing. We are not questioning access. We are
talking about the collection in the first instance.

In the first instance, when you collect the phone numbers of ev-
erybody in the United States for over 6 years, there wasn’t any-
thing relevant in those conversations. Now you have them, and
what I have been getting out of this is that they may—this access
may become valuable, Mr. Ranking Member, and so that is why we
do it this way.

But I maintain that the Fourth Amendment, to be free from un-
reasonable search and seizure, means that this metadata collected
in such a super-aggregated fashion can amount to a Fourth
Amendment violation before you do anything else. You have al-
ready violated the law, as far as I am concerned. And that is, in
my view, the problem.

And of course, to help further document, the first question that
the Chairman of this Committee asked is why didn’t we just tell
everybody about it is because the American people would be totally



17

outraged, as they are getting now as they become familiar with
this, that every phone number that they have ever called is already
a matter of record. And we skip over whether the collection was a
Fourth Amendment violation. We just say that the access proved
in one case or two that it was very important, and that is why we
did it this way.

I see this as a complete failure to take and—you know, we
changed the PATRIOT Act to add relevancy as a standard because
of this very same problem that has now been revealed to be exist-
ing. And so, I feel very uncomfortable about using aggregated
metadata on hundreds of millions of Americans, everybody, includ-
ing every Member of Congress and every citizen who has a phone
in the United States of America.

This is unsustainable. It is outrageous and must be stopped im-
mediately.

Mr. INGLIS. Sir, if I may complement the answer that Ms. Doug-
las gave? With respect to the question of relevance, of course, it
must be legally relevant, and it must, therefore, have operational
relevance. I would like to address the operational relevance and
then defer to my colleagues from

Mr. CoNYERS. Well, you don’t—wait a minute. We are holding—
we are handling this discussion.

I asked her. Maybe somebody else can do it, but my time has ex-
pired. And I appreciate your volunteering to help out here, but it
is clear to me that we have a very serious violation of the law in
which the Judiciary Committee deliberately put in the issue of rel-
evance, and now you are going to help me out and defer to some-
body else. Well—

Mr. INGLIS. No, sir. I meant to actually provide additional infor-
mation. I would be happy to take the question for the record if time
is not allowing that.

Mr. CONYERS. Well, in all fairness——

Mr. GOODLATTE. Without objection, the gentleman is recognized
for an additional minute to allow another member of the panel to
answer the question if he so chooses.

Mr. CoNYERS. No, I don’t so choose. I am satisfied exactly what
I have gotten from the witness that I asked the question to.

Mr. GOODLATTE. The Chair thanks the gentleman.

Mr. CONYERS. You are welcome.

Mr. GOODLATTE. And now recognize the gentleman from Wis-
consin, Mr. Sensenbrenner, for 5 minutes.

Mr. SENSENBRENNER. Well, Mr. Chairman, at the risk of having
the flag thrown at me for piling on, I want to get at the whole busi-
ness of who decides what is relevant. Both the Chairman and the
Ranking Member have said that the PATRIOT Act was amended
in 2006 to include a relevance standard.

Yesterday, I got a letter from the Justice Department, which was
at great length explaining this, and I would ask unanimous consent
that this letter be placed in the record at this time.

Mr. GOoODLATTE. Without objection, it will be made a part of the
record.

[The information referred to follows:]
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attomey General Washington, D.C. 20530

JUL 162013

The Honorable . James Sensenbrenner, Jr.
U.S. House of Representatives
Washington, D.C, 20515

Dear Representative Sensenbrenner:

This responds to your letter to the Attorney General date June 6, 2013, regarding the
“business records” provision of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C.
§ 1861, enacted as section 215 of the USA PATRIOT Act.

As you know, on June 5, 2013, the media reported the unauthorized disclosure of a
clagsified judicial order issued under this provision that has been used to support a sensitive
intelligence collection program. Under this program, which has been bricfed to Congress atid
repeatedly authorized by the Foreign Intelligence Surveillance Court (FISC), the Federal Bureau
of Investigation (FBI) obtains authorization to collect telephony metadata, including the
telephone numbers dialed and the date, time and duration of calls, from certain
teleccommunications service providers. The National Security Agency (NSA), in turn, archives
and analyzes this information under carefully controlled circurustances and provides leads to the
UBI or others in the Intelligence Community for counterterrorista purposes. Aspects of this
program remain classified, and there are limits to what can be said about it in an unclassified
letter. Department of Justice and Intelligence Community staff are available to provide you a
briefing on the program at your request.

In your letter, you asked whether this intelligence collection program is consistent with
the requirements of section 215 and the limits of that authority. Under section 2185, the Director
of the FBI may apply to the FISC for an order directing the production of any tangible things,
including business records, for investigations to protect against international terrorism. To issue
such an order, the FISC must determine that (1) there are reasonable grounds to believe that the
things sought are relevant 1o an authorized investigation, other than a threat assessment; (2} the
investigation is being conducted under guidelines approved by the Attorney General under
Executive Order 12333; and (3) if a U.S. person is the subject of the investigation, the
investigation is not being conducted solely upon the basis of First Amendment protected
activities. In addition, the FISC may only require the production of items that can be obtained
with a grand jury subpoena or any other court order directing the production of records or
tangible things. Finally, the program must, of course, comport with the Constitution.
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The telephony metadata program satisfies each of these requirermnents. The lawfulness of
the telephony metadata collection program has repeatedly been affirmed by the FISC, In the
years since its inception, multiple FISC judges have granted 90-day extensions of the program
after concluding that it meets all applicable legal requirements,

Of particular significance to your question is the relevance to an authorized international
terrorism investigation of the telephony metadata collected through this program. First, it is
critical to understand the program in the context of the restrictions imposed by the court. Those
restrictions strietly limit the extent to which the data is reviewed by the government. In
particular, the FISC allows the data to be queried for intelligence purposes only when there is
reasonable suspicion, based on specific facts, that a particular query term, such as a telephone
nummber, is associated with a specific foreign terrorist organization that was previously identified
to and approved by the court. NSA has reported that in 2012, fewer than 300 unigue identifiers
were used to query the data after meeting this standard. This means that only a very small
fraction of the records is ever reviewed by any person, and only specially cleared
counterterrorism personnel specifically trained in the court-approved procedures can access the
records to conduct queries. The information generated in response to these limited queries is not
only relevant to authorized investigations of international terrorism, but may be especially
significant in helping the government identify and disrupt terrorist plots.

The large volume of telephony metadata is relevant to FBI investigations into specific
foreign terrorist organizations because the intelligence tools that NSA uses to identify the
existence of potential terrorist communications within the data require collecting and storing
large volumes of the metadata to enable later analysis. If not collected and held by NS4, the
metadata may not continue to be available for the period that NSA has deemed necessary for
national security purposes because it need not be retained by telecommunications service
providers. Moreover, unless the data is aggregated by NSA, it may not be possible to identify
telephony metadata records that cross different telecommunications networks. The bulk
collection of telephony metadata—i.e. the collection of a large volume and high percentage of
information about unrelated communications—is therefore necessary to identify the much
smaller subset of tetrorist-related telephony metadata records contained within the data, Tt also
allows NSA to make connections related to terrorist activities over time and can assist
counterterrorism personnel to discover whether known or suspected terrorists have been in
contact with other persons who may be engaged in terrorist activities, including persons and
activities inside the United States. Because the telephony metadata must be available in bulk to
allow NSA to identify the records of terrorist communications, there are “reasonable grounds to
believe” that the data is relevant to an authorized investigation to protect against international
terrorisim, as section 215 requires, even though most of the records in the dataset are not
associated with terrorist activity.

The prograim is consistent with the Constitution as well as with the statute. As noted
above, the only type of information acquired under the program is telephony metadata, not the
content of any communications, not the identity, address or financial information of any party to
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the communication, and not geolocational information, Under longstanding Supreme Court
precedent, there is no reasonable expectation of privacy with respect to this kind of information
that individuals have already provided to third-party businesses, and such information therefore
is not protected by the Fourth Amendment. See Smithv. Maryland, 442 U8, 735, 739-42
(1979).

Moreover, it is important to bear in mind that activities carried out pursuant to FISA,
including those conducted under this program, are subject to stringent limitations and robust
oversight by all three branches of government. As noted above, by order of the FISC, the
Governiment is prohibited from indiscriminately sifting through the telephony metadata it
acquires. Instead, all information that is acquired is subject to strict, court-imposed restrictions
on review and handling that provide significant and reasonable safeguards for U.S. persons. The
basis for a query must be documented in writing in advance and must be approved by one of a
limited number of highly trained analysts. The FISC reviews the program approximately every
90 days.

The Department of Justice conduets rigorous oversight to ensure the telephony metadata
is being haundled in sirict compliance with the FISC’s orders, and the Department of Justice and
the Office of the Director of National Intelligence (ODNI) conduct thorough and regular reviews
to ensure the program is implemented in compliance with the law.

The program is also subject to extensive congressional oversight. The classified details
of the program have been briefed to the Judiciary and Intelligence Committecs on many
occasions. In addition, in December 2009, the Department of Justice worked with the
Intelligence Community to provide a classified briefing paper to the House and Senate
Intelligence Committecs to be made available to all Members of Congress regarding the
telephony metadata collection program. It is our understanding that both Intelligence
Committees made this document available to all Members prior to the Febmary 2010
reauthorization of section 215, That briefing paper clearly explained that the government and the
FISC had interpreted Section 215 to authorize the collection of telephony metadata in bulk, An
updated version of the briefing paper was provided to the Senate and House Intelligence
Committees again in February 2011 in connection with the reauthorization that occurred later
that year.

Finally, we do not agree with the suggestion in your letter that the Department’s March 9,
2011 public testimony on section 215 conveyed a misleading impression as to how this authority
is used. Quoting a portion of that testimeny, your letter states that it “left the committee with the
impression that the Administration was using the business records provision sparingly and for
specific materials. The recently released FISA order, however, could not have been drafied more
broadly.” Iu fact, key language in the testimony in question noted that orders issued pursuant to
section 215 “have also been used to support important and highly sensitive intelligence
collection operations, on which this committee and others have been separately
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briefed.” We hope that the explanation above regarding the use of this authority to identify
specific terrorism-related telephony metadata records helps to clarify the point.

The recent unauthorized disclosure of this and other classified intelligence activities has
caused serious harm to our national security. Since the disclosure of the telephony metadata
collection program, the Department of Justice and the Intelligence Community have worked to
ensure that Congress and the American people understand how the program operates, its
importance to our security, and the rigorous oversight that is applied. As part of this effort,
senior officials from ODNI, NSA, DOJ and FBI provided a classified briefing for all House
Members on June 11, 2013 and separate classified briefings to the House Democratic Caucus
and the House Republican Conference on June 26, 2013,

The Department of Justice is committed to ensuring that our efforts o protect national
security are conducted lawfully and respect the privacy and civil liberties of all Americans. We
look forward to continuing to work with you and others in the Congress to ensure that we meet
this objective.

‘We hope this information is helpful. Please do not hesitate to contact this office if we
may provide additional assistance with this or any other matter.

Sincerely,

DEH

Peter J. Kadzik
Principal Deputy Assistant Attorney General
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Mr. SENSENBRENNER. Part of that letter said that, in effect, that
all of the phone calls, meaning the telephony metadata, had to be
collected pursuant to the court order, and then it would be up to
the security apparatus to make a determination of which needles
in that large haystack were relevant to a foreign terrorist inves-
tigation.

Now doesn’t that mean that instead of the court making a deter-
mination of relevance, it is the security apparatus that makes a de-
termination of what is relevant and which of the less than 300 se-
ries of phone calls get picked out, according to your testimony? Mr.
Cole, would you like to answer that?

Mr. CoLE. Yes, Mr. Sensenbrenner, I am happy to address that.
What the court does is it sets out a framework and a set of rules
that we must follow to implement its orders.

Mr. SENSENBRENNER. But they don’t determine which specific
phone calls are relevant pursuant to the statute. You do that.

Mr. CoLE. Well, we report to the court periodically on the imple-
mentation of this. We get it re-upped every 90 days when there
are——

Mr. SENSENBRENNER. But you do that. The court does not.

Mr. COLE. We—the court does not——

Mr. SENSENBRENNER. Now if there was a criminal trial involved,
it would be the court that would be determining a relevance stand-
ard pursuant to subpoena or for proffered evidence, wouldn’t it?

Mr. CoLE. Not necessarily, Mr. Sensenbrenner.

Mr. SENSENBRENNER. Okay. Well, then let me continue on this.
You know, I have been the author of the PATRIOT Act and the PA-
TRIOT Act reauthorization of 2006. Mr. Conyers was correct in
saying why the relevance standard was put in, and that was an at-
tempt to limit what the intelligence community could be able to get
pursuant to Section 215.

It appears to me that according to this letter and according to
the testimony of FBI Director Mueller, that relevant was an expan-
sion of what could happen rather than a limitation when the law
was amended, when relevant was not included in that statute. And
doesn’t that make a mockery of the legal standard because you are
trying to have it both ways?

Mr. CoLE. I don’t think we are trying to have it both ways.

Mr. SENSENBRENNER. Well, you sure are because you are saying
get—authorize, have the court authorize to get us the records of all
the phone calls that are made to and from phones in the United
States, including people who have nothing to do with any type of
a terrorist investigation.

And then what you are saying is, is that we will decide what to
pick out of that massive maybe a billion phone calls a day on what
we are looking at, rather than saying this person is a target. Why
don’t you get an authorization only for that person’s telephone
records?

Mr. COLE. Again, going to the analogy of the criminal context, we
would never in a grand jury situation or in an investigation that
is a traditional criminal investigation even go to a court for the
framework or the setting of rules or have sunsetting every 90 days
of the authority or having compliance procedures
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Mr. SENSENBRENNER. But, Mr. Cole, with all due respect, the let-
ter that I got from the department that you are the number-two
person in says that you get the FISA court order because there are
“reasonable grounds to believe that the data is relevant to an au-
thorized investigation to protect against international terrorism,”
as Section 215 requires, even though most of the records in the
dataset are not associated with terrorist activity.

So you gobble up all of those records, and then you turn around
and say, well, we will pick out maybe 300 phone numbers out of
the billions of records that you have every day, and you store for
5 years there, and all the rest of this stuff is sitting in a ware-
house, and we found out from the IRS who knows who wants to
have any kind of illegal access to it.

You are having it both ways. Let me tell you, as one who has
fought PATRIOT Act fights usually against the people over on the
other side of the aisle, Section 215 expires at the end of 2015, and
unless you realize you have got a problem, that is not going to be
renewed. There are not the votes in the House of Representatives
to renew Section 215, and then you are going to lose the business
record access provision of the PATRIOT Act entirely.

It has got to be changed, and you have to change how you oper-
ate Section 215. Otherwise, in the year and a half or 2% years, you
are not going to have it anymore.

And I yield back.

Mr. GOODLATTE. The Chair thanks the gentleman and recognizes
the gentleman from New York, Mr. Nadler, for 5 minutes.

Mr. NADLER. Thank you.

The problem, obviously, Mr. Cole, with what we are hearing from
this panel and what we have heard generally about the relevant
standard is that everything in the world is relevant. And that if we
removed that word from the statute, you wouldn’t consider or the
FISA court wouldn’t consider that it would affect your ability to
collect metadata in any way whatsoever, which is to say you are
disregarding the statute entirely.

Now in public briefings, including to this Committee when we
were considering reauthorization of Section 215, Administration of-
ficials have suggested that we view the authority of Section 215 as
similar to a grand jury subpoena. And we specified in the statute
that an order under Section 215 “may only require the production
of a tangible thing if such thing can be obtained” through a grand
jury subpoena.

Now can you give me, Mr. Cole, any examples where grand jury
subpoenas were used to allow the bulk ongoing collection of tele-
phone metadata?

Mr. CoLrE. It is difficult to go into specific examples of what
grand jury subpoenas call for

Mr. NADLER. Are there any such

Mr. COLE [continuing]. Because those are subject to the rules of
secrecy under Rule 6.

Mr. NADLER. Oh, come on. Are there any—are there any in-
stances in the history of the United States that you know of where
a grand jury subpoena said get every—get all information other
than the content of a telephone call of all telephone calls in the
United States or anything like that?
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Mr. COLE. The admonition in the statute is that it is the types
of records that are collected by grand jury subpoena, not that it is
an identical process to the grand jury process because this is quite
different from a grand jury process.

Mr. NADLER. All right. The type of data——

Mr. CoLE. The FISA court involves

Mr. NADLER. Excuse me. The type of data—the type of data is
metadata unlimited to specific individuals.

Mr. CoLE. The type of data is metadata and that——

Mr. NADLER. Unlimited to specific individuals because it is di-
rected to everybody. Can you give—it is directed to every phone
call in the United States. Can you give me any example where a
g}ll'an‘?d jury subpoena has ever been used for anything remotely like
that?

Mr. CoLE. These are instances where we have gone to the court
under the 215 requirements with the relevancy

Mr. NADLER. You are not answering my question. Can you give
me any example in the history of the United States where a sub-
poena, a grand jury subpoena was used for anything remotely re-
sembling all metadata not to specific phones or to specific individ-
uals?

Mr. CoLE. Grand jury subpoenas have a different function than
a 215 under the PATRIOT Act

Mr. NADLER. I understand that. But the statute says——

Mr. CoOLE. It is hard to equate the two, Mr. Nadler.

Mr. NADLER. You are not answering my question. You are delib-
erately not answering. We know they have a different function. But
the statute says that it may only require the production of a tan-
gible thing if such a thing can be obtained through a grand jury
subpoena.

Could you obtain through a grand jury procedure all metadata
without being limited to specific named individuals or specific list-
ed telephones?

Mr. CoLE. I think it would depend on the circumstances, the lim-
itations that the court would——

Mr. NADLER. Okay. Is there is any instance in history:

Mr. COLE [continuing]. The nature of the investigation, and then,
yes, I think there are instances where a court in the right cir-
cumstances could authorize that.

Mr. NADLER. And could you give me any instance in history
where that has ever been done?

Mr. CoLE. I am not aware of one, sitting here right now.

Mr. NADLER. You are not aware of one. Could you supply us,
please, with any instance because I believe this is totally unprece-
dented and is way beyond the statute. And you can’t give me any
instance because i1t doesn’t exist.

So within a week or two, could you supply this Committee with
that information?

Mr. CoLE. Depending on the restrictions of Rule 6 of the Crimi-
nal Rules of Procedure, which prohibit disclosing grand jury infor-
mation, we will take that record back for response—that question
back for response.

Mr. NADLER. And can you give us an example where ongoing
bulk collection has been allowed by virtue of grand jury subpoena
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without a showing of the connection between those tangible things
and a specific existing investigation?

Mr. CoLE. Well, in this instance, we are showing it as a relation-
ship to a specific investigation and specific phone number. We have
to show reasonable

Mr. NADLER. No, only for use of that information, not for collec-
tion of it.

Mr. CoLE. Well—

Mr. NADLER. The statute is talking about collection. You are try-
ing to confuse us by talking about use.

Mr. COLE. But the collection is only there and is only valuable
if it is used, and the use is severely restricted

Mr. NADLER. We are not talking about the use. The abuse of the
statute, the abuse of civil liberties, the abuse of privacy is not only
misuse, but miscollection. If you are collecting information about
my telephone when you shouldn’t be doing that, that is an abuse,
even if you just simply file that and never use it.

Mr. CoLE. We go to the court and describe to them exactly how
the program will work, what the limitations are

Mr. NADLER. Well, that—excuse me. That doesn’t help me. The
fact that the

Mr. CoLE. The court authorizes us to do this collection.

Mr. NADLER. Let me ask the question. The fact—the fact that a
secret court, unaccountable to public knowledge of what it is doing,
for all practical purposes unaccountable to the Supreme Court, may
join you in misusing or abusing the statute is of no comfort whatso-
ever. So to tell me that you go to the FISA court is irrelevant if
the FISA court is doing the same abuse of the statute.

So, again, can you give me some examples where ongoing bulk
collection—I am not asking about use—has been allowed by virtue
of grand jury subpoena without showing of a specific connection—
without showing the connection between those tangible things and
a specific existing investigation?

Mr. GOODLATTE. The time of the gentleman has expired. Mr.
Cole will be allowed to answer the question.

Mr. CoLE. We will take that similarly as a question for the
record, and again, depending on the Rules of Criminal Procedure,
we will see what we can get back to you, sir.

Mr. NADLER. And be aware, of course, that you could give it to
us on a classified basis so that we could say our conclusions about
that information.

Mr. GOODLATTE. The time of the gentleman has expired.

The gentleman from North Carolina, Mr. Coble, is recognized for
5 minutes.

Mr. CoBLE. Thank you, Mr. Chairman.

Lady and gentlemen, good to have you all with us today.

Mr. Cole, let me start with you. Does the Fourth Amendment
protection against unreasonable search and seizure apply to busi-
Ress records that could be obtained under 215 of the PATRIOT

ct?

Mr. CoLE. In particular, Mr. Coble, it does not apply to the
metadata records. There is a case, Smith v. Maryland, where the
Supreme Court ruled that these kinds of records, there is no rea-
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sonable expectation of privacy. So there is no Fourth Amendment
protection.

Mr. CoBLE. Let me follow up with another question. So does a
person then have a reasonable expectation of privacy in third-party
business records?

Mr. CoLE. People generally do not when they are in third-party
hands because other people already have them. So the expectation
of privacy has been severely undermined.

Mr. CoOBLE. Is it true that a 215 order provides greater privacy
protection than does a grand jury or administrative procedure—or
administrative subpoena, which can be used to obtain the same
types of business records in a criminal investigation without prior
court approval?

Mr. COLE. Yes, it does. There are a number of provisions in 215
that provide much greater protection than a grand jury process
would. First, you have to go to a court. The court has to specifically
review the program and the description of the relevance of these
records, how they will be accessed, how they will be overseen, how
there will be auditing, how there will be reporting on it, how there
will be compliance with all of the rules of the court.

None of that takes place in the grand jury context.

Mr. COBLE. Mr. Cole, if the Fourth Amendment applies to foreign
countries, do other American protections under the Bill of Rights
apply, such as the Second Amendment under the due process
clause?

Mr. COLE. Not necessarily, sir. The Fourth Amendment applies
to U.S. persons who are outside of the United States, but it gen-
erally does not apply to non-U.S. persons who are outside of the
United States.

Mr. CoBLE. Mr. Cole, for the benefit of the uninformed, and
sometimes I feel I am in that category, describe for the Committee
the makeup of the FISA court, who sits on it, where it resides, and
how it operates.

Mr. CoLE. The FISA court is made up of judges, Article III
judges, who have been nominated by the President. They cover any
number of different Administrations. They have been confirmed by
the United States Senate for a life appointment. They have their
regular duties as District Court judges.

They are appointed by the Chief Justice of the United States to
serve a term on the FISA court. There are 11 of them at any given
time when you have a full complement. Each of them serves for a
week at a time. They do not take care of their other court duties
back in their home districts. They come and serve on the FISA
court for that week, handling the applications.

There is a staff there as well that helps them and goes through
it and is their clerks and some of their legal research assistants in
this matter, and these last for, I believe, a term of 7 years that
each judge can sit on the court.

Mr. COBLE. And I believe you, Mr. Cole, or one of the members
of the panel may have indicated this. That to some extent, there
is confusion as to the number of denials. There has been criticism
leveled at the court, indicating very few denials. But I think you
addressed that or one of you addressed that earlier in your com-
ment. Do you want to add to that?
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Mr. COLE. Yes, the level of denials is very similar to the same
level of denials, which is small, for normal Title III in a criminal
context—wiretap applications that are made to judges in regular
courts. These are also done in chambers and with one party.

And the reason that the number is so low, first of all, is under
the FISA, you have to have either the Attorney General or myself,
or the Assistant Attorney General for the National Security Divi-
sion, sign off on the application, very high-ranking officials in the
department. So those applications are done very carefully in the
first place.

Number two, the court, if they are not satisfied with an applica-
tion that comes in, will tell us, and they will say you need more
information. You need more restrictions. You need more require-
ments. So we will respond to that, and unless we satisfy them on
all of their requirements, they will not sign the application. But
more often than not, we can go back and find the additional infor-
mation that they will need.

So there is something of an iterative process, but it is not unlike
what goes on with a normal court every day in the Title III or the
wiretap process.

Mr. CoBLE. Thank you, Mr. Cole.

Mr. Chairman, I see my amber light. I would like to make one
final statement. And this may not be the day for it, but Mr. Chair-
man, at some point, I would like to know the cost that has been
expended in implementing this matter. If you would concur with
that, I will pursue that at a later date.

Mr. GOODLATTE. I do concur with that. That is a very important
piece of information to have, but I believe that is classified and
would entail the subsequent hearing that I anticipate we will have
in a classified setting where we can get answers to questions like
that.

Mr. CoBLE. I thank you, Mr. Chairman.

And good to have you all with us. I yield back, Mr. Chairman.

Mr. GOODLATTE. The Chair thanks the gentleman and recognizes
the gentleman from Virginia, Mr. Scott, for 5 minutes.

Mr. Scort. Thank you.

Mr. Cole, did I understand you to say that you do not have an
expectation of privacy on your phone records?

Mr. CoLE. The Supreme Court ruled in Smith v. Maryland that
you do not have a sufficient expectation of privacy in the phone
records, as we have talked about it. The two

Mr. Scort. Okay. That is fine.

Ms. Douglas, you indicated that you do not—you just get the
numbers, not the names. Is there—if the numbers are relevant
under whatever standard you are using, why are not the names
equally relevant?

Ms. DouGLASs. Well, the names are not collected in the metadata.

Mr. Scort. Well, where is the limitation? If you can get the num-
bers, why can’t you get the names?

Ms. DoucLas. Well, we can through other legal process, and that
is what the FBI will do. And so, if we receive a phone number

Mr. Scort. No, I mean why don’t you get it all at once? Where
is the statutory limitation?
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Mr. LitT. If I can answer the question here, I think that this in-
dicates the fact that as the Deputy Attorney General said that this
program is carefully set up in such a manner——

Mr. ScorT. Where is the

Mr. LITT [continuing]. As to minimize the invasion of privacy.
One of the reasons

Mr. ScoTT. Where is the statutory limitation?

Mr. LITT [continuing]. This program is found reasonable is the
fact that the collection is very limited. The access is very limited.

Mr. Scort. Okay, okay.

Mr. LITT. And it is on that basis the court has approved the col-
lection.

Mr. ScotTT. You have made up. That is because you have made
up the program. I asked you a specific question where if this is
available, where is the statutory limitation to what you can get?
There is no statutory limitation. You are kind of making it up as
you go along.

Mr. LiTT. We are not making it up. We are seeking the approval
of the court, and this collection——

Mr. Scort. Okay. What

Mr. LITT [continuing]. Has been repeatedly approved by numer-
ous judges of the FISA court, found to be in compliance with the
statute.

Mr. Scort. Okay. Once you get the information, we know
through the recent case on DNA, once you get DNA from somebody,
you can use it in ways that you could not have obtained the infor-
mation. But once you get it, you can run it through, no probable
cause or anything, through the database.

My question is once you get this metadata, where is the limita-
tion on what you can use it for?

Mr. L1TT. It is in the court’s order.

Mr. ScorT. Where is the statutory limitation?

Mr. LiTT. The court—the statutory limitation says that we can
acquire the information as ordered by the court. The court sets lim-
its on what we can do with it, and we adhere to those limits.

Mr. ScorT. Well, is there a limit in criminal investigations or an
exception for criminal investigations without a probable cause?

Mr. LirT. With respect to information obtained under Section

Mr. ScoTT. Once you have got the metadata, can you run a
criminal investigation without probable cause?

Mr. LiTT. The metadata can only be used in pursuit of a ter-
rorism investigation, and the only thing that is done with that is
that telephone numbers are generated out of it for further inves-
tigation. It cannot be used for a criminal investigation unrelated to
terrorism.

Mr. ScorT. Wait a minute. You are talking about minimization?

Mr. LiTT. The court’s order provides that we can only use this
data for purposes of a terrorism investigation.

Mr. ScotT. Well, how does the court get to—why is the court re-
quired to place that limitation on it?

Mr. LiTT. Because the court looks at the application that we are
submitting and determines that with all of the restrictions that are
imposed here, this is a reasonable method of collecting this infor-
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mation and that it complies with both the statute and the Fourth
Amendment.

Mr. ScotT. Is there an exception under minimization for criminal
investigations? Section (g) minimization procedures (2)(c) says that
“notwithstanding subparagraphs (A) and (B), procedures that allow
for the retention and dissemination of information that is evidence
of a crime which has been, is being, or about to be committed, and
that is to be retained or disseminated for law enforcement pur-
poses” are exempted from the minimization requirements.

Mr. LitT. The procedures applicable to this kind of collection
allow it only to be used on the terms specified by the court, and
that is limited to generating the kind of information that you——

Mr. Scott. Well, is that——

Mr. LITT [continuing]. Talked about in pursuit of a terrorism in-
vestigation.

Mr. Scort. Okay. And so, the minimization exception for crimi-
nal investigations doesn’t apply? If you trip over some criminal,
some crimes

Mr. Litt. We are not allowed to use this database for a criminal
investigation unrelated to terrorism.

Mr. Scott. Well

Mr. COLE. Mr. Scott, I think there may be some confusion

Mr. ScOTT [continuing]. Then that is not what the code section
says, but if that is what you want, maybe we need to change it.
Does exclusionary rule apply? If you trip over some crimes and try
to use it, does it—and including the principle of the poison tree,
evidence of a poison tree, does that apply? Do those exclusions
apply to stuff you may trip over that you have gotten through this?

Mr. LiTT. We don’t have the ability to trip over it in this. All this
data is, is a series of telephone numbers and other identifiers. The
only thing we can use this data for is to submit to the pool of data
a telephone number or other identifier that we have reason to be-
lieve, based on articulable facts, is associated with terrorism. We
can then say what numbers has that been in contact with?

Any other further investigation has to be done under some other
authority.

Mr. ScotT. Well, you have—Mr. Chairman, I apologize, but the
limitation, the minimization exception for a criminal investigation,
and when I asked the Attorney General Gonzales about what you
could use this information for, he specifically indicated criminal—
it is (g)(2)(C) under minimization requirements procedures.

He specifically said you could run a criminal investigation with-
out the necessity, implying without the necessity of probable cause
that you usually need to do to get information.

Thank you, Mr. Chairman.

Mr. GOODLATTE. The Chair thanks the gentleman and recognizes
the gentleman from Alabama, Mr. Bachus, for 5 minutes.

Mr. BAcHUS. Thank you.

Let me start by saying I am satisfied, at least from what limited
knowledge I have, that the motivation behind this was legitimate
and necessary for our national security to start this process, estab-
lishment of a court. And that from your testimony you have not,
apparently not abused individual rights, and you have been an ef-
fective tool for terrorism.
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But my concern is this could evolve into something that is quite
different. The Star Chamber, I mean, in England started out as
very good, very popular with the people. It allowed people to get
justice that otherwise would not. But it evolved over time into a
powerful weapon for political retribution by the king.

And my question is, in fact, I was reading the Supreme Court.
It said it symbolized disregard of basic individual rights. They talk
about actually the right against self-incrimination was a direct re-
sult of what happened in England when this court evolved into
something quite different from what it was intended to do.

So my first question to all of you is how do we—how do we keep
this from evolving into a weapon, an unchecked weapon by the
Government to violate people’s constitutional rights? And I am
more concerned about Americans’ rights, not terrorists’ rights.

Mr. CoLE. I think you raise a very excellent point, and I think
the way this is designed, to make sure that all three branches of
Government are involved, that this isn’t just the king or the admin-
istration or an executive branch doing it. This is something that is
done with permission of the court and supervision of the court,
with rules laid down by the court to make sure it comports with
the Constitution and the privacy rights of U.S. citizens.

It is done through statutes that are passed by this body, where
we report back to this body and tell you what we have done with
it and how it works and let you know what problems we have had
and how we have fixed them. And it is also done with a lot of over-
sight within the executive branch, with Inspectors General and a
number of different executive branch agencies that audit and over-
see exactly how it is done and make sure it is done right.

I think that is how.

Mr. LiTT. If T can just emphasize one point on that? This Com-
mittee has a very important role in ensuring that these authorities
are not abused. We are required to report extensively on all activi-
ties under FISA to the Intelligence and Judiciary Committees of
both houses, and we do that. We provide—we are required to pro-
vide copies of all significant opinions. We are required to provide
reports about how these activities are carried out.

And we welcome your participation in that oversight to ensure
that, in fact, we don’t cross the bounds that the people want us to
adhere to.

Mr. BACHUS. Anyone else? You know, when I learned about this,
I was not aware of it at all, and I think the original response was
that 14 Members of Congress knew something about this. Were
those reports erroneous? Did

Mr. LiTT. I can’t speak to what Members actually knew. I can tell
you what we did to inform Members.

At the time when this legislation was first up for renewal in
2009-2010, we provided a classified letter to the Intelligence Com-
mittees that described this program in great detail.

Mr. BAcHUS. How about the Judiciary Committee?

Mr. LiTT. The letter was provided to the Intelligence Committee.
The Intelligence Committee, my understanding is, sent an all-
Member letter saying that this is available to all Members. This
was our intention.
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We also offered classified briefings to Members of this Com-
mittee, and I recall participating in one of those briefings. And in
fact, the letters were also referenced in a statement on the floor by
a Member of the Intelligence Committee, saying these letters are
available, and I urge you all to come and read them. So we were
not trying to hide this program.

Mr. BAcHUS. Do you have any objection to the court opinions and
periodic reports being made available to all Members of Congress?

Mr. LitT. I think we would have to take that back. I think the
answer is probably no, but I think we would have to think about
the implications of that.

Mr. BAcHUS. Sure, and I think that is my response would be I
want to think about it.

Mr. GOODLATTE. The time of the gentleman has expired.

Mr. BAcHUS. Thank you.

Mr. GOODLATTE. The gentlewoman from California, Ms. Lofgren,
is recognized for 5 minutes.

Ms. LOorGREN. Well, thank you, Mr. Chairman, and thanks to our
witness.

I was thinking back to September 11th, one of the worst days I
have ever spent in the Congress, and remembering that that week-
end, after the attack, that members of the White House, the intel-
ligence community, Members of this Committee and our staff, sat
right at that table. We sat around that table and worked together
to craft the PATRIOT Act.

And it is worth remembering that that original act was passed
unanimously by the House Judiciary Committee, and it had the
balance that we thought was important to protect the country, but
also looking forward to protect the rights of Americans under the
Constitution. And I share the concern expressed by Mr. Sensen-
l(oirenner that things have gone off in a different direction from that

ay.

Now I, as my colleague has indicated from Alabama, I don’t ques-
tion your motivation, which is to keep America safe. I mean, I
know that that is what you are trying to do, and certainly we all
want that.

But the concern is that the statute that we crafted so carefully
may not be being adhered to as envisioned by us and as reported
to us. And I just want to say this. I mean, yes, we have a system
where there are checks and balances, but part of that is that the
legislative branch needs to have understanding of what the execu-
tive branch and the judicial branch is doing, and we can’t do that
without information.

It has been discussed that we get these ample reports. And I just
want to—I just recently reviewed the annual report on Section 215.
Is it true, Mr. Cole, or isn’t it true that the annual 215 report to
the Committee is less than a single page and not more than 8 sen-
tences?

Mr. CoLE. I think that the 215 annual reports are quite a bit less
than the 702 annual reports.

Ms. LOFGREN. I just ask the question. Is that about the size, is
it your recollection?

Mr. CoLE. I would have to go back and take a look to answer
specifically.
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Ms. LOFGREN. All right. Is it true that the report of the number
of applications really gives the Committee information as to the
amount of records and the number of entities impacted?

Mr. CoLE. I am sorry?

Ms. LOFGREN. The number of applications, is there a direct cor-
relation between the number of entities impacted by those applica-
tions or the number of records?

Mr. CoLE. The number of entities impacted will depend on how
many phone numbers have been called by the selector.

Ms. LOFGREN. Right. So you could report the number of applica-
tions, but it would have no relationship to the amount of records
actually acquired?

Mr. CoLE. It would not necessarily, no. But you can imagine it
is small.

Ms. LOFGREN. Thank you very much.

I just—looking at this letter that was sent to Mr. Sensenbrenner,
and I thank him for sending it out. And by the way, he and I have
sent a letter to Attorney General Holder and to Director Clapper
asking that U.S. companies be authorized to publish information
regarding the Government request for user data under FISA.

I think it is terribly unfair that these companies that are being
discussed around the world have no capacity legally to say what
has been asked of them. So I know the letter was just sent. I would
ask that you respond to that as promptly as possible just out of
basic fairness to the companies involved.

But going back to the letter, it seems to me that if you take a
look at page 2 of the letter, the second paragraph, it indicates that
NSA has reported in the last calendar year fewer than 300 unique
identifiers. This means that only a very small fraction of the
records is ever reviewed by any person and is actually relevant to
the records. Per se, that sentence indicates that getting all the data
is clearly not relevant to a specific inquiry.

And then if you go on to the next page, and this really gets to
my question and you have referred to it in the testimony as well,
the consistency allegedly with the Constitution—now it is true that
the Constitution in the Smith case indicated that there is no expec-
tation, reasonable expectation of privacy with information held by
third parties. Is it your position that that constitutional provision
trumps a statute?

Can the Congress say the Constitution would allow you to cap-
ture every phone record, every photograph taken of an American
at an ATM machine because that is in plain sight and that that
constitutional provision would trump the ability of Congress to say,
no, we are going to authorize less?

Mr. CoLE. No. As long as whatever Congress does is consistent
with or within the bounds of the constitutional provision

Ms. LOFGREN. So Congress can do less?

Mr. COLE [continuing]. They can do that. Certainly.

Ms. LOFGREN. Can do less. I would just like to say that as to the
FISA court, and I am sure that the judges take their obligation as
seriously as you do. But the whole system of our justice system is
set up in an adversarial way. And when you have only one party
there, you don’t have a counterparty making a case before the
court.
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The expectation that our system will work well, as it does in
other environments, I think is misplaced. I share with Mr. Sensen-
brenner the belief that this will not be able to be sustained. I look
forward, Mr. Chairman, to our classified briefing, but I think that
very clearly this program has gone off the tracks legally and needs
to be reined in.

And I thank the Chairman for yielding to me.

Mr. GOODLATTE. The Chair thanks the gentlewoman and recog-
nizes the gentleman from Virginia, Mr. Forbes, for 5 minutes.

Mr. FORBES. Thank you, Mr. Chairman.

And ladies and gentlemen, thank you for being here today.

I don’t want to scream at you or yell at you, but you know we
have got a lot of people across the country that would like to do
that. And the reason this room is packed so much today and people
were waiting in long lines is not just about this program. They
kind of feel their country is shifting, and they feel, rightly or
wrongly, that this Administration has adopted the philosophy that
somehow the end justifies the means.

They feel like that more than any Administration in history this
is an Administration that has used taxpayer resources to advocate
their political agendas. They feel like more than any Administra-
tion in history, this is an Administration that has decided which
laws they want to obey, which ones they want to ignore, and which
ones they want to just rewrite.

They feel like more than any Nation in history, this is an Admin-
istration that has used enormous power of Government agents to
oppress and harass U.S. citizens like they have seen with the IRS.
And now they see this Administration using this unprecedented
amount of data collection, first in their campaigns and then in Gov-
ernment, on amounts of data to use for the aforementioned goals.

And they don’t know, every time they see a Benghazi, they don’t
know how many more boards they are going to pull up, and there
is one that they don’t know about or IRS programs that they pull
up and they don’t know another one that they might see and that
there are other data programs that they don’t know about.

And this is something that I just don’t think we realize enough
because over and over again, we hear Administration coming over
here and saying this to us. They say, well, this isn’t illegal, and you
need to change the law.

And we need to emphasize part of this Committee is just because
something is not illegal, it doesn’t mean that it is not wrong. And
when we look at something, you have got a difficulty because you
can’t even really come in here and explain what this program does.
You can’t tell us how many people are involved with it. You can’t
tell us the cost. You can’t tell us what the court is saying.

But this is my question for you. There has to be an enormously
large number of individuals administering this program. Can you
tell us if any of those individuals have abused the power that they
have within this program that has not been disclosed to the Con-
gress or the American people, one? Because it would be hard for
us to believe that there hasn’t been some abuses.

Number two, what is your process for collecting that information
to make sure those abuses don’t take place, and how do you dis-
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tribute that information? And three, has anybody ever been dis-
ciplined for abusing that information?

And any of you who have that information, I would love for you
to offer it to us.

Mr. CoLE. Let me if I can, Mr. Forbes, start by answering the
questions that you have put. First of all, I think it is important to
note that this program has been going on across a number of Ad-
ministrations, and it is not unique by any means to this Adminis-
tration. It has been for prior Administrations, too.

It is also done pursuant to court authorization and pursuant to
statute, and so it is done not as some rogue matter, but as some
matter that, in fact, has been authorized by law, authorized by the
courts, and carefully scrutinized. And that gets to the main part of
the question that you have asked, which is we know of no one—
and I can let Mr. Inglis expand on that—who has ever intentionally
or in any kind of wrongful way abused this.

There may have been technical problems that have happened
here and there, but there has been nobody who has abused this in
a way that would be worthy of or cause discipline. This program
goes under careful audit. Everything that is done under it is docu-
mented and reviewed before the decision is made and reviewed
again after these decisions are made to make sure that nobody has
done the things that you are concerned about happening.

And those are valid concerns, and we take them into account by
having these audit procedures and having the reporting that we do
and the consultation both with the court and with Congress to
make sure that those things don’t happen. We have not, to my
knowledge, disciplined anybody for this because our controls make
sure this doesn’t happen. But we do look for it and we look for it
hard, and we haven’t found it.

Mr. INGLIS. Sir, if I can just—I concur with Mr. Cole’s remarks.
Say across my time, I have been the Deputy Director now for 7
years, there have been no willful abuse of the 215 or the 702 pro-
gram. In fact, the Senate Select Committee on Intelligence in the
summer of 2012 said that in a formal report that in a 4-year review
that they had detected no willful abuse of the 702 program.

I would say how would those be identified? In much the same
way that Mr. Cole talked about. That there are a number of proc-
esses that review the formation of the selectors, the results gen-
erated by those selectors not just at NSA, but between NSA and
the Department of Justice and the court, and there a