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Report Date: 22Jun98 S —
Name:
Conmmand: Naval sSpace Command //:USN
Phone (COMM): 540-653-5543
Phona (DSN): 249-5543
E-Mail: (ipislgmmgénsc.navy.mil
Type; Probe
Suspect IP:
Victim IP: XXX
Port/Service: ICMP echo requests
Incident Date: 16Junl998 -
NCIS Case #:
Casge Status: open

By: '
Notes: Subject: ICMP to map hosts in 204.34.229 address
NAVCIRT was not called prior to this report.

.1, Report Date: 16 June 1998 #

2. Incident Date: 16 June 1998

3. Type of incident: Attempt to map responding hosts in_ add
ress,

4. Individuals involved: m (unregistered)
5. Cost of this incident: minutes of analysis
6. Summary of incident and investigation results:

Attempt was a probe to determine which hosts within the (Y 244

ress
would respond to ICMP (echo request). bb
Forwarded log notifications to NAVCIRT .

Date/Time SRC IP ch SRC PORT

DST
IP DST PORT biqv
1998/06/16 05:03:43:00 QEEEASEASARASY 0
RS 0

7. Supervisors Recommendation and Comment:

Report to NAVCIRT.

8. Investigating Official: H

9. Local Action to Prevent Keoccurance: N/A

10. Recommended Action by ISSO or ISSM: File Report to NAVCIRT.
11, Attack IP address:
12. Physical location of system:
Dahlgren, Va.

13. Hardware Configuration: N/A
14. Operating System: N/A

15, Security Software installed: ISS Internet Scanner
16. Highest level of data on system: Unclas-sified

17. Damage from attack: None, no access

18. Other affected hosts or sites: None
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19. Command name and location:

Naval Space Command
5280 4th Street
Dahlgren, Va.

20. POC:

ISSO Jim
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nic-hdl:
notify:
changed:
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