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 f B Targeting in the Digital (vorinaustial) Age

Targeting Processes must:

1. Enable Cyber Operations against agile, dynamic,
fleeting elements in the cyber domain;

2. Facilitate an operational level Commander’s timely,
effective, and relevant decision-making;

3. Add value to IC understanding of our targets.
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Cyberspace Operations

SECONDS How do we get here?

MINUTES

DAYS
CAUI RAPCO Joint Targetm ' M
WEEKS | e
' SIGINT Development .-
| B ' Capability Development I
MONTHS

Intelligence Reporting

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020
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@) Two Major Considerations

1. When do we need to use the Joint Targeting Cycle?

e JTC adds necessary structure and rigor, but does not apply to
all cyber operations. We should not use the JTC when we do

not need it.

2. When we do use it, use it smartly to achieve our goals

e Targeting entities in the cyber domain requires a better
application of targeting structures and processes.
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@ Terminology and Processes

(U) Target Development

» Systematic examination of potential target systems to determine the necessary type and
duration of action that must be exerted on each target to create an effect that is consistent
with the commander’s specific objectives

* JP 3-60

(FSHSHAREE - USAVYEY) SIGINT Development

e (b)(1) Sec. 1.4(a)

o (FSHSHAREE-USA-GBR) Network: Technical or Social/Functional?

® b)(1) Sec. 1.4(a)

(U//FeJ8) Battle Damage Assessment

* The estimate of dama§e or effect resulting from the application of lethal or nonlethal
military force. Battle damage assessment is composed of physical damage assessment,
change assessment, functional damage assessment, and target system assessment.

* CJCSM 3162.01

(U//FeJ8) Cyberspace Temporary Effects Assessment (C-TEAR)
« USCYBERCOM Joint Target Intel Assessment Guidance for temp degradation or disruption

Similar terminology from different disciplines adds to confusion

28 Nov 2016 Version 1 J2T




Additional Considerations

 (U) JTC is optimized for lethal effects

» Therefore JTC is sub-optimized for non lethal and temporary effects

 (U//FOY8) Integration of non-lethal fires and
information-related capabilities is mostly a planning
problem

» Desire for deconfliction and synchronization does not dictate use of
the JTC

* (U) What is the cost/benefit analysis of using the JTC?

SEERE 28 Nov 2016 Version 1 J2T
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D Joint Targeting Cycle (JP 3-60)

End State and
CDR’s Objectives

Target Development
and Prioritization

Targeting Assessment

Mission Planning and

Capabilities
Force Execution

Analysis

CDR'’s Decision and
Force Assignment
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&Y Targeting at USCYBERCOM

(

(
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U) All IAW CJCS Directives. No such thing as a “cyber target

U) USCYBERCOM Target List examples

{_S#R'E—Hl_:_ad”ty: [6)(1) Sec. 1.4(a)

tsree Individual: 75
tst#rex} Virtual: P05
%Equipment; 5)(1) Sec. 14(@)
{'S#R'EH _Q"ganization; [B)(1) Sec. 1.4(a)

(U) For further discussion: Utility of a Network Target category

As of 10 August 2016



(b)(1) Sec. 1.4(a)

bj(1) Sec. 1.4(a)

b)(1) Sec. 1.4(a)
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(b)(1) Sec. 1.4(a)

b)(1) Sec. 1.4(a)
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Capability
Analysis

UNCLASSIFIED

Target Development Relationships

Taxonomy

UNCLASSIFIED

Product

Joint Intelligence
Preparation of the
Operational
Environment

Target
Systems
Analysis

Target /
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_. Taxonomy and the ‘Art’ of Targeting

1.

Taxonomy Examples
End State and b)(1) Sec. 1.7(e) P
Commander’s
Objective

2.

Target
.. Development and
.. Prioritization

S S G e —— —— S S S S —

3. Element /
Capability
A\ Analysis Aim

AN Point

Success in the “art” of Targeting requires
informed application of taxonomy to target elements
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:‘ Problem: Adversary VOIP Network

{b)(1) Sec. 1.7(€)
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@ Using Existing Guidance:

b)(1) Sec. 1.7(e)
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\ As a Network Target:

(b)(1) Sec. 1.7(e)

UNCLASSIFIED/ #oU8 18



UNCLASSIFIED//Fode

@ Takeaways and Recommendations

e Don’t use the JTC when you don’t need it
e Examine criteria for what constitutes “fires.” When do OCO constitute fires?

e Take EW problems (SOls) out of JTC
e Take MISO problems out of JTC

e JTC is useful insofar as it provides a synchronizing function at

the operational level of war
* Targets shoulq)be relevant to an operational level commander
& e.g.b)(‘])Sec.‘I.?e :
« “Network Target” category would facilitate targeting in the cyber domain
« Rendering a network as a set of fully developed and associated
equipment, facility, virtual, and organization targets will never lead to
effective operations.
e Risk of unbounded network is mitigated by non-lethal nature of OCO
* Automated system (i.e. MIDB) is not designed for cyber elements. Nor is
it necessary.
 Narrower category than broad, loosely defined “virtual” target category

» Widely applicable to cyber operations

« Joint Targeting Cycle is sound. We must apply it selectively
and smartly.
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USCC Targeting Way Ahead

Re-open ‘Network’ entity discussion with Targeting Enterprise

e Joint Staff Target Intelligence Working Groups
 Semi-annual Military Targeting Committee

Incorporate C-ISIL lessons learned into doctrine

* Joint Publication 3-60 — Joint Targeting
e (CJCSI 3162 — Battle Damage Assessment

Coordinate iterative process improvements within USCC

» Cyberspace Temporary Effects Assessment Report (C-TEAR)
« Work with J3 to improve Concept of Operation (CONOP) generation

 What we can’t change
« External processes that add overhead to execution (e.g., RAPCO, CAUI)

 PPD-20 update?
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