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Report Date: 10 Oct 96
Name:

Command: ous
Phone (COMM):
Phone (DSN):

Suspect IP:

E-Mail: Mrock.uines.ﬁw
Typet © 1 report bb

Victim IP:

Port/Service: telnet port 23 (sendmail) c
Incident Date: 07 Oct 96 4
NCIS Case #:

Case Status: closed
Zy: RS |
Notes:

From @R rock.Mines .EDUThu Oct 10 15:54:54 1996
Date: Thu, 10 Oct 1996 13:22:50 -~0600
@rock.Mines.EDU>

From: W
To: navéirt@fiwe.n .mil

Subject: baby_doe.mines.edu probes

Hi Folks -

Well, barf, it looks like my message was truncated. So, I’'ll
try again.

We have a system here (baby_doe.mines.edu_ that had root compromised
and went on a search mission for other systems. We’'ve gotten several
responses from those that were probed for potential entry points and
I'm sure that you've seen some of those or will be contacted by others
about them. The probes occurred between ~8:30pm MDT on 10/7/96
and ~6:30am MDT on 10/8/96. The lair has been tracked down and
we have the logs, software, and target names of the probe. It locks
like it mostly probed for the following: )
SMTP - vrfy guest, decode, bbs, lp, decode, uudecode, majordom
Q
enter debug & wiz
FTP availability
RPC:ypserv, mount, name, boot, selec, rexd, rusexs, ypupdated,
penfsd, rstatd, ypbind, keyserv
HTTPD: cgi
NFS: mounts
POPPER:

It mostly loocked like it wag looking for entries rather than exploitin
g
thern at this time. We have tried to cleanse the machine, but are unsu

re
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how they got in. We do know that they replaced login, natstat, ifconf

ig; .
and ps once they were in. We are currently filtering packets destined

foxr
that machine (and a cohort machine) from the the Internet. Hopefully,
this ‘

will put a bandaid on everything until we can deal with it,

It appears that the breakin came from NN ac.uk. We have some
droppings pointing at this = an ftp log for a non-existent user. I am

including a mail message fromq who is doing most of the
scouting around for evidence. 1In addition,

I am including the list of sites that were probed. The names loock lik

e
security people to us (some mail list?) since several of the targeted

recple were those who actually sent mail to us saying that they were p

robed.
We intend to send a message to all those on the list saying that their

site
was on the list. 1In addition, we can, if you think advisable, send th

a
result of the probe. We would welcome any advice that you would like

to
send our way. In addition, if we can help you, please let us know how

Thanks -

P e PP ‘ b b
Mail message fromP
e+ 1 1 AR amEoEEEREEEESRASESs

3

>Fzon (EPbasalt Minss EDU Wed Oct 9 15:11:53 1996 ?o
Date: Wed, 3 Oct 1996-15:06:58 -0600 . ks
From: basalt.Mines,EDU>

Message-.ld: < 10%. 469@basalt.Mines.EDU>

To: slate.Mines.EDU
Ce: slate.Mines.EDU
Sub T hacker

Reply=-To:

There is a core fi.e in baby_doe:/var/spcol/mqueue t at was dumped
during the hack on baby_doe., In it there appears t* following name:

B cyrerspace. org
I fingered same, and he happened tc be logged on at that moment from

-@s late.Mines.EDU>

143.53.38.51

Page 2
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T did an nslookup on the latter, and it was

which is the site that showed up as an ftp just prior to the building
of the nest, and captured in the hacked login’s logfile.dat as several
lcgins during the hack. -

I think this is our hacker.

------------- details begin

baby_doe® pwd

/var/spool/mqueue

baby_doe% ls -1 core

-rw-r--r—-=- 1 root B507824 Oct 7 20:40 core

slatel56> finger alanl@cyberspace.org
(cyberspace,oxg]

Login: alanl Name: H
Directory: /uM shell: in/cs

On since Wad 6:46 (EST) on ttyg8 from 143.53.38,51
No unread mail '

No Plan. l"'j

slatel60> ngloo 143.53.38.51 | c
Name: Lac.uk
Addreass: lﬁF"!E'

glatel64> nsloockup cyberspace.com
Name :

cyberspace.com
rddress: (NS

on baby_doe, "strings /var/spool/mqueue/core’ ends with (PWD was the n
egt)

baby_doce.mines.edu.mines.edu

send-mail

alsnl@cyberspace.oxy

HOME=/

LOGNAME =
PATH=/usr/local/bin:/bin:/usr/bin:/usr/ucb:/etc:/usr/etcz.
PWD=/usr/include/rpc/.. /scan

SHELL=/bin/csh

TERM=vt102

USER=

Page 3
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\nfo
sendmail
------ -==-==~details end
T T E ST T T T TN R T e T R E s e EE=E

The list .of targeted sites

00B5P%NAVPGS.BITNET@cmsa . Barkeley. EDU
bnxr.co.uk

&N . sri.com

imag. fr

énwu.edu
.12485668nortel.co.uk
bnr.co.uk

jet .msk.su

G L uxor . in-berlin.de

adfa.oz.au
RUS.Uni-Stuttgart.DE
rus.uni-stuttgart.de
G s ngengate .. amgen. com

ugvax.cc.uq.oz, au
ramstein-wpc.af.mil

Sl egazeta.pl
SRS . PSC . EDU

@desgshaw.com | b
@nice.ch

CustServEng@lucky.csd.sgli.com
cs,.shef.ac.uk b
@R PsUVN. PSU.EDU

noc.cs.ruu.nl
r0lba.ntc.nokia.com
wi.leidenuniv.nl

@dvinci.usask.ca
amtp.cam.ac.uk
damtp.cam.ac.uk
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fuw,.edu.pl
@isltd.insignia.com

@FMR.Com

decs . warwick.ac.uk
¢cscoe.ac.com

.cairo.au
dionysos.fmi, £i
its.csiro.au
iegate.mitre.org
rus.uni-stuttgart.de
pimacc.pima.edu

cern.ch

imag.fr
MAILER~-DAEMONGNOAA.GOV
MAILER~-DAEMONGBcoIrp.metasystems.com
MAILER-DAEMON@gavba.savba. sk
MAILERGBGUVMS.BGU.AC. IL
freh-02.adpc.purdue.edu
jfrank.com

deghaw.com
Corp.Sun.COM w
Eng . Sun.COM

corp.sun.com
eng.sun.com I
eng.sun.com

Misty.com

anu.edu, au
@cl.cam.ac.uk
Boti.com

eng.sun.com

csc.fi

hsc.fr.net
@keltia.frmug.fr.net

| ‘GTDR. coM
@sprint,sprint.com
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runit.sintef.no
@ccmail.us.dell.com
acs.soton.ac.uk

Mail.UTexas.EDU
@loria.fr

PRl cs . colorado.edu |
GEEEENENec s . colorado. edu
m. ericsson. se
@vt.edu
mrlxps.arl.uiuc.edu
ews@microsoft.com[SMTP
CEEERERG L 20 . fhg . de
noc.ntua.gr
fml.co.uk
fi,uio.no
ammetgw. jmpstart.com
@Wavic, ce.purdue. edu
bwh . harvard.edu
@homeport.org
math.tau.ac.il
Seickey.ovid.com

=}§odak .com
procyon. com b &

Symbiocsis.AHP.Com
SEpsymbiosis.ahp.com

ideanet.doe.state.in.us

ajlc.waterloo.on.ca
vorlon.ajs.com
hiva.ee.siue.edu
cableol.net
ez0.ezlink.com
manawatu.planet.org.nz
mid.net

clark.nat
clark.net

chat,carleton.ca
Page 6
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anubis.network.com
8ctc.com
andy.alt.za
@llaPpGcs . hnc, edu
GRl¥ nuddcs . ca . hme. edu
poling@jhu.edu
bigdog. fred.net
btc.uwe.ac,uk
maine.edu

@peom. co.at

ol asis. com
@lpGarcs.net
&pecorgan.mti.sgi.com
S baxter@aaii,.oz.au
iacs.UMD.EDU
S.CAM.AC.UK
@inf.ethz.ch )
cain.kaist.ac.kr

dlorien.ocf.llnl.gov
netmaine.com

primus.COM
¢8,albany.edu
cs8.albany.edu

PBoeckman.uiue. edu
@ph-meter.beckman.uiuc. edu

cs.utk.edu
e2l0limitl110.com
Bumbe . edu

@alydar.cxd.ge.com
grymoire.crd.ge.com
egrymoire.crd.ge.com

ghaven.boaton.ma.us
#snm. com
Bcosmos.kaist.ac.kr
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@connect.com, au
pMiSTy. larc.nasa.gov
ﬂmisty,larc.nasa.gev

Bbitblt.resnet.cornell.edu
tcybercom.nat
?hpnmcldg cup.hp.com
Bcyberspace.net

obbes.dtece.edu
Bunix.worldcom. com

' Bactc.com
ian.usc.edu.ph
Bdelta.eecs.nwu.edu
Bboutell, com
GNETSPACE. ORG
dtopsun.west.sun.com
Sniles.greatcirecle.com
@miles.greatcircle.com
ireal.com

@saturn.net
Bwimsey.com

@MATH, Ucdavis, EDU
Gturing ucdavis.edu

owner@fec.net
8lefty.novasys.com

@cica.es

rochester.adu
reptile.rug.ac.be
everest.cclabs.migsouri.edu
sgil.phlab.migsouri.edu
@mrc-bsu.cam.ac.uk
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@lehman.com
sharks.kylmedia. fi
Holland. Sun.COM
fwi.uva.nl

fwi.uva.nl

holland, Sun.COM
holland. sun.com
Starbase.NeoSoft.COM
anjura.com
ucl.ac.uk

alt.net
‘sobrino .eui.upm.es
cclabs.missouri.edu
everest.cclabs.missouri.edu
sgiZ.phlab.missouri.edu
bath.ac.uk
gu2@cdcnet.uniandes.edu.co

gauss, ELEE. CalPoly. EDU
gauss.,ELEE.CalPoly.EDU
gauss.elee.calpoly.edu

surrey.ac.uk
lum. sparc.com
pé lum. sparc.com
COM . CRIMELAB

.dra.hmg.gb
tampico.cs0.uiuc.edu
wastnet.com

summit.novell.com
loigsh.kai.com

shadow.net
shadow.net Subject

@Gcling.gqu.se
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ippwel2.plk.,af.mil
ippwsl2.plk.af.mil
Fbrandx.cs.chiou.edu
pmillenniumcc.com
Pclipper.cb.att.com

- er.net

gitchy.inner.net
gitchy.inner.net
gministry-of-love. inner.net
gtecnetl.jcte.jos.mil

gmath.psu.edu
8student.ug.edu.au

schoolnet.carleton.ca
tanford.EDU

t.!th.se
alantec.com
LAC.UR

asneniPUNER o zonline . com. au

—— e
pluto.ulcc.ac.uk
SR erserkly.cray.com

(TEEE 7 .

SNt k11llexbee. jac.nasa,.gov

@édan. com

pagteur. £r
miriworld.its.unimelb.EDU.AU
protocol.ece.iisc.ernet.in

ans .net

sandia.gov
teleport.com@gage.cc.rl,ac.uk2z2
TELEPORT, COM

@fgh.oz.au
kachina. jetcafe.org
tis.com
tis.com
wanda.phl.pond.com
escape.com
Gandrew.cmu.edu
Page 10
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irec.umbe.edu
shom. £r
cogs.susx.ac.uk
phoenix, Princeton.EDU
et.ibm.com
cs.berkeley.edu
phoenix.Princeton.EDU
rz900.physice.usyd,edu.au
pacstar.com.au

MO .NET
@eproton.chem.yale.edu
@carleton.edu

dTymnet . COM
Btelecom.ksu.edu

gdassat.dassault-at.fr
ibconnex.net

@cybersafe.com
Ny Gsickly.cybersafe.com :
city.ac.uk

jparis.eng.utsa.edu
bhes . HARVARD . EDU
dhcs . harvard. edu

startarus.uwa.edu.au

geSolbourne.COM
@gnts.gsac.com
fhaddock.saa-cons.co.uk
Bsaa-cons.co.uk
ccwf,.cc.utexas.edu

ug.oracle.com
etscape.com
jamtp-gw. spawar.navy.mil
cwi.nl
esparanolia.com
gparanola.com

@recycle.cebaf.gov
foxygen.house.gov

ang  auburn. edu
pgoodall.goodall.com
@seas.smu. adu

jcomco . com
dgraphita.comco.com
gcharlie.ksu.ksu.edu
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blackbird.mitre.oxrg
caen.uiowa.edu

ns598.1lns.cornell.edu
1ns61l.tn.cornell.edu
umich.edu
tnt.microimages.com
pandora.mit.csu.edu.au
e@hcst.com
andromeda.rutgers.edu
bu.edu

¢8.ubc.ca
oc.cs.ruu.nl
sunedl.Nswses.Navy.Mil
Bcse.psu. edu

$MIT.EDU

Bemit.edu
Bnetmarket.com l:,(;’
@aristo.tau.ac.il
thd. ford,.com

Btbd180, tbd. ford,com l:)
Pélupine.org .
6lupine.org :

Brietscape.com

jpower.net
IntNet.net

jucar .edu
@CS.Berkeley.EDU

pEx.com )
-NETCOM.COMGsage.cc.rl.ac.ukZzz
netcom.com

jclipper.ens.fxr
meridian-data.com
superior.net

phoenix.net

u.,erlcsson. se
.net

.Oall.net
Page 12
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311lnl.gov

gmikey.convex,com
gvault.is.gs.com
@lfs.loral.com
Bowgmail.endicott.ibm.com
G funcom.no
manua.gsfc.nasa.gov
woxldnet.net

gurrey.ac.uk

clark.net

espregso.CS,Berkeley.EDU
espresso.CS,Berkeley.EDU
gv.ssil.com

stud.cs.uit.no

sysadmin.com.au
csteam.com
siltrain.demon.co.uk
wicked.neato.org

cs.,uct.ac.za
1sgi.eng.ohlio-state.edu
techunix: technion.ac.il
dey-systems.com
ggr.co.uk
pen.ch

SDSC.,EDU
alrcom.com

- Page 13
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Cs:bgu;ac.il

bose.com

MIT EDU
bga.com
mit.edu
octel.com

Hatudant .math.hr
eader

mince.uges.caltaech. edu
8luey.redars.ca.Boeing.COM
Bacs.bu.edu

@spc280.ed.ray.com

§appx.com b
gims.advantis.com

stardot.net 0
Buca.ubc.ca 4

Peasylum.sf.ca.us '

avian,org

§bronze.lcs.mit.edu

@bronze.lcs.mit,edu
drao.nr¢.ca

' aodr slip netcom.com
Emax. tiac.net
écolumbia.edu

watsun, cc.columbia.edu
Bnovatel.ca
@rhein-neckar.netsurf,de
robert@CS YALE. EDU

n.feak swan.ac.uk
ipanix.com
org
Page 14
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fsol.cse, fau.edu
glux.levels.unisa,edu.au
jn1jenrode.nl )
@bcs.org

Bsolucorp.ge.ca

phiber .prysm.com
§dilbert.multiverse.com
mii.lu.lv
Bnetherlands.ypsi.mi.us
Bewolverine.hg.cic.net
vigerf.cc.vt.edu

e LY - ,
@dickory.SDSU.Edu
daccmail.ceic.go.cn ‘C)

gdcdf, toronto.edu
gpafosul.hqg.af.mil
son@gold.chem.hawail.edu

ddpw  com

gour,sW.0Z,a8u
@gour.sw.o0z.au
gsuede.swW.0Z.8U
gsms0l,alcatel.com.au
gsms(0l.alcatel.oz.au
dimensional.com
@mmp . com
op386.cactus.org
dpanix.com
3blue.weeg.uiowa,.adu

. com
Page 15
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@Tadpole.COM
dcalifornia.sandia.gov
gmath.psu,edu
bostwick@cargill.com
@akamai.sps.mot,.com
Fomrc-1mb.cam. ac.uk
Bnist.gov

'$usxr .com
@Soils.Umn. EDU
faoi}s.umn.edu

Binorganic5.chem.ufl.edu
@inorganic5. fdt.net
fmuikkg.jmp.fi

-krytan.atinc.com
rs6000.cmp. ilstu. edu q,o
ggnu.ai.mit.edu : ‘c)

Gtelecom.ksu.edu
@students.si.fct.unl.pt
Gelegant.com
ers@marigold.eecs.nwu.edu
prs@marigold.eecs . . nwu.edu
dconcorde.com
Bcua.bc.ca
gcisco.com
dhelix0.chem.iastate.edu
i@navigist.com
Bamartdoca.com
thepoint.com
czeranski@informatik.tu-clausthal.de
Bgulfa.ods.gulfnet.kw
Pohillnet.com
gnetsys.com
BHeurigticrat.COM
Bctc.com
makita.jpl.nasa.gov
idee.retix.conm
eoagicnet.net
gmig.com
jearth.bcc.ml,com
¢ssec.honeywell,com
p@gamba . cnb.uamn. es
alv.tell.se’
darwin. technat. sg
Bpobox.org.sg
@stf.org.sqg

Page 16
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Emedar.com
B m-net . arbornet.oxg
dalcom.phys .cwru.edu
ﬂpoly.phys.cwru.edu
sramon.bgu.ac.il
@jeeves.ucsd.adu
@borlas.com
g fadirect.com
jtargier.cv.nrao.edu
inus.mitre.org
g 1 inus .mitre.oxrg
reedom. NMSU . Edu

gahhgo.com
raucoe.cse.nau.edu
3nbs.nau.edu :
cpine.cse.nau.edu
gmit.edu
phy .ucsf.edu
cs.bgsu,.edu
yig.net
sphu0
—--gpusa.demon.co.uk
hammerl.NeoSoft.com
Pt netscape.com

fecheetah,llnl.gov
@soften.ktu.lt
BSylvan.COM
x @sylvan.com

Satemd G Phibro . COM

i @phibro.com
pridge.com
mpisis.st.3com.com
@zeus.ST.3Com.COM
lentropic.com
pihsa.com

fc.nst
inistry.paranoia.com
jparanoia.com
ac.nyc.ny.us
Mall.Coast.NET

Bgarnet .msen.com
ulian.uwo.ca
cc.empath.on.ca

gnu, ai.mit.edu

Ly sneeze.resp-sci.arizona.edu
; shes . HARVARD, EDU
icsmes.ncsl.nist.gov

g 2 1pha . des . fmph. uniba. sk
Emaaapdumich . edu

NDA .COM

Bnda.com .
Page 17
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thepoint.com
dircon,co.uk
= 0 ‘jbc ® Ca
alfa.ist.utl.pt
agable.ox.ac.uk
gucssunl.sdsu. edu
ome.crimelab.com
tidtest.total. fr
atidtest.total. fr
Sonshore.com
glcac.com
i intac.conm
jyeager .corp. sgi.com
ENETSPACE.ORCG
gnatspace.ory
ginfoseek.com
inetacape.con
gandrew.cmu.edu
P2 1ph@jpmorgan . com
stsySs.Com
peyber.com
ert.dfn.de :
5 CS [ Ul'm s EDU . bb
gvampire. fisons.com . ‘
@ragnarok.hks.com
aral . randomc . com b
gnetworking. gtanford.edu
elb.cpr.itg.telecom.com. au
ddandelion.com
imarcus.its. rpl.edu
Ju rrowGCS.YALE.EDU
morrowdCs.Yale .EDU
dbs . informatik. uni-muenchen.de
Bmalaka.dbs. informatik.uni—muenchan.de
gsingnet.com. 89
dcharlie.ccd.bnl.gov
ghauticque.epm. ornl.gov
cart.org
gmedia.mit.edu
etcom, com
¢gmultivac.orthanc. com
inetbistro.com
cob.ohlo-state. edu
inet .ohio-statsa. edu
path.net
gultra.acs, ohio=-state. aedu
onNet .COM! rnayf {@1d@IConNet .COM
IConNet .COM! rnayf ield@icomnet.com
g - ilhost.ecn.uolmcr.edu
dpattyr.acs. ochio-state.edu
pattyx.acs. ohio-state.edu

SEPF e tcom. com

page 18
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-dumbcat .8f.ca.us

dumbcat.sf.ca.us
micromuse.co.uk
redhat.com
tky.icde.fr
.icde.fr

tky
il?linuxb.ista.pwr.wroc.pl

lumbia.edu

y@co

gtac.edu.au
gtipper.oit.unc.edu

amailhost .emap.co.uk

@ce.8u.0Z.au
gopcom.ca
@aott.opcom.ca
eetaff.ca.8u.0Z.3240
uta.EDU.AU
gute.edu.aun
peuts.edu.au
dworldlinx,com
Bcs.adelaide.edu.au

ugca.caltach.edu

gmaverick. intecom.com
gci.uminho.pt
‘nawc690.chinalake.navy.mil

sqwast.bc.ca
P EnGazrde . com
: @c3gerve.c3.lanl.gov

typhoon-ethar.Barkaley.EDU
gcs.purdue.edu

lvodka.sse.att.com

vodka.ssa.att.com

Gnetrail .net

Page 19
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uvunet | suburbia.apana.org.au!proffé@medar.com

infosoc.com
fit.qut.edu.au
atc.nato.int

pobox,upenn. edu
ath.uh.edu
Bsummit.novell.com
‘cica.es
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