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THE WHITE HOUSE
. ¥ - WEI';':E!.‘ 15. -1-9??
A‘i%s":wﬂ WASHINSTON Revised Fekriary G, 1978

for caragrazh zv .a.rzg"a.n
classificarion e

Presidential Divective/NSC-24

TO: The Vice Prasident
The Secrstary of State
The Secretary of Defanse
The Attornev CGeneral
The ¢e=etar_; cf Camerca
The Dirsctor of Central Intellicence
The Director, Ofiica of Mar.agsnent and Sudget
The Chairran, Joint Chiefs ¢f Stafs
" The Director, Ofiice of Science ard Tachnology 2clicy
The Acninistrator, General Sexvices ;:‘:m.-x.s Taticn
The Assistant & the President for Camestic Affairs ard Tolicv

SCRJECT: Telecammunicaticns Protection Policy (U)

1. The Prasicent has raviewed the rasulis of the NSC Scecial C:or:.mat:.:n
Camittee's consideraticn of ﬂ-.e PRM/NSC-22 stxdy andé has rsached
the follcwing conclusions. It is the Fresident's intenticn that this
directive establish a na.t:.::nal policy to guide the conduct of USG
activities in ard related to security of telecommnications. ()

2. The Naticral Telecommumications Srotecticn Folicy shall consist of
the folicwing majer elements: (G)

a. Govermment classified informaticn relatine +9 national ...e..=-:se
arc foreign relaticns shall be transmitted cnly v sec~
means, (U)

h. Unclagsified information transnitsas =v erf. tetvean Covermens
agencies ancé contractors that weuld te usef:l &9 an
sixue’d te gxotact=d, Q)

€. Nen—govermmental informacicn that would e useful o an adversasy
gnall be iferntifisd ard sha Srivaza sector infored of =te Srooiszm

ard snccurzced ¢S T2ke asprorriats messioss, L)
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Firally, the laws which protect sgainet criminal derestic acts such
as wiretars or intercent shall pe stTictly enforced. ()

3. The follewing activities should ke tursued in suroert of the apove
plicy. @)

2. The private sector telecomunications carriers stculd be briefed

infnmatimshallbezadeavailablesuas £ kelp and enccurage
them to devise adequats protection sratsgies. A similar CToOCTaER
shall be pursved Sor Sgoveriment contzactors ard cther mest likely
affected incusi~ies, corporations ané private sectsr entities. (U)

B. The Secrstary of Defensa shall inifiata, S=cuch the indusieial
security mechanism, new and imcroved cerscnal a~g celecommni~-
Rtions secrisy measiras aCTg ZUsiness crganizztises oliine
classified Cefense contraces. )

C. ALl Cepartments ard zcercies skall revitalize FrSTams O securisy
Saining for U.S. Gover—men- Perscrrel wiho use talecheres ard
< camnication for heth Wiclassifiad and clasgifies
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4. Maragezent ard policy review respensitilities Zor telecommmication
protection shell be organized as follcws: (U)

a. The NSC Special Cocrdination Camitiee (SCC) shall be
responsible for providing policy gquidance and for enstring
£full implerentation of this directive, incliding effective
protecticn technicues for the govemment and madimm
assistarce O the private sector to enhance its grotacticn f~om
intercenticn. The SCC shall exer:ise this : espr:nsxbﬂ:.tv
thrmch a special Subcomitise ”e.lemczf_cns
Protacticn chaired by the D_ ..-....r.. CiZice of Science ard
Techrelocy Policy, with acministative stiooort srovides
by the Sectetary of Commerce. The Subccomittse shall include

. But mot be limitad to recresentatives cf the Iollowing
desarments and acemcias: Stats, "-aasu.rz, ..‘.Ls‘-._-:e, Carerce,
Defense, Transportaicn, Snerxcy, Cenzl Intelliizence Acency,
Gererzl Services Mnministwaticn, the Maticnal Seco=ivy icency,
anc the MNaticral Secumiss Ccu:r:i.. staf2, {U)
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The Subcomitize shall submit a rssors on iks activitiass,
recamerdations and findings at lsast annually &o the National
Security Cauncil through the Special Coordinaticn Cammiltesa.
Additicnally, that report shall specifically address how affactively
the policy ard actions specified in +his dirsctive are being
implemented. (U)

The Seczetary of Cefense shall act as the Executive Acent for
commications security (CTMSEC) o protect goverment-cerived
classified infcrmation and goverment-derived unclassifisd informa-
tion which ralates to national sacurity. OOMSEC is concermed with
protective measures designed for the security of classified in“orma-
ticn and otker informaticn relatsd to paticral secity. (U)

The Secretary of Camerce shall act as the Executive Agent for
camumications protection for goverment-cerived unclassif: ,
information (excluding that relating o national security) ard for
dealing with the cammercial ard privats sector to enhanca their
cammications protecticn ard srivacy. (U)

It is recognized that there will be sare cverlap between the
responsidilities of the Exscutive Acents in that Defamse will
continue to provide scme non-cryvotocrachic protsctien for
goverrment~Cerived unclassified information as it does now,

ard Camerce will have responsibilities in commercial aoolicaticn
of cryptogracnic techrology. The Stubcamitize will review suoch
areas cn ?. case-by}-c.ase basis and atierpt O minimize any
reaimdancies. (U

e Subcamitiee shculd choose a Zuttre implenenration stratecv
based on cost-penefit analysis, legal consideraticns ard regulatory
olicy. As an initial acticn, the heads of decartments ard agerciss,
as cesicnated by the Subcormities, shall assess +=e = o
srotecticn of unclassified information twanemittad tnder shair
auspices ané rs=zort their conclusions %o the Subcormit=se withis

60 cays. The Subcammitise shall then set aporopriacs standarss

for srotscticn. )]

Toe feads cf all dezartments and agencies ¢f the Tederal Goverert
shall crzanize and conduct their sommicatiors sec>isr and

eraraticns security activities as they see £i:t stbiect o the
srovisicns of law, &he srovisicns of this and ctier applicanla

dizectives, ard decisions of the Subcormisssza. YoThing in this
cirective shall raiieve the heads of ke indivifial decarants
arc acencles of theis resgonsikilitiss for sxecuzing all messives

Tectired D asmTe the secwimy of Sadeval salseemrmmisacion
ard the conesol of carmronising evanakisns, )
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h. The Presicdent's Science Advisor, as Chairman of the Subconmities,
shall cramtly precare ard arrance for a carrrehensive hriefing

for the Semats anc Ecuse Select Cammittees cn Intsllicernce

concerning the Administwatisn's newv Telecammmicaticns Protection
e — Mw- {U’

6. The Office of Management and Budcet and the Attorney Ganeral ave o "
Tesolve, as a matter of priority, the necessary arrarncements Zor
frding and lecal accormodaticn, o include aporopriats legislatien,

if necassary, to enable expediticus implementzaticn of actions diractss
above. (U)

Origiral Signed Lby:
Zbhigniew Brzezinski
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