ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

NOTICE: This report'is mandatory under Public Law 93-273, . Failure 1o comply may result in eriminal fives, civil penalties and other sanctions ag provided by
lawr. For the sanctions 4nd the provisions concerning the confidentiality of iniformation subuifted on. this form; see General Information portion of the instructions.
Title 18 USC 1001 makes it a crnmnzl offense for any person knowingly and willingly to make 1o any. Agency or Department of the United Séates apy false,
fictitious, or fraududent sta ts is to any matter within its jurisdiction.

RESPONSE DUE:

Within 1 bour of the incident, submit Schedule 1 and lines M - Q in Schedule 2 'as an Emesgency Alert report if criteria- 1-8 are met.

Within 6 hours of the incident; submit Schednle 1 and lines M- () in Schedule 2 as a Noomal Report if ondy criteria 9-12 are met.

By the later of 24 hours afer the recognifion of the incident OR by the end of the next business day submit Schedple | & lines M-Q 1 in Schedule2 as a System.
Report if criteria 13-24 ate inet: Noie: ¢ (0pw lacal time will be considared the and of the business duay

Subait pdates as needed andlora final report (all of Schedules 1 and 2 within 72 hours of the incident.
For NERC reporting enfilies repistered in the United States; NERC has apyroved that the form OE-417 meets the submittal requirements for NERC. Thers may
be other applicable rcgmnal. siate and local reporting requirements,

METHODBS OF FILING RESPONSE
‘(Retain a completed copy of this finn for your fles’)

Ouline: -Siabmit form via online submiission at: https:/fwww.oesetl dog zov/OEM
FAX: FAX Form OE-417 1o the foJ.lowmg facsimite number: {202) 586-8485.

Alternats: .ffyou are umable to submit cnline or by fax, forms miay be e-mailed lo doehgeoc@hin doe oy, or ¢all and report the information to the
following telephone number: (202) 586-8160.

SCHEDULE 1-- ALERT CRITERIA

- (Pape 1 of §)

" Criteria for Filing (Check all that apply)
See Instructions For More Information

1.[ ] Physical attack that causes major interiptions or impacis to critical infastuctuse facilities or to operations

2. X1 Cyber event that canses intermuptions of electrical system operations

Eh%?ﬁﬁig{ﬁi?’f 3.{ ] Complete operational faiture or shut-down of the transmission and/or distribution electrical system
gl 4.1 ] Electrical System Separation (Islanding) where part or parts of a power grid remain(s) operational in an otherwise
“C‘;fit‘;":i;f gnthe ightis blacked out area or withis the pastial failure of an infegrated electrical system
filed within 1 hourof the . .
incident; check Energency 3. 1 E:;g::;oiied loss of 300 Megawatts or more of firm systern loads for 15 minutes or more from 2 single
Alert (for the Alent Siatus) on
‘Yine A below.

6.[ ] Firm load shedding of HI0 Megawatts or more implemented under emergency operational pelicy
7.[ 1 System-wide voltage reductions of 3 percent or more

8.[ ] Public appeal to reduce the use of electricity for purposes of mainfaining the continuity of the Bulk Electric System

NOREMAL REPORT
¥ile within ¢-Hours 3. [ ] Physical attack {hat could potentially impact electric power system adequacy or reliability; or vandakism which
targets components of any security systems
If any box 9-12 on the right is
checked AND none of the 19. [} Cyber ovent that could potentially fmpact electric power system adequacy or reliability
boxes 1-8 are checked, this
form must be filed within § 11, . } Loss of electric service to more than 50,000 customers for 1 hour or niore
hours of the incident; check
Noomal Report (for the Alert 12, } Fuel supply emergencies that conld impact electnic power system adeguacy or reliability
Status) on Lime A below.
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SCHEDULE 1 -- ALERT CRITERIA -- CONTINUED
(Page 2 of 4)

13.{ ] Damage or destraciton of a Facility within its Reliability Coordinator Ares, Balancing Authority Area or
Transoission Operator Area that results in action(s) to aveid a Bolk Electric System Emergency.

14. [ jDamage or destruction of its Facility that results from actual or suspected intentional human action,

i5.{ ] Physical theeat to its Pacility excluding weather or natural disaster related threaty, which has the potential to
degrade the normal operation of the Facility. Or suspicious device or activity at is Faciliry.

16.[ 1 Physical theeat to its Bulk Eleciric System control center, excluding weather or natural disaster related threats, which
SYSTEM REPORT has iks potential to degrade the nermal operation of the control ceater. Or suspicious device or activity at its Bulk
File within 1-Business Day Electric System conirol center.

Hanybox 13-24 ontherightis | 17.[ ] Bulk Electric System Emergency resniting in voliage deviation on a Facility; A voltage deviation equal to or
checked AND none of the greater than 10% of nominal voitage sustained for greater than or equal to 15 continvous prinutes.

boxes 1-12 ate checked, this

form ranst be filed by the later: | 18,1 ] Uncentroiled loss of 200 Megawatts of more of firm system Ioads for 15 minutes or more fom a single incident for

of 24 hours after the entities with previous year's peak demuand less than or equal to 3,000 Megawatts
recognition of the incident DR
by the end of the next business | 19.[ ] Total generation loss, within cue tinute of greater than or equal to 2,000 Megawatts in the Eastern or Western
day. Note 4:00pm local time Interconnection or greater than or equal to 1,400 Megawatts i the ERCOT Interconnection.
will be considered the ead of
the business day. Check 20.{ ] Complete loss of offsite power (LOOP) affecting a nuclear geserating station per the Nuclear Plant Interface
System Repori (for the Alen. Requirements.
Status) on Line A below.

21.] | Unexpected Transmission loss within ifs area, contrary to design, of three or more Buik Electric System
Facilities caused by a comnion disturbance (excluding successfil automatic reclosing).

220 T Unplanned evacnation fom its Bulk Eleciric System control center facility for 30 coniinuous minntes or more.

23.[ } Complete loss of Interpersonal Communication and Aliemative Interpersonal Communication capability affecting
its staffed Bulk Electric System control center for 30 continnous minutes or more.

2. ] Complete loss of monitoring or control capability al its staffed Butk Electric System control center for 30
continuous minutes or more,

If significant changes have occureed after filing the initial report, re-file the form with the-changes and check Update (for the Alent Status) oa Line A below.

Alert Status (check one)

B. | Orgapization Name

2180 South 1300 East Suite 60C Salt Lake City Utah 84106

C. Address of Principal Business Office
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ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

b . ? .3:#‘4..
e e XEX ¥4 ANER LN A K A KA o Sl
D Geographic Area(s) Affectad Califormiz: Kemn County, Los Angeles County; Utah: Salt Eake County; Wyoming: Converse County;
o (County, State)
E Date/Tinse Incident Began g3-. 08 -aMg/ 08 o 12 [ JEastem [ J}Ceatml [X]Mountain
) (mm-dd-yy/hizmm) using 24-ftour clock mo dd ¥y hh pun [ JPacific [ JAlaska [ [ Hawau
£ DatefTime Incident Ended 03 - 05 -20M87 18 - 57 [ 1Eastem [ JCental [X]Mountain
o {mm-dd-yy/ htvmm) using 24-hour elock mo  dd vy hh friseey [ JPacific [ JAlaska [ 1Hawaii
Did the incident/disturbance ofiginate in your )
G- sysiem/area? {check one): Yes[ ] Nof ] Unknowa [ X1
Estimate of Amount of Demand Involved
- U (Peak Megawatts) Zero [X]1 Usknown [ ]
I Estimate of Number of Costomers Affected Zero [X] Unknownf ]
. . Check all that apply B . B
d. Cause K Impact _ L. Action Taken
O None
O  Coutrol center loss, failure, ar evacuation
{0  Loss or degradation of control center monitosing
or communication systems
O Usknown 0 Damage or destmction of a facility
O Physical attack O Eleciricat system separation (islanding) O Nous
0 Threat of physical attack L3 Compste operational fuiluce ot shutdown of the 0 Shed Firm Load: Load shedding of 100
[ Vandalism tmnsmission audfot distribution system MW or more implemented vnder
O Theht 3 Major transmission system infesmuption {three or pency operational policy (manmally
[J  Suspicious activity e BE_S flme{s) or automatically via UFLS or remedial
0 Cyber event (nfk ion techuology) L1 Mujor distnbution system interruption action scheme)
B Cyber event (operational technology) ( Uncontrolled loss of 200 MW or mare of firm 0 Public appeal to reduce the use of
&1 Fuel supply emergencies, intermuption, or system loads for |3 minutes or more electricity for the purpose of maintaining
deficiency [0  Loss of electric service to moge than 50,000 the continuify of the electric power
0 Generator loss or failure not due to fuel supply customers for | hour or more system
interruption or deficiency or transmifssion G System-wide voltage reductions or 3 percent or 0O Twplemented a wamiag, alett, or
failure more contingency plan
@ Traosmission equipment failure (not including O Veltage deviation on an individual facility of 0O Voltage reduction
substation or switchyard) 210% for 15 muutes or mete O Shed Interroptible Load
O  Failure at high voltage substation or switchyard O Inadequate electric resources to serve Joad 3  Repaired or restored
3  Weather or natngal disaster O Generating capacity foss of 1,400 MW or more [0 Mitigation implemented
[l Operator action(s) [  Genemiing capacity toss of 2,000 MW or more B o
1 Other [0 Complete loss of off-site power to a nuclear B Additional Ff: on/C s
B Additional Information/Comments: generating station m&ﬁgwm :::nm In remove mre
Irsitla) assessment reveaied that a frewall explait was fikely utiized 1o B Other euploitad vilnerabiity
execute a denial of servica attack that taused the frewals fo rebool
feading fo an app y 5 minte o atsge ®  Additiosal Information/Comments:
Firewall rebocis resulted in brief e 4
fapprax ly 5 § Laely field devices at sites and defween
e sites arnd sPowes's Contre! Center
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Information on Schednle 2 will not be disclosed to tha public. to the axtent f._'raf it satisfies the criteria for exemption under the Fraedom of hyformation det, e.g.,
axemptions. for confidential commarciol formation and irada secrets, carioin information fat conld andanger the physical safety of an individual, or

i on desiy itical I f i fiey




