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OGS Decision Point Flow Chart

(b)(1} Sec 1.4{a)

(b}1) Sec 1.4(a) _




Executive Summary
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Operation GLOWING SYMPHONY

(0)(1) Sec 1.4(a)

organized campaigns. Operation GLOWING SYMPHONY

{b3{1) Sec 1.4(a}

| We assess GLOWING
SYMPHONY will R

(b}{1) Sec 1.4(a)




Operation GLOWING SYMPHONY Overview

USCYBERCOM Will[ woseren

(0){1) Sec 1.4(a)

(b)t1) Sec 1.4(a)




GLOWING SYMPHONY — Overview

Offensive Cyber Operations

(b){1} Sec 1.4(a)




‘l ISIL Media Framework and Functions

DEVELOP DISTRIBUTE DISSEMINATE DEFEND
Create, edit, & finish Prepare, stage & Proliferate ISIL Sustain ISIL
ISIL products publish ISIL products * message message

{B)1) Sec 1.4(a)




Approval: Technique / Tactic

Technique / Tactic _Description

QOperational Impact

{B)(1) Sec 1.4(a)

{b}(1) Sec 1.4(a)

1. (V) s (TS/HSIREL USA, FVEY)  exusectam |
2. (U) (b31) Sec 1.4(a)
3. (U) e - (TS//SW/REL USA, FVEY)] o Sec 4@
4. (U) {BY(1) Sec 1.4¢a)
5. (U)
(0)(1) Sec 1.4(a)
Recovery Methods Current Status
»  (TS//SI/REL USA, FVEY)| (b)(1) Sec 1.4(a) « (TSI/SI/REL USA, FVEY)[ o See 1
are valid
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Spectrum of Effects IAW CEE

(b)(1) Sec 1.4{a}
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-  omser }Approval: Intelligence Gain/Loss(IGL)

(U) Intelligence Gain Assessment; (U) Probability of Detection (PoD):
I Overall Gain Assessment (o)1) Sec 1.4(a) Overall PoD Assessment
(FSHESHREES The estmated intslligence gain from this operations is assessed Effect (b)(1) Sec 1.4(2)
o) Sec 14) Capability
(SHRELY __  if)Secidml .
(by1) Sec 1.4(a)
(U) Intelligence Loss Assessment: (U) Probability of Attribution (PoA):
Overall Loss Assessment (b)t1) Sec 1.4(a) _ Overall POA Assessment
(FEHSMRELRThe overall estimated intelligsnca loss is assessad(bi(1) Sec 1.4()] Perceived ()1) Sec 1.4(a)
| Technical
{b)(1) Sec 1.4(a) (FEHBIRERThe estimated probability of atiribution is] (b)) Sec 14() |
(D){1) Sec 1.4(a)

(b)1) Sec 1.4(a)

{b)(1} Sec 1.4(a)




« (U) ISIL & Middle East Countries:

— (TS/NFHFISA)

(b}{1) Sec 1.4{a)

(b)(1) Sec 1.4{a)

- ¢sfF) Countries in the region|

« (U) RUSSIA and China:

—  {5NF) Werg
and use it as an opportunity to place the US|

(b)(1) Sec1.4(a}

()(1) Sec 1.4¢a) Ithe U.S. cyber operations,l

({1} Sec 1,4{a)

(b}{1) Sec 1.4(a)

—  (SINF)|

{h}(1) Sec 1.4(a}

{bj(1) Sec 1.4(a)

« (U) Third Party Host Targets Worldwide

- (SINF

{b){1) Sec 1.4(a}

- (SIINF)

(b)(1) Sec 1.4¢a) |

{b)(1) Sec 1.4(a)

- (SUNFY|
|

(b){1) Sec 1.4(a}

+ (i) For several third partyl

(b){1} Sec 1.4(a)

.

(b}{1) Sec 1.4(a)
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I Approval: Blowback Assessment
(S4REL TO USAFEVEY) PURPOSE: This blowbaék assessment]| " ot Sec 1t |
I {b){1) Sec 1.4{a} l

USCYBERCOM against the Islamic State in Iraq and the Levant (ISIL).

(SH-REL TO USA _EVEY) Probability of Attribution (PoA): (SHRELTO-USAFVEY) Confidence to Defend DODIN:
o xnseci4m USCYBERCOM has a variety of capabilities that could be . J {a)(1) Sec 1.4(a) |- At this time ISIL has no demonstrated capability
{B)(1) Sec 1.4(a)
{B){1) Sec 1.4(a)

(SHRELUSAFVEY) Overall Assessment: USCYBERCOM J3F DoDIN Ops assesses that risk of
blowback[ (b)(1) Sec 1.4a) |




I Approval: Legal Review

. (U) USCYBERCOM SJA

ASHRELTFO-USA-RVEY) There is_no legal objection to conducting the activities proposed in the
GLOWING SYMPHONY CONOP| _ (a1 Sec 1460

(b){1) Sec 1.4(a)




l {b)(1) Sec 1.4(a)

OBJECTIVES:| {b){1) Sec 1.4(a)

|

{b}{1) Sec 1.4(a)

Network
NOMINATED BY: JTF-ARES

(b)(1] Sec 1.4(2) |campaign. (SAR b )

(b}1) Sec 1.4¢a)

{B}{1) Sec 1.4(a)

e (b)) Secid(@ .
(b} 1) Sec 1.4{a)
TARGET LOCATION: {BHREE-FO-UEATREVEY). {b}{1) Sec 1.4(a) |
c ERAL CONCERNS: ! {b)(1) Sec14{a}
(b){1) Sec 1,4(a)

(b)(1) Sec 1.4(a)




Target Priority and Target Assignment

Primary Target Set

COUNTRY

PRIORITY.

{b)(1) Sec 1.4(a)

-+ SERVICING AGENCY:

© . USACOALITION
© U3 & GOALITION-

US & COALITION - -
| US&COALTION
Us '8 COALITION.
US & COALITION

us’

| US'& COALITION
US & COALITION

s -

US & COALITION -

‘us. -

.. US'8 COALITION -
" US&GOALITION-

‘us..
Lus
o Uus.
us
SUs .7
Jusl
.us
“us
us -

~ ‘us'&Coalition

Follow-on Target Set

il L e T o0

PRIDRITY

- COUNTRY

. SERVICINGAGENCY = . -

{b){1) Sec 1.4(a)

Leaend

Coalition
Coaliticn
Unknown
Unknown
Unknown
Unknown
Coalition
Coalition

Unknown
Unknown

‘Coalition

Unknown
Unknown
Unknown
Unknown

Unknown

{b}1) Sec 1.4(a)

Notes:

({1} Sec 1.4(a)




Bl T ICh CUEVIEICH

- u
Recommendations
Primary Target Set Follow-on Target Set
FRIGRITY . COUNTRY. .. SERVICING AGENCY| (b)) Sec 1.4(a) PRI SERVICING AGENCY | (o)1) Sec 14(a)
US & COALITION _ Coalltion’’
US & COALITION R Coalition-
US & COALITION S Unknowr’ *
US & COALITION R Unknown.
US & COALITION o Unkno_wn_. i
t US & COALITION Co Unkni'n'\mi_"-'
us T T...T . ‘Coalition
US & COALITION " Coalition -
US & COALITION B B N B {b){1) Sec 1.4{a) Unknown - [B)(1) Sec 1.4(4
us o 1.' Unknown :
US & COALITION D D - D Coalitior
us Unknown .
(b)(1} Sec 1.4(a) US & COALITION 1013 Sec 1.4¢a Unknown. -
US & COALITION . Unknown
us Unknown -
us Unknown -
us .
us Legend
us .
us
us .
us (B)(1) Sec 1.4(a)
us
US & Coalition *
us
us

(tyt1) Sec 1.4(8)




{ e Recommendation for Approval

USCYBERCOM JTCB Chair Approval and JIATF Concurrence

{)(1) Sec 1 4(a) lAP PROVAL Approve ] Disapprove

Operation GLOWING SYMPHONY (0)(1) Sec 1.4¢a)
approval '

- Department of Defense Comments
OSD(P) - |
USSTRATCOM |
USCENTCOM ’ {b)(1) Sec 1.4(a}
USSOCOM
USPACOM
USEUCOM
USSOUTHCOM
USAFRICOM
USNORTHCOM

oD o0o00duou

(b)(1} Sec 1.4{a)
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Details of Non-Concurs

TORSECRETAETE Y Sec T[akN—

(b)(1} Sec 1.4(a)
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OGS Proposed Public Affairs Guidance

« (U/E=QUO) Public affairs posture is ‘response to query’ only
o OSD PA refains release authority
| @®)1) Sec 1.7¢e) statement if asked in general| (B)(1) Sec 1.7(e)

- networks:

{E)(1) Sec 1.7(e) (p)(5)

o If asked| (o)1) Sec 1760 |by credible third-party (e.g., cybersecurity expert or
cybersecurity corp):

{B3(1) Sec 1.7(e} (b5}

o Overarching theme,| B0 Sec 1.76¢) |cyber operations:

{t)i1) Sec 1.7{e)

o Approved by OSD-PA




Guidance and Questions

UNCLAS SIFIE D HSRak=n ' . 22
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