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REF/A/EXORD/(U) OPERATION INHERENT RESOLVE (S)/CICS/171531Z OCT14/-//

REF/B/EXORD/ SAREL TOUSA_EVEVY| {b){1) Sec 1.4{a)

(0){1) Sec 1.4(a)

(TS//INF)/CJCS/182045ZMAY2007/-//

REF/C/DOC/ (U) (SAREL-TOUSA EVEY) TRILATERAL MEMORANDUM OF

AGREEMENT AMONG THE DOD, DOJ AND INTELLIGENCE COMMUNITY
"REGARDING COMPUTER NETWORK ATTACK (CNA) AND COMPUTER NETWORK

EXPLOITATION.(CNE) _ '

(S//NF)/DNI/-/-/

REF/D/FRAGO/ (SHREL TO USA_EVEY) USCENTCOM| {b)(1) Sec 1.4(a)

| (b)(1) Sec 1.4(a)

FVEY)USCENTCOM/251510Z NOV 15/0PORD 24//

REF/E/OPORD/(U)} USCYBERCOM OPORD 15-055 IN SUPPORT OF OPERATION
INHERENT RESOLVE (S//REL TO USA, FVEY)USCYBERCOM/291925Z MAR 15/-//

REF/F/INSTRUCTION/(U/EQUQ) DEPARTMENT OF DEFENSE INSTRUCTION O-
3600.03, TECHNICAL ASSURANCE STANDARD (TAS) FOR COMPUTER NETWORK
ATTACK (CNA) CAPABILITIES (U//FOUQ)/USDIL/22 APR 2010/-//
REF/H/OPORD/(U//EQUQ) ITF-ARES OPORD1 (S//REL TO USA, FRA,
FVEY)/USCYBERCOM/14JUN16//

REF/I/D A VAL OF TACTICS TO| (b)(1} Sec 1.4(a)

{b)(1) Sec 1.4(a) (S//REL TO USA,
FVEY)//USCYBERCOM//19JULI16//

REF/)/DOC/ (FSHSHREL TO USA, EVEY) OP GLOWING SYMPHONY|  (b)(1) Sec 1.4(a)

(p)1) Sec 14@DOCUMENT (TS//HCS-P/SI//ORCON/NOFORN/FISA)/JTF-ARES//13SEP16//

NARR/(BH#REL-LTOUSA EVEY FRA) OPERATION GLOWING SYMPHONY IS AN
OFFENSIVE CYBERSPACE OPERATION]| (o)1) Sec 1.4(a) |

{b}{1) Sec 1.4{a}

ISLAMIC STATE IN IRAQ AND THE LEVANT WITHIN IRAQ AND SYRIA.

GENTEXT/SITUATION/1.



FORSECRETLSLL/MOEQRNIEISA

1.A. (ES/SIYREL TQUSA FVEV/PISA) General Situation. | (b)(1)Sec 1.4(a) |

{b){1) Sec 1.4{a)

1.A.1. (TS//SI/REL TO USA, FVEY/FISA)| (b)(1) Sec 1.4(a)

{b}1) Sec 1.4{a)

1.B. S/RELTOUSA_FVEYY Area of Operations — The area of operations includesib)(-ﬂ Sec 1-4(31

{b)}(1} Sec 1.4(a}

1.C. (U) Enemy.
1.C.1. SAREL-TO USA, EVEY) ISIL’s primary cyberspace initiative uses the Internet as a |

conduit to target global audiences to recruit and radicalize. Specifically, ISIL creates media to
provide legitimacy to their self-proclaimed caliphate and to recruit sympathizers to convert to
their ideology and join their cause. ISIL’s messages are primarily meant to appeal to|(b)(1) Sec 1.4(a)

l

(b){1) Sec 1.4(a) |nowever, ISIL tailors their messages to attract others globally. In addition to its

Internet messaging, ISIL provides media to the local pOpulace| (b){1) Sec 1.4(a)

l

(o)1) Sec 1.4(a) |

1.C.2. (U) ISIL also uses media to threaten and intimidate. For example, [SIL’s gruesome videos
are meant to intimidate and strike fear into their adversaries and local populace to reduce their
will to fight and ensure local populations remain compliant with ISIL rule. ISIL messages that
threaten foreign governments are meant to deter foreign military intervention or demand ransom

for foreign hostages.

1.C.3. (SHARELTOUSA EVEY) ISIL’s high quality propaganda has effectively enabled ISIL’s
personnel recruitment from susceptible local and foreign Muslim populations. In addition to the

recruitment of personnel for combat, ISIL actively | (b)(1) Sec 1.4(a) |
| (b)(1) Sec 1.4(a) |ISIL is struggling to attract a sufficient number of recruits
3



with thef)1) sec 1.4(pxpertise needed to provide governing and social services; however, those
current struggles are not likely to deter ISIL from maintaining these aspirations.

1.C.4. (TSLASHREL TOUSA _EVEY)Y [SIL has. {b)1) Sec 1.4(a) I'nedia establishments responsible

for the group’s strategic media and propaganda production {b}{1) Sec 1.4(a)

I {b)(1} Sec 1.4(a) These outlets serve as the group’s primary arms for
communicating leadership and religious guidance, as well as highlighting activities across ISIL-
controlled territory. Although these establishments (b)(1) Sec 1.4(a)

[ {b)(1) Sec 1.4(a) |create specific products. In order to
(IOT) make the highest quality media products, central media developers have access to multiple
media sources. This includes raw and finished media files developed by the[p)1) sec 1.4(¢)]

(B)(1) Sec 1.4(gnedia establishments, access to the Internet to download media files, and the ability to
record and create their own organic media files.

1.C.5. (TSSHREL TO USA FVEYY ISIL employs cadres of personnel with varying levels of

expertise and responsibility to acquire, develop, administer, and maintain information networks
utilizing both private and public Internet infrastructure. These individuals are responsible for the
management of data communications projects, such as the creation and establishment of websites
and mobile applications in support of (ISO) ISIL media, as well as the creation and management
of network projects designed tol (b)(1) Sec 1.4(a) |

(b){1) Sec 1.4(a)

1.C.6. (FSLSHREL TOUSA _EVEY/FISAY The self-proclaimed Islamic State of Iraqg and the
Levant (ISIL)| (b)(1) Sec 1.4(a) |

(B){1) Sec 1.4(a)

(b)(1) Sec 1.4(a) [support to ISIL media organizations and supports ISIL ability to distribute

propaganda, and facilitate| (bX1) Sec 1.4(a) |
1.C.7. (TSUSLREL TQUSA _EVEY/EISA) The self-proclaimed Islamic State of Irag and the
Levant (ISIL)| (b)(1) Sec 1.4(a) |

(b)}{1) Sec 1.4{a)

(b)(1) Sec 1.4(a) [support to ISIL media
organizations and supports ISIL ability to distribute propaganda, and facilitate| b)(1) Sec 1.4(a) |
| (0)(1) Sec 1.4(a) ] '

1.C.8. (TS4SHRELTO-USA EVEV/EISAY The self-proclaimed Islamic State of Irag and the

Levant (ISIL)| {b)(1) Sec 1.4(a)

(b)(1) Sec 1.4(a)

4



{b){1) Sec 1.4{(a)

1.C.9. (TSHSI/REL TO USA _FVEV/EFISAY| {b)(1) Sec 1.4(a)

{b)(1) Sec 1.4(a}

(b){1} Sec 1.4(a) ISIL.’s self-declared Caliphate, external provinces, and
globally dispersed supporters.| (b)(1) Sec14(a) Isupport to ISIL media
organizations and supports ISIL ability to distribute propaganda, and facilitate| {b){4) Sec 1.4(a) |

{b){1) Sec 1.4{a}

1.C.10. (TSUSLUREL TO-USA EVEYV/EIS AY (6)(1) Sec 1.4(2) |

{b){1) Sec 1.4(a}

{b)(1) Sec 1.4{a) [privileges to
establish, maintain and troubleshoot software and deal with terms of service n0tiﬁca’[i0rtﬁ[_1)___8ec ‘1.%{a)

(b}{1) Sec 1.4(a)

1.C.11. (TS//SI//REL TOQ USA, FVEY/FISA)] {b)(1) Sec 1.4{a) |

{b}1) Sec 1.4(a}




1.C.12. (TS//SI//REL TO USA, FVEY/FISA) | {0){1) Sec 1.4(a)

{b){1) Sec 1.4(a)

1.D. (U) Friendly.

1.D.1. (S4REL-TOUSA EVEY) USCYBERCOM directs assigned and/or supporting forces
10T support the dismantlement of ISIL in accordance with (IAW) Ref A, USCYBERCOM

forces are staffed, trained, and equipped to collect, report intelligence, information, and, when

authorized and directed. posture to and conduct cyberspace operations (CO againstdo)mSec 1.4(%)
{b)(1) Sec 1.4(a) valid military targets

approved by Commander, United States Cyber Command (CDRUSCYBERCOM) IAW Ref B
(b)(1) Sec 1.4(a) |

| {6)(1) Sec 1.4(a) ]J oint Task Force — ARES (JTF-ARES).
1.D.2. (FSHSUMNE] (b){1) Sec 1.4(a) |
(b}{m conjunction with synchronized Federal Bureau of Investigation (FBI), National
Security Agency (NSA), and Coalition partner efforts.| {b)(1) Sec 1.4(a)
L (b)(1) Sec 1.4(a) Iandl_ (b}{1) Sec 1.4(a) |
media applications that| (b)1) Sec 1.4(a) |
© (b)1) Sec 1.4(a) Organizations. These accounts and infrastructure were{ (b)(1) Sec 1.4(a) |

(b){1) Sec 1.4(a) |

1.D.3 (FSHSUNE) According to Intelligence Community (IC) reporting,| (1) Sec14@ |

(b){1) Sec 1.4(a)

Operation GLOWING SYMPHONY (OGS) is an operational | (b)(1) Sec 1.4(a)

(b}{(1) Sec 1.4(a}

1.D.4. S4SHREL-TOLJSAEVEY) The intended cyber effects in this concept of operations

(CONOP) are part of| {b)1) Sec 1.4{a)
()(1) Sec 1.40of more favorable | (b)(1) Sec 1.4(a) | This operation is
supporting USCENTCOM and CJTF-OIR operations.| {b)(1) Sec 1.4(a)

| (b)(1) Sec 1.4{a) ]

6



FORSECRET/SIL/NOEQRNLFISA

t (bY(1) Sec 1.4(a) bf externally-hosted U.S. and worldwide[o)1) sec 1.4¢a)
| (b)(1) Sec 1.4(a) |
! (b)1) Sec 1.4(a) land worldwide accounts and
infrastructure will generate | (b)(1) Sec 1.4(a) |
(b)(1) Sec 1.4(a) United States Central Command (USCENTCOM) and-

Special Operations Command (USSOCOM) efforts in Iraq and Syria.

1.D.5. SLRELTOUJSA EVEY) JTF-ARES will implement the method described in this
CONOP and coordinate with appropriate interagency (IA) and coalition partnersyb)(1) Sec 1.4(a
[ (b)(1) Sec 1.4(a) |

1.D.6. SLREL-TOUSA FVEY) JTF-ARES, in assoc1at10n with USCYBERCOM, will
coordinate with U.S. government and coalition partners_] (bY(1)Sectd@) |

(b){1) Sec 1.4(a)

1.D.7. (U/EQUQ) Within this CONOP, all references of “Operators” and “Analysts” will refer
to personnel on teams operationally-controlied (OPCON) by JTF-ARES, unless otherwise
specified.

1.D.8. (S/REL TQ USA, EVEY) Within this CONOP and per Ref, | (o)) Sec14@) |

(b)(1) Sec 1.4(a) Japproved USCYBERCOM| (b)(1) Sec 1.4(a)

(6)(1) Sec 1.4(a)

o)1) Sec 1.4() |whi

allowing USCYBERCOM operators to|(p)(1) sec 1.4(at will. Account] {b){1) Sec 1.4(a)

| (0)(1) Sec 1.4(a) |

1.E. (U) Constraints.

1.E.1. {SUREL TOQOUSA_EVEY)| (b)(1) Sec 1.4(a)
{b)(1) Sec 1.4(znder the control of ISIL or a surrogate entity.

1.E2. (SY/REL TO USA_EVEY) Operational objectives will be achieved using only the

minimum effects necessary. The intended effects under this order will[__(b)(1) Sec 1.4(2) |

(b)(1} Sec 1.4(a) IAW the definition in Ref B.

1.E.3. (SALP:EL—TQ-USA,—IBJ-EEL) Actions and effects will be (b)(1) Sec 1.4(a) |

| (b)(1) Sec 1.4(a) IThere will be] (b)(1) Sec 1.4(a)
(b1) Sec 1.4(an the United States] (b)(1) Sec 1.4(a)
7



1.E.4. (SHREL-TOUSA_EVEY) Actions in this operation| (o)1) Sec 1.4(a}

(2)(1) Sec 1.4(a)

1LES. SHREL TOUSA _EVEY) Overall freedom of Internet usage is to be maintained with

(b)(1) Sec 1.4(a)

l.F. (U) Restraints.

L.F.1. (SYREL TO USA _EVEY)| (b)(1) Sec 1.4(a) ]

| (5)(1) Sec 1.4(a) -|the U.S. or its territories.

GENTEXT/MISSION/2. (S/REL-TO-USA-EVEY) Mission. On Order, Commander, Joint Task
Force — ARES (CDRJTF-ARES) conducts offensive cyberspace operations (OCO) and

(o)1) Sec 1.4(a)

GENTEXT/EXECUTION/3.

3.A. (U) Concept of Operations.

3.A.1. (U) Commander’s Intent.

3.A.LA. (SHRELTOUSA EVEY) Purpose. ISO USCENTCOM'’s operations[__(b){1) Sec 1.4(a) |
Syria to dismantle and ultimately defeat ISIL, USCYBERCOM conducts| (o)1) Sec 1.4(a) |

(b)(1) Sec 1.4(a)

3.A.1.B. (IS#SIALPEE-L—TO-USA,—BLEAL} Method, JTF-ARES actions will[ )1y Sec 1.4(a) |

(b)}{1) Sec 1.4(a)

|

©}Sec1d@ - [ITF-ARES will[ (o)1) Sec 1.4(a)
(b)(1) Sec 1.4(a)
@(nsecta@  [JTF-ARESwill] @ynsecta@ |
(b)(1) Sec 1.4(a) ]
lockout, JTF-ARES personnel will use {b}(1) Sec 1.4{a)
8




(bY1) Sec 1.4(a) |ITF-ARES will execute for a
duration not to| (b)(1) Sec 1.4(a) |

{b){1) Sec 1.4{a}

3.A.1.C. (S/REL TQ.USAEVEY) Endstate. ISIL’s freedom of movement in cyberspace to

distribute and| __(b)(1) Sec 1.4(a) _

| T o e 4 — ]

3.B. (U) Objectives and Effects.

3.B.1. SLREL TO USA EVEY) JTF-ARES Objective 15. {pb}1)Sec1.4(a)  [the Internet.
3.B.1.A. (SHREL-TQUSA EVEY) Effect 1A.| {b)(1) Sec 1.4(a) network services and

applications is| (b)(1) Sec 1.4(a) |

3.B.L.A.1. (U//EQUQ) Measure of Performance (MOP) 1. Assigned forces executeny1) sec 1.7(e)

1 (b}1) Sec 1.7(e) |

3.B.1.A.2. (S/REL TO USA. EVEYIMOP 2.|  ®)X1)Sect4a) faccounts| _ (b)X1) Sec1.4(a)
{b){1) Sec 1.4(a)linitiation. '

3.B.2. (S{RELTOUSA EVEN) JTF-ARES Objective 3. {b)(1) Sec 1.4(a) media.
3B.2A. iSALKE-L-"PQ—IJSA,—BLEY—) Effect 2A. (b)1) Sec 1.4(a) media products is

{b)(1) Sec 1.4(aq}

3.B.2.A.1. (SYRELTOUSAEVEY) MOP 1¢d1) sec 1.4faccounts.

3.B.2.A.1.A. (SHRELTOQ USA_EVEY) Measure of Effectiveness (MOE) 1. | (o)1) Sec 1.4¢a) |
{b)1) Sec 1.4(a) accounts, ,
3B.2.A.2. (SHREL TO-USAEVEY) MOP 24(1) Sec 1.4¢fpmains.
3.B.2.A2.A. (SYUREL TOUSA EVEY)MOE 2. | (b)(1) Sec 1.4(a) }
| (b)(1) Sec 1.4(a) |availab1e for use in support of media. _

3.B.2.A.1.B. S4REL-TOUSA FEVEY) Indicator. | {b}1) Sec 1.4(a)

| (0)(1) Sec 1.4(a) |




3.B.2.A.3. (SHREL-TO-USA EVEY) MOP 3

3.B2.A.3.A. (S4REL TO USA EVEY)Y MOE 3. Observed|
3.B.2.A.3.B. $4REL TO USA _EVEY) Indicator. | ¢

reconstituted elsewhere.

3.B.2.B. (S/REL TOUSA_EVEY) Effect 2B.

disrupted.

{1} Sec 1.4

MPS.

(b){1) Sec 1.4(a} |VPSs.

(1}Sec14(a} IVPS|  @y1)secte@ |

(b)(1} Sec 1.4{a}

media products is

3.B.2.B.1. GHRELTOUSA EVEYY MOP ltbﬁﬁ) Sec 1-4aiﬁccounts.

3.B.2.B.1.A. (S/REL TO USA, EVEY) MOE 1. Observed|

(b)X1) Sec 1.4(a)

3.B.2.B.2. (SUREL TO USA; EVEY) MOP 24J(1) sec 1 4fomains.

3.B.2.B.2.A. (SURELTQ-USA. EVEY) MOE 2. Observed|

owned email.

{b)1) Sec 1.4(a)

(b){1} Sec 1.4(a) Inames available for use in support of media dissemination.

3.B.2.B.2.B. (SHREL TO USA_FVEY) Indicator.| ()1} Sec 1.4a) |webpages| {b){1) Sec 1.4(a) |

or reconstituted elsewhere.

3.B.2.B.3. (S{/REL TQO USA, EVEY) MOP 3vf(1) sec 1.44PS.

3.B.2.B3.A. SHREL TOUSA EVEY) MOE 3. 0bserved|

(b)(1) Sec 1.4(a) VPSs.

3.B.2.B.3.B. (S/REL-TQOUSAEVEY) Indicator. | (b)(1)Sec 1.4(a) |webpages| (o)1) Sec 14(a)

reconstituted elsewhere.

3.B.3. (SHREL TO-USA. EVEY) JTF-ARES Objective 4. |

(b)(1) Sec 1.4{a)

social media.

3.B.3.A. (SURELTO USA; EVEY) Effect 3 A1) Sec 1 4tacial medial

disrupted.

{b){1) Sec 1.4(a)

3.B.3.A.1. (S/REL TO USA, EVEY) MOP i) sec t.4dgccounts,

JB3A LA SRELTOUSA EVEY; MOE 1. Observed

accounts.

3.B3.A.2. (SYREL TO USA_EVEY) MOP 2b

{b}{1) Sec 1.4(a)

(1) Sec 1.4dpmains.
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TOR SECRET//SI//NOEORN/FISA

3.B3.A2 A, (SLREL TOUSA EVEVYMOE 2. Observed|  (b)(1)Sec1.4(a)  media

applications.

3.B.3.A.2 B. S/RELTOUSAEVEY; Indicator. Observecll (b){1) Sec 1.4(a) !media

applications.

3.B3.A3. (SHRELTO-USA,EVEY) MOP Jof1) sec 14MPS. |
3.B.3.A3.A. (SHREL TO USA, EVEY) MOE 3. Observed| (6)(1) Sec 1.4(a) IVPSs,
3.B.3.A.3.B. (S4REL TOUSA FVEY) Indicator.| (b)1)Sec1.4(@ lapplications] (b)1)Sec14@) |

or reconstituted elsewhere

3.C. (U) Concept of Operations.

3.C.1 (CSASUREL USA _EVEY) Overview. This is a[  (KnSect4a)

{b}1) Sec 1.4(a}

only functions planned to be utilized.

3.C.1.A. (FSUSVREL-USA-EVEY) Upon the {b)(1) Sec 1.4(a)

(b){(1} Sec 1.4(a)

| {b){1) Sec 1.4(a) | This operation will be conducted in
six phases. | (B)(1) Sec 1.4(a) |

(b){1) Sec 1.4{a)

3.C.2. (FSUSHREL USA_EVEY) Phase I{ {b){1) Sec 1.4(a) I JTF-ARES operators will

{b}1) Sec 1.4(a)

(b)(1) Sec 1.4(a) | The operators will

{b){1} Sec 1.4(a)

()1} Sec 1.4(a) [ ITF-ARES operators will utilize] (B)(1) Sec 1.4(a) ]
{b)(1) Sec.1.4(a) ' |

11



{b)(1) Sec 1.4(a}

3.C.3. (FSHSI/RELUSA, EVEY) Phase I |

{b)(1) Sec 1.4{a)

{b}(1) Sec 1.4(a)

UTF-ARES operators will[ o)1) sec 1.4(a) |

{0)(1) Sec 1.4(a)

(b)(1) Sec 1.4(a) |JTF-ARES operators. These will;

(b)(1) Sec 1.4(a) i

(b){1} Sec 1.4{a}

| This phase will be accomplished

using two techniques:|

(b)(1) Sec 1.4(a) | The two

techniques for this phase will be executed as follows:

3.C.3.A, (IS4SIUREL USA _EVEY)

(b}(1} Sec 1.4(a) ] JTE-ARES operators will utilize

i

(b)(1) Sec 1.4(a) {JTF-

ARES]

{b}{1) Sec 1.4(a}

[ {b){1) Sec 1.4(a)

I The operators will enter the

(b)(1) Sec 1.4{a)

(b)(1) Sec 1.4{a)

JJTF-ARES operators will utilize[ {b}(1) Sec 1.4(a) |

{b}{1) Sec 1.4(a)

{b)(1) Sec 1.4(a)

[JTF-ARES will[ {b)(1) Sec 1 4(a)

{b){1) Sec 1.4(a}

(b)(1) Sec 1.4(a) |JTF-ARES certified on-net

3.C.3.B. (TSHSIUREL USA EVEY)|

{b}1) Sec 1.4(a)

(b)(1) Sec 14(a) |JTF-ARES]

{b}1) Sec 1.4(a)

(b)(1) Sec 1.4(a) |JTF-

ARES operators will |

(b)(1) Sec 1.4(a) |

(b)(1) Sec 1.4(a)

JTF-ARES operators will utilize|

(b){1) Sec 1.4(a)

{b}1) Sec 1.4(a)

[

{b){1) Sec 1.4{a)

UTF-ARES operators will utilize] _(b)(1) Sec 1.4(a)

{b){1) Sec 1.4(a}

{bj(1) Sec 1.4(a)

IAs required, JTF-ARES will]

{b)(1) Sec 1.4{(a)

{b)1) Sec 1.4(a) |

12




{b)(1) Sec 1.4{a}

3.C.4. (TS/SH/REL-USA, EVEY) Phase III| (o)1) Sec 14(a) |

| (b)(1) Sec 1.4{a) | JTF-ARES operators will utilize| ~ (b){1) Sec 1.4(a) ]
(b)}(1) Sec 1.4(a)

JTF-ARES operators will utilize! (b)(1) Sec 1.4(a) |

| (b)) Sec 1.4(a) |JTF-ARES operators will accomplish

(6)}1) Sec 1.4{a)

3.C.5. (TS/SU/RELUSA - EVEY) Phase [V| (b)(1) Sec 1.4(a) |
| (0)(1) Sec 1.4(a) {JTF-ARES operators will utilize] (0){1) Sec 1.4(a) |

| (b)(1) Sec 1.4(a) |This phase will be accomplished
utilizing two techniques:| {b)(1) Sec 1.4(a) {The two techniques for

this phase will be executed as follows:

3.C5.A.
(D)1 Bec 1.4{a)

(b)(1) Sec 1.4(a) [JTF-ARES operators willt (b){1) Sec 1.4(a) |
(0)(1) Sec 1.4(a)
3.C.5.B. (—"PS#SU.LRE-L—USA,—WElgi (b}{1) Sec 1.4(a) ]
| (b)(1) Sec 1.4(a)
(b)(1) Sec 1.4(a) . | JTF-ARES operators will utilize the

(b}(1) Sec 1.4(a)

(b)(1) Sec 1.4(a) | JTF-
ARES will utilize] (b)(1) Sec 1.4(a) |
| _ {b)(1) Sec 1.4{a} [
Phase V| (b)(1) Sec 1.4(a)
will} (b)(1) Sec 1.4(a)
I (b){1) Sec 1.4(a} |
13



3.C.7. (FSHSWREL USA EVEY) Phase VI |

(o)1) Sec 1.4(a)

(b)(1) Sec 1.4{a)

These actions fall into three distinct categories:

3.C.7.A. (TSHREL-USA EVEY)|

{b)}1) Sec 1.4(a)

i (b)(1) Sec 1.4(a)

[TTF-ARES will

| utilize} {b)1) Sec 1.4(a)

| Operators will utilize the normal and

{b){1) Sec 1.4{a)

3.C.7.B. (FS4REL USA_EVEY)|

(b)(1) Sec 1.4(a) |

{b}(1) Sec 1.4(a)

JTF-ARES will utilize[py(1) Sec 1.4(a)

(b)(1) Sec 1.4(a)

| ITTF-ARES will| {b){1) Sec 1.4(a) |

{b){1) Sec 1.4{a}

B) JTF-ARES will|

{b)(1) Sec 1.4(a)

3.C.7.C. (FSLREL-LISA. EVEY)|

{2){1) Sec 1.4{(a). |

USCYBERCOM, JTF-ARES operators|

b)) Sects@ |

{b){1} Sec 1.4(a)

3.C.9. (U) Fires Support Coordination Measures.

3.C.9.A. (U//EQUQ) Decontliction. Aim points will be]

{b){1) Sec 1.7(a)

(b)(1) Sec 1.7(e)

3.C.9.B. (U//EQUQ) Pre-Mission, Pre-mission requirements are contained in the pre-mission

checklist which is maintained

(b}(1) Sec 1.7(e)

.lin the USCYBERCOM Joint

Operations Center (JOC). Set ALERT CONDITIONS IAW the Cyber Tasking Order (CTO).

3.C.9.C. (U/EQUD) Fires Execution List. The mission will be executed IAW the CTO and the

mission execution checklist. The mission execution checklist is maintained (b)(1) Sec 1.7(e)

(o)) Sec 1]ttethe USCYBERCOM JOC.

3.C.9.D. SHRELTOUSA EVEV) M

Commander may order mission abort.

iséion Abort. The USCYBERCOM JOC, or the Mission
{b)(1) Sec 1.4{a) headquarters or

agencies must be verified with the supported command and the USCYBERCOM JOC)(1} sec 1.44)
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(b){1) Sec 1.4{a}

3.CO9.E. S/RELTOUSA _EVEY) Abort Procedures. When the order to abort mission is
received or verified by proper authority, the USCYBERCOM JOC Watch Officer will
immediately contact the Mission Commander to relay the order. The Mission Commander will

(6)1) Sec 1.4(a) |the USCYBERCOM JOC
Watch Officer.
3.C9.F. S/REL TOUSA_ _EVEY) Cease Fire Authority. The USCYBERCOM JOC or the JTF-
ARES Commander may order cease fire. (b)(1) Sec 1.4(a) headquarters or

agencies must be verified with the supported command and the USCYBERCOM JOO®)(1) Sec 1.4(3)
[_g ' (b)(1) Sec 1.4(a) '

3.C9.G. @SUSIYREL TO USA EVEY) Cease Fire Procedures. | {0)(1) Sec 1.4(a) |

received or verified by proper authority, the|  (b)(1) Sec 14@ | will immediately contact the
Mission Commander to relay the order. The Mission Commander will (b){1) Sec 1.4(a) |
| (o)1) Sec 14ta) | The Mission Commander will{ (b)(1) Sec 1.4(a) '
USCYBERCOM JOC Watch Officer.

3.C.9.H. S/REL-TO USA_EVEY) Re-Engage Authority. The order to re-engage can be given
by the USCYBERCOM JOC,| (b}(1) Sec 1.4(a) |

th(1) sec 1.4¢headquarters must be verified with the supported command and the USCYBERCOM
JOC.

3.CO.1 SARELTO USA_FVEY) Re-Engage Procedures. When the order to re-engage is

received or verified by proper authority, the USCYBERCOM JOC Watch Officer will

immediately contact | (b)(1) Sec 1.4(a) lto relay the order.
The Mission Commander will {b)1) Sec 1.4(a) | The Mission
Commander will| (b){1) Sec 1.4{a} |

USCYBERCOM JOC Watch Officer.

3.C.9.J. SHREL-TO-USA FNVEY) Continued Engagement and Targets Elements-of-
Opportunity. (b)1) Sec 1.4({a) JTF-ARES will monitor for

{b){(1) Sec 1.4{a}

 (b)(1) Sec 1.4(a) |JTF-ARES will ensure that] ()1} Sec 1.4(a) I

{b)(1) Sec 1.4{a)

Notification from JTF-ARES| (b)(1) Sec 1.4(a) [USCYBERCOM JOC will
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{b)(1) Sec 1.4(a)

3.C.10. (U) Risk Analvsis.

3.C.10.A. @SHREL-TOUSA _EVEY) Infrastructure. JTF-ARES will use]

(b}(1) Sec 1.4(a)

{(b)(1) Sec 1.4(a)

3.C.10.B. GAREL-TQUSA EVEY) Risk Analysis and Mitigation.

(b)(1) Sec 1.4(a) |

{0){1) Sec 1.4(a)

3.C.10.C. (S/RELFO-USA FVEY) Risk 1. USCYBERCOM operations could] (b)) Sec 1.4(a) |

{b)(1) Sec 1.4{a}

3.C.10.D. (SHREL-TOUSA_EVEY) Mitigation 1. |

(b)(1) Sec 1.4(a)

{b)(1) Sec 1.4{a}

3.C.10.E. (SHREL TQ USA EVEVY) Risk 2. |

(b)) Sec 1.4(a)

| {(b)(1) Sec 1.4{a}

3.C.10.F. (SUREL TO USA EVEY) Mitigation 2. JTF-ARES retains|

{b){1) Sec 1.4{a)

(b){(1) Sec 1.4{a)

(B){1) Sec 1.4(a)

3.C10.G. (Si Risk 3.
{b)(1) Sec 1.4{a)

3.C.10.H. FSHSHREL-TO-USAEVEY) Mitigation 3. JTF-ARES wil]l {b){1) Sec 1.4(a)

{b){1) Sec 1.4{a)

3.D. (U) Tasks.

3.D.1. (U) JTF-ARES.

3.D.1.A. (U/EOUG) JTEF-ARES Joint Intelligence Support Element (JISE). Provide intelligence

analysis and planning as required, including intelligence assessments, estimates, and other

16




intelligence products ISO the commander’s decision-making process,| (by(1) Sec 1.7(e) |
| (b)(1) Sec 1.7(e)

3.D.1.B. (U/EQUQ) JTF-ARES J2 Collection. Coordinate, synchronize, and provide end-to-end
collection management support to all-source intelligence with the IC ensuring management of
needs/requirements.

3.D.1.C. (U/EOQUQ) JTF-ARES LOE 2. Identify partnerships with external organiiations to
implement method. '

3.D.1.D. (U/EQUO) JTE-ARES L.OE 2. Refine planning with partners for execution of
identified method.

3.D.1.E (TSASHREL-TOUSAEVEY] JTF-ARES J3. Coordinate and ensurel {b){1) Sec 1.4(a)

(b)}(1) Sec 1.4{a}

3.D.1.F. (FSHRELTOUSAFVEY) JTE-ARES J3. Assign an OGS {b){1) Sec 1.4{a)

{b){1) Sec 1.4(a)

3.D.1.G. (UMEQUQ) JTF-ARES Fires. Ensure OGS is synchronized, integrated and executed
(b)1) Sec 1.7(e}

3.D.2. (U/EQUQ) CMT 701.

{b){1} Sec 1.4(a)

and execute OGS.

3.D.2.B. S/REL-TOUSA, EVEY) Support JTF-ARES assessmentsl (b}(1) Sec 1.4(a) |

(b)}{1}) Sec 1.4(a)

3.D.2.C. (U) Forward requests for additional capabilities to JTF-ARES as required.

3.D.2.D. G4EQUQ) Wlthlotlﬁcatlon by JTF-ARES, 1mplement tasked method
TAW standard procedures.

3.D.2.E. (W/EQUO) Provide mission reports (MISREPs) withiti1) Sec 1.7¢mission execution to
support assessment of operation to JTF-ARES CUOPS. CUOPS will d1ssem1nate report to other
organizations as required.
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3.D.2.F. (U/EQUO) BPT support long-term assessments to operational effectiveness and
performance.

3.D.2.G. (U/EOUQ) BPT provide mission planning updates to JTF-ARES.

3.D.3. (U) Assigned JTF-ARES Forces.

3.D.3.A. (U//EQUQ) BPT provide Mission Commanders, operators, and analysts ISO this
operatlon

3.D.3.B. (TS/REL TO USA-EVEY) Ensure qualification| _ {b)(1) Sec 1.4(a) |
(o)1) Sec 1.4(a) [[SO this operation.

As directed {b){1) Sec 1.4(a) |

b)(1) Sec 1.4(a)l SO this operation.

3.D4. (U) USCYBERCOM.

3.D4.A. (SHRELTOUSA, EVEY) USCYBERCOM J3 coordinate with{ (b)(1) Sec 1.4(a) [to

leverage individual agency authorities and capabilities to support the objectives and effects as
outlined above. Ensure all agency-specific actions are synchronized and deconflicted with all
other participating agency actions.

3.D.4.B. (U//EQUQ) USCYBERCOM J3 provide| (p)(1)sec1.7(e) Ipersonnel to support research,
rehearsals, and executions of this operation.

3.D.4.C. (SHREL-TOUSA EVEY] Coordinate and de-conflict with (b)(1) Sec 1.4(a)

(b)(1) Sec 1.4{a) accounts.

3.D.4.D. (U) USCYBERCOM Staff Judge Advocate (SJA) provide legal opinion to
CDRUSCYBERCOM ISO OGS.

3.D4.E. S4RELTOUSA-EVEY) USCYBERCOM SJA provide] (b}1) Sec 1.4{a) |

opinion regarding the| {b)(1) Sec 1.4{a) |du1'ing the course of this
operation.
3.D.4.F. (SURELTQUSA,EVEY)} USCYBERCOM J2 coordinate With| {b)(1) Sec 1.4(a)

(b)1) Sec 1.4(a)

3.D.4.F. (U) USCYBERCOM J2 provide intelligence support to JTF-ARES as requested.
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3.D.5. (U) Requested Support from 1A Partners.

3.D.5.A, (SAREL TO USA_EVEY) Support and participate in the process (b)(1) Sec 1.4(a)
{b}(1) Sec 1.4(a) |and execution.

3.D.5.B. (U} Provide intelligence support prior to and during execution. Specific intelligence
requirements will be passed by USCYBERCOM J2 prior to execution.

3.D.5.C. (U) Participate in USCYBERCOM appropriate boards, bureaus cells, committees, and
working groups (B2C2WGs) events ISO this operation.

3.D.5.D. SHREL-TOUSAEVEYS For units involved in thel ®)1)sec1.4() of the operation,
provide or designate a representative for coordination, requests, and questions to be routed

through.

3.D.6. (U) Requested Support from NSA.,

3.D.6.A. (SUREL-TOUSAEVEY) Partnering and support, as authorized and appropriate, in

{b){1) Sec 1.4{(a)

3.D.6.B. (SYREL-TO-USAEVEY,) Request| {b)(1) Sec 1.4(a) |

{b)(1) Sec 1.4{a)

3.D.6.C. S/REL TOUSA_FEVEY) Support and participate in the processl (b){1) Sec 1.4{a) |

| (b)(1) Sec 1.4(a) lexecution of OGS.
3.D.6.D. - Designate a representative[ {b}(1) Sec 1.4(a) ]
(o)1) Sec 1.4(a) [USCYBERCOM Operations.

3.D.7. (U) Requested Support from FBI.

3.D.7.A (S/REL TO-USA_EVEY) Request FBI| (b}(1) Sec 1.4(a) |

{b)(1) Sec 1.4(a)

3.D.7.B. GHRELTOUSAEVEY) Designate a representativ | (b)1) Sec 1.4(a)
| (b)(1) Sec 1.4(a) IUSCYBERCOM Operations.

3.D.8. (U} Requested Support from GCHQ.
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FORSECRETL/SH/NOECRN/EISA

3.D.8.A. (S/REL TOQUSA- EVEY) Request GCHQ | (0)(1) Sec 1.4(a)

(6)(1) Sec 1.4(a)
3.D.8.B. SHRELTOUSA EVEY) Designate a representative from GCHQ] (b)(1) Sec 1.4(a) |
| (0)(1) Sec 1.4(a) [USCYBERCOM Operations.

3.D.9. (U) Requested Support from ASD.
3.D.9 A SHREL-FOUSAL EVEY) Request ASD (b)}1) Sec 1.4(z)

{b)(1) Sec 1.4(a)

3.D.9.B. GAREL TOUSA EVEY) Designate a representative from ASD| (b)(1) Sec 1.4{a) ]
| (b)(1) Sec 1.4{a) |[USCYBERCOM Operations.

3.E. (U/EQUQ) Coordinating Instructions. USCYBERCOM JOC (joccbe@nsa.ic.gov,
joccbe@nsa.smil.mil, NSTS 966-8730/8772, COMM 240-373-8142/8111/8115, STE 240-373-
8180) will serve as the point of contact (POC) for cyberspace operations synchronization and
ners are requested to provide Kaison officer coordination tofb)3)
{b)(3) 7 nsa.ic.gov,i ®)3) |@nsa.smil.mil, NSTS 969-3452) no later

than three days after receipt of this order. Please see Ref E for other concerns.//
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