JUN 27 2018

" IFOIA review completed on_{_TT\
. " |Portions of this document no.longer meets
" |the classification standards established by
Executive Order 13526, Classified National

Security Information, Section 1.4. As such, |
FRAGORD 0 6 am downgrading specific portion-marked
paragraphs as "UNCLASSIFIED." Partial
SECRET/NOFORN classification downgrade executive by:

ROSS A. MYERS
Rear Admiral, U.S Navy
Chief of Staff

SUBJ: (U) +48/4/NF) FRAGORD 06 to USSTRATCOM OPORD 8000-17:
Authorization to Conduct Operation GLOWING SYMPHONY
(s//NF) :

DTG: 0818282 Nov 16

MSGID/ORDER/CDRUSSTRATCOM/ /

REF/A/ORDER/USSTRATCOM/031616Z OCT 16//
AMPN/ (U} USSTRATCOM CAMPAIGN OPORD 8000-17 (8)//

REF/B/EXORD/POTUS/1820452 MAY 07/-NOTAL//
AMEN/ (U/EQUQ) Counter Adversary Use of the Internet Execute Order
(rs//NF) I

REF/C/EMAIL/NSCS/0500562 NOV 1s6//

AMPN/ (U//EcUQ) EMAIL from Assistant to the President for Homeland
Security and Counterterrorism to Office of the Secretary of Defense
and Joint Staff//

REF/D/DOC/12 Sep 16/-NOTAL//

AMPN/ (U/ALFQUQ) USCYBERCOM Operation Glowing Symphony Concept of
Operaticns (TS//HCS-P/SI//OC/NF/FISA)// -

REF/E/DOC/0800122 NOV 16/-NOTAL//

AMPN/ (U) {S/44ME) CJCS GENADMIN Message: Authorization to

Conduct Operation Glowing Symphony {(S//NFY//
ORDTYP/FRAGORD/CDRUSSTRATCOM/ /

NARR/ (U) {S44NE) This order authorizes the CDRUSCYBERCOM to
execute QOperation GLOWING SYMPHONY.//

GENTEXT/SITUATION/
1. {U) Situation. Per RefA.//

GENTEXT/MISSION/
SECRET/NOEORN '



SECRET/NOFORN

2. (U) MISSION. Per Ref A.//
GENTEXT/EXECUTION/

3. {U) Executicon.

3.A. {S//REL to USA, EVEY) Concept of Operations. CDRUSCYBERCOM

conducts offensive cyberspace operations and suppcrting activities

{b){1) Sec 1.4(a)

3.B. {U) Tasks.
3.B.1. (U) CDRUSCYBERCOM.

3.B.1.A. (SL4NE) Under the authorities provided in Ref B, and the
guidance provided by the National Security Council Staff and the
Deputies Committee in Ref C, Operation GLOWING SYMPHONY, Ref D has
been approved for execution. [ . b)(1) Sec 1.4(a)

(B)(1) Sec 1.4(a) |

GENTEXT/ADMIN AND LOGISTICS/

4, {(U) Administration and Logistics. Per Ref A.//
GENTEXT/COMMAND AND SIGNAL//

5. {U) Command and Signal.

5.A. (U) Pecints of Contact.

5.A.1, {(U) USSTRATCOM Battle Watch Commander:

stratcom.cffutt.j3.mbx.battle-watch-commander@mail.smil.mil; COMM
(402) 294-1800, DSN 271-1800.

5.3.2. (U) USSTRATCOM J39:| (b)(6) |
b)) |mile@mail.smil.mil; COMM 402-294-2410, DSN 271-4410 or
(6)(6) lciv@mail.smil.mil, COMM | (b)(6) |
DSN[ oxe) | |
5.A.3. (U) USSTRATCOM J30-GFM: | (b)6) | comm | (BX6) |
DSN | (b)6) | civ@mail.smil.mil or] (b)(6)
COMM I (b)(6) | ] (b}6) |:iv@mail .s5mil.mil.//

AKNLDG/YES/ACTION ADDEES//

GENTEXT/AUTHENTICATION/HEIDI V. BROWN, MAJOR GENERAL, USA, DIRECTOR,
GLOBAL OPERATIONS//

SEGRET/NOFORN



SECRETHNOFORN

Classified By: MG Heidi V. Brown, USSTRATCOM J3
Reason: 1.4 (A}
DECLASSIFY ON: 08 Nov 2041
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Distribution:

FM USSTRATCOM J3 DIR GLOBAL OPS QFFUTT AFB HNE

TO USCYBERCOM- FT GEORGE G MEADE MD

INFO USSTRATCOM J3 DIR GLOBAL OPS OFFUTT AFB NE
USSTRATCOM J33 CURRENT OFERATIONS DIV OFFUTT AFE NE
USSTRATCOM J35 OPERATIONS PLANS DIV QFFUTT AFB NE
USSTRATCOM J39 INFCRMATION OPERATIONS DIV QFFUTT AFB NE
USSTRATCOM CMD CENTER CFFUTT AFB NE
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