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UNITED STATESIHNEIRIOICCOIRT
DISTRICT OF NEW JERSEY WILLIAM T. WALSH, CLERK
UNITED STATES OF AMERICA . Hon.
v. . Crimiimal No. 18 - CR - 70%/{ BR )
FARAMARZ SHAHI SAVANDI and 18 U.S.C. § 371
MOHAMMAD MEHDI SHAH . 18 U.S.C. § 10300)BIR)
MANSOURI . 18 U.SC. § 103WE|{F©)

: 18 U.S.C. § 1349

INDICTMENT
' The Gramdl Juny in and for the Distiitt of New Jasssy, sitting at Newartk,
chargss:
COUNT 1
(Conspiizagy to Commiit Fraudl and Relaell Activiity in
Connectibvon witlh Computtess)
1. At all times relevanit to Coumt 1 of this Indictmeant:
The Defemdlartts

a. Defendiarit FARAMIARZ SHAHI SAVANDI was a computtar
haclker who residist] in Iram.

b. Defendianit MOHAMMAD WEHIDI SHAH MANSOURI was a
computter hackar who residiet in Iram.

Relexarnt Indiviitindds and Entifiies
c. Excharpger #1 was a Bitowin excharpger basadl in Iram.
d. Exchargger #2 was a Bitooin excharpger basedl in Iram.

e. Eurogezen VPS #1 was a virturd! priwvatte serwar hostatl in



f. Eurgpzan VPS #2 was a virtuid] private serwer hosted in

Victiimss

g. Allscrijpts Healfflveare Solutimnss, Inc.. was a companyy
headigpearteréd in Chicago, lllincis that providel physidian practiiess, hogpitdds,
and other hedlithoare providass with prastitee mamagameent and electwondc heallth
recordl tedhroddagy .

h. The City of Atlamtta was the capitd] of Georgig, with a
popuitatoon of over 4800 residanis.

i. The City of Newark was a mumiidppility in New Jasssy, with a
popuilation of over 28000 residtangs.

J- The Coloratio Depantineent of Tramsgpotidtion was
headipueattsréd in Demwar, Coloraito, and admimisterdd Coloradidss statke
govermmstt transpporidtion regpondibilitses.

k. Hollywoodl Predipptteraan Medical Center was a hospitdl
locattet in Los Angdlss (Ghiifornia.

L Kansas Heartt Hospiitdl was a hogpitd] locattetl in Wichiita,

m. Laborstoyy Corparatoan of America Holdingss, more

communly knowm as LabCarp, was a company headiguarterdd in Buntlirggbon,



Nortlh Cardliiza thatt opersttel]l one of the largesit climizdl labardtoyy netwankiss in
the worlld], with a Uniteil Statkss nettwakk of 36 primayy laborddories.

n. MedStar Healfth was a healtivoace organirzition
headiquartendéd in Columithia, Marylant that operateld more tham 120 entiitiss,
inclmtiingg tem hospiitdls in the BallfimwreWhalsinirighon metnapdlitan area.

o. The Mercar Coumty Busimsss was a businsss locattet] in
Mercar Countty, New Jassgy.

p- Nebrasika Ortioppediic Hospitd]l was a hogpitdl locattet! in
Omalng, Nebraska, now knowmn as OrthoNethrakka Hospithl.

q. The Port of San Diego was a pulillicbbanéfit conpmraiion
headiquatisrnd¢d in San Diego, Caliiforniia that admimsséerdd two manime cango
facilifiies on San Diego Bay.

L. The Univassigy of Calgayy was a uminassiyy locatet in
Calgaywy, Albentta, Camadia.

Overview
2. From in or aboutt Decemilzer 2015 to the presant, FARAMARZ
SHAHI SAVANDI and MOHAMMAD MIEHDI SHAH MANSOURI (collectimedly,
“Defemtiatsts”) engagetl in an intamsitionll compatter hadkiing and extontiton
schemee, whendlyy they:
a. Used sopliistitaatéd techmiimess and tools to hack into the

computter netwaklss of hogpitdds, scdimwils, comyparieéss, govermmeent agemdiss, and



other entiitiss, primraiijy locattet in the Unitestl Stattss, includlirgg the victimss set
forthh in paragrabhs 1(g) thoegdh 1(r) (the “Victiims));

b. Encrypted compattess on the Victimss’ netwakiss, using a form
of malliciionss sofitware createt by Defendanss callletl SamSam Ramsonweare, with
the objective of cripglipg the Victimss by prewentimgg them from accessingg or
using data on the compummssdd compatetess, thuss forcimg mamy Victimss to shut
down or dramitiedily cunttdil their operdionns; and

C. Extortet] the Victimssfor ramsom paymemts in excharpge for
the decryption keys to umlodk the commromisdd comyputeess.

3. The defendianss hadieet, encupmtdd, and extorttel more tham 200
Victimss, and collectted more tham $6 milliom in ramsom paymmnss. The Victimss
incunreeld addiitional lossss excestlingg $30 milliom resallingg from the loss of
acoess to theiir data.

Relewait Terms

4. Bitooin was a type of virtumdl cureengy, circuilatdd over the Intemmtt
as a form of valure. Bitosin were not issuetl by any govermmeemt, bamk, or
comyraryy, but ratiwr were genaraéed and comirdlied thronggh computter software
operatiingg via a decenitnhiliedd, peerttoppeer netwokk. Bitooin were just one of
mamy varitiitss of virtnrl cunrcenygy.

5. “Bitooim addixssses” were the pantitmidar virturd] locatitmss to whiclh

Bitonin were sent and recsiwell. A Bitonin addmess was amdlyggmss to a bank



accountt numikar and was repressenddd as a 26-tw-Bbehhedetdoilgng case-
semsitvee stringg of lettenrss and nuntizess. Each Bitcwin addiress was comtroléeld
threnggh the use of a umignee corresponldipg privatte key, @ crypttegrappliic
equivelamt of a passwart needlad] to access the addixsss. Only the holdier of an
addirsss private key coulldl awttiooiiee a trans$ter of Bitowin fromn that addiress to
anoffirar Bitcwin addirsss.

6. “Bitomin exchamgges’s” were personss in the busimsss of excharyging
fiat cummamnyy (cuneryy that deriwess its value from govermmrent reguitsttoon or
law, such as the U.S. dollar or the Iramitan riall) flarB3itonin, and excharpgingg
Bitoomnfferffiat cumeergy.

7. “Emamppinoh” was the tramsbainon of data into a secrett codie. In
order to access enarypteld datts, a user had to hawe acoess to a password
(knowm as a “decrypioon key”) that enalilletl the user to decrwpt it

8. “Malware” was maliiritmiss computtar software intemtbeld to cause the
victimn computter to belawe in a manmar inconsistant with the intenttoon of the
owner or user of the victiom comymtter, usndly umbsooownst to that person.

9. “Ramsonwuar’t” was a type of malware that infecttell a computter and
encrypteld some or all of the data on the computeer. Distuitbubos's of
ramssomwace typically extorttet the user of the encrypteld compatter by
demantiirgg that the user pay a ramsam in order to decrypt and recowar the data

on the comptter.



10. “SamSam Ramsonwias't” was a florm of sophiisicasded mallware that
encrgpéed victim computtess. SamS@m Ransomwace has alsp beem givem other
namss by securify reseavthess, such as “Samas Ramsonwesee” and
“MSIL/SAMAS A Ransonwuagé.” The process of emoryptigg victim computtass
with SamSam Ramsomwaee requiiretl the executiton of the mallidimss codie by the
distuithuoor of the malware (i.e., diredt humam interadtion). Once data on a
computter was encypted, distuibuatoss of the malware coulld them extortt victimes
by demantlirgg a ramsam in excixargge for the decrypicon key for the encrypyted
datta.

11. “Secwuriyy vullmeabbbifi¢i¢s” were umintterdddd flaws in software code or
an operatiirgg systenm that left @ computter open to exploitdioon in the fornm of
umauhboriedd access or mallicimiss belanior, such as the deployment of
mallweare.

12. A “serwat” was a type of computter or device on a netwatk that
mamgget netwatk resouress. A “virtwd] privatte serwar,” or VPS, was a virtmed]l
servar that a user perasiveld as a single physicdl semwar, even thougdh it was
instdléeld on a physicdl serwer potaniadlly rumriirpgg muiligide opersttingg systanss.

13. Tor was a computter nefwiatk desigreedl to facllitate amomymumss
commumaoagition over the Intemre¢t. The Tor netwwork did this by routfirygg a userss
commumdaditions throngh a globallly distritni¢dd netwrankk of relay computéess, or

praxiss, remdbaringg inefffecttive any comwenttoonhl Intemmett Protmed] (“IP”) addicess-



basadl methadts of idemttifyimgg usass. To access the Tor netwakk, a user
instalded spedific Tor software. The Tor netwakk alm) enallibztl users to operatte
hidden sites that operatte simiifalyy to conventioonk] websitss.
The Consjiiracy
14. From in or abowtt Decemiiwer 2015 thrangdh in or aboutt Novemibwar
2018, in Essex and Mercar Coumtiess, in the Distiritt of New Jeasesy, and
elsewlirere, defendtarits

FARAMARZ SHAHIS2AVANIDI hiachd
MOHAMMAD NEHHDIT SHAMHNMANSSDIRI

did knowiinggly and inteniooniily congpire and agrse to commit offensss agaimst
the Unitedl Stattss, that is:

a. to kmowingdly cause the tramssmission of a program,
informudikion, code, and commrant, amdl, as a resuilt of such condinatt,
intentoonHily cause damrege withontt autivoriagtion to a protestted comymtéer, and
cause loss to persomss dumiingg a 1-year periimdl fromm Defendantts’ counsse of
conduutt affectiirgg protextteldd computtess aggregaimg at least $5,00D in valus,
and causse damrgge affectiigg] 00 or more protsxtéeld computtess duniing a 1-year
petiiet], contirayy to Title 18, Unifistl Stattes Codie, Sectiionss 103W)HIA) and
(c)A)B); andi,

b. to kmowiirggyy andl with intemtt to extortt from any persmn amy
mongy or other thimg of valus;, transmiit in intershate and foreign commsstee amy
commumdéasition contEinmeg a demamt and requesst for money and other thimg of
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value in relaiion to damage to @ proteteed computeer, where sudh damrmge was
causatl to faciliitate the extortoon, contizayy to Title 18, Unitestl Staties Codiz,
Sectiions 103 (8] (71(0) and (c)(S)AY).

Goal of the Conspiiracy

15. The goal of the consgpinagy was for Defendtants, acting from insidte
Iram, to ennidh thamstlves by: (a) authwimeg malware (ie., the SamSam
Ramsonwuase) that woulldl, whem executteld, encrypit data on Victim comyputeess;
(b) condinutiigg recomrrasssacrce andl reseanth to selectt andl tamget potenttidl
Victimss; (c) acoessigg Victim computeess withoutt anthoriagtion thronggh secwriyy
vulmerbbitities; (d) instdliigg and executiieg the SamSam Ransonmweace on
Victim compmttess, resaliiigg in the enaympioon of data on the comyputeess; (e)
extontiirpg Victims by demamtliigg a ramssnm paid in Bitewin in excharpge for
decrypition keys for the encoypeed dattg; and (f) colledingg ramsom paymentss
from Victimss thatt paid the ramssom.

Manmer and Means of the Consjiivacy

16. It was part of the consgpinagy thatt:

a. Defendtanits autivoreld varioass versimns of the Sam$am
Ramsomwaee, which was designet to enorypt data on Victiom compuattess.
SamSam Ramsomwaee was desigmell to maziinieze the damgge causatl to the
Victimtyy fdor instterree, alse emaypimgg backmps of the tamgated compuatéess.
Defendaniss creattet] the first operatoonbl versian of SamSam in or abouit



Decemiimer 201%5. Simae them, Defendantts hawe reguilahly wpdiattet andl refimest
the SamSam Ramsonwuare. For instarcee, Defendiariss addisdl more
sophiistvasted encugpptoon to the Sam$am Ramsormweare to malke it more difficuiit
to ammlyze.

b. Defendiants hadkst] into (ie., accessed withontt auttivorization)
the computter netwatiss of the Victimss, both insitte and outsitte the Unitied
Stattss. They also condiutted onlime reseaxth in order to select and tamget
potenttahl victimss. Defendanss used a varictty of methodis to gaim access to
Viction computter netwwilss, inclutingg exploittigg knowm securiyy vulmernhbiticies
in common servar software and willzigg virtudl] private serwenss such as
Eurgpezan VPS #1 and Eurgpean VPS #2 to mask their idemtit¢ss.

c. Onee insite a Victim'’s computter netwakk, Defendiariss used
sophiisicasted hadkingg techmiimess and tools to conduntt recommsssance and
expamtl their access to the Victim computter netwakiks. Amomg other thirgss,
Defendianss scammeet] a Victimids computter netwankk to identtfify computtass to
targeat for enonypioon. Early in the congpinagy, this recommasssacxce oftem
lastistl for weelkss. Over time, Defendiants moved] more quiditly from haduirpg
intto a Victins netwodk to deployingg the SamSam Ransonwaaee. For insttawvee,
by in or aboutt 201®8, Defendtarits sometiimess deplloped the SamSam
Ransomwace within hours of hadkingg intw a Victim's computter nettwakk.

d. After condautimgg recomrmasssacwce, Defendtants instdldeld the



SamSam Ransamwaaze on as many computtess withim the Victim netwaokk as
possbie. Ongce the SamSam Ransomwace was widely depllogest withiin the
Victimis computter netwaklk, Defendianits them executted the malware to encrypt
computtess on the Viction netwwkk. This coordiimatdd emanypioon attzdk, whidh
was disgniseed to appear like legitimmte netwakk actiinityy, was usuedlyy laumctteed
outtsitte regullar busimess hounss, whem a Victim woulldl findl it more difficulitdo
mitiigatee the atitadk.

e. The simuiltameows, mass encaypioon of a Victimiss
computtess was intemdbeH to-aamt oftem did-ecppide the reguilar businsss
operativonss of the Victimss. Withoutt use of their data, most Victimss were
umsite to fumctiion nommallly; mamy hadl to shut down or drastieHlly cuntball thedir
opergtoons. These devastdaingg atitadiss oftem camsstl sullbsbanitibl losses to the
Victimss.

f. Defendiarts extortteld Victimss by leawinyg a ramsmm note in the
form of a file on each computtar enorypteld by SamSam Ramsomwuare. Each
Victimi$s ramsom note told the Victim that its files were encrgteld, told the
Victim thatt it woulll hawe to pay Bitowin to get the decrypiton keys, and
diredted the Victim to a welymege to commmuricaate with Defendianits (the
“Ransom Webpage)). The ramsum notes uswudlly thresteredd to permraextly
delette the decryption keys for the Victimis computtess after sevem days. For

insttarcee, on or aboutt April 25, 2017, Defendants encryptedl computtess
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belomgingdo the City of Newark, and left behimtl a ramsom notte. A copy of thatt
ramsam note is showm at Attachment A.

g Defendiarits creattatl a Ransam Webpegge for each Victimn.
Eanlly in the comgpinagy, Defendlants creattetl the Ransum Webpaggss at a pultdiic
providtar. Later in the comgpinayy, Defendanits cresitel Ransom Webpagss
hiddiem by the Tor netwakk, and instmettdd Victimsstdo insitdll spesiffic Tor
software, and them nawigste to @ hiddem Tor page. Defendanits used the
Ransam Webpagss to commumdaste with Victimss, anrarpge for paymertt, and
providte decrgipioon keys to Victimss that paid the ramsom. To spur prommpt
paymentf, the Ransam Webpegss oftem includtel] a thoestemng timer clock aftar
which a Vidtinss decryptoon keys woulldl be delkttell. For insttawee, on or aboutt
March 22, 2018, Defendantss encrypted computtess belomgirpg to the City of
Atlamtg, and directted] the Victintboaa Ransam Webpage createtl spesiificdliyfdor
that atttakk. A copy of that Ransom Webpage is showm at Attachmeent B.

h. Defendanits collectetl paymentts in Bitooin from Victimss thatt
paid the ramsom. Although the value of Bitowin fluctuates, measuret at the
time the ramsonss were paidl, Defendiants sunessifillly extonttel more tham $6
million ffroonVWithms. Defendianss periodliodlly exchanpged the accumubacdd
Bitooim procestts into Iramian risll using Bitowin exchangess, includling

Exchaunpger #1 and Excharnger #2.
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Overt Acts
17.  In furthenavee of the consgpinegy and to efffisctt its umiltavffih]l object,
Defendants commiitteld and cawssatl to be commiitteld the followimg overt acts in
the Distirict of New Jenrsay and elsewteeee:

a. In or aboutt Decemtizer 2015, Defendants autiored the first
versian of the SamSam Ramsonweare.

b. On or abourt Decemihar 14, 20135, Defendarits exchanpged
muitippde chat commuricasitions discusssing the develognmemtt and fumationbtity of
the SamSam Ramsomweace.

c. On or about Januayy 11, 201, Defendiants acoesseld the
computter netwwankk of the Mercer Coumty Busimesss in New Jersgy and depllogestd
the SamSam Ramsonweaare on its computtess, enorypimeg them, all withoutt
anthoiiastion.

d. On or aboutt Jamuaywy 11, 201&, Defendiant¢s extorttet the
Meraar Countty Busimess in New Jarsoy by demamtiingg a ramsam paidl in Bitowin
in exclarpge for dearypiton keys for the enorypteld datka.

e. On or aboutt Februayy 5, 201, Defendiangs acoessed the
computter netwakk of Hollywoodl Presbytteraan Medicdl Centrar and deplloyet] the
Sam$am Ramsonweace on its computtess, encrypttmyg them, all withontt
amttloorizgtion.

f. On or aboutt Februayy 5, 201@, Defendiants extonttet

12



Hollywood Prestyitetrian Medicsdl Centiar by demamtiingg a ramsom paid in Bitewin
in exclvange for decrypioon keys for the encrypiced datia.

g. On or aboutt Februtayy 18, 2016, Defendtanits exchangged
muilippde chat commuridasitions in whidh they agresd] to equally divide ransom
procexsts.

h. On or abowt March 8, 201®, defendtmrit MANSOURI andl
Exchanger #2 excharnged muilijjiée chat commumiasitions discusssiigg Bitowiin.

i, On or about March 10, 201®, defendtarit MANSSOURI reesgived
a chat commumicasition from Exchangger #2 concemmingg Bitowin.

J. On or abomt March 27, 201, Defendiarits acoessed the
computtar netwatk of MedStar Healtlh and depllojeet the SamSam Ramsomweare
on its computtess, encuyptigg themm, all withoutt auttvorizttion.

k. On or aboutt March 27, 201, Defendtariss extonttel MedStar
Heallth by demantiigg a ramsam paid in Bitooim in excharpge for decnypiton keys
for the encaypbed data.

1. On or aboutt May 15, 201®, Defendanss paid for the use of

Eungpean VPS #1.

m. On or about May 15, 201&, Defendiants seamdleetl for the temm
“kamssabhedrtaroin” on an onlime searsih engine.

n. On or aboutt May 15, 201®, Defendants acoesset]l the

putblidiyaacessibible website of Kansas Heart Hospibdl.
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0. On or aboutt May 18, 201&, Defendianiss accessed the
compuiter netweik of Kansas Heart Hospiitdl and deployeet the SamSam
Ranssomwage on its computess, encryplingg them, all withoutt auttiosiiatition.

p- On or abowt May 18, 201®, Defendtants extontted Kansas
Heant Hospiitdl by demuantiingg a ramsem paid in Bitowin in exchangge for
decryptoon keys for the encrypteld datta.

q. On or about May 19, 201&, Defendiants paid for the use of
Eurgpean VPS #2.

r. On or aboutt May 27, 201®, Defendtandts, wfilizigg in part
Euromean VPS#11 and Eurgpean VPS #2, accessed the comymirtar netwiatk of the
Universiyy of Calgayy and deplojeet the SamSam Ransomwazee on its
compattess, enarypimyg them, all withoutt autlowiiagtion.

S. On or about May 27, 201&®, Defendtarits extontteld the
Universsigy of Calgawy by demrantimgg a ramsam paid in Bitosin in excharpge for
decryption keys for the enarymted data.

t. On or aboutt May 28, 201®, Defendtants exclwaryged muilippde
chat commmdasitions disossiing the attadk on, and extontiton of, the Univeassiyy
of Callgayy.

w. On or aboutt Juily 21, 201®, Defendiants excharpged muilije
chat commmumdasitions dismssaing the conversion of accmmuldaidd Bitesin inte

Iramitan riall.
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V. On or about Jally 21, 2016, defendtznit MANSOURI sent a
chat commuiniaation to Excharnger #1 instmacitigg him to conveitt Bitewin
assngiatdd with ramsam procestls inte Iramien risll andl to deposit the rial inte
accoumts comirdléed by defendiant MANSOURI and defendtanit SAVANDIL

w.  On or about Juily 21, 201, defemdtarit MANSOURI recsivet a
chat commuumidesition from Excharpger #1 confimiingg the comvenssion of Bitooin
assadiatdd with ramsam procsatis into Iramiem rizll and the deposit thenesdT intw
accoumtts comirdléed by defemdiantt MANSSOURI and defendiznit SAVANDI.

X. On or about Juily 28, 2016, Defendlantts, willzirgg in part
Eureprean VPS #2, accesseld the computter netwatk of Nebrasiea Ortiapeeldic
Hospitdl and degiloyet]l the Sam$am Ramsomweare on its computtess, enarysimag
them, all withoutt awthoriattion.

y. On or about Juily 28, 201&, Defendianits extontteld Nebrasioa
Ortigpedlic Hospitdl by demantingg a ramsam paid in Bitooin in exclvarpge for
decryption keys for the encgpted data.

Z. On or aboutt August 12, 201®, defendarit MANSOURI sent a
chat commmmgcasition to Excharpger #1 instunaotingg him to conwventt Bitooin
assonpedd with ramsom proosatis into Iramian riall and to deposiit the rial into
accountts comtrdléed by defendtarnt MANSOURI and defendtanit SAVANDIL

aa. On or aboutt Augustt 12, 201&, defendizrit MANSOURI

recaivestiaa chat commmmcasition from Exchanpger #1 conffimmngg the conversoon
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of Bitssiin assngiatdd with ramsem prozestis into Iramizm rial and the depesit
thexedl inte accoumts contirdlied by defemdtarit MANSOURI and defendintit
SAVANDL

bb. On or about April 25, 2017, Defendiarts accessed the
computer netwatk of the City of Newarlk in New Jensegy and deplloyeet] the
SamSam Ransomwace on computtess belomging to the entiiyy, enorystingg them,
all withoutt anttivorizttion.

cc. On or about April 25, 2017, Defendtarits extontteld the City of
Newark in New Jersay by demrantingg a ramsam paidl in Bitooin in exchangge for
decrypiton keys for the encrypedd datia.

dd. In or aboutt Jume 2017, Defendartits autiored an upditeed,
refimetl version of the SamSam Ransonmwuare.

ee. In or abourt Octolsar 2017, Defendianss amtivored a furter
updteated, refimet version of the Sam$am Ramsonwuase.

ff. On or aboutt Jamuayy 18, 2018, Defendiandts acoesset the
computter netwonkk of Allscrijpts Healtthweare Soludions, Inc. and deplloyped the
SamSam Ransonmwaaee on its compattess, enanypiing them, afl withontt
auttivorizetion.

gg. On or aboutt Jamayy 18, 2018, Defendiants extonttetl
Allscrijp$s Healffhheaee Solufionss, Inc. by demantingg a ramsam paid in Bitooin in

exchange for deamypiion keys for the enampéed data.
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hh. On or about Februayy 5, 2018, defendmmt SAVANDI recaiveed
funds assadiatdd with ramsom proceels, which were convertted into Iramizm riall
and depasitad by Exchargger #2.

ik, On or about Februayy 10, 2018, defendtarit MANSOURI
resdinetl fundls assadiatdd with ramsem procestts, whidh were conwertted into
Iramiian rizll and deposited by Exchargger #2.

i On or aboutt Februayy 18, 2018, defendtanit SAVANDI
regsinet] fundls assadiatdd with ramsem procsstls, whicdh were conwenteed into
Iramiian riall and deposiited by Excharpger #2.

kk. On or abourt Febrmayy 19, 2018, Defendiarits acoessed the
computtar netwatk of the Coloratdto Departmeent of Tramgporidtion and deglloyeed
the SamSam Ransomwaare on its compputtess, encaypiingg them, all withoatt
amtlooriatition.

1. On or aboutt Februtayy 19, 2018, Defendtants extonttet the
Coloratho Departimeanit of Tramgporidtion by demamtlingg a ramsom paiid in Bitasin
in excharpge for decrypioon keys for the encrypteld datta.

mm. On or aboutt March 22, 2018, Defendtandts accessed the
computtsr netwatk of the City of Atlamta and deplopel the SamSam
Ransomwace on computtess belomgiryg to the entiity, encoyptingg theam, all
withoatt autlvorizetion.

nmn. On or aboutt Mardh 22, 2018, Defendianss extomtet the City of
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Atlamta by demantiigg a ramsam paid in Bitosin in exchangge for deeypiton
keys for the encrypted datia.

00. On or about April 19, 2018, defendtznit SAVANDI neceived
fundls assadiatdd with ramsem procestts, whicdh were convertteld into Tramiam rial
and depasiced by Excharpger #2.

pp- On or abouwut Jully 14, 2018, Defendianriss accessed the
computter nefwotk of LabCanp and deploest the SamSam Ransunwesce on its
computéess, enarypimeg them, all withoatt auntttosidat cion.

qq- On or about Juily 14, 2018, Defendarits extorttel LabCanp by
demuantiiigg a ramsom paid in Bitogin in excharpge for decrypitéon keys for the
encoypeeld datka.

IT. On or aboutt Septantiecr 25, 2018, Defendanits accessed the
computter netwaik of the Port of San Diego and depdloyeld the SamSam
Ransomwaee on its compattess, emaypingg them, all withoutt anttloordattion.

ss. On or aboutt Septanteer 25, 2018, Defendiarits extonttell the
Port of San Diego by demmamtimgg a ramsom paidl in Bitoain in exchangge for
decryptoon keys for the encoypted] data.

All in violatiton of Title 18, Unitatl Stattes Code, Sectiitmn 371..
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COUNT 2
(Conspiiragy to Commit Wire Fraudi)

1, The allegaiitons contdired in paragrgpiss 1 threnggh 13, 16, and 17
of Count 1 of this Indictment are re-dléggdd and inconpornstdd as though fullly
set forthh in this paragrgphh.

2. From in or aboutt Decemilzer 2015 thmength in or aboutt Novemiimer
2018, in Essex and Mercar Countiéss, in the Distritt of New Jersgy, and
elsewiieeee, defendiants

FARAMARZ SHAHI SAVANDI and
MOHAMMAD MEHDI SHIAH NS0 R

did knowiirpgyy and intanioandlly comgpice and agree to devise a scheme andl
artiffiee to defrantl and to obtziin momey and proparyy by meams of materadlily
falee and framdhitenmt pretansss, represemndttons, and promisss, and to tramsmiit
andl cause to be tramsniitdd by meams of wire commmmdosiions in interxshate
and foreign commreree certain writiinggs, sigms, sigmels, and soumdks in
furttheenance of such scheme and artiifiee, contrayy to Title 18, Unitedl Statss
Codie, Sectiian 1343.

In violatiton of Tithe 18, Unitad Stattes Code, Sectiian 1349.
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COUNTS 3B ANID#4
(Intemiémahl Damage to a Protectbeld Compmittey)

1. The allegatitons contziredd in paragephlss 1 throagth 13, 16, and 17
of Count 1 of this Indictiment are re-allbggdd andl incorporated as thougth fullly
set forthh in this paragregphh.

2. On or aboutt each of the dates set fortth bellow, in the Distitict of
New Uersay, and elsewhere, defendiantss

FARAMARZ SHAH!T SRAWANDI amdl
MOHAMMAD MEHDI SHAHNMANSSOORRI

knowingly causatl the tramsmissiton of a program, informeatioon, cods, and
commamtl and, as a resuilt of such condhutf, intentionally caussd] dammegee
withoatt authonization to a protextecd computer, and the offiense caussdl loss to
persarss duriing a 1-year periedl from Defendantts’ course of conduutt affecting
protexttet] computkass aggregatigg at least $5,000 in valuee, andl caused damuege
affectiirgg 10 or more protiesteed computerss durimg a 1-year period], desorbeeld

below for each coumtt, each tramssmssginn constitiitting a separate coumtt:

COUNT | DATE VICTIM

Mercer Coumty Busimess in Mercer Coumtty,
3 Jamueaty 11, 2016 New Uersi
4 Apmil 25, 2017 City of Newark in Newarnlk, New Uersey

In violatiton of Titlke 18, United Statess Code, Sections 103W(5H)M) and

(c)(@)(B), and 2.
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COUNTS 5 AAND66
(Transwiitiing a Demamnd in Relatiion to Damagings a Protectedi Compuite))

1. The allegaitons cont#iredd in paragrapitss 1 thrength 13, 16, and 17
of Count 1 of this Indlictmemt are re-alleged and incorpurdtdd as thougth fullly
set forth in this parzggagphh.

2. On or aboutt each of the dates set fortth bellow;, in the District of
New Jersey, and elsewhers, defendbntss

FARAMARZ SHAHT SSYWANDI and
MOHAMMAD MIEHHDI ISHAMIVMANOURIRI,

with intemt to extortt from personss momey and other thimgs of valug, tramsmitedd
in interstta¢e and foreiign commares a commuicesivon contFimmge a demamnd! and
requestt for momsy and other thimg of value in relation to damage to a protexteed
computeer, where such damage was causzt] to facilitate the extortiom, desaribed

belowr for each count, each tramsmission constittitingg a sepaate count:

COUNT | DATE VICTIM

Mercer Coumtty Busimesss in Mercer Coumtfy,
d> Jamweayy 11, 2016 New Jecsey
6 April 25, 2017 City of Newark in Newanks, New Uersey

In violation of Title 18, United] States Codie, Sectionss 103W(a)(7)(C) and

(©)(3)(A), and! 2.
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AS TOCOUNTS® 1,3, 4, 5,and 6

1, As a resuilt of commiitiingg the offensss changget in Countis 1, 3, 4, 5,
and 6 of this Indiictireent, defemdtants

FARAMARZ SHAHI SAVAND and
MOHAMMAD MWHHIDI SHAH MANSOURI

shall forfeitttbo the Unitist Statess

a. pursmant to Title 18, Unifstl Stattess Codks, Sectiionss 982 Q) B)
and 103Qf), amy propatyy, reazll or persurdl, congiittiting, or
denitwat] from, procesiis obtaiwed dirsttly or indiirethly as a resullt
of the offensss chamgell in Coumtts 1, 3, 4, 5, andl 6 of this
Indiictineent; and

b. pursuart to Title 18, Unitwl Stattss Code, Sectiiomn 1030 3j), adlll
rightt, tifits, and intersst in any persarsd] propatyy that was used
or intemtteld to be usad to commiit or to facillita¢e the commikssimn
of the offenssss chagget in Coumts 1, 3, 4, 5, and 6 of this
Indlictineent.

FORFHIMUREAMIHGATTTON AS TO COUNT 2

2. Asa resulit of commitimgg the offensss charget in Countt 2 of this
Indiicttmeent, defendtangs

FARAMARZ SHAHI SAVANDI and
MOHAMMAD WHHIDI SHAH MANSOURI

shudll forfeit tto the Unitiet Stattss, pursmarit to Title 18, Unitietl Staties Cods;,
Sectiiom 981({a){ 1)) and Title 28, Unitiadl Stattss Codie, Sectiion 2461, all
propatiy, resl and persoradl, that constfitides or is deniiwatl from procaatis
tracedoibde to the commiisston of the said offemse, and all propetyy tracedibde

theartto.
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SUBSIINIUVME ASSETS PROVISION
(Applicdlite to All Forfeiiture Allegatfong)s)

S. If any of the abowsdissatibdd forfeitzide propetyy, as a resullt of any
act or omission of Defemdiartds:
a. canmut be locattell upom the exemitee of due diligenvee;
b. has been tramssferedd or sold to, or depositeld with a thirdl pantty;
c. has beemn placztl beyomdl the juniisictoon of the coumntt;
d. has been sull>statibidlly dimimidiedd in valuss; or
e. has beem commiirygbedd with other propatyy which canmat be dividist
withoutt difficully;
the Unitetl Statess shalll be entfitbeld, pursumartt to 21 U.S.C. § 853(p) (as
inconponiatdd by 28 U.SC. § 246l((0) and 18 U.SC. §§ 982 H) and 1030{)), to
forfeituree of any other propatyy of the defendiants up to the value of the abowe-

desariieed forfeiteibde progpetyy.

A TRUE HIILIL:

gR—EPE‘R‘S O’!

BRIAN A. BENCZKOWSKI
ASSISTANT ATTORNEY GENERAL
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ATTACHWHNIT A: RANSOWI NOTE TO CITY OF NEWARK (REIDACTIHIY

—— E—
fwhat happenall to your  filbss
- |

¥ioW. to recover fildag?
RSA s a anyemevidc cryptogriphic algorible, You need one key for encryptibon addl bae key for decryptibon

S0 you need Privatrc key to reawver youe fillea.

Et's nnt pollible to rexoier your £ilps without privare Ney

fifaw to get priwate Keg¥?
ezt Nftwr you Al

1.7 BieCrmin, Leate a cesmenr on Our Jite witk this detaili: Juat wrine Yoult "Hoat mame” im yoiir codmisic
wve reen v - [

Stepd: We will reply to your comsent withh a decryption sbftwars, You fhould mm in om your affiected PC and all encrypned files «illl be necovdred

(Ir you send wd 24 DifOdims Puoe all PC's, Lea¥e a commear on our site with mhis danidl: Juar waite *For AL Affccced PC’3* in yomr commany})
AL L you wamt pay for "all affected PC'a® You can pay 12 Bitosins to messive half of keyefrandosly) and after you Ferifiy iz send Zmd half to mmcéive all keys )

Haw To Access To Qir Site
For accews to our siie you muwil insodll Tor boowser amd emticr our sifte URL in yomr tor browikr

You can downlost or bxowser from httpsk//wwe torprgiect .orafdownload/dovilead htal . en
For moxe infoneition plesse search im Google Mow to acces= crion ites”

# Test Decryptibon ¥
Cherk our #ite, You can uploall 2 cncryptdd filles amd we willl decmypt your files as damo.

Phere to hay Bitadlin
¥e ad¥ice you vo buy Bivcwin with Cash or We fom From httpm: /i
Becaume théy don’t need any Ferifécstion and send your Bixomin quickly.

won/ ot £

I 4

fbuybi: b

fdetidline
|
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ATTACHWHBNT B: RANSOWI WEBPAGHE FOR CITY OF ATILANDA (REDWCT

I s - E— ¢ O search
Time Plagedi: 3 days 10 hours 49 mimitéss 51 seconds
Filles Avaiiliide Do Decrypt= 2
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CASE NUMIBEFIR: 20165RI0ID33

Uniteatl States Distnitt Court
Distriictt of New Jersey

UNITED SIS OF AMERICA

V.

FARAMARZ S AHI SSWANEI, and
MOHAMMAD MEHDI SHYHMWMISSIIRRT

INDICTMENT H®IR

18 U.S.C.. §§ 371, 1030 @) (5109),
1030@) (7)), 1349, and 2

A True Billl,

CRAIG CARPENITO
U. 8. ATTORNEY
Newrarg, NEW JERSEY

IS S. HEERNG
ASSPANT U.S. AMTORNEY
' Wiy A. RN
SEWIOR CCOUNSEEL

USA-434D 8
(Ed. 1/97)



