Case 1:17-mj-00024-BKE Document 1 Filed 06/03/17 Page 1 of 1

AO) 100 (@R 1 (M Yy icappifoe a deewh A arrantsv-arch Warram

UINFEBDSS 36k ® { S ERIC T OURT
forthae
Souttiwar Disttist of EreosgiaGeorgia

I thedVidteree ! she Searcbaetn of )

thridfheddsyride sherptsgedido gespenchiydto be searche .
oridvagfidifly pehwnplarsone byd neieesand address) di Caskebh. I\l&l "_\ MJ 2_ Lt

1957 BATELE ROW/, AUGISSEA, 63A 30804; )
A LIGH TG0k QR MISEAN ElBEMVITH VIN )
JINBAZ2KROCT2544 76 ;andribe peesqpeafdsnA bl YRERIGH WINMNER WINNER

ARPIdG AKX EORAACHIARGETE WARRANT

IL a faddreblkawadn fawementfolficeren affieetor die goveamnorneyques n sshrshgorsntaehsiplcnsgyest a searct
pardtytyf pefjupethjulryavetraason th bebevecthsioon the bBawEgepctitatorquoptity fodilfows pasqpperdomibothe property  (ide
prguenly fodnecsdarcheve andvgivs) its location) :

See Attachment A,
leeeddin the he Southern Blistriciwobe Georgiaa » Hese ds newmemcealad eaded Md dendfyihe
pemsowrolesdelsctiiprobdrty prbpeniyl/lo be seized)

See AltachraentsB.

Tihe busds sordic searchasnder badeR. £adm. £, 434¢his plecdtlan¢ay nicgers heck one or more) :
Hefidevddendes; of a crime;
iifs-ﬁurmmmttmalba‘mﬁinc, drohdrtisnsdffgarjmessedor other items illegally posse
o propeartdesineddos asedntansled fonyshdedised in yemmidingia€dime; committing a crime;
nl apesos dmbe arrpded ora porsan vhods pelwdnllwiestriwednlawfully restrained.
The seanadnis scladedden sdolatiobfiion of;

Cunly Secsviobn Offrass &eberspiiamt ion
18 U.S.C. Seationd 933 Gathering, I ramzmaitting oriosing Dafensennforetatione Information

The agppaatiert ischased opdtbest gt hese facts:
SeeAttached Affidavit: .

Sff Conmughuetdic ettachédshattit ached sheet.

0 Delayed notice of days ((giveexaatiehoindadateifomoreahaf 30vdays: ) iisreegusstdd
under 188UBSICY 8l Bil3adctihabasis ofwich isiskirforth on: therabtathédsheet.

T
~1jippticanls signature
Justin C. Garridk, SppeciahagentFBBI

Phirttetnama rant dlied (itle

Sworn to adkoxcnmenaing sigreish iny myeysiesance. /
Dutee: 06MDB@RG17 A f i

Jlldgfs signature

City and state: Augusta, Georgia Brian K. Epps, Whited Sietes Magistatellddge

Prittietizoame rant ddel 1i1le



Case 1:17-mj-00024-BKE Document 1-1 Filed 06/03/17 Page 1 of 1

ATTACHMENT A
Properprtp heoseaechwlarched
The premises tesbe sedreheds 4 953h BajtlelRow. Aargusta. Gnl0904qissfimthecdesoibed . is further des
as:a stand=alone; bnasstoryhouse,decated near the intersectiorcat-Battle Row and WalkenStréetBattle Row and Wa
Ittis a sed bricki hbuse-withashingle roofa Eheinumbers 937 amhvisibleon the residenee.cTheé sible on the resi

frontdoords covered byarfrantporeh.front porch.

The vehicle-tobecsearcheddn adight-colored Nisgan-Cubcowith MINssan Cube with VIN

INBAZ2IROCTZ54476, covegistgted toREALITYEAEIGH WINBERIINNER.

The personda besearched isREALITY RENGHTW INNERL wholiserywhite demaleawithite female with

blonde dairand blueieyes, 8’ Sial, weighing approximaletyild$ poundsxwithd20B Decembernds, with DOB Dec

4, 1994, .
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ATTACHMENT B
Preperbitp heosdizedseized
L. Alll dociments tandaregoudscrelatingr & aiolationsoof 81 BLS.€n§ 393,18 U.s.c. § 793,
invedving REAEKDY TEIGH WINNERzmdoctutring afiémlanudryel; 204 3pineluding:2013, including:
a.. Classifiedaatesialyial;
b.. Any W.Ss Governmentanatcrialierial :

c.. Contacts; by any meapspwith foreign povernments, foreignrpowers, orforeign powers, or

agents ef foreignpowgrs;powers;
d.. Contacts; by any maansnavithemediaiomtletssdia outlets:
e. Inférmation, includingcommunjcationsiimamaformnecgardingthe form, regarding the

rettieviadistoragerontransmission of sensiliveiamelassifiechmaterial; or classified material;

£. Records of travelr inediding calenddnsptravel dicketssreceipts;andt ickets, receipts, and
phetographsihs ;

8. Infermation regarding tradecrafirhow da obtain bodeliversensitive or deliver sensitive
infdrmation; and/orzholy to-avoid or evade detection by dntelligencesfficialsor lawtelligence officials
enforeemenhauthortitiesi t ies;

h.. Financialiretords dochiding ibank statomerits mkcount information andcount information
tesoodsdal any Ainancialtransaetion;ransaction;

i. nfdmmatien televanttbarmativetfor the otfersecsuth as antegaveframent, such as anti-
statementsn propagandpargseatch, and selicitationsaorafiersltoenpageiinantiqgoverifrens to engage in
or unlawful activitiesies .

2.. Computers or storageomedia used its auneansde cemmeit the violations describedviolations descril
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abone.
3.

Forranyhgomputer oestoragesmediumewheseiseivure dsothepvise authogized by rwise authorized b

ttis warrant; and anycommuercosstorage medium dhatgontains orintwhich ds storedhrecords of which is stored

infoprationithat isrotherwisecalledfor by dhis Mearrant therginafice "CAOMMBUTEER e inafter,

a..

cvidenesofwho used, owned, ongentroted the, COMPAJTER-atdbrtimethe:t the time the

thingsydesaribed inothis warrant wereaereated, edited, ordeleted, suchiasdogs,or deleted, such as
registey-entries, iconfigyration files; savddusernames andhpasswords; degumentsd passwords, docu
browsing historyusey prafiles, emaik tmadl cantacts,,"chaits’l instanh messaging chat, " instant me

logssphatographs; aand correspondeneesspondenee i

. evidenee of seftwarerthat wonldallesy othersiecontrelthec COMPUTER; such@seuTER,

vitusese Erojanhgeses, land other ferms of maliciousnsefisvare; a5 welbassevidenceare, as well as
of therpresence on absence of securiy software:ddsigneddotdetect midicionsed to detect malicio
sofiwares ;

evidence of dhedaek ofsuch malicious seftwaresortware

. evidenegdndicating-howrandnvherathe computerrwascaccessedormsed rcessed or used to

detemmincrtbhe chronological coptexs of camputer acaess,cuseuand-cventeredglingse. and events re

toocrimeadeninyestigationtand4e thexcemputep usere computer user;

e. evidenae indicating the.eamputetuser'sstate efmindsas'is ralates to the crimedinder it relates to

£.

iirrvestsi;gai't;mt ion;
evidanceef the attachmenttoithe COMBUTER ofwihier Btorage deviees ortsimilae devices or sim

containersfor electronicrevidencesvidence;



4.

Internet: .
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. evidedemofcounterdorensic-programs {andoassociated datay that arecdesigneditelata) that are de

eliminate datadrom-the COMBWTER:;

evidence-of the timesthe COMPWI R was useded:

. passwordsi encryptionkeys;randothcr acoessadcvices shatanay be necessarytat may be necessary

aceesssthe. € OMPUTEER ;

.. documentation andimandalsdbalanay b necessaryite aceess the:€QMBUIERe5 the COMPUTER or

to conducta farensie examinationnaf thenxCOMBY TdRpUTER;

.. records of oo informatiao about internss Protocal addresses usedbby theaddresses used by the

COMPETER;

. recordsof erfinformation aboutithe COMPUTER chiterneeactivitynincluding act ivity, includin

fitewalhlogs,caghes, browser, historysand-conkies, boekmardediioe Sfavoriteyorite"
web pages; scarch seras thatcthe userentered intocanyclnternetcsearcheengine, Bndernet search eng

recordsof user-typed-webaddressesaddresses;

. contextuahinformationmecessaryntoamderstandtthe enittlence dascribied inthisence described in t

attachment.

Routers; modems;and networkequipmeniaisedite cannest computessitosthe computers to the

As usediabove;dhe temms Erecordst anddiniemmatton'F includes all formswekereationforrms of creation or

storagey includingunyformrof computerrorelectronic storage &suchas hard disks or otheranedia hard disks or ot

that carc storesdata)s any thandmade formm (suchas feriting)sany mechanical iform (suchyasprintingi cal form (such

ortyping)nand any phatographic: fornu(such ag miero{idmcmicrofiche,printsrslides.negativese, prints, slides,

6
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videetapes;motiampictures; orphotoeppies).ohot ocopies) .

The termxfidocaments’ rmeansrecords, rotos; detters,ccorrespordonee sformsfimancialdence, forms, fina
recordsdehecks,dedgers, acconnting papers.computergprintotds, savedoezmail, informationson saved e-mail, inf
computerhard drivesiarid disk s, compirter snput angb output repprts, anddvritingspandramyoother, and writings, a
itemnofany type thatconveyscinformation. information.

The termricohputertinelutles alt typdsef eléctranjg enagaétic; bpticalcelectrochemical, ic, optical, el
orothehhighispesd dataprocessing devices performinglogieal, arithmetic,iorstdrage fimttions; ithmetic, or stc
inchudingi desktop computers; mptebeals computetsombobileoplones, 1abletsodeivier computers, andblets, server o
netwerk hardware,

‘The-termristoragemedium? includes any physicabobjeetruponsshichicomputerdata eani ch computer data
be recordedd Examplesrinclude hard disks, RAM., Hoppysdiskaflash hwmory ACBROMS| and memory, CD-ROMs

othier magnetie ot optical mmediaal media.
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MR R AN TrdHOnSATA BEIEE AND SEIZE

L. Justindl arcick chaing dikst ddy sayoin hetebgudeposeand statesasefollodspose and state as follor

INTRODUETHO N ANDsAGENTIDBACKGROUND

L. L make ths afsdeaflibdappart o asappbet ionfunater Kod 4 tat thenlatdeddr Rule 41 ofthe Fed
Rulies o (€ Fonined Prededrmolos duverrdd 1o scarah thinprehosesdawstn ah &9 PrBatleddoknown as 1957 Battle
Augusis aGAGH BB bareimdies 1 RREMIS e Rifmtlsaslescribodt inettahunenisda {ighkt tachment A; a light
calboxklisvdis ahe exide VINGIN SAAR WWRBA A 2884 70. I sdnaiter ‘N iObEt cand"hepTcsbb" ; and the perso:
of RARALITY LEIGH WIMNIERR. hereinaler eW INNNRER {or thedhutgs daseried de Adtacbsaenin Attachment
B.

2. Lamn Speid gt agdnthewedhrat Beirgadellayegigatian (SEBIDwesignegdtion ("FBI") assic
treeA Hallandiasohvard bave oo dizcee? HiSe Dusingdbisains..] veiaeeived gamingat thehave received tra:
FBI Aeddaenodibed tleQuatiuatiiginia. spertad mienunspradafipeneoanbesptoxiget elligence and espion.
imwesEgdgans ohsurrentdw apeassignedhtaissigaae dunicrmdstigece ancespianiageanitiosnce and espionage 1
Basusloom ynex pexipeaci @nkaiaing. 4 ami kbnidiar withe {foateiused to wnkhwv fslf setectuwdd to unlawfully co
disseranmiha s s B B Loy erranguveonmation iim€ btz national defbusk ndomaalional defense information.

3. Thereds prohsbébemive tebaldey cltbabdit PRISVHRES. tihd IGREMaBE Y, RENIERBLE . and WINNER'S
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personceontaimevidence; conkraband, fndtscandfonother fiems tlegallyrpossessedihaiolationrof i1legally poss
18 WSL.&.793(ep (e) .

4. ‘The=facts setsfosthtin this affidavitand based dhday persenal knawledgen my personal knowledge
knowledgg obtiined duringimyipartieipation tni thismyestigationt andsinfermationgfromeetheiand information fro
FBIandht.Sy Govermment personneheThis mffidayit s intkended teishow orly thattheselisd to show only that t
sufficicnt probable cause fer the requested watrantmnduloes rot settorthrat]l ofrimy kinewledge: set forth all of
about this matierer.

STATUTORY: AUTHORFIN ANINIEFINITIONS

5.. Forthelreasons set-forthehelowrkbelievedhat thengds peabablecause te beliave thatbbable cause to
thed’ REMISES: &/ ERICH I, and WINNER\syrsun contadoevidence scontrabange froits, apdfor raband, fruits,
otheeitcrms #legallyl pessessed inodelatien efiTitle K8; bnited StatesiColer Sectivn 793¢} fthle States Code, Sec
*Subj¢et@ffonsehse") .

6. Underr] 811.S5C s§ 793(e), "whoexes haviag inguthorized possessionofsacsessiton of, access to,
orcantiot ever any documentdo coriaformation relatingderthe nationakdefensgyvhich the national defense v
infcrmation therpossessop bassreason to believe catdd he usedde thedrjurycefitheiUnited:Statgs e the injury of
tocthe hdvantagerof any: foreiga mation mallfillyrcomnunicates. delivers; trapsmits.oreausestobelivers, transmi
communicateds delisercdyentransmitted T an attcmptsdo dororaausesdbe same fto any perser Aok he same "to any
entitledto eteaedverit,cor il fully, retainsthe same and failsao deliverdt todhe officer enemployee deliver it to t
oftheénited Slates entitteddoseccivelitashall bedinedwor imprisened ot more thanden yearsi®f i soned not more
beth.

7. UnderExgcutive Qrder 03526: infopmation infany formomay beolassifiedhifita (Ioe classified if

issownedeby, ipyoduced bycerdoryords under, the conwobefdbe UniedSates Governraent; (R)ifels] Esates Governm

(%]
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within ancaemeore obthe catcgories setforthrin¢he ExecufivetOrden[Fop SecretbSecrateamtb-de rand
Confidentia |;and (3 hiscclassifiedsby-am originak alassifigation-duthority whea determingasitbat itsit hority who dete
unauthorized-disclasure reasonablycouldhbe expestedile resuleindamage todhe aational securityage to the natio

8. Where suchcunauthorized disclosuiie couldreasonablyiresult inndamage/tortheult in damage to the
nationah sécusity, the inforrmadon maybeclassifiedhas TConfidentiaF iand mpstbecproperlyt ial" and must be pr
safeguanded W herersueh unathorizedidisclosure-cpwld seasonably result iniserious damiage/toresult in serious
theanationaksesuritys the-information may dberclassifiedrasy’ Seeret’ andsmastbe propeHlycret " and must be prop
safeguardedic Whare such unatithenizedrdisclosure couldaeasonabl yxesult in-exceptionaly geavelt in exceptiona
damage tocthe nationalstourity, thedinformationmmay be classified asiidopiSecrels and mustibes "Top Secret" an
properly safegudrdedarded.

9. Classiicdiin formationrod any designatign may bershatedronly widepersenssd only with persons
detcrmmingd byl aip gpprapriate thited StatesiGavornmentoficialzobeeligihle for acdess,candwhdoe eligible for
passess ais‘necd' tosknowe'd Among, dthanrequiremends; inerder fameeperson toobtainia sechirity a person to obta
clearanemallowing that persomaccessdlo stassified &ndted StatdssSevefimentinformation, shats Government infc
persamis requited do amd mustagreetonpreper lycpretectelagsfieddnfopmptien by-notdisclesingi ed information &
suchhinformationto persons met entitdedhtorreeeive 11 by nobunlandully removing classifiedl awfully removing cl
infarmationi framratthorized-sterage facitives; and bymol storing, classifiesinfermationrdinng classified informa
unauthorized-docationsa df a persondis aopeligible toscegive elassified anformation; iclassfiedssified information
informationimay mey be disclosed e tiad persono In vederdor-a forcignngovesmmertdo receiveeign government to
access o classified énformationfbeoriginating Haited Stules agens yunusicdetermine shatgughy must determine t
reldase dsappropripteopriate.

10.. Pursnanmtdodixcowtive Order b3326, dassifieddnfennatien containedwomavtomatedned on automated
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infarmationi systems; includingrnetwarksanddelecemmunications systemsnthat eallect, argateems, that collect,
commumicate, computeydisscminate sprocesse or store-elassi{ied idonmation mustibe maintaifiedmat ion must be m
ima mannemnthat: () prevents acecss byamauthprized persons;zand (29 ensures theridtegrity ehtheres the integrit
information..

Lh. 32 CER. Rartp 206 lsambh2003zegulaeabe handlingtof cldssified dnfotmationt classified inform
Speeifically232 G,F.R2§ 2001.43. tigled ('Storage,” regulates tHesphysicagkproteciomofclassifidde physical prote
infarmationi cFhis sadtionsprescribesdhatSecretandtFop- Ssretristormationsishal be stored vamat ion "shall be
GSA-approyed security contpinesna vaule byiltlokoderal Stundard ¢FHBSTD) 832 0rdnrepenspnsTD)
storage aecaonstrueted incaccordanee with §200d 53" itialso gquires pariodic inspection of ¢heiires periodic
containenand the ase afanibrusionddeteetiom Systam moengrother thipgsem, among other things.

PROBABLE-CAUSE

12.. As setforth in further tletaih beloss tWINNER dsvyndernnrestigationder printingt igation for prin
andlimpropenby rémoviag and transmitting glassified material deoni an dntelligenee €omfunityan Intelligence
Agencyy(thec .S Gosernment Agency”) anonaboyl May 920k and ipassing, the xlassifisdd passing the cl
material 30 an endine aewsroutlet (thesiNemws Outle)." WEINNGR: iscir contractamwith Rluribusontractor with P
Internatianal Cerpocationoassigned tess UsS.eGovernment A\genoydaciibnin Lgorgig. $hebasty in Georgia. S
beenrcmployed atithetfacility sinee ontwoy abouicEebrnaryrl 22017, Feomdanyary2013amti) herom January 2013
employmean with iRlaribusulniémationak Eerparationa W INNHL wars avractivid Huyrmemberaof active duty men
thed) 8. Air Boree andrhedd adopiSetret elearancesecret clearance.

3. Omn Joned, 2012,0he FBdhwasartificdsbynthe 1f.85c GovermhentiAgencgdhat theent Agency that ti
U.$ GoveramentAgeneychad beentaontasted-by thedNews ©utleh onMays 30,2015 regardiag ano, 2017, regardi

upcomingstoryo thhe News Qutlet infoimed theAd SGavernmant A genee thatdtnvasiigency that it was in
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possessioniofnwhaf iticleveditolbe aclassificd document anthereidtbycthie dbS Govemment hored by the U.S G
Agencyy . TheNewsvQuttet previded thei & Gavernment Agencynwitha copyrof this documentpy of this docum
Subsequentanalysis by the U;S. GovemmentcAgencyrconfirmed that tho decument inithe News document in the
Outlets possessien issintelligencerreporlingadated erpoaboitMay 5220 bh(the “imtelligencey 5. 2017 (the "int
teporting’hgThis imeligeneereportingris elassified-atitheg Top Sceees leveli dndieatingtthatlitso Secret level, in
unsuthorized-disclasire touldreasonably resuls dimaxceptionahly gprave damagere thenationalrave damage to the
seernity.tand is marked assuchd ‘Ehe WikciGoveEnemunisAganeychassince condimagd that thé nce confirmed that |
reporiing contains infonmatiornt thatavasetassificd atabatdewed at thetéime thatithe réportinig wasthe time that the
publishedenl opabout Mayo» 204 yared, thavsueh informationcwrrently rermains elassified atrthaht 1y remains cla
leveh .

i4. The WSsGovernmentAgengy examineddhe document sharedbeytheMews Quitlet the News outlet
amdbidetermined the pagescofthesintelbgenca ecpontingl dppgancd 40 be foldediangd/oneseased;d to be folded and/
suggostingithey hadsheen pdintedeandhand-cardicd odt hbmsteuredspace. out of a secured space.

1% . The WSsGovernment &genty conductechat imternakbaudihtoedetermineaho to determine who
acoesseeethe intelligenea reposting sinee ils publicatione clhicc . o EaveramenAgeney U.S. Government Agency
deteemincddbattsin individualsprintetithis rgportings dI'hese six individuals induded WANNERdividuals include
A facthenauditofithe sixindividpals” deskicomputers revieded thabkpVINNE Rrhad-erinail eomtact WINNER had e-mai
withrthe INews-Qutlet: t The audit didinatirevaaldhaanyrefthe othersindiviguals had e-mallcontactiividuals had e-
wiith the-Nesvs Qutlet: .

6. The WSsGovernmentAgengy deteymiteddhati WANNIER bad evmait had e-mail
communication with the News\@uteton oeabout Marebh30: 2017 candsMareh 81, 284d. Fhefirs1, 2017. The fir:

e-rnaili wasvirem AW ENNERYNSIRG ewnsdi haddeessaaIredtlness@gmibloom, fa theeNews/@utldt. com, to the News
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Imit, iW INNERNapipeanod ¢o requicst dranseniptssof apodeast.r The sccond e-maitiwas from'theic second e-mail we
News Quilet tordalce. fitngssédgmaiheom andhaonfirmed WINNERA s sibseriptiontutle'servcts scription to the
The daBre.fitness@gmall Cgnuactountris a personal edmaikageountonot spensared byoraffiliatechot sponsored by
withithe R SUuGoyenumentrgencyagency .

17.. On arabsubMayh20d7. four daysafier the publication ofrthesclassifiedireper

WINNER condicteds¢archesomthe W.S. Goxermorent Agenoynimelassifiedsystems foricgdtainfied system for ce
seanchcterms; which dedi WINNER toridemiifytthe indelligdnee reporting.t OnlorgbawtcdMayf8orting. On or about
2007; WINNERralsol printed thetintel ligencd repottingy oh ceviewof WINNER2s compiwter histonyINNER'S compute
revealedshe didnotiprintanyotherdintethgence eeporh ieMay2MHde report in May 2017.

1&. At aHlimesireleyanetogthisaffidavit tWINNER bas maintained @R active lopntained an active T«
Secretclcarapee.athe U.ShGoveramend Ageney con fimmed-thatalttoughcW ININER bad thaigh WINNER had the
required accesstossearchdosand-viewflbe inteldigencewrcportingrihe infognation containedi inghe the information
inteléigercenepertinggis vorelated 40 barjobechiitesrandh WANNIER dhere ke deesinotipossessiherefore does not
*need to know. ¥

1%2. On orabsubMay2d; 2047, @ ceporten fardhe Neavs Qutdett(the Reportent)let (the "Reporter™)
comacied adother LhS Goveroment Ageney affil it withavkom hedwsaiprioraelationshipad'his prior relations
individuahmorks foka cantractor-fon the US.Governmicat (1he "Contractandn i hedRReporteont ractor™) . The Rep
contacted ¢he Cantractar viadextrmessage and askedshigetoanesicys eertain toecumentsy Jhe certain documents.
Reporterdeld-the Camteactosithatdhe Reporterhadheeceived the-documents troughithemadcangnent s through the
theyywere posimarked ¥ AsgustanGeengia. " GWINNIR residesnn ugusta; €eorgia. AhgReporteteorgia. The Rep
belicveddhatithe docuraenis avere sent tadim fremtsomeone working at thelocatiomwhere; at the location whe

WiINNERwsatks.. TheReporterteek pictires of the-decunients and sennthenstoethd Gemtractorem to the Contract
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The Reporter asked the €ontractoo ta- determinetihe seragity of the-decuments: i The €ontraetotlocuments. The Con
informed-thetRepartep that hie thought ithatthe doewments were fakeo Nonethelessy the Camtractoonetheless, the
comacted ¢ht Ubs @overnmentAgereyomgraboutdune 1, 2060 to infoem the RI0S. "Governmefibrm the U.S. Gowv
Agencyyoblistinteraction avith thenReporter: Ads®op dune t.. 2007 theoReporter texted theé/, the Reporter texte.
Contracior and said that adUShGovernment dgencynfhciabhad verifiedrthat the dosumearwased that the docum
reah 1 Whidh questioned dbout whatintelligenee repottanbimbge was assogiated withrthe images onssociated with t
his phohe; the, Centractorsupplieddhe reportingenuintbes assopiated with therinteltigencecreperting with the intel
at issuee.

20..  On May 2710:29, 20) 7 WINNERNrave led-eutsidedthe binited-States to:Belize istates to Belize i
Central Aimenicar (W ENNER\MB®Rded poticedd theold Sc Governntent AgencydnManchi20t7 affency in March 2
herrintent ¢mtravel to Belize in Mae20E% The purpose off WINNIERistraved and her wotbAties t ravel and her ac
while abroad: are uinknowi..

21.. WINNER resides-at the PRISMSIES| ms vesified onviune 21 201 3byherdDeiyer2917, by her Drive:
Licenscsaddressrandd wontility billingladdyessasl 1A dditiotalhy,sWdNNERIeowns and drives @ INNER owns and driwv
lightacoloreddNissanvCube withu} N JINSA AZKR 08§ 254476) as xerified bydhe vehitleied by the vehicle
registration informatiofio Agentsorewdda light-colored Nissan Cybe parkéd atitic PREMISESde parked at the
June2, 201 2.@abd witnessed W INNERdraveling i the MEHICLE inrA ugustayGedrgia ondudedjusta, Georgia,
2017.. | confirmedroreduner2, 2014, that WINNERhas arcelinks phepe servicethbyar phone serviced by
CingularAAV&Ts Tn mytrainingrandrekperience, peopletypicaly storetheir elegtronicslandstore their electro
correspondende fincludingleuersop ptiatedemails) inctheir homesand transpont themiin theimes and transport
vehieles.e b also knowocthahpeopde typicad byodarry-smald elettronicistgragedeviced and ronic storage devices an

communicationadevices,istich as thumbadrives and cethitae phenes, or thieid perspmoThere isthusheir person. The:
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probablelcauseitosbelieyethatiiatedligence reporting hnd evidenee ofcamespondenoeibetween of correspondence
WINNER and the NemwsQutdets among ethen dieosraf e videntiary value,imay be feynd inside theway be found insi
PREMISES andithenMEHELELRS wel asonistorage and comununieationcdevicesiom WIDNNERSi ces on WINNER'S
persemnMoreaverythere istprobable causedeibelicvethat cvidened obcommunicationsibetween f communications
WINNER and the: NewsiQuidetramong ethen dieowstof e vidontiary value.iwidhbe foupdoniue, will be found on
WINNER 35 el¢etronio devicdsatithe £ REMISES pirrthie YHH IGLE ind orE WINNER 2s-person. WINNER'S person.
COMPLEEERS, ELEGIRONICSTORAGE, ANDNFORENSIEANALYSIS
22.. As descriheddadAttachmoent dhthis applicationsscekppermission tesseareh forrmission to search
recordsthat-mightrbedound on the: RREMISIES: ie fieY EEHC L4 and onWHNNER *s petsonnimiINNER 'S person,
whateyee fortivthey are-founde Oneform innwhich the tecordsimight be feundisdatasigred oeafound is data st
computee’s hard drive or other storagcmediac Thusidheaarrant applicd fonavould authorizetheied for would aut.
seizureof electronic-storageanedia or,cpotertially. the, copyingefieleatyonicaldy storeding of electronically st
information, atl, under Ridadd (@R@RYEBL1L () (2) (B) .
23.. Prebabie eauseadsubmisthishifta computerosstomgemediumris foundigr theedium is found on t
PREM ESEZS, in the MEHIOLE: o8 oncW INNER Sperson. there iscprobable causestogheticse thoseause to believe
resordsawillvbe stored en that computcr or stosagomediuny, for atrleast the fullowingaeasons:least the following
a.. Based on my knowledge, traindng, and txpericncenbiknowdhatcomputer filesor that computer fil
resanantscof such filestcan bt eecovercdanontbs oremondycarsraftes they havebegnears after they
downloaded ontena stomagetnedigm, delteledy pr avicveedovia the InteenetdElectronice Internet. Ele
filesdowideadeshtoaistorage medinnyeambe stoned: for yearsathittle ofo gashrs at little or nc
Evem whienfilesi have beenadcleted, they carebg recoveredamonths oe years fater months or years 1

using dorensicteals. Thisis so because whea dpersonsédeletes!” afileesan "deletes" a file on



Case 1:17-mj-00024-BKE Document 1-3 Filed 06/03/17 Page 9 of 15

computer the data contained im theiftle dogsnotrastually disappearyrathesdbata 11y disappear; r:

dataxemainsionsthostorage meditumantibi isiovenwritteniby new datacwritten by new data.

b.. Therefofe, deleted: fifese ar remnan)s ofrdaleted dHes; muayiresidedn freelspace 0By reside in free
slack kpageathal is; irespace onithe storage meditine that is-potcureentlyrbetngat is not currently
usedcbyoan activecfilevfor long .periods of time beforothey are overwriitenoda they are overwrit
additionca.compuienisoperatingsystent thay alspkeep arecordiofdeleteddataincord of deleted -
a “Swappor Yrecdveryofidey" file.

c.. Whodlyapardrom usersgenerated Jdes: compater slorage mediarcimpartielange media - in parti
computers’ dntermal hand: drives-ccontdinedectronie evidencel ef how a computetence of how a comy
hassbeenaused.swhat itthas baen used for and swhochiasfused itnBo give avfesv used it. To give a
examples,sthis-forensicevidence canitakathe form of operating system of operating system
configurations] artifpcts front speeating systepremappligadon openatior, filsplication operation,
systemmdatiestructures,candreitpabmamery tswap renpaging' flesp 'Campwlening files. Compute
users typisallycdd ngt erasenortdoiete shis evidence thecausecsspecialisoftwareds cause special soft
typicatlyrequired;foribat taske However itkis techndcadly, possiblestordelete this 11y possible to d
information.

d.. Similarlyc fifgs thathavetheen viesved wiacthe niternef arci sometimenautomatically sometimes auto
downloaded intoratemporarydotemct dincetoryer “eiacheltory or "cache."

24.. Forensicievidenoee iksefiirther described inlddtachinedt Bnthis application segksthis application .
permissien ¢m lacatelnet ondy computer filescthpumight Setvesastdiecet evigience. ektheerimesdirect evidence of
described on the warrant: but also fob{orensie electroniccavidence thailestablishes how cemputersiat e.stablishes

were=usedethe mirposenfitbeis use, whe iiscdibhem. whd whead ‘khestis probablecaysefiodelieve probable cause
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that this forensic electronic-avidencenvill be,oniany: stordgelmediuan inthe PREMASESinthem in the PREMISES,
VEHICLH;. os ondW INNERB persenrbecausescause:

a.. Dataton the storage medium canqrovideevidense ofa fleihatwas oiceoirthe: that was once on
storagequediumi but hastsincebeen deletedencditete oraf a deleted-portion ofara deleted portio:
filel(such as-a paragraphethathasbecoideleted: fromea ward processingdiler word processing fil
Virtual memory paging systems eams leave traces of dnformaticicen thefStdrage rmation on the ste
mediium that showhwhattasks and processes wereaeeently active. Web brawserg;t ive. Web browse
e-mail programs,cand, chat programs store eanfiguration énformatiomon thestoragéormation on the
mediwm that £an ceveal-infermationrsuchaas omline wick namesrandpasswerdsames and passwords.
Operatingrsystems-cangecend additional infotmatiom such as theatttachmentiohh as the attachment
periphenalsathe attachmenttofdASB Hash Storage devieeshorsathenexternal storageor other e.xtern
mediaz and the times thewcomputer waminuuser Gomputer filesystemgoanrecotd e systems can re
infenmationi about the:dates filesavere cfcatedsandethe sequencednavhich theyswereence in which tl
createde altheughhthisyin fermiatioprcandater be falsiedlater be falsified,

b.. As cxyplainedrhketcine infarmationtsioncdtwithinst computet ahd other computer and other
eleetronic storagetmedia mayepiovide enucial evidénceefithe 2 wheywhathshypf the ''who, what
whem, ,where, :and homd” ofdhe crirfiinah conduchander investigattomathikss enablingst igation, thus
thedUnited:States tmestablish and peavicicabh elehent ovalternativelyl ¢mexdluder alternatively,
thedniiocentfeom finther saspicibe.r Insmytraining and expeyiences infermationd experience, inf
storedewiithintarcomputerconstorage mediat{e.ga gegisteitdortralipn, registry information,
communicatiohsnimages and momies. transactionakinformatiom eccordstofisessionn, records of se

times and:durationsa internet, histotye and antixvisus spywanedamaihalwareus, spywarc. and mal

1O
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deteetioniprogramsy camindicate:who hasused oricontrelied the computeset rolled the computer
storageqguediad This ‘luser attributioni tevidenceiis analegoustodbe seareh forogous to the search
*indicia 0f occupancy’pwhile txecuting asearch warrant atcaresidenee:rfhe at a residence. The
existence or absenee of anti-virfis aspyivard, -and, malware detectionl programsaayetect ion programs
indicatewhcthertht computer saspemetelwaceesseddthud inculpatisgerl, thus inculpating or
exculpatingithe computemownerr Funther, compitercand storage media activityeange media activit
indicate hewrand when theccomputcrcomsterage mediawas aceessediorusedsforccessed or used,
example,las,deseribtdherdineconmputers hypicalhyccontain iformationithatdograin information t
computee usersaccounicsession timesiand duratéenss computes agtivity assogiateder activity assoc:
withlusersaaceounts; clectrenic storagermedia that cerngetedavithathe camputenmadted with the c«
theal Prad dresses hreugh whichothe womputerraccessed netwvorks and thedinternelorks and the inte:
Such infarmationdllows: investigalorsde tindenstand the chronelogical €ontext ofironological conte
computee or electronictstonage media-aceessiaise andevents, relating ltaithe erimet s relating to ti
undor investigat iohg Additionally dsone idormationatered sithima computet ored within a comg
electponio storage mediaymay providercrucipkevidence calatingto therphiysicat relating to the g
losation ofrothdr evidenee andithe suspeetn For examplepimages floredeonample, images .storec
computeemay botlshow a particalap locationand-havegeolosatiom in formvationeo location inforn
incorporatedtinte itsfile datas Suchefile=data typicallyrlse containstigformalion also contains in:
inditating whgn thesfilc oh émdgelwascoreated g Ehevendstenceaifsuch imagedilds, stence of such
aloog avithiexternaldevice tonnectior logsymay alsoindicatestherpresendesaf indicate the prese
adiitionad clettredie storageimedia tecg g digitdli camiera or. ¢ellulat phonawithanera or cellula:

incorposated carderapnm¥ he geographigandtimetine idormat ionadeseribedrhereimat ion described
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may eitheninculpata.omexculpate theccompiter user. Lastoinformatien-storedst, information sto:
within a cemputermayrproxviderelevadkinsight intothe computer usercs state ofomputer user's st.
mindiasit relates ol the offense under investigationn for examplerinformation For example, infc
within theccomputep mayrindicateithe ovener’ scmeotiveand intenbtoicommitia ¢riment to commit a ¢
(egg intetnet searchesdadicating ctiminalplanning); oncanscigusnassiofguilior consciousness of
(egqg rynning a1wjping"pregrant iocdestroye vidende on thg cemputenoe on the computer or
passwoed protecting/encrypting-suchtevidence i an efforttoconcealiit framolaw to conceal it fr
enforcement).t ) .

¢.. Apersonswith apptopriate-familiarity with hovwaa computer worksican,afteputer works can, afte
examiningrthistforensi€ evidencedndts poeper eontexti drawoconchisions abeutthowdraw conclusior
computerswereuseduthecpurpose ofitheis use,ovhe nsedrthesy andiwhensed them, and when.

d.. Thesprocess efidentifyingthe exact fidest blockss seglistiyléntrigs, loks,drotheregistry entries,
forms of foresic evidénceeonastorage mediunsthatargmecessaryito diawtamare necessary to di
accurate cenclusionlis a dynamic procossaMhiledtispossibleto speeifytinis possible to spec:
advance ¢he resordsdobessought, computgricyidence iscrot abways-data that canbealways data that
meredy fevieweddycaireviewatearnandpassed mlongdo investigatars. o Whether datac st igators. Whe
storedeoh @computemisievidente may dependcomatherimfermation storedon theformation stored
cemputerandshel application o f knowiledgeaboknhowt adgmpateobehdves: a computer behaves.
Therefofe, coptextuat information mécussury 1o understandsatheryevidence dlso fallsnd other evider
within thetscope of the warrank warrant.

e.. Further lire finding e¥idenideof howialeomputerfwhoused. thepprposeofiitsusesed, the purpose

who useskit] ahd whendsometimesdbisatcdessary 16 cstablishdhat agparticudarabingblish that a p:

12
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issnat preseptor astoragemedivm.géomexample, thepreseneeot absenge ofresenee or absence
counter=forgnsie programs oo anti=vints programsi(and agsosiatedndatapmaybesociated data) may
relevant to cstablishingtheiused sdntenle user's intent.
25.. Necessily of seitingroy copyingentine compultess obsionagermedia. dnsnesi€asesdia. In most case
a thoroughisearels of apremises pr vehiglefor informatian-that mighthersteredon stecagermiedia be stored on st
ofiererequiresitheseizure-ofthe physical storage media and latercoff-site revdeiw gonsistentavithr off-site review
theawarsantadn lienof removing sterage media fronuthe premises or sghicte; itdssametimesr vehicle, it is so
passiblotoemake ancimage copynafstorage media. Lioneradly speaking, imagiog isithe takiegiefimg, imaging is t
completerelectronictpictnte-ofdhe camputer’s data, includingeat 'hiddentsectorsanthdeleted fles. hidden sectors
Eitherscizure on imaging isofiem gedessaryite ensuredbeacopracy andscompletenessofidatay and completeness
resorded-en the storage mediayanddal prgvenhthetossokthe data-¢ither from accidentaborca either from accide:
tnterd ionabdestrugtion r Jhis isrtruerbecauscofithadoewingse of the following:
a.. Thetimemequiredufor ad examinationx oAs noted above,mob al evidenee dakesdhe a1l evidence tak
formmo bdocuments and; fitesdhdticandcereasily viewedcor site. 1 Anabyzingievidencete . Analyzing e
ofhowsa computgrhas beérausedewhatithas, been lused for, andswhehas useddt for. and who has
requiires censiderabledime,landdtaking thatomueh: iime ompremisescouldbe on premises could be
unreasonable 1As explained abovie.besbusedhe marsnt eallshfordarensict calls for forensic
electronisrevidence it iscexceedingly bkely ¢hulritwill be necessarydo thoroughly be necessary to
examinesterage mediantecabtaincevidencen Starage media carstorgea largd a2 can store a large
volume=ofin farnmationa Review ingthatinfornuition fonthingsdescribéd in theings described in -
warranheandake weeks o monthse depending onltheevelume afrdattstored] and of data stored,

wouldibe>impragtical and davasive toratemiptonssiteat tempt on-sitc.
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26..

b.. Technical requirementsr Cormmuers cambe cenfigurediniseverakdifferentways, several differe

featuring iavarietyvofidifferentaperatingsystems capphicationsofiyvaresiand application softwa:
configimations i dherefarecsearching themssometimesirequires doels omkrowledge res tools or kr
that mightonot bepresent pndhe search sitth cThe vastiarrayof computerdardwareay of computer h:
and software-available makesdt diffieultrto-know before a search avhat teelsor: toois or

knowledge avill belreguired:tpaanadyretbce system-andrilsdaty ondhe Bremisess data on the Premi:
However; taking thestorage media ofl-siteand revicweingdt mmraicantralleding it in a controlle

envitorunentrwilkallow its examination:with thecpropentools andsknomdedge.t ools and knowledge

.. Varety of fornts abelectrormic anedia. r Redardsisaught urdenthisswarranteouldber this warrant c

storecbin ai viariety of storgge-mediadormatsithatimay sequdreo ftaste revigwingguire off-site rev:
withispegialized forensictoalsisic tools.

Nature of exsemntination. Basedan the foregoing, and consistent withiRulensistent with Rule

41(e)(2)B), the, warrantlara applying forapeuld pegmilseizing: imaging ot othenwise €opyingging, or otherwise

storageqguediadhat reasonably=appeanto,contain somecorathofdbe cvidence described in thee evidence described

warnant,-andaweuld authosizersolaterarevienw of the media op information iconsistentrsithdbhe on consistent with the

warrantt Therlaterreview may requinestgchriquescéncluding but aet limited o computer-assistedlimited to comput

scans of tife entircanedium, that might expose mianypastsiof achand dyivede human inspeciondrive to human insj

otcee to determinerwhetbent dsenidenice describediby the warranlibed by the warrant.

217..

CONCLUSION

I submit thatithiscaffidavit supports;probablecanse ferrowaraat tescarchfthe 2 warrant to search

PRENHSES, the VEMICLE, andithe.PERSOddescribed o AltachmentnA«and scizedhe dtems the items

describediinAttachment:Bz .

14
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REQUESE EORNSIEALING

28..  li{s tespeespberefluediod Hadntleis € sdirt ivaue whaslecsemtingi ssukfuathevetdler sealing, until
offtheHeowbuttpapeisisubapded issipporteldhisapplispbet, iofludingsthepppliestonoand including the appl
seadt iy amant ahbelicy cbhdt isewking thas deamidirigs phdessay duwause the ilemsandary because the items a:
infdortiat iohe sozdskars eclesdt ran awbegaintestigathon onldbd K| bassedniyiledtdhedand the 1-'UT T
all potentia wrindnal ot federales aon ks died ab eyidenee itbtetodisdnlestgdlien dyematiat ed to its inves
disslosureaddhe conteatsadrthisrafBdavit and eelaled dogwnentsmnyrbivwtesigddwaneantds may have a signifi.
nemsvd epachpe die continhieg dorestigationgnd mus severalyijoopaadide ma vlfentiveness Pycopardi/e its ef
allawingrerin imithpardivs pa oppeduaity spPoxtlentoy crideides)orgd stactpnmallyeimde (stored electronic

ottikewrise s ehanghpaignpat behwyorogndbablakyic i inahdomletddritcscriminal confederates.

Regpett fudibmigeabmitted.

.

bustin C. Ga
SpeadlaA gagent
Feduialddaredn of davicstigflidnvestigation

Suthsaribed and swatn 4o before me
on hue 33 20b77;
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