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US T 58U
IN THE UNITED SEATES DISTRICDEOURT oL
FORTHE SOUTHERN DISTRICT:- OF GEORGIA — §
AUGUSTA DIVISION ’ dithes Pl 15
UNITED:STATES OE-AMERICA * IR ¢
' +  CRIMINALNO. | oot [ OF 8A.
v. * [:11Ce 3¢ '
* Willful Retention and-TransmissioBofn or
REALITY EFIGHWRNNER, *  NationakDefensenformation;d813.8,C18 v.5.C
* § 79@@) e)
Defendant. *
%

&
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THE GRANDJURY: CHARGES THAT:

At all timesematerial te thissIndictments ctment :

General Allegations

Themfeddgitt cndant |
1.. Defeadant nReality lieigh TWinnerFWENNERY) N&sR' )r%esmtmt of rAugustant of August
Gergirgia. fj

2..  Begjtining injoriabout-Febhmaryt 201§pandacoptimiag thmn‘gh inonabout Jung throiigh

2017; WINNERrwassemployédascaicontractor sith Pluribus Interiatipnal \iorporatiort assigned onal Corpo:

toa .1 Govemment dgency fapility in Georgia. tln connedtion it heremployment WINNER ner employ

heldda TOPSEGRET/SCE security cléarance] and- had caccess madamﬁ_e;k national 1defense i cd nationa

informatiom . | :

| Glassiﬁedﬂlnﬁanmaﬁm

3.  Pumsuantnto Execittive Orilor 12958 sighed oh Aprihdd, 4995,cas amendedibps, as amenc
Executive,Order1£3292; 0n March 25,2003; and Bxecutive Grder 13526 on/Decarmbsr 29p2009,09,

nationala 1 security r iinformatfonrmavasonclassifiedc lag s TR SECRET,” “SEGRET,” oror




Case 1:17-cr-00034-JRH-BKE Document 13 Filed 06/07/17 Page 2 of 6

|
i
|

*CONFIDEMYTATA?, Natiohal securityl infermation twasrifformation: owned by, preduseB%ion owned
produged-for} anflamder the control @€t Ynited States gavemuwens thgtowas elassified asfollowsiwas class:
a. Information avas.classified as TOR SECRET if thexunauthorized disglosueg i zed disclo:
oftthattinformiation reasanably could be exgstted tocalst exceptiopadlygraye damagedee exceptic
thie enationali security that-the joriginalclassifi¢atioro authpritys Wascables toi identify andh authorit
deseribe. . :
b.  Information m&d@siﬁ%@i&ﬁ@&féﬁifﬁ@nmﬁh&@%ﬁﬂi@édow@ﬂ@@%&e of

infidronatier reasonabdyconlddie expected tolcause seripusclamageto theznatienaksgeurlyis damage t

thatthe original-classificationl authority was dble tosidentify and/desggb@bl e to identify and d

e Informasion-was: sclassifieds asq G@NfdMEMiALiFiﬂl& runawthorized i zed
disclssure of thin méormatfod reaxonably cotlthbe Bxpertedio ageda thedatibnal e xpecte

security thay theloriginalrolassifidatiom autherity was gble-totidentify-and deseribe; was able to id

4 . ARE 6 Safonals@urilp) @forihaton Sadsifies @ @ylkval toyld b2 fahe® rMat 10
tegrivied throuple@mpatimeatatiohin Smsitpa@dmm@mdﬁtedjﬂfqrmatigiﬂs Oeatsgoriesi ve  Comp:
Onlyyindividials svith the apprdpriatecsecurity clearance @and a@ﬁ&dmySQqum&ﬁb@s eowld additiona:
hawve-authorized aceess so-such<classified viational §edufijt¥dnfﬁanaﬁﬂm1 s %cur ity information.

5..  Classified information,rincluding SCIwas marked aclcp;diujg to its elassificaion rding to 1i-
andd applicdble- SE1 eompaitmentsp following: standard] formats fors differeat- types efumediaror differe
g Heh@hd dAdJoottRsetating ﬁae:m@aesamﬁiicatﬁﬂ@etaaﬂs;@ copip@dpsion g the
information acdlocument contained and individunl classifieations markingsiforeach paregraphs markings fos

iI

6.. Inférmation iclassified at aryl devek could: pnlycbes lavdually §C®SBE§ byepersonsully acces:
determinednby! ahapproprate Umited -States) government -officialyto be eligihle for 8¢eess:i10 to be elic
classifiedfinformatidi rato: liadnsigned canhapproved men-disclosune ragreethent, whoireegivedae agreerne
security cleardnee; and ewhe rhadwa S‘needi te  Knowed the classified tinformatien.i £ Qéaﬁsiﬁ@d ormation.

informationiconld-only be stored incansapprevedifacility andoeontainerfacility and container.
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7. Fromminior %mtﬂmmb@é@éﬁﬂmmghm or about December 301 62 WINNER cember 201
wassaffiidted with ¢he United Stdtes AinForeel Duringvarinustirmes:dusing ﬂg&mﬁl@dMﬁm times duri
held® FOPSECREAY/SCI sequrityclearancec learance .

8. Fuoominion abant Fehruaty 2017 through id ot dbout fune 2017% WENNER vas. June 201
employedhas acontractonwith Phuribus/IntérnationaliCoerporation;rassigned att;:i a LS fGovemment assigned
Agencyyfacility in tGeotgia.Gdnrepnnectionl nwitho tier employment; hWNE&nﬂmldyméﬁﬁP, WINNER he
SECRET//SCI security clearancecarance . ‘

9. WINNER rreceivede drainingi megarding classified; infowm%timi docluding rthet ion, incl
definitions of lassified infornation, thetlevels of slassification; and SCIi as wellsasthe prapss, and SCT,
handling, marking, tratispegtation and storage of tlassifietfnateriaisa WENNER recaivettEsining ce i ved tra
omhérdutydo protect classifiedmaterialsfrom inanthorized distlosufe, whichincludedcomplying sclosure,

l
with thahdling] trangportation s pnd- sterage requirements.o IWB&NEque!meﬁmhumuﬂmmizedﬂER knew t!

removakof cldssified smaterialsiand-transporfation and sterage pHthose materialsdn ynanthogized f those ma
Ibaaticad riske i disclisnre iné dansﬂﬁsﬁ@bﬁbosemtax@ai&,dndﬁh&ﬁ% robld endapger thef those

natiohalsedurity ofithetlynited Stdtes dnd the-safety of tsscitizens.t erpm}cﬁéarym hadtizens. Ir

beem adviseds that nimauthorized idisclosure of TOP SECRET imfmxraﬁon%masomblyrmﬂé ibereasonably

expeciedtie causeoexceptiomlly graveadamagedd the natioaal eeodrim@@ﬁ;e UnitedrStatespandonal secu

that violatioh=ofirutes governingthey hardlingrof classified informationfconld: restlf im dritimabrmation co

| proseeution.on .

WINNER?s Removal and FEransmission of National Defense Information
100. BecaussWINNER heldalsdcurity clearanceyand was assignedas d centractor4d gned as -a C

U.S .GoverrmenteAgenty cthe yUnitddeStates tgoverfiment entousted- WINNERwith aceess W NNER with
3
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Sensitive gmenmmne@teﬁais, inﬂucﬁhgmfmmaﬁomlaung@ the ﬂ@tiaqaltdqfensec thabwashg to the 1
closelyhield by the goyernmgﬁ (Nationah Defense' nformation?’) wf@assﬁiﬁect docyments arch ") and cl:
matesialsals. - i

ih.] . Qiar atdif Ma3 &) @17 WINER prirftkg andzxﬁin?gp?ﬂ;; refdved\bMsbifild printe
intelligehck tepbeied, Which coitaingd Classifiad Nafipnal Bdfeisclhformipndpdwasdasdlonc 1 a s S 1 1

orrabantMay 52017 (thwsintelligence réporting?) frem an Intelligence Community Agency (theace Coirmu
*U.S5 GovermmentnAgencieand wihjavefully retainedfif. i The intelligehdel deporting desesibesi ng descrit
intelligence activities by aforeigngovernmentdirected atytavgetswithin thei UnitedsStates. targets within

12. WINNERdid.mothhave -a *ineed to know” the informatienoeontained rinithe, the
intelligericgraportingport ing. }

13. Approximuately-twbdaysafterbay 9am5rmyERumlly temsmitted thel awfully t
intelligence sepostingtoanonline news-outlet (thecNewsdautletD et ) .

1h.4 Jhdi@iigehck vdpotink tﬁam@@vecﬂﬁ@@qaﬁﬂﬁaﬂsﬂ@i vt hat W
standard-maikingsindicating thati contained highlytclassifiedinforiationiof the UnifedStatess i fied inf,
including TOPISECRETRaswel! as SE€Y, informationi on . |

15. WINNERKmew that:thetintelligeneel feportingecontained: dlassiftedrinformat

that related 4o the national .defensecrense.
16:. WINNER was never autherized so temove the intelligencereporting fromibeUSe reporting

Govemnment Ageney and retain and dransmitdt.t ransmit it.

17.. WWINNER knew thadt she whs not-authorizeditotiemove the intslligenceweparting “telligenc
fronmtheld.S; GovemmentnAgencyrandrretain and transmit it nd transmif it.
18. The NewsOutlette which WINNERtransmitted theintelligenceaeporting Wagaote reporting

entitled toreceive or possessit. possess it.
4
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12.. WINNER<knew thattthe News-Qutlet.was notventitles: to-receive or possess dke ve or posse
intelligenceaepertingoorting.

COUNT-ONE

18 U.S.C. § 793(e))
(Willful Reténtion hmdm’h'insmissmxdofm‘ﬁmmmnefmid#fouﬁaﬁ@a): ional Defense

20.. Paragraphsohd9 of this Indictment arein¢arporated b%refeten!p@ spdreallegediay refereric
ifset forthrfullyhereil 1y herein. |

2l.. Beginningrom emabont May:9, 20L7, and Z:Oﬁtmuingldnﬁio?m onabout axdateé 1 on or ab
unknoymrbubna later thantune 3,12017, imRighpadGonnty,in the ,Souﬂlemjﬂaissictmﬁ@mgia,i strict of
and elsewhene, the defendantendant,

REALITY LEIGH WINNER,

hanmgunautherized possessidn pf,) aceess $0, and cofifroloversdocument amwﬂainizng informatierer a docume
reddting torthe nationaldefense, wiltfull yiretained4he dotumeént m@faﬂedtmﬂn%@r ttitethgefficeent and fai
or employes; of theUnited States entittedatocreceive: ity andi willfully ctzamsm;ﬁﬂd theasamestold fully tran:
persamo moh entitkedt tot feeeive dt: rtacwity SVENNERoretained NIBNmmﬂige;a@%l teportingand ntelligenc:
transmitteddt to the NewsQutlet: 1t .

Alliinviolation of 18 1.8.€C. §793(e).Cc. s 793 (e) .

A TRUEBILL
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ctingUnifed StatessAttorney At torney
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Filed 06/07/17 Page 6 of 6

|
!
|
Brian R. Rafferty !V
Ghi@ffCrimina]L] ;.YiSiQﬂfi sion
Assistant iﬁﬁtﬂdi%t@tﬂssﬁﬁmﬂt torney
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o (;Z
UNITED STATES DISTRICT COURT R
SOUTHERN DISTRIGCT OB GEORGIA 7 ;r:;
AUGUSTA'DIVISION = s
TINTTEDISTATES OFr-AMERICA )
) ER =
V. ) I oS
: )  Willful Reténtioe wreintion and ]
- REATITY LEIGHWINNER, ) Transmission of National Defensec
) Information
Defendant ) 18 W.SsCc§ 793(e)3 (e)
)

PENALTY CERTIFICATION ;
?

The undetsignadhereby certifies the penaltyfor theoffense-astfollows: the ofiense as
CamtiOne@I18U.5:C.793¢k) S.C. 793 (e) b

Willful Retentiomand Transmission of National-Defense Jné'erMé%at ion
Imprisonment. formot more thanten10) yeans, (10) years,

A fine of up toc$250,0000910bath;or both; 4

Not more dhan threer(8) years supervisedsrelease; andl release; and

$100 speciali assessmentsment . i

Respectfully sybmitted,: t dd,

JAMES Do DERHAM |
AQTINGUNITED STATES ATTORNEY

s/ Jennifer G. Solari:

Jennifer G. Selarii _
Assistant United-States Attormey rney
Districtrof-Columbia Bax Nai 28716757



