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Case Number:  (REMANDED APPEAL) 

U.S. Department of Justice 
Drug Enforcement Administration 
FOI/Records Management Section 
8701 Morrissette Drive 
Springfield, Virginia 22152 

APR 1 4 2017 

Subject: INFORMATION ON THE WRITTEN DESCRIPTION(S) OF THE THREE TIER FOIA 
REVIEW PROCESS AND THE WRITTEN PRESENTATIONS FOR THE DEA IN-HOUSE 
TRAININGS ON A RANGE OF ISSUES CONCERNING FOIA' S PROCEDURAL 
REQUIREMENTS IN THE DOJ CHIEF FOIA OFFICER REPORT FOR 2016 

This is in further response to your correspondence dated November 9, 2016, forwarded to 
the Drug Enforcement Administration (DEA), Freedom ofinformation/Privacy Act Unit (SARF), 
by the Department of Justice (DOJ), Office of Information Policy (OIP), for further review and a 
direct reply to you. DEA received your correspondence on January 11, 2017. 

The reprocessing of your request identified forty-one ( 41.) pages that will be released to you. 
The documents are being forwarded to you with this letter. 

For your information, Congress excluded three discrete categories of law enforcement and 
national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c). This response 
is limited to those records that are subject to the requirements of the FOIA. This is a standard 
notification that is given to all our requesters and should not be taken as an indication that excluded 
records do, or do not, exist. 

You may contact our FOIA Public Liaison at 202-307-7596 for any further assistance and to 
discuss any aspect of your request. Additionally, you may contact the Office of Government 
Information Services (OGIS) at the National Archives and Records Administration to inquire about 
the FOIA mediation services they offer. The contact information for OGIS is as follows: Office of 
Government Information Services, National Archives and Records Administration, Room 25 1 0, 
8601 Adelphi Road, College Park, Maryland 20740-6001; e-mail at ogis@nara.gov; telephone at 
202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. 

If you are not satisfied with my response to this request, you may administratively appeal by 
writing to the Director, Office ofinformation Policy (OIP), United States Department of Justice, 
Suite 11050, 1425 New York Avenue, NW, Washington, DC 20530-0001 , or you may submit an 
appeal through OIP's FOIA online portal by creating an account on the following web site: 
https://foiaonline.regulations.gov/foia/action/public/home. Your appeal must be postmarked or 
electronically transmitted within 90 days ofthe date of my response to your request. If you submit 
your appeal by mail, both the letter and the envelope should be clearly marked "Freedom of 
Information Act Appeal." 
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Congress enacted the FOIA in July 4, 1966 

5 U.S. C. § 552 

~ Most recently amended 
1\.) 

FOIA Improvement Act of June 2016 

(Public Law No. 114- 185) 
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>Records created or obtained by an agency 

>Under agency control when request is 
"U • d 
~ rece1ve . 
~ 

*Under the FOIA, an agency is. not required to create records in response to a 
request. 
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~An agency has 20 working days to re·spond. 

~In ''unusual circumstances'' an agency may extend 
the time limit by giving written notice to the 
requester. 

~If the time period is extended beyond 10 working 
. days, an agency must provide the requester with the 
opportunity to narrow the sco·pe of request. 
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>FOIA provides for the charging of certain 
fees. 

! >Fees to be assessed differ depending on the 
category of the requester. 

>FOIA also provides for a waiver of fees if 
statutory criterion are met. 





P
age 8 



"1J 
Q) 
co 

,_> f 
~ \ 0.· :.'i.f11'·i 

~ S.earch and Review 
~ Clerical/Ad.ministration Personnel- $4.75 per quarter hour 

~Professional Personnel- $10.0~0 per quarter hour 

~ ~ Duplication 
~· Five cents p·er page released to the requester 

~· Actual cost for other media (CD, DVD) 
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Commercial Use Yes Yes 

Favored No No 

All Others Yes* No 

* All requesters, excep,t commercial use requesters, are 
entitled to up to two hours of search time and up to 100 
pages of responsive records at no cost 

Yes 

Yes* 

Yes* 
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·a Search? 
~ SARF will forward a tasking memorandum to the 

office(s) it believes may maintain records responsive to a 
request. 

cg ~ We request that the tasking be resp,onded to within 5 
--lr.. 

--lr.. business days. 

};> If you have questions, need more time to respond or feel 
that the request is not reasonably described, please 
contact tl1e SARF representative listed on the tasking 
memorandum. 
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ConduCting a~Seartk 

>An agency mu_st conduct a reasonable search, one 
''reasonably calculated to unco·ver all relevant 
documents.'' 

~ >An agency must make reasonable efforts to search 
for records in multiple formats, including any 
electronic formats. 
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>Exemption 1 
~ Protects properly classified infonnation. 

i >Exemption 2 
m ~ Protects records that are related solely to the internal personnel rules ~ 

w 
and practices of an agency .. 
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>Exemption 3 
~ Protects information that has been specifically exempted from 

disclosure by statute~ 

<0 
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~ >Exemption 4 
)- Cotnmercial or financial information obtained from a person privileged 

or confidential. 



>Exemption 5 
~ Protects inter-agency or intra-agency memorandums which would not 

be available by law to a party other than an agency i.n litigation with the 

-o agency. 
n> 
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>Exemption 6 
~ Protects information in personnel and medical files and similar fi les 

when disclosure would constitute a clearly unwarranted invasion of 
personal privacy. 
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~Protects six different types of law enforcement 
information 
~On-going proceedings 

~Personal Privacy 

~ Confid.ential sources 

}'>Techniques and procedures 

*Threshold: Records or information complied for law enforcement purposes. 
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>Exemption 8 
~ Protects tnatters contained in or related to examination, operating, or 

condition reports prepared by, on behalf of, or for the use of an agenc.y 
responsible for the regulation or supervision of financial institutions. 

~ >Exemption 9 
~ Protects geological information and data, including maps, concerning 

wells. 

*Exemptions 8 and 9 are not utiJized by DEA 
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• 202-307-8556 - Custo·mer Service Hotline 

• DEA.FOIA@usdoj.gov 

i • https://www.dea.gov/FOIA/FOIA.shtml 
<D 
-l. 

<.0 

Stay connected. Stay informed. 
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Guidebook for DEA Employees 

Ans'wers to Some Important Questions 

The Privacy Act (PA) and the Freedon1 of Inforn1ation Act 
(FOI) affect every govemtnent e1nployee in son1e way. They 
require Federal ernpJoyees to provide certain information and 
under penalty of law to withhold certain information. Although 
they are administered by the san1e elen1ent in n1ost federal 
agencies. they are separate laws \vith very different purposes. 

The Privacy Act irnposes individual liability on DEA 
employees. Crin1inal penalties are specified for ( 1) knowingly 
disclosing matetial to persons not entitled to it, (2) maintaining 
a system of records \vithout meeting the notice requirements. 
and (3) requesting a person's record under false pretenses. T he 
Statutory fine can be up to $ 5,000 (rnisdemcanors can be up to 
1 year in jail). If you maintain a system of records by which a 
person can be identitled by name and/or nun1ber and information 
on that person retrieved. it n1ust be described in the Federal 
Register or the Agency has violated the law. 

Civil remedies are available through federal courts by 
requesters on requests under the Freedorn of lnformation Act and 
the Privacy Act. 

What is the Privacv Act'! .. 

Congress in 1974 passed the Privacy Act to accon1plish 4 
goals: 

1. To restrict disclosure of personally identifiable records 
n1aintained by federal agencies. 

2. To give individuals increased access to their own 
records. 
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Freedom of Information and Privacy Laws 

3. To permit individuals to an1end inaccurate records 
n1aintained on themselves by agencies. 

4. To require a "fair infonnation practicesH code with 
which agencies tnust con1ply. 

If you work for a federal agency you wi11 certainly be affected 
by the Privacy Act. DEA has centralized administration of the PA 
in the Office of Adtninistration (SA). FOVRccords Managen1ent 
Section (SAR), Freedom. of Information/Privacy Act Unit 
(SARF). Any questions or inquiries about it should be directed to 
the Requester Service Center at 202-307-7596. 

\Vhat is the Freedom of Information Act? 

Originally passed in 1966 and last amended in June 2016. the 
FOlA also has four goals: 

l. o establish that disclosure of infornuttion by Federal 
agencies is the general rule, not the exception. 

2. To provide all individuals (not tnerely citizens) \Vith 
equal rights to access. 

3. To establish that the government has the burden of 
justifying the withholding of a record. 

4. To provide accc s to the courts for rcn1cdy of i1nproper 
denial of access to records. 

The FOTA requires that RECORDS in the POSSESSION of a 
Federal AGENCY be n1ade available for inspection and copying 
upon REQUEST from any PERSON. (These tenns are defined in 
the Act). 
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Guidebook for DEA Employees 

What Should an Employee Who Receives a Request Citing the 
FOI/PA Do? 

Whenever the requester specitica1ly identifies either the 
PTivacy or FOI Act. or both, please for\vard the original 
conespondence/inquiry to: 

Drug Enforcement Adtninistration 

FOI/Rccords Management Section 

Freedom of fnformation /Privacy Act Unit (SARF) 

\Ve t Bldg .. 6th Floor 

8701 J\.1orrisscttc Drive 

Springfield. Virginia 22152 

Again, SARF i the DEA centralized office for receipt and 
processing of all 01/PA requests. If it is a telephone inquiry. 
please provide the above address and tell the requester to write. 
specifically citing the FOIJPA and spelling out in detail the 
information requested. Or refer them to the Requester Service 
Center. Do 11ot confirnl or deny the exbuence of the record 
requested! 

Each Division and/or field office should have a FOIIPA 
Coordinator who wi]] be the liaison with SARF. However~ neither 
the FOIIPA Coordinator nor any other employee is authorized to 
provide information to requesters. ALL REQUESTS i~fllST BE' 
REFERRh'J_) T(J IJE.4/HQSISARJ:?. 

\\' hat is a · 01/PA Coot·dinator? 

He/she is a person designated by the SAC. RAC, or Office 
Head to be the point of contact (POC) for the Freedorn of 
Information/Privacy Act Unit (S,L\_Rf) personnel. The law 
requires that agencies search their records for inforn1ation asked 
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Freedom of Information and Privacy Laws 

for by requesters. For instance, records can be in the form of 
cotTespondence . en1aHs , data extracted fron1 database , hard 
drives, paper, retired files. etc. When records are n1aintained 
in the field, SARF personnel will directly contact Ol/PA 
Coordinators who wi11 be asked to either send the original or 
copies of the un-redacted records requested. When forwarding 
un -redacted records, it is requested that recomn1endations/ 
suggestions regarding the content of the records (i.e. status of 
case file(s), sensitivity of content of records. foreseeable harm to 
active/ongoing investigations. as 'Nell as documentation indicating 
whether a Federal plea agreement has been afforded to the subject 
of a crin1inal investigation, etc.) be subn1itted to SARF. The FOil 
PA law requires that these records be processed by Government 
Information Specialists in SARF, and if not exempted from 
disclosure provided to the requester. Legal penalties can result 
fron1 non-con1pliance. 

The duties of a FOT/PA Coordinator are: 

I. Be knowledgeable of his/her division in tern1s of 
who has responsibility for what area, investigations~ 
programs, etc. 

2. Respond to SARF 's telephonic/written etnails/ 
coinmunications and gather records responsive to the 
request. 

3. Be familiar \vith an investigative file. Be able to 
detern1ine \vho the case agent is, what is the status 
of the investigation, what are the different types of 
documents included in the investigative fiLe, etc. 

4. Becon1e acquainted with adtninistrative subpoenas, 
where they are tnaintained and where they are logged. 
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5. Serve as a focal point for inquiries about FOI/PA arising 
\vithin the division and contact SARF for guidance on 
these inquiries, \vhen necessary. 

6. Transmit any \vritten etnails/con1Inunications fron1 
requesters directly to SARF. No response o(anv kind 
is to be made. 

7. Consult vvith SARF whenever a ne\v ""svstem 
ofrecordsn is established in the Divisions/Field 
Operations to assure Federal Register notice is given. 

Ho·w Does DEA Administer the FOI/PA Laws'? 

The Freedom of Infonnation/ Privacy Act Unit (SARF), in the 
Office Administration, coordinates and responds to all FOI/PA 
requests for D,EA. However, be ad vi ed that both the field oft1ces 
and the DEA/HQS program offices have legal responsibilities. 

Antong tlte111. are: 

1. Assuring that the records contained in field filc(s) 
of crin1inal investigations are signed with written 
signatures or have the His/ " appearing in the signature 
block(s). 

2. Giving inu11ediate priority to SARF requests for help in 
locating or duplicating docun1ents or records. The law 
requires this! 

3. Being a\.vare that personnel perfonning FOIA duties 
will have con1plete access to any and all records in 
DEA files, databases, regardless of c lassification or 
origin. The law reauires thi.tt! 

Pa~27 



Freedom of Information and Privacy Laws 

4. Forv.larding requested records as requested lvithout 
adding notations, men1oranda ~ synopses, etc. (in the 
n1argins) which would also be subject to possible· 
release . Again, please provide un-re_dacted recortis 
along \Vith any reconunendations/suggestions, etc. to 
SARF for consideration when processing/applying 
FOI/PA exetnptions for \vithholding infcnmation from 
requesters . 

5. Responding clearly and specifically on status of 
cases and investigations. SARF relies on these 
recotnmendations to justi fy non-disclosures. 

6. Fof\vardjng all requests that include FOI/PA references 
to DEA/1-JQS/SARF. Please tlo not answer or 
ackltowletlffe! 

7. Referring requests about F()I / PA procedures to SA R F at 
DEA/ HQS/SARF. 

8. Not ackno'l\dedging the existence or non-existence of 
any requested data by ernail/phonc, correspondences/ 
letters or other n1cans; again refer the request to SARF 
at DEA/ HQS by Inai] or e lectronically. 

9. Supervisors and FOI/PA Coordinators should 
emphasize the need for careful searching for records 
and that affidavits and testirnony on employee actions 
n1ay be required if cases are appealed or the requester 
files a FOI1-\ law suit. 

10. Understanding that the lavvs apply only to existing 
records (at the tin'le that the FOI/PA search 
n1ernorandums are sent to the OI/PA Coordinators or 
DEAIHQS Program Offices); if no records exist, it need 
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NOT be created. (SARF personnel can explain this 
complex issue, on request.) 

11. Understanding that civil t«n<l critniualpenlllties. can 
be applied to both the agency and individuals for 
violations of FOI/PA statutes. 

As al\vays~ when in doubt about what to do. please contact the 
Freedom of Information/Privacy Act Unit (Si\RF). at DEA Head­
quarters at 202-307-7596. 

What is the Extent and Scope of FOI/PA in Government? 

The diagram and infographic on the accon1panying pages were 
developed by the Departn1ent of Justice's Office of I nforn1ation 
Policy, DEA's SARF Unit, as \vell as the Graphic i\rt Unit. They 
provide schen1atic overviews of how the FOI/PA affects federal 
agencies. and how the FOI/PA has generated a whole new field of 
law and litigation. 

Most federa] agencies do not receive the nurnber of requests 
that are re ponded to each year by DEA or other la\v enforcen1ent 
agencies. Public interest in activities of the Investigative agencies 
makes it necessary to coordinate and centralize responses for 
con .. 1stency and economy. 

\Vhat l)'pes of Requests are Received by DEA? 

DEA receives approximately J ,500 FOl/PA requests per year. 
Roughly 45o/o of those requests rece]ved are Privacy Act requests 
from individuals seeking access to their own persona] record 
for example, criminal elernent, rejected applicants, and current/ 
former en1ployees. The rernaining 55% consist of requesters such 
as media, researchers, educational institutions, comtnercial and 
tudents. 

Page 29 



Freedom of Information and Privacy Laws 

What is D EA's General Policy on the FOI/PA? 

DEA is required by la\v to provide certain information/ 
records· however it is , as an enforcement agency. exempt fro1n 
certain provisions of the laws. DEA~s policy (See Ad1nini. trative 
Manual, Section 0770, regarding adnzinistering specific FOIIPA 
policy) is to adhere carefully to the requirements of the law, and to 
provide maximun1 protection of those hnvs to DEA personnel, for 
their security and safety. he Privacy Act is designed to protect 
individuals from un\varranted invasions of their privacy. DEA 
exerts every effort to up port that objective. The Freedon1 of 
Infonnation Act provides the public with access to information to 
\Nhich they have a right. DEA's policy is in every way consistent 
with that objective. 

Requesting DEA Records 

DEA records can be requested through both the Freedon1 of 
Tnfonnation Act (FOIA) and the Privacy Act (PA). Please read this 
page carefully to ensure you are 1naki ng the correct request. 

Freedom of Information Act (FOIA) Request 

The Freedom of Inforn1ation Act allows any person -
except fugitives, federal agencies. and foreign inte11igence 
agencies - to requc t information about organizations, businesses, 
investigations, historical events, incidents. groups. or deceased 
persons. 

To submit a Freedon1 of Information Act request. use one of 
the following options: 

Option J: Submit your request using the Sa1nple FOIA Request 
Letter. The form includes instructions. 
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Note: you cannot use the cF()lA Form to subm it a Privacy 
Act Request about yourself or another Ji ving person . Please use 
the U.S. Oepartn1enl of Just ice Certification of Identity Forn1 
DOJ-361 . If you have any questions about this process before 
submitting your FOIA request , plea .. e e-mai1 DEA.FOIA@ usdoj. 
gov. 

Option 2: Mail, fax, or e-mail your submission to: 

Drug Enforcement Admtnistration 

Freedom of Information & Privacy Act Unit (SARF) 

8701 Morri sette Drive 

Springfield, Virginia 22152 I 080 

SARF Requester Service Center: 

(202) 307- 7596 

Fax: (202) 307- 8556 

E-mail: DEA.FOIA@u doj.gov 

Option 3: Submit your request using eFOIA Forn1. 

Letter and e-mail forn1at: 

Provide your complete name and mailing addres . Telephone , 
fax~ and e-maiJ addresses are optional. 

Provide any identifying data that will help us locate 
information-for example, the subject"s complete name, aliases, 
date and place of birth, socia] security number. former addresses. 
or localities. 

If you are interested in records pertaining to a particular 
incident, please describe it in de-tail. 

Another living person: 

If your request is for inforn1ation about another Jiving 
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person. that infornuttion is usua1ly not disclo ed unless you have 
obtained the person's written consent or unless public di closure 
is authorized by law. Requests for inforn1ation about another 
living person should be accotnpanied by evidence of the subject's 
consent. Please use U.S. Dcpartrnent of .I usticc Certification of 
Identity Forn1 DOJ-36l and co1nplete the ection identified as: 
Authorization to Release Information to Another Person. You 
n1ay subn1it an attachment listir1g addit'iona1 information that may 
aid in locating responsive record ... . Plea e place your name and 
contact inforn1ation on the attachm.ent. 

A deceased individual: 

If your request is for inforn1ation concerning a deceased 
individual . you n1ust provide proof of death. Acceptable forms of 
proof of death include: obituaries~ death certit1cates, recognized 
sources that can be docutnented. written 1nedia. Who's Who in 
Arnerica , an FBI file that indicates a person is deceased. date of 
birth i .._ 100 years or greater. or Social Security Death Index page. 

State how much you are \villing to pay for duplication fees if 
any are assessed. Refer to the U.S. Departrnent of Justi~c FOlA 
Reference Guide . 

Privacy Act Request 

The Privacy Act allows anyone to make a request for 
information on then1selves or another living person. regardless of 
citjzenship. 

If you are requesting inforn1ation about yourself, you tnust use 
one of the fo]]owing options: 
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Option 1: 

Use the U .S. Departn1ent of Justice Certification of Identity 
Fonn DOJ-361 . You n1ay submit an attach1nent listing additional 
information that n1ay aid in locating respon sive records. Please 
place your name and contact information on the attachment. 

Option 2: 

Following the instructions in U.S. Department of Justice 
Certification of Identity Forn1 DOJ-361, submit a letter to the 
DEA, sign your request (origina] . ignatures are required) . and 
have it notarized or ~ tate , "'Under pena1ty of perjury, I hereby 
declare that I am the person named above and I understand 
that any falsification of this statement is punishable under the 
provisions of Title 1 8 , United States Code (U.S .C.), Section 100 l 
by a fine of not more than $10,000 or by impri sonn1ent of not 
more than five years, or both; and that requesting or obtaining any 
record(s) under false pretenses is punishable under the provisions 
of Title 5 ~ U.S.C. , Section 552a(i)(3) as a misdemeanor and by a 
tine of not more than $5 ~000.'' If you have any questions about 
this process before subn1itting your FOIPA request, please e-mail 
DEA.FOIA@usdoj.gov. 

~tail, fax, or e·mail this letter to the following: 

Drug Enforcement Administration 
Freedom of Infotmation & Privac., Act Unit (SARF) 

870 l Morrissette Dri vc 

Springfield. Virginia 22152- I 080 

SARF Requester Service Center: 
(202) 307- 7596 
Fnx: (202)307- 8556 
E-mail : DEA .FOIA @ usdoj.gov 
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DEA FOIA REQUE T LETTER 

• Please provide a detailed descr'ption 
• If your r-equest is for infonnation concerning a deceased · dividual, you must provide a 

proof of death. Acceptable form.s of proof of d ath include obituaries, death 
certificates. recogni2ed sources that can be documented, date of birth is 100 years or 
greater, or Social Security Death Index .pctge. 

• lfyou WJsh to indude additional specmc information, attach another sheet of paper to 
thi.s tter 

• Optio s for sernf g your request. mail to the address listed below, tax to (202) 307-
8556, or e-mail to DEAFOLA@usdoi.gov 

Dat.e: -------

OEA 
FOl/Records Man ement Section 
ATTN: f01/PA Unit 
8701 Monisette Drive 
Springfield, Virginia 22152 

Dear FOIA Officer. -------

This is a request under the freedom of Information Act. 
1Date range ·Of request: -------
0 scrtption of request: ______________________ _ 

l am wiHing to pay up to S for the processtng of the request. Please inform me if the 
estimated fee II exceed this limit before processing my request. 
I am seeking information for personaf use and not for commercial use. 
Thank you for your consideration. 

Name: ----------------------Tttle (Optional): ___________ _ 

Business {if appfiti'Jble) ---------­
Street Address: ------------­
City/State/ZIP Code---------­
Country {if applicablet ----------­
Telephone (optional)----------­
E-mail (optional)---------------
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S«'ll 1001 md.OT 5 US C SecuoG S5h(l)(3}. 

Pabbc n~ bwdee for tin!> col!e<:.nrm of info~cm is est1ma~ ro ... w:a;e 0 5l> . oan pe respoese. mlag the ttme far r~ 
W!l"'lmmOIi. e.mbmg ~ daa s:Of.U'tti. -~and uwnuu:m& tbe lim 11~ ADd <.o ·~ ~the c.oott'Ktion o! 
im Sa~ fo ~ lhu '~mien ma ~ wbau ec! <>mce of Infollllli u ami~- A.tflin.. Office of ~ 
mel B~.eot.. P\lblic Use ltl!pom ProJect ( IHB-0016). W~ DC 20~03 

FullN~ofRequ~ '------------------------------------------------------------

Ctbzenship Status 2-----------Soc:tal Secunty Number 1 
____________ _ 

Date of Birth Place of Birth __ .._.. ............................................................ - - ................................................................................ --. 

OPTIONAL: Authorization to Rdtase Information toAno n Person 

r dKiut dB pma!ty of p«Jury 1.Did« «bt Wl of th:t UI!Rd SUtts of Ammc.a that cbr fore omg u uu iDd c:«na. cd cb.a1 J am d:le ~a 
named Atld I UDihntlnd dw ny sifiafi«< of chis~ is ptmiWble !IDI!erthl! p!t)risiOIISof lS U S.C S«tioi:!IOOl by a fi:ae of 
not man dian $10.000 or by lmJ:Ill mr of not BKn a.m fiw yun or bolh. lll\1 ~~oro~ aay ll!Cord(s) liD.Gu ~ 
pn;usesa.s ptmU:b.lblt arfbtpcv~'WIIm of 5 U .S-C. S5 .. i)(l}bra 6Ro:foet r:llCIR lS .OOO 

igaatan • ______________________ D.ate -------------

1 
Name ot~icN:d wbo •ti ·fbe MJ«f of die n!tcri{s) ~-

: IlJdl\'ldwd ~a I'l!qiR'St lmder the Pm11cy Act of 19?4 lii.1I.li ~ mhe:r •-a aDZ.E!Il of~ Umted Stms or m alllHI m.tily 
admiU@d f« pet::maDeDt r&idence. ~ panwmt 10 5 U .S . C . Sealo:l S52a(a~) .Requt!m \\ill be proces'iiil!'d a$ Freedom ot~ Act 
r!Q.t~em pumw~~ to S U S.C S«non 55 • . rni~Hrb:m Pm."'llcy Act n!QU!m. mr mdl'<'ldml\ \\-Do are 001 t:mted S s a:t.iz.to!uor a1Wls 
\a~· dmlnl!d fix' p...,...,..lll readetlce.. 

l Pnmdm:g J socW waai1y DJm1b« IS \'Olmltary YOU am iSbd CD Jm)t JQal soaal secunty 1D1JDber oaly 1'0 Do lime the 
id.ii!Dtificatiolloftkon:ls ~ ID you. WrtboW your soaal 'W'UI:ity l!U:I31beT, tbe Derpal'tiDII!IU ~be lil!illlble IUlY or all~ 
~ lD )'"011. 

• Sipah.ft! of iD41'\idiW 'Wtlo Is tbe subject of: the rKol':l1 so~ 
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What Type of Requests are 
Recieved by DEA? 

Media, ~ 
Researchers, 
Students 
Commerical 

Privacy • FOIA 
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Criminal 
Element, 
Rejected 
Applicant, 
Current/Former 

'-->'311> Employees 



U.S. Department of Justice 
Office of Information Policy 

The Freedom of Information Act (FOIA) 

A Maior Intersection of Conflict 
on the Federal Legal Roadmap 

Access Roads l Protected Roads I 

----------------------~ -· 
Organizations Seeking 
Consumer, Environmental 
or Civil Rights Information 

NOTE: 
This diagram in not intended 
to depict accur a ety the legal 

requirements of FOIA ($USC 552). 
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Guidebook for DEA Employees 

EXPLANATION OF FOIA EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)( 1) (A) specifically authorized under criteria established by an 
Executive order to be kept secret in the intere ~t of national defense or 
foreign policy and (B) are in fact properly classified pur uant to uch 
Executive ordec 
(b)(2) related ~ o l ely to the internaJ personnel ru les and practices of an 
agency~ 

(b)(3) specifically exempted from disclosure by statute (other than 
section 552b of thi title) . if that statute-
(A)(i) requires that the matters be withheld fron1 the public in such 
a manner as to leave no discretion o n the issue; or (li) establishes 
particular criteria for withholding or refers to particular types of n1.atters 
to be withhe ld; and (B) if enacted after the date of e nactment of the 
OPEN FOIA Act of 2009, specifically cites to this paragraph. 
(b)( 4) trade secret · and con1n1ercial or financial information obtained 
from a person and priv ileged or confident ial: 
(b)(5) inter-agency or intra-agency memorandums or letters which 
would not be available by law to a party oth r than an agency in 
I iti (J'ation with the agency~ 

b ~- -

(b)(6) personnel and medical files and similar files the disclosure of 
which would constitute a clearly unwarranted invasion of personal 
pnvacy: 
(b)(7) records or information compiled for law enforcement purposes. 
but only to the extent that the prod uction of such law enforcement 
records or information (A) could reasonably be expected to interfere 
with enforcement proceedings. (B) would deprive a person of a right 
to a fair tria] or an impart ial adjudication, (C) could reasonably be 
expected to constitute an unwarranted invasion of persona l privacy. (D) 
could reasonably be expected to disclose the identi ty of a confidential 
source. including a S tate . local. or foreign agency or authority or any 
private 1nst1tution which furnished information on a confidential basis, 
and, in theca e of a record or information compiled by criminal law 
e nforcetnent authority in the cou rse of a criminal investigation or by an 
agency conducting a lawful national security intelligence invc t igation. 
information furnished by a conHdentiaJ sourct:., 
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Freedom of Information and Privacy Laws 

(E) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would d .isclose g uide lines for luw 
enforcement investigations or prosecutions if such disclosure couLd 
reasonably be expected to risk circumvention of the law, or (F) could 
reasonably be expected to endanger the life or physical safety of any 
individuat 
(b)(8) contained in or related to examination; operating. or condition 
reports prepared by. on behalf of. or for the use of an agency responsible 
for the regulation or su pervision of financial institutions; or 
(b)(9) geological and geophysical information and data , including maps, 
concerning wells. 

EXPLANATION OF PA EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, 

SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action 
proceeding; 
(j)(2) material reporting invest igative efforts pertaining to the 
cnforcen1ent of criminal law including efforts to prevent, control. or 
reduce crime or apprehend criminals; 
(k)( I) information which js currently and properly classified pursuant 
to an Executive order in the intere ·t of the national defense or foreign 
policy. for example, information involving inteUigence sources or 
methods~ 

(k)(2) investigatory rr1aterial compiled for law enforcement purposes, 
other than criminal, which did not result in loss of a right, benefit or 
privilege under Federal programs. or which would identify a source who 
furnished information pursuant to a promise that his/her identity would 
be held in confidence~ 
(k)(3) n1atcrial maintained in connectjon with providing protective 
services to the President of the United States or any other indi.vidual 
pursuant to the a uthority of Title 18, Un ited States Code. Section 3056; 
(k)( 4) required by statute to be maintained and used solely as statistical 
records: 
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(k)(5) investigatory 1naterial compiled . oldy for the purpose of 
determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure 
of which would re eal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in 
confidence; 
(k)(6) testing or examimltion 111atcrial used to determine individual 
qualifications for appointment or promotion in Federal Government 
crvice the release of which would compromi c the testing or 

exan1ination process~ 
(k)(7) material used to detennine potential for promotion in the armed 
services. the discJosurc of which would reveal the identity of the person 
who furnished the material pursuant to a promise thal his/her identity 
w·ould be held in confidence. 
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