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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

August 30, 2018

MR. JOHN GREENEWALD JR.
SUITE 1203

27305 WEST LIVE OAK ROAD
CASTAIC, CA 91384

FOIPA Request No.: 1298176-000
Subject: Cryptome.org

Dear Mr. Greenewald:

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States
Code, Section 552. Deletions have been made to protect information which is exempt from disclosure, with the
appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are
marked below and explained on the enclosed Explanation of Exemptions:

Section 552 Section 552a
v (b)(2) [ @A [ (Ao
() L (b)(7)(B) L)@
v (b)@3) v (b)(7)(C) (SN
42 USC 2011 v (b)(7)(D) W@
42 USC 2168(a)(1)(C)--FRD v (b)(7)(E) (V)
50 USC 3024(i)(1) [ OT)F) [ (0@
[ ()@ [ (b)) ™ (K)(5)
G [ ()9 [ (k)(6)
v (b)(6) LK)

119 preprocessed pages are enclosed. To expedite requests, preprocessed packages are released the
same way they were originally processed. Documents or information originating with other Government agencies
that were originally referred to that agency were not referred as part of this release. This material is being provided
to you at no charge.

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the
existence of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is
limited to those records that are subject to the requirements of the FOIA. This is a standard notification that is given
to all our requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for
your information is a copy of the Explanation of Exemptions.



For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request. Your patience is appreciated.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP's FOIAonline portal by creating an account on the following web
site: https://foiaonline.requlations.gov/foia/action/public/home. Your appeal must be postmarked or electronically
transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you submit your
appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act Appeal.”
Please cite the FOIPA Request Number assigned to your request so that it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information Services
(OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI's FOIA Public
Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute resolution correspondence by email, the
subject heading should clearly state “Dispute Resolution Services.” Please also cite the FOIPA Request Number
assigned to your request so that it may be easily identified.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures


http://www.fbi.gov/foia
https://foiaonline.regulations.gov/foia/action/public/home
mailto:ogis@nara.gov
mailto:foipaquestions@ic.fbi.gov

(b)(1)

(b)(2)

(b)(3)

(b)(4)

(b)(5)

(b)(6)
(b)(7)

(b)(8)

(b)(9)

(DG)

@)

(k)(1)

K)(2)

K)(3)

(K)(4)

(K)(5)

(K)(6)

(K)(7)

EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who
furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/21/2004

To: New York Attn: SA| _ ] pT-1
Cyber Attn: Internatl. Inv. Support Unit
International Operations Attn: SSAi | 10-1

From: | |
Contact: | |

Approved By: | h_p&\)]
Drafted By:

Case ID #: | |/l—

Title: Cryptome.org

Synopsis: To request LHMs containing background information on
the internet site www.cryptome.orq and its registrant suitable
~ for passage to the |

Details: For the information of FBIHQ and New Yoxrk Office, the
| is investigating the
publication of information which is likely to be of use to
terrorists, contrary to |

The internet site www.cryptome.oxg has published
personal details (home address and photograph) of formerxr
| \  According to

the website alleges that]| | 1s a |
| [and was involved in| |texrorism. The |
has a well-founded fear that he may be the subject of a revenge
terrorist muxder attack.

| The | | notes that sal | may have
|

\
: I | has requested any
background information / intelligence on| |

[::::]cryptome.org.

Accoxdingly, New York Office and FBIHO Cvber Division
are requested to note the above concerns of and provide
with LHMs suitable for dissemination to| .
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To: New York Fr(.
Re: [ ] 10/21/2004

LEAD(s) :

Set Lead 1: (Action)

NEW_YORK
AT NEW YORK

Provide Legat |with an LHM suitable for

dissemination to| |Are already existing background

information / intélligence on
cryptome.oxg.

Set Lead 2: (Action)
CYBER
AT WA§H:§§ION, D.C.

PrOVide'Legat| |with an LHM suitable for

dissemination to|

[ xre background information /

intelligence on

|cxyptome.oxg.

Set Lead 3: (Info)

RNA AL O TION

AT WASHINGTON, D.C.

Read and clear.

*
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to

Ko 26 Federal Plaza bTE
New York, New York

@ Novembex 8, 2004

CRYPTOME.ORG
INFORMATION CONCERNING

In early 2003, Federal Bureau of Investigation (FBI)
Special Agents assigned to the FBI's New York Office intexviewed

b6
b7C

WWW . onme , (CRYPTOME.ORG) .

The website contains information and satellite photos
of ANDREWS AJR FORCE BASE, detailed plans of AIR FORCE ONE, and
various other information that could potentially be used to
commit terxrrorist acts. Although the information on the website is
information which is available to the public, an interview was
conducted to determine any potential links to terrorxist groups or
activities.

was interxrviewed at his residence, after numerous

attempts to contact him. |
bé
— b7e
I
During the intexview, | |advised that he was going
1 b6
b7C

[;::::]was asked to contact the FBI in the event that he
had any information pertaining to terrorism oxr threats to
-éﬁh b7E

national security. |
This document contains neither recommendations nor conclusions of the FBI. It is the property of the
FBI and is loaned to your agency; it and its contents are not to be distxibuted outside your agency.
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Embassy of the United States of America
Office of the Legal Attache

b7D
b7E
’ 8 November 2004 ' '
z
b6
b7C
b7D
‘ Dear
1 ' This is in response to the 5 October 2004 letter to the Office of the Legal Attache from B
i | b7C
i &
‘Enclose please find a memorandum from the FBI's New York Office which details an e
interview of] by FBI Special Agents. b7C
The FBI trusts this is responsive to your request, as the FBI always looks forward to
assisting b7D
Sincerely,
Q&Q bé
\3' b7C
Q\ For: | B
Legal Attache ”
b6
p7C
S: \ of-n-08| |t # ayd




b7E

b6
b7C




CBATE: G5.9sisgis A
 CLASSIFIED BY COo

BERSCN: 1.4 DT _’ .
BECLASSIFL ON: 05-23-2037 .

ALI INFORMATION CONTAINED

HEREIN IS5 UNCLASSIFIED EXCERT

WHERE SHOWM OTHERWISE

/
Lo

Embassy of the United States of America

Office of the Legal Attaché

9 April 2005

www.crvptome.org

| The following information is prox}'i'&;c"&'to the

~-|for

intelligence purposes only, and may not be disseminated outside your agency nor used in any

legal proceedings.

The intemet site www.cryptome.org has been the subject of much interest. For example,
enclosed is a copy of an 8 November 2004 memorandum prepared by the FBI's New York Office

| Additionally, when

which was provided upon request tol
interviewed by the FBI

\5(/ rrrrrrrrrrrrrrrrrrrrrrrrrrrr Ag g~y lis aware, the name|

., This letter contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and i loaned

;51( ,,,,,,, ,,;ﬁ?ﬁ_j;;;fto~th< rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr for mtclhgencc purposes. It and its contents are niot to be distributed outside your agency.
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[ ‘ _ | Itisnoted that this arrest information is based
only on name and date of birth; therefore absent a fingerprint comparison this information
cannot be considered conclusive.

« The Office of the Legal Attaché shares your concem for the safety of your personnel and
j&):: """" hopes this information is of use to th

Sincerely,

For:

Legal Attaché
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FBI

.From:, IW_A_TGTTJ
Sent: Thursday, Apnil 07, 2005 10:01 AM

To: HQ Divi3 SIOC
Subject: | |

04/07/2005

TO: SIO0C

T | m o —

Please run NCIC and CCH Triple I checks on |

SSAN

Fzail and/or fax | |results, Thank you
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE
To: Counterintelligence

Albuguergque

From: Albuguerau

Contact: SA B

approved by: NN o
srecees vy -V

Case ID #: (U) 64A-AQ~-CS8330 (Pandingﬁ’q
(U) 66F-AQ-C57241 {Pending),ﬁk}

Title: (U} THREAT ASSESSMENT CONTROL FILE

() SANDIA NATIONAL LARORATORIES; .
AGENTS IN LABS INITIATIVE

ED DIETA .
o Administrative and Criminal .
tricted Data in Forelgn
Lo Energy £ 954. : '
gy Act, 185 bbﬁ}f?d

Unauthorized disclosu
Sanctions.
Disseminatier

fer
REOS!
) 2+{1-15
(5‘
494
pq.'g_,'a'i";
{15) Derived Fipm :ggg;ngle Source Document
See ClassifNgdtion Authority Reference
Section.

Declagsifv/fOon 11/04/2029

LTE PER
F&rxT




SECR;(E?RB%f?ﬂ??ﬁtﬁ%ffﬁR

To: Counterintelligence From: Albuguergue
Re: (U} 64A-AQ-C58330, 11/04/2004

: b6
(jf) Enclosure(s): (S¥RRD) Report authored by q 05 o P For
8NL, dated 09/27/2004¢ titled "Review of Cryptome Eyebadl.

Seriesg."
(U} One three page document titled "Cryptome Eyeball
$ii

Serieg.®

.23
PR PO

(91

GlFeD) |

A

ERDOO
Fip15

{U} Baszed upon the above referenced meeting, SNL T
B cid not open an investigation. As neither SNL or bb Per Dog
eemed an investigation to be appropriate, ¥FBI AQ did not

K s 2 R . ; b7E Per FBI
inltiate an investigation inteo this matter.

{11} The listed contact

bl FER FBT
47¢

SEQRET/ FRD7 72029 TTOSF /M -

2
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To: Counterintelligence From: Albuguerque
Res (U} 64A~AQ-C58330, 11/04/2004

LEAD (g) :
Set Lead 1: (biscretionary)
COUNTERINTELL TGENCE

AT WASHINGTON, DC

{U) Information provided for whatever use CD-3D
deems appropriate.

(U) FORMERLY REETRICTED DATA
Unauthorized disclosure Subjégy” to Administrative and Criminal
Sanctions. Handle a tricted Data in Foreign
Dissemination, Section 144.bNAtomic Energy Act, 1954.

I

sgkg?wfﬁaa++aaasxla4¢%ﬁﬁ
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RS o w -} .
SI%ETW September 27, 2004 & e

Septembm 2’.’( ~GU4
Review of Cryptome Eyeball Series (U)

Summary B!
(a» : b vo.23Y

3 pen
b DoE

] B’ Most of the discussion includes open source
material and other discussion is speculation based on what is visible from the
acrial photos. Any specific information was provided by Sandia publications.

&
It Per Dol
b3 Pa
Dog,
Dob
?&g D4 ;o 15 L o
Background
A review was conducted of the information distributed through the web site titled
Cryptome Eyeball Series. This website includes a menu of 252 facilities that can be used
1o access maps, aerial photos, and detailed information for each facility. The list of
facilities includes national critical infrastructure sites such as specific dams, airports, gas
facilities, power transmission, as well as embassies, military support facilities, weapon
depots, nuclear facilities, Inte! complexes, military bases, homes and travel routes of
specific US political figures, Homeland Security buildings, and some British sites
(military and Intel). The general format for each site report includes a request for reader
input of information, site descriptions and history, referral to other available web sites on
. the topic, maps, and aerial photographs with USGS coordinates for each photograph.
This is an exact copy: 9/28/04:00030:dm
. & ' L& PER
FORMERLYRESTRICTED DATA Classified b Do€
Unauthorized disclosureShggject to Administrative and il o y .
Crivainal Sanctivns: testricted Data io Forgign S o . {o:;i,{}
Dissemination, i mic Encrgy Act, 1934 i N\ Py ved '
Logs

}\L ;Bi 10El‘f ey ::- AR TR
S TARDL. BB S SEUAS
: : maﬂjﬁ'w 57N



S%ET FRD September 27, 2004

Two sites were of mterest {0 the Sandia National Laboratories Office of

Counterintelligence: |
— PR

P
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September 27, 2004

~1ohe

pL e
LOE
L (U) hito:/feveball-seriesore/ TEE. DS
‘ q-Z% M
4. (U) Sandia 1o put Nuclear Reactor Underground, bé;??‘
http://nucnews.ney/nucnews/2000nn/00 1 0nn/0010 1 Snn. him# 14
Burroughs, Chris, Newly Upgraded ACRR is up and Running in Area V, February
7, 2003, http://www . sandia. pov/LabNews/I.NG2-07-03/1abnews02-07-03.pdf
{U) Maps: mapguest.com
L) Aerial photos: Terraserver-USA and USGS Scamless
b3 Per
DOE
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: 02/08/2008

To: Cyber Attn:

From: Al Sapgeyts

Approved By:

Drafted By:

(W Case ID #: \SE@{ET — (Pending) -

(W Title: (SE%ET)

(ﬂ‘ Synopsis: {SE&@ET) Cutline investigative strategy for
' Cryptome investigation.

(U\) "Qm%ET‘ Darlve%om : G-3

Declas On: X1 £
Details: CASE CONCEPT: - c? g:?: 2

4013
bi PEL_
| Dog, FAT
2
b gt
Li Ffer
Dot
l
fuee™
Date: bl
Classified by: Sy
Reason: 1.4 ¢
Declussify On: £
:E‘L 1‘!0‘"‘“ 'T’c( ﬂk!"‘»\'\?« C{‘}, ] ‘ ‘ ‘ . b7E
" RO LS T — — I "f Pee
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sg}s{mw/mmfmgm
To: Cybgr Fromg Albuguergue
C') SE% u 027/08/2005 bTE PER FRT

7

GOALS:

(p)(sﬁﬁﬁET) Iinstant mattey is a priority Cyber
investigation in support of the International Terrorism
program. The overall goal of this investigation is to identify
any potential threats s | |by terrorists groups. In b7E Per FBI
the event a potential threat is identified, Albuquerque
Division in association with its investigative partners in this
investigation plan to reduce the potential threat (g) . In
furtherance of same, the Albuquerq i@ Division plans to seek "h
following information concerning Cryptome:

INVESTIGATIVE STRATEGY:

() ¢
g A 1t is nstedrtnat_v
OO/ SNL U1Ses a proprletary software tool to & v
; Pweb applications that are ugsed Lo view the Sandla

Jgaboratar* website as distinguished from
P web surf applications.

(ﬁD(SﬁééET) The Albuguergue Division surmises that
foreign terrorist organizations and/or thelr supborters will
(ﬁJ Juore likeli DRan ho

e e Moreover, the Albuguergue Division believes
this type gl parrow scope investigation of on-line activity

Inarher words, the Albuguergy

1 s%mymem [+#o-



AT I

%Ewmeﬁam/%
Q‘O To: Cyber From: Albugquerque
Re: {SE&ET} N b 02/08/2008

L ﬁ; Per FOT
¢ : y .
L ) , ) , b€
Gh(SEkRETE 2. Initial investigabion.by
Albugquergue Division determined thatl
“C‘yrptome website. Albuguerque will further Pgﬁr
identify and conduct further investigation into _ p7c F
It is unknown if enjoys affiliation, if any, with ‘
organizations antithetical to American security interests o
support of terrorist groups.
) e e bl
(o) W g st g The Albugpergue Division saeek b3 Pl
i e | _ - b8 rer
data Online as well as backKground informatlion O J LIE
LAl buguergus envisions using &7
> ; Albuquerque also envisions workina: P1E
v with the New York Office which wmay have asget coverage
‘ it being noted that Albuguerqgue's
rev of ACS revealed no entries for Cryptome as a bubjeﬁt of
FRI investigation.
Sl S BN B T (R vt nyh e, with the aggist bl
(5) o | ffe.::,wg
‘ b3 peLFh
Pl PRALFBI
B _ B s ST T e ast.:.y,
/BNL have pledged operational and analytical assets undex
g control to asgist the Albuguerque Division. 9«3?5${
UA\ {sm@i‘ém) Albuguergue CDC has reviewed t

he
informavion contained within this EC and stated that

there are
no cutstanding legal issues.

| sg){ém;mm /e
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FEDERAL BUREAU OF INVESTIGATION

From: Albuguergue
Y .. c— bt b

reprovea oy ) wre

(V:) Case ID #: (X) {Pendingig\(,ﬁ L7 Pl FRT

_ RQ-C57441 +
(N Title: X  crypTOME

2
SANDI& NATIONAL LABCORATORIES
AGENTES IN THE LAR INITIATIVE

Synopsis* {1} c t)*‘o w:ie new information received from
andia National Laboratories (8NL) resgarding captioned wmatt

@?) {)5:‘: Derive rom : FBI 8SCG #3, 10/01/1987
Declassily On: MR
Enclosure(s) : (U} Website printoutr datad 10/03/2005. ch
, i . 'F¥§§§'F%
Ll Perv
L Dop,boE

‘X"-?"g by
TAINED

RUTRLAS
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Albugusrgus "
o s b1E Per FBI

10/08/2008
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. {Rey, 01-31-2003) ch S

SE}@T/ [
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE " Date: 01/17/2006

To: Albuguergue

Froms: Albuguergue
d— = (Y |
b o
_w bac R FET
, b1E
) case  #: ;m — (pending) B3, 7€ Pe FBT

() Title: &) crypTOME 7
Synopsis: (U) To refer updated information regarding Lrg
captioned matter.

» Derived Frif : FBI SCG #3, 10/01/1987
Declassify : 01/17/2031

Enclosure(s) Internet printouts dated 01/05/2006.

(m

bl
w1C
fer FBI
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To: Albuguergue. . From: Albuguerqgue )
(‘& Re: x? N 01,«’13/2035 b7€ PER FBT
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/31/2006
To: Albuguerqgue

Frcm: Alb

Contac bl
Lo PEe FBT
approved By: w/ ! b1
Drafted By: | &305;95,

g (:5 L1E PER Far

(_U) Case ID #: (’K/'N'F) {Pending} -~

(X Title: {}(/e&%} CRYPTOME

| W X EEEEXZ‘QK’&; 05/31/2031 ‘ ﬂ
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pen, FOT
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/27/2006
To: Albuquergue

Frém: Albugu

bL

Approved By:™) {575

prafted By: @ R :
(W case 0 #: (x¢xr) [N (Pending) W7E rer Fex
(W Title: {K/®) CRYPTOME

(“, Synopsig: (A To record meeting with Manager of Security
! Systems and Analysis at Sandia National Laboratorieg (SNL).

3
772742031

Declaggi
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Classified Yo s rel
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FEDERAL BUREAU OF INVESTIGATION

[

Precedence: ROUTINE Date: 07/27/2006

Tos: Albuguergue

;From:
. T ﬁf‘; L
Approved By: i ,

PP o bTE

Drafted By: ‘
M case 0 #: (K/a) —.—"“ (Pending) b€ Per FOT
() Title: (KM CRYPTOME

@ Synopsis: (M—NF'} To record meebing with Sandia National
- _Laboratories (SNL) project manager | |

b7E Per FBI

@’) (e Derived Efom : G-3
) ‘ Declass on: Q07/27/20086
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5|Fep)

Date q'ai,,;
Classified by: (3%
Reason: 1.4 (&g
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Message M

. Page 1 of 1

[(AQ) (FBI)
b6
To: [ liaQ)FBY) e e
Subject: Sandia Case Meeting Tomorrow.

Importance: High

[ ]

b6 per FBI, DOE
b7C per FBI

Please plan to join SA|

|Sandia National Lab and

myself for a quick breakfast meefing at 7:30 am fomorrow af Weck's Restaurant Tocated on Louisisan Bivd, just
South of Montgomery Bivd. We'll discuss a new, innovative case - a joint op with Sandia.

_In preparation for this meeting. you may wish fo viewl

bl per FBIL
b3

Thanks and all the best,

RAM

e |:|

Beasiid: 1 4 {0
HECLBSSTIE LW 12-21 00506
H&TE. D320 20186

ALL IHEsmTlnn COINa TR
BERRIN 10 UH GRS TRIED B Pl
WHERE BHOWH CIHERW OF

@EI<

11/9/2004

b6 Per FBI
b7cC

b7E per FBI

-2




Message

e

| |(AQ) (FBI)

Page 1 of 1

To: [ [AQ) (FBI)

ce: | [SG:D

b6 per FBI, DOE

lAQ) (FBI)

Subject: Cyber Squad Meeting With SNL-OCI|

b7C per FBI

[ 1

FY1, sA | sA
{8} concerning the Cryptome matter.

that focused on our respective investigative goals and obje
met with

pased to SNL. We are planning to have both SAs meet with

intelligence requirements. Afterwards, SA|

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

{S

of this new| matter. Lastly, [ plan to have SA

ol [T'am pleased to provide you and/or the SAC with a complete briefing of our investigative goals and

|and myself met with SNL-OCI |
nd | had previously met on this issue. Today's was an excellent meeting

g

" his morning

ctives mvestlgatlve strategy as well as pending
in order to facilitate her clearances to be
[ Bnalysts sometime next week in furtherance

enroll in

strategy at your convenience. Afterwards, | will brief|

All the best,

RAM

FHI 1ha0
Classiaden B NSl [:::::::::]
HEASI: 1 4 ()

DECLAEsTIEY (W 12-21-2003

HaTE. 03202016

11/10/2004

bkl per FBI, DOE
b3 per FBI

b6 per FBI, DOE
b7C per FBI

b7E per FBI

b6 Per FBI
b7¢C

b7E per FBI

—3




LHM, W Fcﬁ .

M

U.S. Depai’tment of Justice

Federal Bureau of Investigation

(U) NOTICE OF INITIATION OF

Washington, D. C. 20535-0001

December 2, 2004

File Number: |

Non-USPER

b7E per FBI

M} &) subject(s) Name: Unknown

- e y bl per FBI
9K o3
(v) | by Field Office AQ b7E
18]
frzs b

Clasala 12l BY Hollo :
BrasCl 1 4 i

DECLASEIFY U0 12812029
IATE O53-05h- 16

b7E per FBI
b6

b7C

S~




i

g

Unknown Subject (s)

bl per FBI
b3
b7E

bl per DOE

bl per FBI
3
b7E




Cr#F€C,NFd

(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

¢

Precedence: ROUTINE

Date: 12/02/2004

To: Cyber Attn: |
From: Albuguerque |
Contact: SA| bé per FBI
R b7C
Approved By:\& b7E
Drafted By: d
U case 1D #: E&? | | (Pend.ing)Vi>
- Titlesr— ) CRYPTOME ; BIE per FEL
Synopsis: (% Request to open| in

éU?WiAlbuquerque.

Deriv om :
e

Declasg€i

(U)

matter.

7y Bmclosure(s): P8{ LHM dated 12/02/2004 regarding captioned

b7E per FBI

bl per DOE

*

Rl JHICRRATIO UL
HECLAESITIRDL By HollLO
BN 05-0F-20146

bé

b7C
—

- 5




1/11/2005

Message M . Page 1 of 1
| [(AQ) (FBI)
To: |(aQ) (FBI) pe P PR
Cc: (AQ) (FBI)| | AQ) (FBI){ (AQ)(FBI) b6
1H] Subject: Today's Meeting— b7c
B
L —————
8
Is;
All the best, . bl per FBL
——— b3
b6
RAM / bC
b7E

Classisliall 50 HollCG :
ey 1 4

DECLESSTEY (. 12-31-20310
DaTh: 03-0bh-2016

aLL INFORMATIOH COHTALEEL

HEREIN 15 URCIAsSTRTR] PO EDY
WHEBRE SHUWH UTHEBRWISE

b7E per FBI

-6




g @

(Rev. 01-31-2003)

IEeRET.
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date:

01/18/2005

To: Albuquerque Attn: SA|

From: Albuguergue

Contact:

sa | |

Approved By: | |

Drafted By: | { cp

Case ID #: [54_

sﬁf | |

(Pendlng)rl

P

Title:

CRYPTOME

To ¢lose

Deriveé;§§2§;z
Declassi :

£
E?
0
o)
0
M-
0

case.

9&{

G-3
01/18/2030

gﬁywnetails: """" {85 On 01/11/2005, Supervisory Special Agent (SSA)

| |and Intelligence Analvst | |

participated in a meeting

Soranieren By Nsxﬁa[:::::::::::]

BEsa 1 4 (D)
HECLBESTIE LW 1o-01-20350
HaTE. DI -20 2016

el I0FCRGRTICH ORI THED
DERPIN IS0 UHCIZSSTFIR. Bl FET
WHEBE CEOWH GIRERNIGE

o

b6 per FBI
b7C
b7E

bl per FBI
b3
b7E

bl per FBI
b3
bé
b7C

bl per FBI
b3
b6
b7C
b7E




s

To: Albucueraue TFrom: Albuquergque
Re: (9) 01/18/2005
""""" the captioned matter is hereby
closed.
+*

bl per FBI
b3
b7E




el IHFECRBTICH i aTlEL

BEBEIN 15 U855
CdE gp-2a iz By
{ihis Do 011V

-

b6 per FBI
b7C
b7E




2L IHEORRBTIOH (N S TEE
HEBRRIH 18 VNI BsSlFIE

balk 0h-dl-e0le Eﬁfl | b6 Per FBI

b7C

{ 2)'%[‘9{ | . b6 per FBI

I b7C

e —




| |
dhsec Wpg ®

(Rev. 01-31-2003)

SECRET/ROFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date:

02/17/2005

To: Cyber Attn: SSA|

From: Albuguerque

Co Ract: SAl |

Approved By:

I}

Drafted By: |\

Ay Case-ID-#+ (SEERET) | | (I—’ending)/\O

{0 ritles ( s}éET) CRYPTOME

b6 per FBI
b7C
b7E

TE per FBI

l

l .

11 per DHS
18]
[

Iy (SERRET) Deriv rom—% G-3
Declassity : X1

18]

bl per DOE, DHS
b6 per FBI
b7¢C per FBI
b7E per FBI

01 TN URAT O DL

DB LacsE171ED By HEl0G :S I
gl Ua-25-2016

b6 Per FBI
b7¢C




; ® ©
SECRET/NOFORN_

To: Cyber From: Albuquerqgue
U} Re:(SECRET) | ] 02/17/2005 b7E per FBI

bl per DOE, DHS
bé per FBI
" b7C per FBI

*




| FILE NO.

SAC STEPHENS

ALL INFCRMRIION CONTAINED
BERBEIN 15 UNCIRRSTFIED
DRIE Ub-21-2017 BY
|

SEMER
RVISOR

I IROUTING SLIP, P
b6 per FBI
DATE \Z/ 0 7 05 b7cC

b7E

b6 per FBI
b7cC
b7E




£
i ]
(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Cw,,]?w .L . e.“«ﬁ
SECREF/NOFORN_

Precedence: ROUTINE Date: 01/14/2005
To: Albuquerque Attn: BSA
From: Albuguergue
[ |
Contact: SSA| b6 pEn BRI
b7¢C
Approved By; | | b7E
Drafted By: :xam
(I Case~ID #1 (tSE(%{ | (Pending) /\5 b7E per FBI
v {U)-Titles (SE}E/() CRYPTOME
(U) RESTRICTED DOCUMENT - DISSEMINATE TO PERSON(S) WITH ROLE
bl SynopSiéTWWTSﬁEﬁéT) To document meeting between[ ] iiizzigi’DOE
;Eywwgggygggyg} —————————————————————————————————————————————————————————————————————————————————————————————— b6 per FBI
! b7C per FBI
b7E FBI
- «(SE%N Derived « @-3 per
Declassi s X1
i} Administratives (éﬁ@é@T) Reference is made to Serial 5 )
bl per DOE
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, b6 per FBI
fE} ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, b7C per FBI
T |3
iy ‘
Fa
T
bl per FBI, DOCE
SE RN 3 per FBIL
b7E per FBI
b6 Per FBI

ALL IHFCRET IO COHTSTHED
Beapll 15 W 18- TF IR0 o frl
wWHEERE SHOWH CIHERWISE

Clansidisll B HS106 :

Beasll 1 4 (o)
DECLASEIFY G0 12812050
HATE: O05-28-0016

b7C

11




b7E per FBRI

& «
SECREE/HNOFORN
To: Albuquerque From: Albuquerqgue
{U}—Re:  (SESRET) | | 01/14/2005
18-
181

bl per FBI, DCE
b3 per FBI
b6 per FBI
b7C per FBI
b7E per FBI




®
SECREE/NOFORN_

gque From: Albuquerque

pugue

'y - Re: .. (SECRET) | | 01/14/2005

Leads:
At Albuquerque, New Mexico.

1. Read and Clear.

b7E per FBI




Message M . Page 1 of 1
(AQ)(FBI)
From: | l(anQ)(FBY) b6 per FBI
Sent:  Wednesday, April 20, 2005 4:51 PM b7C )
To: AQ) (FBI)
Cc: ( AQ) (FBI)
Subject: check
UNCLASSIFIED
NON-RECORD
run a Bureau-wide search on the following individual to see if he currently is or has been a
bl per FBI
b3
b6
b7¢C
Thanks for your help,
UN&SIFIED
N
Ll THRPORTION CoNTATRED
HERRTH I8 MOIASSTEIRD Euopny
WHERE sHowy oTHERWT R
b6 Per FBI
BRTE: gnozooon g b7cC
DLRsEIRIED o
| — 1 e 7o

BECLAGE Y G

4/20/2005

UB-28-2037

b7E per FBI

BC




Message M ‘ Page 1 of 1

(AQ)(FBI)
From: | AQ)(FBI) Ef;cper FBI
Sent: Wednesday, April 20, 2005 4:42 PM
To: | [AQ) (FBI)
Subject: cryptome
UNCLAS%IFIED
NON-REC
{5} Canwe get together either here or at the lab - I-have-a-couple-questions-abouf
that [ need your help with.
Thanks, bl per FBI
b3
b6
b7C

UNC SIFIED

il dHFCRE IO COH BT HE
HEREIE 15 I E-STF D FROFET
WHERE SHOWH CIRERMISE

BATE: Bsisdognin
CLASSIFIED EYI:I b6 Per FBI
BERSON: 1.4 1D p7C
DECILSSIFY ON: D5-29-2037

A2
4/20/2005 b7E per FBI




Message ‘ . Page 1 of 1

~

el IHFECRMETIOH (00 211 ED
HEREIN 18 DHCILAS FIE D

| KAQ)(FBI) pate ps-z1~zo12 B[ ]

From: | |(AQ) (FBI) b6 per FBI
Sent:  Thursday, April 21, 2005 8:21 AM bic
To: | [(AQ)(FBI)

Subject: InfraGard

UNCLASSIFIED

NON-RECORD
Hi
| lis not a member of InfraGard (at least not under this
name and/or SSN). "
b6 per FBI
Regards, b7C

UNCLASSIFIED

o

I

4/21/2005 b7E per FBI




; @ @
1¢(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 06/02/2005
To: Albuquerque Attn: SsA] |
SA | I
Cyber Attn: | | b6 per FBI
Counterterrorism Attn: | | bTC
Laboratory b7E
New York Attn: SA | |
International Operations Attn: Ssal |
I
gl
Contact:
¥
Approved By: bé per FBI
b7C
Drafted By: | l:1s b7D
R b7E
{i—Case ID #: M %\‘ o \C}Pending)
{I-rictes (8 CrRYPTOME
{58 yhnopsis:y >@ " Request - for-information from thel ]
bl per FBI
AT (XE Deriv r T G-3 b3
{0 DeclM X1 b7D
b7E

l—Referencei M [ | Serial 18

Enclosed for Albuquerque is the original note bl per FBI
(serial 18 of this file), requesting information concerning the b3

captioned subject. b7D
| ¥
{8

|
|

[ N B ALL INFORMATION CONTRINED SlAsETEIRD BV waTes I:l

WA/ Pl 77 z( HEREIN IS UNCLASSIFIED EXCEFT measoM: 1.4 (B C D)

WHEBE Bo0wd OIHERVWIGE DECIARsTSY rl 12 21 cgap
To §/‘r DATE: D9-26-2016

b6 per FBI
b7C




‘l' ZEERET

] | 96/02/2005

b7D per FBI
b7E

End of translation.

bl per FBI
b3
be
b7C
b7D




'* | ®
v ZEeRET

To: lbuquerque From: | |
y-Rer 8L | 06/02/2005 b7D per FBI
b7E
LEAD(s) :

Set Lead 1l: (Action)

ALBUQUERQUE

AT ALBUQUERQUE, NEW MEXICO

ey }é{ Will prepare an LHM to address the request of the bl per FBI
o N I ] Will coordinate with Cyber and Counterterrorism for b3
authority to disseminate totf:::::] b7D

Set Lead 2: (Action)
CYBER

AT WASHINGTON, D.C.

iﬁywwwwwwwwmwwwzéfz Will coordinate with Albuguerque to authorize any
information disseminated to

Set Lead 3: (Action)

COUNTERTERRORISM b7D per FBI

AT WASHINGTON, D.C.

S 1 A N Will coordinate with Albuquerque and Cyber as
appropriate to authorize any information disseminated to [:::::]

Set Lead 4: (Info)
NEW YORK

AT NEW YORK, NEW YORK

(u) For information.
Set Lead 5: (Info)

LABORATORY

AT QUANTICO, VA

(U) For information.

_SEeRT




To: :ﬁé?uquerque From:
,,,,,,,,,, )

| | 0670272005

Set Lead 6: (Info)
INTERNATIONAL OPERATIONS

AT WASHINGTON, D.C.

(U) For information.

*

BEERET_

b7D per FBI
b7E




S;bﬁéT {"

---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 07/07/2005
To: Albuguerque Attn: Ssal| |
Cyber Attn: SSA |
' SSA | bé per
Counterterrorism Attn: | | bIC
International Operations Attn: SSA| | b7D
| b7E
New York Attn: SA|
Attn: Legat
From: New York
Contact: BA|
Approved By:| | b6 per
b7C
Drafted By: b7E
cage 1D Ho Ggil | (Pending)
{0} Titlesr ) CRYPTOME
fHTWSynOpSiS%”;?gi Cover lead set by| |and provide historical b6 per
*“¢ information on | | CRYPTOME . ORG website. i;g
K Derived Ssor T -3
Declassify . X1
U:i Reference: ?,\Sﬁ | Serial 19 b7E per
, Q)
Administrative: (U) Reference telcall and e-mail between SSA
and telcall with SA
H} Dctail (=R ( I I i:cper
http://www.cryptome.orq, |
|
I I
L — }Biq_____]is known to the law enforcement community for
b6 per
b7C
;§{| | was interviewed by the writer in
t that time, | |and was not cooperative with regards to
Case ID : Serial : 21 b7E per
80
DECIESSIFIED BY bé Per
OH Dh-28-201 2 b7C

FBI

FBI

FBI

FBI

FBI

FBI

FBI

FBI




’«‘m ¥ ‘
"} é;égéT "'

---- Working Copy ---- ; FRge ?
T %)
bé per FBI
b7C
;’\U% ——————————— o Durj_ng the interVieW/| I
bé per FBI
b7C

I I b6
per FBI
| [iT b7C

ATy £&) As in the past, it is suspected that any contact
with the FBI or other government agency will be| |

[ 1

LEAD(s) :
Set Lead 1: (Discretionary)
ALBUQUERQUE
AT ALBUQUERQUE, NEW MEXICO

(U) Notify NYO if additional investigation
or assistance is necessary.

Set Lead 2: (Info)
CYBER
AT WASHINGTON, D.C.
(U) Read and clear.

Set Lead 3: (Info)

b7D per FBI

P




---- Working Copy ----~ Page 3

ATI I b7D per FRI

(U) Read and clear.
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(Rev. 01-31-2003)

cryp2ec.wpd
SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/14/2005
To: Cyber Attn: |
Counterterrorism Attn: | b6 per FBI
International Operations Attn: b7C
b7D
New York . Attn: bL7E
Attn:
From: Albu%uer%ue
Contact: SAl
W
Approved By: | bé per FBI
b7C
Drafted By: Q'l kle b7E
2V
4~ Case ID #: - (Pending) ™
A0} Title:% CRYPTOME
Synopsis: (U) Lead covered. 00 .

bl per FBI, DOE

i M Derive r : G-3 b6 per FBI
Declassify : 25-X1 b7C per FBI

b7D per FBI
I} Reference: M | |Serial 19 b7E per FBI

{--Details: Albuquerque has no additional/ information

""" available for dissemination/ /
I‘:‘l
o

‘ /
\ | Albuquerque's
investigation 1S 1n 1ts initial stage ang will focus primarily on

T
) er entig, [ ]is to respond| |

{5 ' | via LHM and advise that information about | [ has Dbeen
} obtained through open sources and is available to e
|

general bl per FBI
public. bé
b7C
b7D

FHI INFO.
CLASSIFIED BY: NSICG :l BEERET

Braslld 1 4 (B LI
DECLASETIFY UH. 12-81 0000
HATE: O59-26-0016

b7E per FBI

! -2




| _—_— o

From: Albuguerque

| 07/14/2005

covered.

(U)

Albuquerque considers lead in referenced serial

b7E per FBI




‘l' SEerRET

To: Cyber From: Albuquerqu@l'

Ret Wiﬁz | ] 07/14/2005

LEAD(s) :
Set Lead 1: (Info)

ALL RECEIVING OFFICES

(U) Read and clear.

R 44

.‘\

b7E per FBI
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

éﬁégﬁT

Precedence: ROUTINE Date: 08/02/2005
To: Albuquerque Attn: SSA |
From: Cybex
ontact: SA s bé per FBI
\ b7C
Approved By | bTE
. vd
Drafted By: cb 25
Case..ID #:- }ﬁ( | | (Pending)
Tltle:w;}gz CRYPTOME
Synopsis: (U) Timeline of the case.
- aq Derived “From ; ~G-3
Declassif 25~X1
Details: (U) Attached is a timeline of the case history

within the Automated Case Support up through August 2,

2005.

b7E per FBI
b6

b7C

BEPLASETFTEN BY ﬁﬁfsggI:l
O 05-29-20132

W




L

Timeline of Interest in Cryptome in ACS as of August 2, 2005

bl per FBI
b3

bé

b7C

b7D

CLASSIFIED BY: NSICG |:|
KEASOH: 1.4 (B.C,Di ALL INFORMATION CONTATHED

O lasslry tn: 12-24 050 HERRIN 15 N ES51F D PR BEDT
HAETE. B3-26-2016 WEERR SHOwY O HEEWI R




L

Timeline of Interest in Cryptome in ACS as of August 2, 2005

o o

bl per FBI
b3

bé

b7C

b7D




_—

Timeline of Interest in Cryptome in ACS as of August 2, 2005

bl per FBI
b3

bé

b7C

b7D



SEoee

Timeline of Interest in Cryptome in ACS as of August 2, 2005

bl per FBI
b3

b6

b7C

b7D




SECREE

Timeline of Interest in Cryptome in ACS as of August 2, 2005

bl per FBI
b3
b6
b7C
b7D
b7E
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(Rev. 01-31-2003)

S MR

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/05/2005

To: Albuquerque Attn: SA

From: Albugquerqgue

Approved By: ﬂﬁkh// i;ferEBI

b7E

Drafted By: cmW .
Z
W)~ case ID #: 2s | | (renaingi O

766F-AQ-C57441 , \\’);

U} Title: Y§)  CRYPTOME

SANDIA NATIONAL LABORATORIES
AGENTS IN THE LAB INITIATIVE

Synopsis: (U) To provide new information received from
Sandia National Laboratories (SNL) regarding captioned matter.

rmywr}gﬁ """ Derived F€§2><i:?31 SCG #3, 10/01/1997 bl per DOE, DOD

Declassify on: ™\ MR bé per FBI
b7C per FBI
Enclosure(s): (U) Website printout dated 10/03/2005. b7E per FBI

{15

8-
A SECREZ//HR
EET fMEcmimvION cuiy
b6 Per FBI

DECLASEIRIED By HE 100
O Os-ce-Uiide b7C




' _SECRETS/NMR

To: Albuquergue From: Albuquerque

ﬁU)ReN | | 10/05/2005 b7E per FBI
{s)
bl per DOE
* b6 per FBI

b7C per FBI

SE R




(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

@ ‘ ec LM
ZEerT

Precedence: ROUTINE Date: 11/22/2005
To: Cyber Attn: | |
Counterterrorism Attn: |
International Operations Attn: b6 per FBI
b7C
New York Attn: BID
Attn: bL7E
From: Albuguergue
|
Contact: SA|
Approved By: ;k‘ b6 per FBI
b7C
Drafted By: |cbl® b7E

Synopsis: (
(LHM) for diss

| -2 ?Pending)

CRYPTOME

To transmit enclosed Letterhead Memoran.d.l.].l:cl______I
emination to appropriate officials of thsg bl per FBI

3 b3
b7D
W}Q Derived : T SCG #3, October 1, 1997
Declassi n:
':Uj """"""" "Re'f'e'renc'e":";%i | | Serial 19 bl per FBI
b3

j%(/ Enclosed for International Operations is a b7D

iS%”mEnclosure(s): ,,,,,

~.l dissemination. b7E

Il Details:

The enclosed LHM has information about the

cryptome.ofq |

| that has been obtained

through open s

; . . .
ources. Albugquergue's investigation is on b6 per FBI

I b7C

[so there 1s no 9

additional inf

(U)
covered.

Clazsipinn By wooe [::::::::::]
BRAsoar 4 4 yp oo ooy

HECLESRIE ON: 1o-21 2030
H&TE: 03 -26-2016

all. INECRGAT ION CONTLIBED

HEREIN 15 U IASSTRIRD BULEDY b7E per FBI

WHERE SHUWH OTHERWISE

ormation to disseminate.

Albuquerque considers lead in referenced serial

_smexgl_

|7




.

SEERET
To: Cyper From: Albuguerque
- Re w3 | | 11/22/2005 b7E per FBI
LEAD(s) :

Set Lead 1: (Info)
CYBER

AT WASHINGTON, D.C.

(U) Information in the enclosed Letterhead
Memorandum is from open sources and is unclassified.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) Information in the enclosed Letterhead
Memorandum is from open sources and is unclassified.
Set Lead 3: (Info)

NEW YORK

AT NEW YORK, NEW YORK

(U) Read and clear.
Set Lead 4: (Action)

INTERNATIONAL OPERATIONS

AT WASHINGTON, D.C.

bl per FBI
Eg éﬁ: Disseminate—-to b3
b7D

*




)_kL ¥ 1 C'J?(C‘!

b7D per FBI

U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to

Albuquerque, New Mexico 87107

File No. November 22, 2005
CRYPTOME
| The primary focus of Albuguergque's investiqationlis
on

b7E per FBI

Public source information on
cryptome.org follows:

for

b6 per FBI
b7C

ALL INRRGIATION CONTATRED
BEREIN [2 NG RSSTE ED

DRIE -2 -aUds BY I I

This document contains neither recommendations

h7% per FBI
bé

b7C
nor conclusions of the FBI. It is the property or the FBI

and is loaned to your agency; it and its contents are not to be distributed outside your agency.

. 28
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b2
SESRET

---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 11/30/2005
To: Albuguerque Attn: | |
SA |
Counterterrorism Attn: | [
International Operations Attn: SSA
FOS b8 per FBI
b7C
From: I:l b7D
Contact: SSA] b7E
Approved By:
Drafted By: t hdm
’iU}Case """ ID H#r (X) | | (Pending) b7E per FRBI
- Title: .. {8f- CRYPTOME
%H%Synopsisr”“ﬁ§£ To request Albuguerque to provide[::::]authority
to pass information or an UNCLASSIFIED LHM for passage to the b
— per FBI
O e b7D
m@( Derlvm= G-3
Declassify : X1
{lli-Reference: k{ | |Serial 22 b7E per FBI
[ e Y | | Serial 21
f 2 i g
- _Details: I€)
i
bl per FBI
b7D
[
o]
(U) Legat appreciates Albugquerque’s continued b7D per FBI
support.
LEAD(s) : SrasETErEn Hv. wane
b6 Per FBIigacoy: 1.4 (4}
Set Lead 1: (Action) b7C DECLASSI®Y ol 12-31-2020
: nate pa-ce-nne
ALBUQUERQUE BLL IMFCEGRTIOM COMTAINED
HEREIN IS UNCLASSIFIED EXCEPT
AT ALBUQUERQUE, NM WHERE SHOWI OTIERVIEE
{08 Provide an Unclassified LHM or obtain
Case ID : | Serial : 29 b7E per FBI




¥

Set Lead 2:

® - o

-~--- Working Copy ----

information contained in serials 21 and 22 for

(Action)

ALL: RECEIVING OFFICES

(U)

Read and clear.

Page

2

b1 per FBI
b7D




. .
SBRRET

---- Working Copy ----

Precedence:

11/30/2005

Page

gy,

ROUTINE Date:
To: — Attn: LEGAT|
Ssa |
Counterterrorism Attn: | |
SSA]
IA
Albugquerque Attn: | |
Ssa |
SA
From: Counterterrorism |
Contact: | |
Approved By:
Drafted By: mpr
Case ID #: (U) (Pending)
(U) (Pending)
() (Pending) -
{Titter— &( CRYPTOME
(U)
(U)

Synopsis: Counterterrorism Division is providing an

unclassified, non-FISA-derived tearline relating to a presumed

fg} ,,,,,,,,, USPER to-HEEAT - | for forward vassage to the

. % Derive m_+ FBI SCG G-3
Declassj Ofr~_11/17/2030

|Serial 19

,mywwAdministrative; ,,,,,,,,,, }ﬁé Pursuant to the Attorney General

Case ID Serial

ALL IHFCRMRT TON COHTRIHED
BEREEIN 15 R ToaslF iR fe bl
WHERE SHOW (O IHEBRWIGE

EEREOW: 1.4 (B
UEllassiiy (8

o on
- - e

HaTE 03 -26h 2016

Classlziall B H&1OL :

b7E per FBRI

1

b6 per FBI
b7C
b7D
b7E

bé per FBI
b7C
b7E

b3 per FBI
b7E

bl per FBI
b3
b7D

b3 per FBI
b7E

b6 Per FBI
b7C




. @ pesa ®
---- Working Copy ----

Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (AGG), Part VII.B.6.A., the
dissemination of the enclosed information is in the interest
of national security of the United States. The information is
relevant to the recipient’s authorized responsibilities, its
dissemination is consistent with the national security
interests of the United States, and the FBI has considered the
effect such dissemination may reasonably be expected to have
on any identifiable U.S. person.

{8} petails: &) In referenced gerial
| [ The
attached tearline information was gathered from open source
reporting.

- FBIHQ, CTD authorizes the following tearline for
appropriate dissemination to the host government services of
for information.

UNCLASSIFIED

The primaryv focusg of Albuguerque’s invegtigation is
on | |

Public source information on
cryptome.org follows:

UNCLASSIFIED

(U) Points of contact_at FBIHQ for thig information are
Supervisory Special Agent | |
Intelligence Analyst and
Intelligence Analyst

—

“ESRET

Page

2
b7E
bl per FBI
.b3
b7D

b7E per FBI

b6 per FBI
b7C

bé per FBI
b7C




ks

| .
‘.

P

’ STeRET

---- Working Copy ---- Page 3
LEAD (s) :
Set Lead 1: (Action)
I I b7D per FBI
AT |
sy
bl per FBI
b3
b7E
Set Lead 2: (Action)
I I b7D per FBI
AT | |
>§5 Legat is reauested to disseminate the
gttguhicd tegrTitic to Bhgl o Legat is also requested bl per FBI
to obtain any further information available regarding the b3
captioned matter. b7D
Set Lead 3: (Info)
COUNTERTERRORISM
AT b7E per FRI
(U) ead and clear.

Set Lead 4: (Info)

ATBUQUERQUE
AT ALBUQUERQUE, NM
(U) Read and clear.



SESRET

---- Working Copy

BB v Page 1

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is
loaned to your agency; it and its contents are not to be distributed outside your agency.

D-35

SUBJECT: CRYPTOME

20 December 2005

REFERENCE:l

bl per FBI
b7E

Public source

information on |

|cryptome.org is as follows:

We appreciate your continued cooperation.

P

354hdm01.nte

b6 per FBI
b7C

b7D per FBI
bTE

' CLASEIFIED BY: NSICG I:l b6
ALL INFORMATION CONTAINED REASCNM: 1.4 (8.0} b7C

HERPIL 15 UM BaB Rl DRURL] peeqsen ey 00 12 391 spap
WHERE SHOWH JIEERWIGE DATE: 03-26-20le

Serial : 31

b7E per FBI
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FD-542 (Rev. 01-31-2003)
SECRETT/MR

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2006

To: Albuquerque

Contact: SA

|
|
|
} From: Albuguerdque
|
\

Approved By: | |E¢7

Drafted By: | |CHEW1¢

I} Case-ID #: %| | (Pending)f)Q__

U} Title: 0§  CRYPTOME

Synopsis: (U) Statistical accomplishment for information
provided by Sandia National Laboratories.

- Derived FMBI ScG #3, 10/01/1997
Declassi On: 1/17/2031

Details: (U) An EC to captioned file dated 01/17/2006,
documents information provided bv| |

R ASE I AiED BY | | SEC /MR

Qi Uo-da-2Uil

b6 per FBI
b7C
b7E

b3 per DOE

b6 Per FBI
b7C




réw ]
| @

SEWR

To: Albugquergue From: Albugquerque
B &Q | | 01/17/2006

Accomplishment Information:

Number: 1

Type:

ITU: [ I
Claimed By:

SSN:
Name :

L4 4

SEC‘M

b7E per FBI

bé per FBI
b7C
b7E
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i (Rev. 01-31-2003)
SECRERE//NR
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2006

To: Albuquerque

From: Albuguergue
;ontact: SA

Approved By: @57

Drafted By: cqgk{7

U} case ID #: B [ | (Pending) R

Iy Title:r (£  CRYPTOME

Synopsis: (U) To refer updated information regarding
captioned matter.

m }g{ Derived From™ sCe #3, 10/01/1997
Declassify Ons— 0 7/2031

Enclosure(s): (U) Internet printouts dated 01/05/2006.

el JTHICRREATICN ULy

DECLass 71D By nsn [::::::::::] <§;;¢,
DM fsezeetone

1
b7E per FBI

b6 per FBI
b7C
b7E

@
o

bl per DOE
b6 per FBI
b7C per FBI

b6 per FBI
b7C




BECREZA/NE

From: Albuquerque

To: Albuquergue
Re s {8}
LEAD (s) :

Set Lead 1:

ALBUQUERQUE

AT ATBUQUERQUE, NM

(Info)

(U)

*

SA

SE

|01/17/2006

For information.

MR

b7E per FBI

b6 per FBI
b7C




v ]

\ l
A . R

U.S. Department of Justice

Federal Bureau of Investigation

In.Reply, Hesse Referto Albugquerque, New Mexico 87107
File No. May 10, 2006
CRYPTOME

ANNUATL TLETTERHEAD MEMORANDUM

Investigation Initiated: (U) b7E per FBI

Office of Origin: (U) Albuquerque

bl per DOE

FEI THFORMATION ONLY — 3\’(
DECLASSIFIED BY WSICG :l
O 09-26-2016 » bTE per FBI

This document contains neither recomm tioqsrnor~§onél‘ ions of the FBI. It 1s the property ob7C v FBI
and is loaned to your agency; it and its' gon s 3

P T




SEERET

CRYPTOME
ANNUAL L ETTERHEAD MEMORANDUM

(U) Deriwv rom—% G-3
Declagsify : 05/10/2031

VVAlbuquerque will pursue any logical leads that are developed.
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(Rev. 01-31-2003)

BEERET
FEDERAL BUREAU OF INVESTIGATION

Precedence:; ROUTINE Date: 05/11/2006

To: Cyber
Counterintelligence

From: Albu%uerfue

Contact: ©SA
Approved By: M\? |

Drafted By: | ledo iﬂd
1) case 1> #+ I | | (Pending)
) Titles— >Ké) CRYPTOME

v
Po

%HHNWSynopSiSf ,,,,,,, ”&§ To advise Cyber and Counterintelligence
e Division (CD) of status of case.

18 >Ké Derived\From : G-3
Declassi On: 05/11/2031

ggywmenclosure(s)?”" Enclosed for CD is the Letter Head
' Memorandum (LHM) detailing an annual summary on the captioned
case.

INVESTTGATTON - TO DATE.-

b6 per FBI
b7C
b7E

b7E per FBI

bl per DOE

;iSE

bl per DOE

F01 THFCAIATTION Ty

DECLASGIFIRD By HSI1LG [:::::::::]
O 09-26-2016

b7E per FBI
b6

b7C .~

_>




SESRET
To: er From: Albugquerque
rrrrrrrrrrr Re: (&) 05/11/2006 BiE per EEL
18]
bl per DOE
ASSET COVERAGE:
L ) No asset‘reporting has been utilized in this
case
ANTICIPATED INVESTIGATION:
A8
i bl per DOE

*




‘ 3 .

(Rev. 01-31-2003)
absent.wpd

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/06/2006
To: Albuguerque

From: Albuguergue

Contact: SA|

Approved By:| ] m-,//

V-
Drafted By: :cibc*n\7

Case ID #: | | (Pending)
Title: TUNSUB(S) ;

UNCLASSIFIED GOVERNMENT NETWORK - VICTIM
CYBER INTRUSION

Synopsis: Update file on case status.

Details: urpose of this EC is to document case status to
all of sA files. .

For a period of nineteen workdays, from 05/22/2006
to 06/19/2006, SA[______ | will be out of the office for
training and annual leave a total of thirteen of those days.

No significant investigation during noted period
will be conducted. A copy of this communication shall be
forwarded to all files. “

~%5"7

*

all IRFECRBTION CONGRIED
HERETE I8 Udassiriiy

LAlE Uo-ga-ofil 0 EYl |

-3

b6 per FBI
b7C
b7E

b7E per FBI

b6 per FBI
b7C

b7E per FBI

=TT
bé per FBI

b7C




(Rev. 01-31-2003)

U%WWCESE'II)i#f """ """ """" {§>N£§ | |

/f‘\ ) ,-\
e &
SSPILES|___ Jec719.wpd
SEERET /NOFORN

FEDERAL BUREAU OF INVESTIGATION

ROUTINE Date:

La

Precedence: 07/21/2006

2, .

To: Albuquerque P

PR

From: Albuguerque

Contact: |

Approved By |

ejc>£€ﬁ9

(Pending) _,E%<%

Drafted By:

Il Title: — (S/NF) CRYPTOME

Synopsis: (U) To document conversation with Sandia National
Laboratories (SNL) Counterintelligence Analyst and enter
information into the file obtained from the internet.

Derived F + G-3
Declassi n:~.07/21/2006

Enclosure(s): (U) Information obtained from and about

8

(U) The writer had viewed the news article and
[ Jreported that all information he had in his article was
from public sources and a book he was able to check out of a
library that was identified as being for government use.

$B1 THFCAAT 0l (LY

UECIABEITIED BY DEiLG [:::::::::::]
e

b6 per FBI
b7C

b6 per FBI
b7C
b7E

b7E per FBI

b7E Per FBI

bl per DOE

bé per FBI
b7C

b7E per FBI

‘j?E( zgc




P ~
N
® | ®

SECRET ANOFORN

To: Albu eﬁguﬁ__EIQm;__Aﬁbuquerque
mo e A S5 F0s T

(u) | — = |

bé per FBI
b7C
b7E

b7E per FBI

(U) The web site www.cryptome.org has specifically
posted that anyone downloading excessive amounts of data will
be locked out of the site. There is a link from cryptome.org
to www.eyeball-seriesg.orqg. This site is basically an
extension of the information contained on the cryptome site.

O (tresl] |

b7E per FBI

(U)




Albugquerque
) |

From:

SEERET /NOFORN

Albuquerque

| 07/21/200¢

*

b7E per FBI

b7E per FBI
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(Rev. 01-31-2003) ' SAFILES ec721.wpd
Bmefmf/ﬂepem:
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 07/21/2006
To: Albuquerque
From: Albugquerque
Contact: | I
Approved By: |
Drafted By: lejo 4;Q49
{}—Case-ID #: :E}&ﬁi | | (Pending) - 3 C7

T ritles m@a%@§CRYPTOME
 synopsis:  (3fm)

Air Force Office of Special Investigations (AFOSI).

To record meeting of writer and members of

{0y (SR Deriv rom—+ G-3
Decla§§;§§<g;;: 07/21/2031
L
U iy =

i

provide limited information as to why the FBI was interested
in the facility based upon the above referenced case.

! { ) of the meeting was to discuss the
and to

Specifically mentioned was the fact that/

bé per FBI
b7C

b6 per FBI
b7C
b7E

b7E per FBI

bl per AFOSI
b6
b7C

b7E per FBI

bl per FBI
b3

_SECGRET/NOFOR¥ b6 per AFOSI
. b7C per AFOSI
- e . y
ClLasET 18D By HeTID [:::::::::] w b6 Per FBI
BEAEDM 1 o4 0 b7C

DECLESEIFY D 12-31-20381
LatE: 0O5-26-2018

bl per DOE, AFOSI

b7E per FBI

39




From:

SECSRET /NOFORN

Albuquérgue

| 07/21/2006

b7E per FBI

SECSRET /NOFORN-

bl per FBI, DOE, DOD, AFOSI
b3 per DOD

b6 per AFOSI

b7C per AFOSI




b7E per FBI

- @ ®
SECRET/NOEORN
To: buguerque From: Albugquerque
-—Ber—t S F) | | 07/2}42&&6“*1
Pt b S P
w,‘.“' 75';:"
18
b3 per DOD
b6 per AFOSI
b7C per AFOSI
+*
.

bl per AFOSI, DOE, DOD




‘w .. “

Rev. 01-3122003) ? = . SAFILESL____ Jec091906.wpd b6 per FBI

\ ‘ b7C
SEGRET /NOFORN-
' FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 09/19/2006
To: Albuguerque
From: Albuguergue
|
I - b6 per FBI
| b7C
b7E
lejo fyﬁ 2
| | (Pending) /\Q b7E per FBI

T Synopsis:s (XfN-F-) To update case file of meeting with Air
Force Office of Special Investigation (AFOSI).

i (S)Nﬂ Derived Fx : G-3
Declassitfy s 09/19/2031 bl per AFOSI

; b6 Per FBI
=1 e

b7C
CLESET IR By Hodli 6 :
BEASON: 1.4 (D) BIE pex FBE

HEClecalss O 12-31-2051
HO&TE. D3-26-2018




“ To: Albuquergue From: Albuquerque
{-Res (5 )| 09/19/2006 b7E per FBI

: i G g
. < ”}

i 1
iy

* bl per FBI, AFOSI
b3 per FBI

—r ~-
an
—
P
—r -
— -
-

'SECRET /NOFORN




FD-543' (Rev, 04-07-2006) s;\FlLEslngconf.wpd

SECRE OFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/19/2006
To: Albugquerque

From: Albuguerqgue e

Contact: |

Approved Byf

Drafted By:

|
ejo %O g 2

~Case ID #: (SAF) | | (Pending) —*

Titles ( 'F)CRYPTOME

iU%WSynOpSlS'W rrrrrrr ZB#Niﬁ To claim a statistical accomplishment for.

participating in a counter intelligence round table on igssues
involving the

"Wéb%é Derive : -3
- Declassi On: 9/19/2031

Details:s zg#ﬁﬁﬁ On 09/13/2006, the writer along with several
Special Agents and Intelligence Analysts from the Albuquerque
Division actively participated in a an intelligence round
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table discussion concerning issues and procedures at

s NE) Attendees of the round table were cleared at

the secret level and included Air Force Office of Special
Investigationsy Air Force Security Forces, 898th Munitions
Squadron, Department of Energy Counterintelligence and the

LIRS

————————————————————— d§ﬁ§%) The writer gave a brief overview of the
Cryptome web site and 1dent1f1ed sister sites of concern.
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| 09/19/2006

Accomplishment Information:

Numbexr: 1
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Claimed By:

SSN:
Name :
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Precedence: ROUTINE Date: 12/22/2006
To: Cyber
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Approved By: |
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T Title:  (BREF) CRYPTOME

Request closure of investigation.
Dé}iveélitgm:E::G—B
Declassify Oni~ 12/22/2031
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(U)~@iven the.information posted on Cryptome.org has
been deemed to be public source information, the writer
believes that there was no computer intrusion and is
requesting this investigation be closed.
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Set Lead 1: (Action)
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AT WASHINGTON DC

(U) “Read ahzi clear.
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