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1.0 (U) Analysis Summary

(S//NF) This report is a slide deck of a presentation given on WMI and its use in malicious
attacks. The briefing is a very good overview of what WMI is and provides some examples of
how to construct WMI commands to accomplish important tasks such as target reconnaissance,

pivoting, privilege escalation, persistence, and data theft.

(S//NF) Prior to getting into the examples on how to use WMI maliciously, the briefing deck
provides a nice overview of what WMI is and how to interact with it.

(S//NF) This report is a very nice high-level overview of what WMI is and how to interact with it

via several methods, CLI, VBS, PowerShell, and a couple of third-party tools. However, there
are no techniques or methods discussed worth recommending PoCs against.

2.0 (U) Description of the Technique

(S//NF) Not applicable as no PoCs are recommended.

3.0 (V) Identification of Affected Applications
(U) Windows.

4.0 (U) Related Techniques

(S//NF) Remote administration, target reconnaissance, pivoting, privilege escalation, persistence,
and data theft.

5.0 (U) Configurable Parameters

(U) Not applicable.

6.0 (U) Exploitation Method and Vectors

(S//NF) No exploitation method or attack vectors were discussed in this report.
7.0 (U) Caveats

(U) None.

8.0 (U) Risks

(S//NF) Not applicable as no PoCs are recommended from this report.
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9.0 (U) Recommendations

(S//NF) No PoCs are recommended from this report.
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