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ABSTRACT 

The rapid digitalization of banking services has significantly transformed financial transactions, 

offering enhanced convenience and efficiency for consumers. However, the increasing reliance 

on digital banking has also exposed financial institutions and users to a wide range of 

cybersecurity threats, including phishing, malware, ransomware, data breaches, and 

unauthorized access. This study systematically examines the influence of cybersecurity threats on 

digital banking security, adoption, and regulatory compliance by conducting a comprehensive 

review of 78 peer-reviewed articles published between 2015 and 2024. Using the Preferred 

Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) methodology, this research 

critically evaluates the most prevalent cyber threats targeting digital banking platforms, the 

effectiveness of modern security measures, and the role of regulatory frameworks in mitigating 

financial cybersecurity risks. The findings reveal that phishing and malware attacks remain the 

most commonly exploited cyber threats, leading to significant financial losses and consumer 

distrust. Multi-factor authentication (MFA) and biometric security have been widely adopted to 

combat unauthorized access, while AI-driven fraud detection and blockchain technology offer 

promising solutions for securing financial transactions. However, the integration of third-party 

FinTech solutions introduces additional security risks, necessitating stringent regulatory oversight 

and cybersecurity protocols. The study also highlights that compliance with global cybersecurity 

regulations, such as GDPR, PSD2, and GLBA, enhances digital banking security by enforcing strict 

authentication measures, encryption protocols, and real-time fraud monitoring. Despite these 

advancements, financial institutions face ongoing challenges in balancing security, usability, 

and regulatory compliance, which impact consumer trust and digital banking adoption. The 

review underscores the need for a multi-layered security strategy that integrates encryption, AI-

driven fraud prevention, blockchain security, and robust regulatory frameworks to ensure the 

long-term resilience of digital banking. This study contributes to the growing body of knowledge 

on financial cybersecurity, offering insights into emerging threats, risk mitigation strategies, and 

policy recommendations for securing digital financial ecosystems. 
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INTRODUCTION 

The financial services sector has experienced significant transformation with the rapid adoption of 

digital banking, which has fundamentally changed how banking transactions are conducted 

(Akhtar & Das, 2019). Digital banking encompasses a wide range of services, including online 

banking, mobile banking applications, and digital payment systems that enable users to access 

financial services conveniently and securely (Chandra sekhar & Kumar, 2023). The increasing 

reliance on digital banking has been driven by technological advancements such as artificial 

intelligence (AI), blockchain, and cloud computing, which offer enhanced efficiency and user-

friendly interfaces (Elia et al., 2022). However, as digital banking continues to grow, concerns related 

to cybersecurity threats have become more pronounced, posing challenges to financial institutions 

and consumers alike (Ahmad et al., 2024). Cybersecurity threats, including phishing, malware, 

identity theft, and data breaches, have the potential to compromise sensitive financial information, 

leading to substantial financial losses and reputational damage (Cele & Kwenda, 2024). The 

increasing frequency and sophistication of cyberattacks require robust security frameworks to ensure 

the integrity, confidentiality, and availability of banking services. Moreover, cybersecurity threats in 

digital banking have been widely documented in academic literature, with studies highlighting their 

far-reaching implications on financial security, regulatory compliance, and consumer trust (Castelli 

et al., 2016). Among the most common cyber threats, phishing attacks remain a critical concern, 

where fraudsters use deceptive emails or fake websites to trick users into revealing their banking 

credentials (Chandra sekhar & Kumar, 2023). A study by (Boon-itt, 2015) found that phishing remains 

one of the leading causes of unauthorized financial transactions, as attackers exploit human 

vulnerabilities rather than technological loopholes. In addition to phishing, malware and ransomware 

attacks pose significant risks by infiltrating banking systems and encrypting critical data, demanding 

a ransom for decryption (Ahmad et al., 2024). According to Chauhan et al. (2022), malware-based 

cyber threats often target mobile banking applications, exploiting weak security mechanisms to gain 

unauthorized access to users’ financial information. These persistent threats highlight the urgent need 

for financial institutions to implement proactive cybersecurity measures to prevent fraudulent 

activities and ensure uninterrupted banking operations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The role of consumer trust in digital banking adoption has been extensively studied, demonstrating 

that cybersecurity concerns directly impact user behavior and banking preferences (Elia et al., 2022). 

Security breaches can erode consumer confidence, discouraging individuals from using digital 

banking platforms due to fear of financial fraud (Bapat, 2017). Mbama and Ezepue (2018) found 

that perceived cybersecurity risks negatively affect the adoption of mobile banking services, as users 

prioritize security over convenience. Furthermore, a study by Larsson and Viitaoja (2017) revealed 

that users with prior negative experiences related to cyber fraud exhibit higher levels of reluctance 

in embracing digital banking solutions. This suggests that financial institutions must not only focus on 

implementing security measures but also communicate their security policies effectively to reassure 

Figure 1: Overview of Digital Transformation in Banking Industry 
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customers. Transparency in cybersecurity practices, such as clear policies on fraud protection, multi-

factor authentication (MFA), and encryption protocols, plays a crucial role in shaping consumer trust 

and encouraging digital banking adoption (Bapat, 2017). To counter cybersecurity threats, financial 

institutions have adopted various risk mitigation strategies to enhance the security of digital banking 

platforms. The implementation of multi-factor authentication, biometric security, and end-to-end 

encryption has become a standard approach in securing online transactions (Chauhan et al., 2021). 

A study by Ahmad et al. (2024) found that the integration of biometric authentication methods, such 

as fingerprint and facial recognition, significantly improves the security of digital banking applications 

by reducing reliance on passwords that are susceptible to hacking. Additionally, Elia et al. (2022) 

emphasized the importance of AI-driven fraud detection systems that analyze transaction patterns 

in real time to identify and prevent suspicious activities. Blockchain technology has also emerged as 

a promising solution for enhancing the security of financial transactions, offering decentralized and 

tamper-resistant mechanisms to prevent data breaches and fraud (Boon-itt, 2015). As financial 

institutions continue to integrate these technological advancements, the effectiveness of 

cybersecurity measures will play a critical role in shaping the future of digital banking security. 

 

Regulatory frameworks and compliance measures are essential in ensuring the security and 

resilience of digital banking systems. Governments and financial regulatory bodies worldwide have 

introduced stringent cybersecurity policies aimed at protecting consumer data and preventing 

cybercrimes (Calderaro & Craig, 2020). For example, the European Union’s General Data Protection 

Regulation (GDPR) and the Payment Services Directive 2 (PSD2) impose strict guidelines on data 

protection and secure authentication processes to safeguard online financial transactions (Pan & 

Fan, 2021). Similarly, the United States’ Gramm-Leach-Bliley Act (GLBA) mandates financial 

institutions to implement robust cybersecurity measures to protect sensitive consumer information 

(Wright et al., 2009). Aldasoro et al. (2020) found that compliance with cybersecurity regulations not 

only improves the security posture of financial institutions but also enhances consumer trust and 

confidence in digital banking services. However, financial institutions must remain vigilant in ensuring 

that regulatory requirements are effectively implemented and updated to counter emerging cyber 

threats. Moreover, the global financial landscape is becoming increasingly interconnected, 

necessitating collaboration among financial institutions, technology providers, and regulatory bodies 

to strengthen cybersecurity frameworks (Brechbühl et al., 2010). Cybercriminals are continuously 

evolving their attack strategies, employing advanced persistent threats (APTs) and social 

engineering techniques to exploit vulnerabilities in digital banking systems (Marqués et al., 2021). A 

review by Sullivan and Burger (2017) highlighted the growing sophistication of cyberattacks, 

emphasizing the need for a multi-layered cybersecurity approach that integrates technical 

defenses, employee training, and consumer awareness initiatives. Financial institutions must adopt a 

proactive stance by investing in cybersecurity research and development to stay ahead of 

emerging threats (Teece, 2018). Moreover, cross-industry collaborations, information-sharing 

Figure 2: Cybersecurity in Digital Banking: Trust, Technologies, and Regulations 
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networks, and public-private partnerships play a crucial role in developing collective security 

strategies that enhance the resilience of digital banking ecosystems. The objective of this study is to 

systematically examine the influence of cybersecurity threats and risks on the adoption and growth 

of digital banking by synthesizing existing literature on the subject. Specifically, this review aims to 

identify the key cybersecurity threats affecting digital banking, such as phishing, malware, identity 

theft, and data breaches, and assess their impact on consumer trust and banking security. 

Additionally, the study seeks to evaluate the effectiveness of various risk mitigation strategies, 

including multi-factor authentication, blockchain technology, and AI-driven fraud detection 

systems, in enhancing digital banking security. Another objective is to analyze the role of regulatory 

frameworks and compliance measures, such as GDPR, PSD2, and GLBA, in addressing cybersecurity 

risks and protecting consumer financial data. Furthermore, this study aims to explore how 

cybersecurity concerns influence consumer perceptions and adoption behavior in digital banking. 

By achieving these objectives, this review provides a comprehensive understanding of the 

challenges and strategies associated with securing digital banking platforms, contributing to the 

ongoing discourse on financial cybersecurity and risk management. 

LITERATURE REVIEW 

The rise of digital banking has led to significant transformations in the financial sector, offering greater 

convenience, accessibility, and efficiency for both consumers and financial institutions. However, 

these advancements have also introduced new cybersecurity risks that threaten the security and 

trustworthiness of digital financial transactions (Cherdantseva et al., 2016). The literature on digital 

banking security has extensively examined various cyber threats, including phishing, malware 

attacks, identity theft, and data breaches, which have posed challenges for financial institutions and 

consumers alike (Gomathi & Jayasri, 2022). As digital banking services continue to evolve, it is 

imperative to understand how these cybersecurity risks influence consumer adoption, institutional 

resilience, and regulatory responses (Emara & Zhang, 2021). This section synthesizes existing literature 

on the intersection of cybersecurity and digital banking, highlighting key security threats, risk 

mitigation strategies, regulatory frameworks, and their impact on consumer trust and adoption. This 

structured review provides a detailed examination of the current state of digital banking security, 

identifying gaps in existing research while offering insights into emerging security strategies and 

regulatory approaches. 

Transition from traditional banking to digital banking 

The transition from traditional banking to digital banking has fundamentally transformed the financial 

services industry, reshaping the way individuals and businesses conduct financial transactions (Wang 

et al., 2020). Traditional banking, characterized by in-person visits to physical branches and reliance 

on paper-based transactions, has increasingly been replaced by digital alternatives, driven by 

advancements in financial technology (FinTech) and changing consumer preferences (Marqués et 

al., 2021). This transformation has been facilitated by the proliferation of online and mobile banking 

platforms, enabling customers to access banking services remotely and conduct transactions with 

greater convenience (Al-Shari & Lokhande, 2023). Studies have highlighted that the adoption of 

digital banking is fueled by several factors, including improved internet accessibility, the expansion 

of mobile technology, and the emergence of cloud computing-based financial services (Al-Shari & 

Lokhande, 2023; Senyo et al., 2022; Warjiyono et al., 2019). Despite the advantages associated with 

digital banking, scholars have raised concerns regarding cybersecurity threats, as financial 

institutions and consumers are increasingly exposed to sophisticated cyberattacks, including 

phishing, ransomware, and identity theft (Chang et al., 2020; Mehrotra & Menon, 2021; Senyo et al., 

2022). The shift from traditional banking to digital platforms necessitates robust cybersecurity 

measures to protect sensitive financial data and maintain consumer trust (He et al., 2020). 

The rapid growth of online and mobile banking services has been a key driver of financial inclusion 

and accessibility, allowing individuals from diverse demographic and geographic backgrounds to 

engage with banking services in ways that were previously unavailable (Singh et al., 2020; Wahab et 

al., 2021). Online banking platforms enable customers to perform a wide range of transactions, 

including fund transfers, bill payments, and loan applications, without the need for physical 

interactions (Doumpos et al., 2023). Mobile banking, in particular, has experienced exponential 

growth due to increased smartphone penetration, enhanced mobile internet infrastructure, and the 

rise of digital payment ecosystems (Doumpos et al., 2023; Warjiyono et al., 2019). However, studies 

indicate that while online and mobile banking services enhance user convenience and operational 
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efficiency, they also present significant security challenges, including malware infections, fraudulent 

transactions, and unauthorized access to personal accounts (Elia et al., 2022). Researchers 

emphasize that financial institutions must implement stringent cybersecurity protocols, such as multi-

factor authentication, end-to-end encryption, and AI-driven fraud detection systems, to mitigate 

security risks and sustain consumer confidence (Doumpos et al., 2023). 

 

Figure 3: Traditional vs Digital Banking 

 

 
 

Despite its numerous benefits, digital banking is increasingly vulnerable to security threats due to the 

complexity and interconnectivity of modern financial networks. Cybersecurity vulnerabilities 

associated with digital banking platforms stem from various attack vectors, including weak 

authentication protocols, software vulnerabilities, and inadequate risk management strategies 

(Khan et al., 2023). Studies reveal that cybercriminals exploit security loopholes in online banking 

systems to execute financial fraud, steal sensitive customer information, and disrupt banking 

operations through denial-of-service (DoS) attacks (Calderaro & Craig, 2020; Khan et al., 2023). A 

study by Campbell (2019) highlighted that data breaches in financial institutions not only result in 

financial losses but also damage institutional reputation and consumer trust. Researchers emphasize 

that financial institutions must continuously update their security frameworks to address evolving 

cyber threats, implementing robust authentication mechanisms, AI-based anomaly detection, and 

blockchain-driven security models (Calderaro & Craig, 2020; Duran & Griffin, 2020). Furthermore, 

compliance with regulatory frameworks, such as the General Data Protection Regulation (GDPR), 

the Payment Services Directive 2 (PSD2), and the Gramm-Leach-Bliley Act (GLBA), plays a crucial 

role in enhancing cybersecurity resilience and safeguarding customer data in digital banking 

(Shabbir et al., 2022; Taylor et al., 2020). 

The increased dependency on digital transactions has further amplified security risks, as financial 

transactions are now primarily conducted through online banking portals, mobile applications, and 

digital payment systems (Ring, 2014). Studies indicate that the growing reliance on digital banking 

has led to an increase in cyber threats, as attackers target financial systems to exploit security 

weaknesses and gain unauthorized access to user credentials (Paul & Wang, 2019; Warjiyono et al., 

2019). Researchers argue that financial institutions must implement comprehensive cybersecurity risk 

management strategies, incorporating biometric authentication, secure communication protocols, 

and AI-driven fraud prevention tools, to mitigate security vulnerabilities (Ring, 2014). Additionally, 

consumer awareness and cybersecurity literacy play a critical role in reducing the risks associated 

with digital banking, as informed users are less likely to fall victim to phishing scams, identity theft, and 

fraudulent transactions (Shabbir et al., 2022; Taylor et al., 2020). Given the complexities of modern 

cybersecurity threats, financial institutions must adopt proactive security policies and continuously 

monitor emerging threats to ensure the stability and security of digital banking services (Khan et al., 

2022; Paul & Wang, 2019). 

Phishing Attacks and Social Engineering 

Phishing attacks and social engineering tactics remain among the most prevalent cybersecurity 

threats in the digital banking sector, exploiting human vulnerabilities rather than technological 

loopholes (Tn & Shailendra Kulkarni, 2022). Phishing is a form of cyber fraud in which attackers use 

deceptive emails, messages, or fake websites to trick users into disclosing sensitive information such 
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as login credentials, personal identification numbers (PINs), or financial details (Arshad et al., 2021). 

Social engineering tactics leverage psychological manipulation to exploit users' trust and convince 

them to take actions that compromise their security, such as clicking malicious links or downloading 

infected attachments (Ahmad et al., 2024; Patil et al., 2022). A study by Mehbodniya et al. (2021) 

found that phishing attacks have evolved beyond email-based schemes, incorporating voice 

phishing (vishing), SMS phishing (smishing), and spear phishing techniques to specifically target 

banking customers and employees. The effectiveness of phishing attacks lies in their ability to bypass 

traditional security measures, making it crucial for financial institutions to implement strong security 

awareness training and robust authentication mechanisms (Cele & Kwenda, 2024; Johri & Kumar, 

2023). 

 

Figure 4: Phishing Attack Mindmap 

 

The exploitation of human vulnerabilities through deceptive emails and fraudulent websites has 

significantly contributed to the rise of financial fraud in online banking (Ali, 2019). Attackers design 

phishing websites that closely resemble legitimate banking portals, often using fake domain names 

and security certificates to deceive unsuspecting users (Al-Khater et al., 2020; Cele & Kwenda, 2024). 

According to a study by Mehbodniya et al. (2021), attackers exploit cognitive biases and urgency 

tactics, such as fake security alerts or account suspension warnings, to pressure users into providing 

sensitive credentials. (Nawa et al., 2021) noted that phishing campaigns often rely on large-scale 

email distribution networks, targeting thousands of users simultaneously in hopes of compromising a 

fraction of them. Financial institutions have attempted to mitigate phishing risks by incorporating 

advanced email filtering mechanisms, anti-phishing software, and user education programs (Arshad 

et al., 2021; Patil et al., 2022). However, despite these measures, phishing remains a persistent 

challenge due to the constant evolution of attack techniques and the adaptability of cybercriminals 

(Cele & Kwenda, 2024). 

Phishing remains a significant contributor to online banking fraud, leading to substantial financial 

losses for individuals and institutions (Tn & Shailendra Kulkarni, 2022). A report by Arshad et al. (2021) 

found that phishing-related fraud accounts for a major portion of cybercrime in the financial sector, 
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with attackers stealing credentials to gain unauthorized access to digital banking accounts. Once 

attackers obtain banking credentials, they engage in fraudulent transactions, unauthorized 

withdrawals, or identity theft, severely impacting victims (Patil et al., 2022). Some phishing schemes 

involve account takeovers, where cybercriminals change login details and lock users out of their 

own accounts, making recovery difficult (Mehbodniya et al., 2021). Advanced persistent phishing 

attacks leverage artificial intelligence and deepfake technology to impersonate legitimate banking 

representatives, increasing the success rate of fraudulent schemes (Johri & Kumar, 2023; 

Mehbodniya et al., 2021). Given the financial and reputational risks associated with phishing-related 

fraud, banking institutions must continually invest in sophisticated fraud detection mechanisms, 

behavioral biometrics, and AI-driven threat intelligence systems to identify and prevent phishing 

attacks before they cause significant damage (Ali, 2019; Cele & Kwenda, 2024). Several studies have 

explored different strategies for preventing phishing attacks in online banking, emphasizing the 

importance of a multi-layered security approach (Al-Khater et al., 2020; Aljeaid et al., 2020; Nawa et 

al., 2021). Implementing multi-factor authentication (MFA), such as biometric verification and one-

time passwords (OTP), has proven to be effective in preventing unauthorized access even if phishing 

attackers obtain user credentials (Tn & Shailendra Kulkarni, 2022). Additionally, AI-powered fraud 

detection systems that analyze user behavior patterns and flag anomalies have been increasingly 

adopted by financial institutions to detect phishing attempts in real time (Arshad et al., 2021). Patil et 

al., (2022) emphasized that consumer education and awareness programs play a crucial role in 

reducing phishing success rates, as informed users are less likely to fall for deceptive schemes. 

Mehbodniya et al. (2021) further noted that collaboration between financial institutions, 

cybersecurity firms, and regulatory bodies is essential in strengthening anti-phishing defenses through 

data-sharing agreements and standardized security protocols. While no single measure can fully 

eliminate phishing threats, a combination of technical safeguards, continuous monitoring, and user 

awareness initiatives remains the most effective strategy in mitigating the risks associated with 

phishing in online banking (Aljeaid et al., 2020; Nawa et al., 2021). 

Malware and Ransomware Attacks 

Malware and ransomware attacks have emerged as major cybersecurity threats to digital banking, 

targeting financial institutions and individual users through sophisticated infiltration techniques 

(Mehbodniya et al., 2021). Malware refers to malicious software designed to infiltrate banking 

systems, steal sensitive data, and execute unauthorized financial transactions (Johri & Kumar, 2023). 

Cybercriminals deploy various types of malware, including banking Trojans, keyloggers, and remote 

access tools (RATs), to gain control over banking networks and user accounts (Cele & Kwenda, 2024). 

A study by Ali (2019) revealed that financial institutions are particularly vulnerable to malware attacks 

due to their reliance on interconnected digital infrastructures, which provide multiple entry points for 

attackers. Malware often infiltrates banking systems through phishing emails, malicious attachments, 

or compromised mobile applications, exploiting software vulnerabilities and weak security protocols 

(Javaid, 2013). Research indicates that financial institutions must adopt robust endpoint security 

measures, regular software updates, and advanced threat detection technologies to prevent 

malware infiltration and minimize financial losses (Humayun et al., 2020; Kimani et al., 2019; McGraw, 

2013). 
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Figure 5: Ransomware Attack Growth by Quarter Across the World 

Ransomware attacks on financial institutions have intensified in recent years, causing severe 

disruptions and financial losses by encrypting critical data and demanding ransom payments for 

decryption (Bouveret, 2019; Kopp et al., 2017; Muhammad Mohiul et al., 2022). Ransomware 

infiltrates banking systems through malicious software that locks users out of their networks and 

encrypts essential files, rendering financial transactions and customer access impossible (Akintoye et 

al., 2022; Bouveret, 2018b). Case studies of major ransomware attacks illustrate the devastating 

impact on digital banking operations, with some financial institutions experiencing prolonged service 

outages, reputational damage, and substantial financial losses (Bhuiyan et al., 2024; Kopp et al., 

2017; Oladapo et al., 2021). For instance, a ransomware attack on a major global bank in 2020 

resulted in the compromise of millions of customer records and led to a regulatory investigation into 

the bank’s cybersecurity preparedness (Aklima et al., 2022; Bouveret, 2019; Shahan et al., 2023). 

Another high-profile case in 2021 saw attackers using sophisticated ransomware variants, such as 

Ryuk and Conti, to extort financial institutions by threatening to release stolen data on the dark web 

(Makeri, 2017). These incidents underscore the need for digital banking institutions to strengthen their 

cybersecurity defenses, implement real-time ransomware detection mechanisms, and develop 

comprehensive incident response plans (Liu et al., 2022). 

Detecting malware threats in digital banking requires the deployment of advanced cybersecurity 

solutions that leverage artificial intelligence (AI), machine learning, and behavioral analytics to 

identify anomalies and prevent unauthorized access (Bouveret, 2018a; Kopp et al., 2017). AI-driven 

cybersecurity tools have proven effective in analyzing vast amounts of banking transaction data to 

detect unusual patterns indicative of malware infections (Oladapo et al., 2021). Additionally, threat 

intelligence platforms enable financial institutions to share real-time cyber threat information, 

allowing them to stay ahead of emerging malware variants (Ali, 2019; Bouveret, 2018a). Studies have 

also emphasized the role of endpoint security solutions, such as antivirus software, firewalls, and 

intrusion detection systems (IDS), in mitigating malware risks (Bouveret, 2018b, 2019). According to 

Kopp et al. (2017), financial institutions that employ AI-based threat detection and real-time network 

monitoring experience a significant reduction in malware-related security breaches. However, 

researchers also warn that cybercriminals are continuously evolving their tactics, necessitating an 

adaptive approach to cybersecurity that integrates both technological defenses and human 

vigilance (Akintoye et al., 2022). Moreover, Preventing malware and ransomware attacks in digital 

banking requires a multi-layered security strategy that encompasses strong authentication 

mechanisms, regular security audits, and employee awareness training (Gomes et al., 2022; Kopp et 
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al., 2017). Implementing multi-factor authentication (MFA), biometric verification, and blockchain-

based security protocols enhances the resilience of banking networks against malware intrusions 

(Bouveret, 2018b). Additionally, financial institutions must conduct frequent security audits and 

penetration testing to identify vulnerabilities before cybercriminals exploit them (Humayun et al., 

2020; Liu et al., 2022). Employee training programs play a crucial role in minimizing human error, as 

research has shown that unintentional actions, such as clicking on malicious links or downloading 

infected attachments, are among the primary entry points for malware infections (Makeri, 2017). 

Collaboration between banks, cybersecurity firms, and regulatory bodies is also essential in 

establishing industry-wide best practices for malware prevention and ensuring compliance with 

stringent cybersecurity regulations (Kimani et al., 2019). As the threat landscape continues to evolve, 

maintaining a proactive and adaptable cybersecurity posture remains crucial for safeguarding 

digital banking systems against malware and ransomware attacks (Akintoye et al., 2022). 

Identity Theft and Account Takeover Fraud 

Identity theft and account takeover fraud pose significant risks to digital banking security, as 

cybercriminals employ increasingly sophisticated methods to steal banking credentials and gain 

unauthorized access to financial accounts (Sharma & Tandekar, 2018). One of the most prevalent 

methods involves phishing attacks, where attackers use deceptive emails, fraudulent websites, or 

text messages to trick users into revealing their login credentials (Gomes et al., 2022; Hossain et al., 

2024; Sharma & Tandekar, 2018). Keylogging malware and credential-stealing Trojans are also widely 

used by cybercriminals to capture sensitive user information, often without the victim's knowledge 

(Ali, 2019; Merhi et al., 2019). Additionally, cybercriminals exploit vulnerabilities in public Wi-Fi 

networks, where unsuspecting users connect to unsecured hotspots, exposing their banking 

credentials to man-in-the-middle attacks (Jim et al., 2024; Kesswani & Kumar, 2015; Kopp et al., 2017). 

A study by Bouteraa et al., (2022) found that social engineering tactics, such as impersonating bank 

officials or using deepfake technology to bypass authentication processes, have significantly 

increased in frequency. The widespread availability of stolen banking credentials on the dark web 

further exacerbates the issue, allowing cybercriminals to purchase and use compromised accounts 

for fraudulent activities (Younus et al., 2024; Riad & Elhoseny, 2022). These attack vectors demonstrate 

the need for financial institutions to continuously strengthen security protocols to prevent 

unauthorized access and identity fraud. 

Identity theft has severe consequences for consumer trust in digital banking, leading to financial 

losses, reputational damage, and reluctance to use online banking services (Karthik, 2024; Siddiki et 

al., 2024). Research indicates that once consumers experience identity theft, they often exhibit 

higher levels of distrust toward digital banking platforms, preferring traditional banking methods or 

withdrawing from online banking altogether (Adedoyin Tolulope et al., 2024; Karthik, 2024). Studies 

have shown that consumers who have fallen victim to identity theft often face challenges in 

recovering lost funds, as fraud investigations and reimbursement processes can be lengthy and 

complicated (Berkman et al., 2018; Vagle, 2020). A study by Bernik (2014) found that identity theft 

victims are more likely to switch financial institutions, negatively impacting customer retention and 

brand loyalty. Furthermore, widespread reports of account takeover fraud undermine the reputation 

of banks, increasing regulatory scrutiny and operational costs associated with fraud mitigation (Liu 

et al., 2022; McGraw, 2013). Research highlights that financial institutions must adopt proactive 

measures to reassure customers about the security of digital banking systems, such as offering fraud 

protection policies, implementing real-time fraud alerts, and improving customer service response 

times (Makeri, 2017). 
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Figure 6: Storyboard: Identity Theft & Account Takeover Fraud 

 

 

Technological advancements in identity verification and fraud prevention have played a critical role 

in mitigating identity theft and account takeover fraud in digital banking (Choo, 2011). Multi-factor 

authentication (MFA), which requires users to verify their identities through additional security layers 

such as biometrics, one-time passwords (OTP), and behavioral analytics, has proven effective in 

reducing unauthorized access (Bernik, 2014). A study by Vagle (2020) found that financial institutions 

that incorporate biometric authentication methods, such as facial recognition and fingerprint 

scanning, experience significantly lower rates of account takeover fraud. Additionally, AI-driven 

fraud detection systems analyze user behavior patterns, transaction anomalies, and location-based 

activity to detect fraudulent activities in real time (Berkman et al., 2018). Blockchain technology has 

also emerged as a promising solution for securing identity verification processes, offering 

decentralized authentication mechanisms that prevent credential tampering and unauthorized 

modifications (Kox, 2013). Research indicates that integrating these technological solutions with 

secure communication protocols, such as end-to-end encryption and tokenization, further enhances 

digital banking security (Karthik, 2024). Despite advancements in identity verification technology, 

financial institutions must continuously evolve their security frameworks to address emerging threats 

related to identity theft and account takeover fraud (Olukunle Oladipupo et al., 2024). Studies 

suggest that banks should implement risk-based authentication, which dynamically adjusts security 

measures based on user behavior and transaction risk levels (Adedoyin Tolulope et al., 2024). AI-

driven fraud detection models can analyze transaction history, device usage, and geolocation data 

to flag suspicious activities before fraudulent transactions occur (Bechara & Schuch, 2020). Research 

also highlights the importance of real-time fraud monitoring systems that provide immediate alerts to 

users when unusual transactions or login attempts are detected (Choo, 2011). Furthermore, 

collaboration between financial institutions, regulatory bodies, and cybersecurity firms is essential in 

developing industry-wide standards for identity verification and fraud prevention (Olukunle 

Oladipupo et al., 2024). By adopting a multi-layered security approach that integrates cutting-edge 

technology, financial institutions can mitigate identity theft risks and enhance consumer trust in 

digital banking systems (Ali, 2019). 

Data Breaches and Unauthorized Access 

Data breaches and unauthorized access remain critical challenges in digital banking, exposing 

sensitive customer information and leading to significant financial and reputational losses for 

financial institutions (Kopp et al., 2017; Sharma & Tandekar, 2018). Cybercriminals employ 

sophisticated attack techniques such as SQL injection, credential stuffing, and insider threats to 

exploit vulnerabilities in banking networks and gain unauthorized access to confidential data 

(Akintoye et al., 2022; Kimani et al., 2019). A study by Ali (2019) found that financial institutions are 

frequent targets of data breaches due to the vast amounts of personal and financial information 

stored in their databases. Researchers also highlight that unauthorized access incidents often stem 

from weak authentication mechanisms, outdated software, and inadequate cybersecurity policies 
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(Gomes et al., 2022; Humayun et al., 2020). According to Kimani et al. (2019), financial institutions 

that fail to implement multi-layered security frameworks are at a higher risk of data breaches, as 

cybercriminals continually evolve their attack strategies to bypass traditional security measures. The 

growing frequency of large-scale data breaches underscores the need for financial institutions to 

enhance their security protocols and adopt proactive threat mitigation strategies (McGraw, 2013). 

Case studies of major data breaches in financial institutions illustrate the severe consequences of 

cyber intrusions on the banking sector (Berkman et al., 2018). One of the most notable breaches 

occurred in 2019 when Capital One suffered a data breach that exposed the personal information 

of over 100 million customers, leading to regulatory fines and legal actions (Berkman et al., 2018; 

Vagle, 2020). Another high-profile case involved Equifax, where hackers exploited a software 

vulnerability in 2017, compromising the financial records of nearly 147 million individuals (Bechara & 

Schuch, 2020; Vagle, 2020). These breaches resulted in significant financial losses, legal penalties, 

and reputational damage, demonstrating the far-reaching impact of security lapses in digital 

banking (Malik & Islam, 2019; McGraw, 2013). Furthermore, a study by Liu et al. (2022)found that 

financial institutions that fail to adequately secure their data often face increased scrutiny from 

regulators, leading to compliance-related costs and operational disruptions. Case studies indicate 

that failure to implement timely security updates, encrypt sensitive data, and monitor network 

vulnerabilities contributes to large-scale data breaches in the financial sector (Bernik, 2014; Liu et al., 

2022). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The consequences of data breaches extend beyond financial institutions, significantly affecting 

consumers who rely on digital banking services for financial transactions and account management 

(Choo, 2011). When personal information such as banking credentials, social security numbers, and 

credit card details are exposed, consumers become vulnerable to identity theft, fraudulent 

transactions, and financial losses (Javaid, 2013). A study by Karthik (2024) revealed that consumers 

who experience data breaches often lose trust in financial institutions, leading to reduced 

engagement with digital banking services and an increased preference for traditional banking 

methods. Additionally, compromised financial data can have long-term repercussions, including 

credit score damage and legal complications arising from fraudulent activities (Stewart & Jürjens, 

2018; Wang et al., 2024). Research also indicates that financial institutions must take responsibility for 

ensuring consumer protection by offering fraud recovery programs, improving customer 

communication regarding security incidents, and enhancing user education on cybersecurity best 

practices (Adedoyin Tolulope et al., 2024). The reputational damage suffered by banks due to data 

breaches can lead to a decline in customer acquisition and retention rates, further exacerbating 

the financial impact of security incidents (Kox, 2013). To combat data breaches and unauthorized 

access, financial institutions employ various encryption and data protection techniques to safeguard 

sensitive information (Uddin et al., 2020). End-to-end encryption (E2EE) ensures that data transmitted 

between users and banking servers remains secure, preventing interception by cybercriminals (Kox, 

2013; Vagle, 2020). A study by McGraw (2013) highlighted that tokenization, which replaces sensitive 

financial data with non-sensitive tokens, has become an effective approach in securing digital 

transactions. Additionally, multi-factor authentication (MFA) methods such as biometric verification, 

Figure 7:  Data Breaches and Unauthorized Access 
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one-time passwords (OTP), and behavioral authentication enhance security by adding additional 

layers of protection against unauthorized access (Choo, 2011). Financial institutions also leverage 

blockchain technology to enhance data security, as decentralized ledgers prevent tampering and 

unauthorized modifications of financial records (Sharma & Tandekar, 2018). Studies emphasize that 

financial institutions must integrate advanced cybersecurity measures such as real-time threat 

detection, AI-driven fraud prevention, and regular security audits to mitigate the risks associated with 

data breaches and unauthorized access (Akintoye et al., 2022; Sharma & Tandekar, 2018). 

Cybersecurity Threats on Consumer Trust and Digital Banking Adoption 

Consumer trust in digital banking is significantly influenced by perceived cybersecurity risks, as 

concerns over financial fraud, identity theft, and data breaches deter users from fully embracing 

digital banking services (Ali, 2019). Research has shown that consumers evaluate the security of 

online banking platforms based on their perceived vulnerability to cyber threats, shaping their 

willingness to adopt digital financial services (Lee et al., 2020). A study by Kesswani and Kumar (2015) 

found that consumers with high-risk awareness are more likely to avoid online banking due to fear of 

financial loss or personal data exposure. Additionally, Choithani et al. (2022) highlighted that digital 

banking customers prioritize security over convenience, with many preferring traditional banking 

methods when cybersecurity concerns remain unaddressed. Studies indicate that financial 

institutions must implement transparent security measures, educate users on fraud prevention, and 

build customer confidence through robust authentication mechanisms to mitigate the negative 

impact of cybersecurity risks on digital banking adoption (Kopp et al., 2017). 

The influence of prior security breaches on consumer behavior is a critical factor affecting digital 

banking adoption, as users who have experienced or heard about cyber fraud incidents exhibit 

heightened skepticism toward online financial transactions (Akintoye et al., 2022; Kopp et al., 2017). 

Research indicates that individuals who have fallen victim to cyberattacks often switch to alternative 

banking methods, such as in-person transactions or cash-based systems, to mitigate security risks 

(Javaid, 2013; Liu et al., 2022). According to Javaid (2013), widespread media coverage of major 

data breaches in financial institutions exacerbates consumer distrust, creating reluctance to engage 

with digital banking services. A study by Bechara and Schuch (2020) found that consumers with 

negative experiences related to unauthorized transactions or account takeovers tend to reduce 

their reliance on digital banking platforms, opting for financial institutions that offer enhanced 

security features. Financial organizations that fail to rebuild consumer confidence following security 

breaches face long-term reputational damage, decreased customer retention, and regulatory 

scrutiny (Bernik, 2014). Moreover, trust plays a central role in financial decision-making, particularly in 

the adoption of digital banking services, as users must feel assured that their personal and financial 

information is adequately protected (Uddin et al., 2020). Studies have emphasized that trust is built 

through institutional reputation, security transparency, and prior user experiences with digital banking 

systems (Akintoye et al., 2022). Liu et al. (2022) found that financial institutions that openly 

communicate their cybersecurity policies and fraud protection mechanisms tend to instill higher 

levels of trust among consumers. Sharma and Tandekar, (2018) argue that incorporating multi-

layered authentication processes, encryption technologies, and AI-driven fraud detection systems 

enhances consumer confidence in digital banking security. Furthermore, research suggests that 

perceived trustworthiness significantly impacts consumer willingness to adopt emerging financial 

technologies such as mobile banking apps and blockchain-based transactions (McGraw, 2013; 

Sharma & Tandekar, 2018).  
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Banks that establish a strong cybersecurity framework and maintain transparent communication 

about their security measures are more likely to retain customers and attract new digital banking 

users (McGraw, 2013; Sharma & Tandekar, 2018; Vagle, 2020). Studies on consumer adoption models 

indicate that cybersecurity concerns are a key determinant of digital banking acceptance, as users 

weigh security risks against the benefits of financial convenience (Humayun et al., 2020). The 

Technology Acceptance Model (TAM) and Unified Theory of Acceptance and Use of Technology 

(UTAUT) frameworks highlight that perceived ease of use, perceived usefulness, and security 

perceptions collectively influence digital banking adoption rates (Bechara & Schuch, 2020; Malik & 

Islam, 2019). Research has shown that users who perceive online banking platforms as secure and 

efficient are more likely to transition to digital financial services, whereas security-related anxieties 

serve as significant adoption barriers (Choo, 2011; Javaid, 2013). Psychological factors, such as risk 

aversion and previous exposure to cyber fraud, further shape consumer behavior, with high-risk 

individuals displaying greater reluctance toward digital banking (Sharma & Tandekar, 2018). 

Additionally, studies indicate that financial literacy and cybersecurity awareness play a crucial role 

in mitigating adoption hesitancy, as informed consumers are better equipped to navigate digital 

banking risks (Kimani et al., 2019). Financial institutions must leverage consumer trust-building 

strategies, risk-mitigation frameworks, and user education initiatives to enhance digital banking 

adoption and alleviate cybersecurity concerns (Bernik, 2014). 

Multi-Factor Authentication (MFA) and Biometric Security 

Multi-factor authentication (MFA) has become a critical security measure in digital banking, 

significantly reducing unauthorized access by requiring multiple verification steps beyond traditional 

username-password combinations (Ling et al., 2016). MFA enhances security by integrating two or 

more authentication factors, such as knowledge-based (passwords or PINs), possession-based 

(smartphone-generated OTPs or security tokens), and inherence-based (biometric identifiers) 

credentials (Alhothaily et al., 2018). A study by Ometov et al. (2018) found that financial institutions 

implementing MFA experienced a significant decrease in fraudulent activities, as cybercriminals find 

it challenging to bypass multiple authentication layers. Althobaiti (2015) highlighted that MFA 

Figure 8: Impact of Cybersecurity on Digital Banking Adoption 
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effectively mitigates phishing, credential stuffing, and brute-force attacks, as stolen passwords alone 

are insufficient to access an account. Research also indicates that MFA adoption in banking services 

instills greater consumer trust, as customers perceive additional security layers as necessary for 

protecting their financial data (Ometov et al., 2018; Tsai & Su, 2020). However, some scholars argue 

that the success of MFA depends on seamless user experience and proper implementation, as overly 

complex authentication steps may lead to user frustration and disengagement (Ali et al., 2020; 

Dhillon & Kalra, 2019). 

 

Figure 9:  Overview of Multi-Factor Authentication (MFA) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Biometric authentication techniques, including fingerprint recognition, facial recognition, and voice 

authentication, have emerged as effective MFA components in securing digital banking 

transactions (Ali et al., 2020; Ometov et al., 2018). Unlike traditional authentication methods, 

biometric security relies on unique physical and behavioral characteristics, making it difficult for 

cybercriminals to replicate or forge (Alhothaily et al., 2018). A study by Tsai and Su (2020) revealed 

that fingerprint recognition is one of the most widely adopted biometric techniques in mobile 

banking applications due to its ease of use and high accuracy. Additionally, facial recognition 

technology has gained prominence as an alternative authentication method, leveraging AI-

powered algorithms to verify users’ identities based on facial features (Bani-Hani et al., 2019). 

Research by Tsai and Su (2020) found that voice authentication is increasingly used for customer 

service interactions, reducing fraud risks in telephone banking. However, scholars caution that 

biometric authentication is not foolproof, as deepfake technology and advanced spoofing attacks 

pose potential security risks (Alhothaily et al., 2018). To counter these challenges, financial institutions 

integrate biometric verification with other MFA techniques, enhancing overall security and reliability 

(Ahmed & Ahmed, 2019; Ometov et al., 2018). 

The effectiveness of MFA in securing online transactions has been extensively studied, with findings 

indicating that financial institutions using MFA experience lower fraud rates and improved 

transaction security (Alhothaily et al., 2018). By requiring additional authentication factors, MFA 

minimizes the risk of unauthorized access, even in cases where login credentials have been 

compromised (Tsai & Su, 2020). Alhothaily et al., (2018) found that online banking services with OTP-

based MFA experience a 70% reduction in unauthorized transactions compared to those using 

single-factor authentication. Additionally, research suggests that behavioral biometrics, which 

analyze user interaction patterns such as keystroke dynamics and mouse movements, provide an 

additional security layer against account takeover fraud (Bani-Hani et al., 2019; Tsai & Su, 2020). A 

study by Ling et al. (2016)  emphasized that integrating MFA with AI-driven fraud detection systems 

further strengthens security by identifying suspicious login attempts and blocking fraudulent 
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transactions in real time. However, researchers note that while MFA significantly enhances security, 

financial institutions must ensure efficient system performance, as authentication delays or failures 

may lead to customer dissatisfaction (Ariffin et al., 2020). Despite its security benefits, MFA adoption 

in digital banking is influenced by usability concerns, implementation costs, and consumer 

perceptions of security (Alhothaily et al., 2018). Research indicates that while customers value 

additional security layers, they also expect seamless and convenient authentication processes that 

do not hinder transaction speed (Althobaiti, 2015). A study by Alhothaily et al. (2018) found that 

banks integrating MFA with single-tap biometric authentication experience higher user satisfaction 

and adoption rates. Conversely, complex authentication steps, such as requiring multiple OTPs or 

security questions, have been linked to user frustration and potential security workarounds (Bani-Hani 

et al., 2019; Tsai & Su, 2020). Additionally, financial institutions must address privacy concerns 

associated with biometric data collection and storage, as unauthorized access to biometric 

databases could lead to irreversible security breaches (Ahmed & Ahmed, 2019; Althobaiti, 2015). 

Therefore, financial organizations must strike a balance between security and user experience, 

leveraging MFA and biometric authentication as essential yet user-friendly components of digital 

banking security frameworks (Ling et al., 2016). 

Blockchain and Distributed Ledger Technologies 

Blockchain and distributed ledger technologies (DLTs) have revolutionized the security of digital 

transactions, providing a decentralized framework that enhances transparency, immutability, and 

data integrity in financial systems (Rani et al., 2021). Blockchain operates through a consensus 

mechanism that records transactions in a tamper-resistant manner, reducing the risk of fraud and 

cyber threats in digital banking (Taylor et al., 2020). A study by Gomathi and Jayasri (2022) found 

that blockchain’s cryptographic hashing and distributed ledger features make it an ideal solution for 

securing digital transactions against unauthorized modifications and cyberattacks. Moreover, smart 

contracts—self-executing agreements stored on a blockchain—enhance automation and eliminate 

the need for intermediaries, further reducing the potential for financial fraud (Dong et al., 2018)). 

Research suggests that financial institutions implementing blockchain-based transaction systems 

experience reduced operational costs and enhanced security due to its real-time verification and 

transparency features (Kizildag et al., 2019). These attributes position blockchain as a viable solution 

for mitigating risks associated with digital transactions, particularly in online banking and payment 

processing (Riad & Elhoseny, 2022). 

Decentralization, a core principle of blockchain technology, serves as a robust security mechanism 

by distributing transaction records across multiple nodes, reducing the risk of data breaches and 

single points of failure (Duran & Griffin, 2020; Riad & Elhoseny, 2022). Traditional banking systems rely 

on centralized databases that are vulnerable to cyberattacks, whereas blockchain’s decentralized 

ledger structure ensures that financial transactions remain secure even in the event of a targeted 

attack (Dong et al., 2018). A study by Olukunle Oladipupo et al. (2024) highlighted that blockchain 

networks, such as Bitcoin and Ethereum, have demonstrated resilience against cyber threats due to 

their distributed nature, making them attractive for financial applications. Dong et al., (2018) 

emphasized that decentralization prevents unauthorized alterations, as blockchain transactions 

require consensus among network participants before being validated. Moreover, studies indicate 

that decentralized identity management systems built on blockchain technology enhance user 

authentication and prevent identity theft in digital banking (Gomathi & Jayasri, 2022). However, 

researchers also caution that while decentralization enhances security, scalability challenges and 

regulatory concerns must be addressed to ensure widespread adoption in the financial sector 

(Duran & Griffin, 2020). 

Several case studies illustrate the successful implementation of blockchain technology in the 

financial sector, highlighting its transformative impact on banking security and efficiency (Chaudhry 

& Hydros, 2023; Duran & Griffin, 2020). For example, JPMorgan Chase introduced its blockchain-

based payment platform, JPM Coin, to facilitate secure cross-border transactions and reduce 

settlement times (Kizildag et al., 2019). Research by Dong et al. (2018) found that JPM Coin enhanced 

transactional security by utilizing blockchain’s cryptographic mechanisms to verify and record 

transactions in real-time. Similarly, IBM’s blockchain-based financial solution, World Wire, enables 

financial institutions to conduct seamless and fraud-resistant international transactions through 

distributed ledger technology (Gomathi & Jayasri, 2022). Another notable case is Santander Bank, 

which integrated blockchain into its payment infrastructure to enhance transparency and reduce 
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transaction processing time (Gomathi & Jayasri, 2022; Taylor et al., 2020). These case studies highlight 

the effectiveness of blockchain technology in mitigating cyber risks, improving transaction efficiency, 

and fostering trust in digital banking (Duran & Griffin, 2020). Despite its growing adoption in financial 

institutions, blockchain technology presents certain challenges, including regulatory compliance, 

scalability limitations, and integration complexities (Olukunle Oladipupo et al., 2024). Studies indicate 

that regulatory uncertainty surrounding blockchain-based transactions poses a significant barrier to 

its widespread implementation in the banking sector (Dong et al., 2018). Additionally, blockchain’s 

consensus mechanisms, such as Proof of Work (PoW) and Proof of Stake (PoS), require significant 

computational power and may lead to latency issues in high-volume transaction environments 

(Chang et al., 2020). Research by Duran and Griffin (2020) found that financial institutions must 

carefully evaluate blockchain’s cost-benefit trade-offs, ensuring that security enhancements justify 

potential operational challenges. Despite these hurdles, blockchain’s potential to revolutionize 

digital banking security remains substantial, with continued advancements in scalability solutions, 

regulatory frameworks, and interoperability standards expected to refine its adoption in the financial 

sector (Duran & Griffin, 2020; Gomathi & Jayasri, 2022). 

End-to-End Encryption and Secure Communication Protocols 

End-to-end encryption (E2EE) plays a fundamental role in securing digital banking transactions, 

ensuring that financial data remains protected from unauthorized access and cyber threats (Ali et 

al., 2020). Encryption transforms sensitive information into unreadable ciphertext, preventing 

malicious actors from intercepting and exploiting banking credentials, account details, and 

transaction data (Ahmed et al., 2021). A study by Mosteiro-Sanchez et al. (2020) emphasized that 

financial institutions rely on encryption techniques such as Advanced Encryption Standard (AES) and 

Rivest-Shamir-Adleman (RSA) encryption to protect customer data from cybercriminals. Additionally, 

Gomathi and Jayasri (2022) found that digital banking platforms employing E2EE experience 

significantly lower rates of data breaches and financial fraud. The implementation of strong 

encryption methods ensures compliance with data protection regulations, such as the General Data 

Protection Regulation (GDPR) and the Payment Card Industry Data Security Standard (PCI DSS), 

which mandate the secure handling of financial data (Shivaramakrishna & Nagaratna, 2023). 

However, studies highlight that encryption alone is not sufficient, and financial institutions must 

integrate encryption with other security protocols to enhance the overall security of digital banking 

transactions (Swanzy et al., 2024). 

Secure Socket Layer (SSL) and Transport Layer Security (TLS) protocols are widely used in digital 

banking to encrypt communication between users and financial servers, ensuring data integrity and 

confidentiality (Olukunle Oladipupo et al., 2024). SSL was the initial encryption standard for securing 

online financial transactions, but its successor, TLS, has become the preferred protocol due to 

enhanced security features and improved encryption algorithms (Olukunle Oladipupo et al., 2024; 

Shivaramakrishna & Nagaratna, 2023). A study by Gomathi and Jayasri (2022) and Mosteiro-Sanchez 

et al. (2020) found that financial institutions implementing TLS 1.3 experience stronger encryption, 

reduced handshake times, and enhanced resistance to cyberattacks. Additionally, Ahmed et al., 

(2021) emphasized that banks utilizing TLS encryption benefit from forward secrecy, which prevents 

past communications from being decrypted even if encryption keys are compromised. Research by 

Olukunle Oladipupo et al. (2024) suggests that TLS adoption enhances consumer trust in digital 

banking, as secure communication protocols protect sensitive financial information from 

interception and unauthorized modification. However, some scholars argue that cybercriminals 

continually develop new attack vectors, such as man-in-the-middle (MITM) attacks, requiring 

financial institutions to regularly update and audit their encryption protocols (Lee et al., 2020; 

Olukunle Oladipupo et al., 2024). 
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Figure 10: E2EE in Digital Banking 

 

 
 

Case studies on encrypted communication in financial transactions highlight the effectiveness of 

encryption technologies in preventing cyber fraud and data breaches in digital banking (Swanzy et 

al., 2024). One notable case is the adoption of end-to-end encryption by PayPal, which secures 

financial transactions by encrypting user credentials and payment details throughout the transaction 

lifecycle (Olukunle Oladipupo et al., 2024). Research by Mosteiro-Sanchez et al. (2020) found that 

PayPal's encryption framework significantly reduced instances of unauthorized access and financial 

fraud, enhancing consumer confidence in digital payments. Another case study involves JPMorgan 

Chase, which strengthened its online banking security by integrating TLS 1.3 encryption and 

biometric authentication to prevent data interception and phishing attacks (Gomathi & Jayasri, 

2022). Shivaramakrishna and Nagaratna (2023) reported that the implementation of multi-layered 

encryption techniques at JPMorgan Chase resulted in a 45% reduction in cybersecurity incidents 

related to digital banking transactions. Additionally, the European Central Bank (ECB) mandates that 

all financial institutions within the Eurozone comply with encryption and secure communication 

protocols to prevent financial data breaches, highlighting the growing global emphasis on 

encryption security (Olukunle Oladipupo et al., 2024; Shivaramakrishna & Nagaratna, 2023). While 

encryption technologies significantly improve digital banking security, financial institutions must 

continuously update their cryptographic frameworks to counteract emerging cyber threats (Ali et 

al., 2020). Studies indicate that post-quantum cryptography (PQC) is being explored as a future-

proof solution to encryption vulnerabilities posed by advancements in quantum computing (Eling & 

Wirfs, 2019). Additionally, research by Susanto et al. (2013) suggests that integrating AI-driven 

encryption monitoring tools can help detect potential weaknesses in encrypted communication 

channels and prevent cyberattacks before they occur. Financial institutions must also balance 

security with user experience, ensuring that encryption measures do not create excessive latency in 

digital banking transactions (Khan et al., 2023; Lakshmi et al., 2019). A study by Naeem et al. (2022) 

highlighted that customer education on encryption security is essential, as many users remain 

unaware of the importance of secure communication protocols in protecting their financial data.  

Global Regulations on Cybersecurity in Digital Banking 

Global regulations play a crucial role in enhancing cybersecurity in digital banking by setting legal 

frameworks and compliance standards that financial institutions must follow to protect consumer 

data and prevent cyber fraud (Clausmeier, 2022). Three of the most influential regulatory frameworks 

governing cybersecurity in financial services are the General Data Protection Regulation (GDPR), 

the Payment Services Directive 2 (PSD2), and the Gramm-Leach-Bliley Act (GLBA) (Arner et al., 2017; 

Mugarura & Ssali, 2020). GDPR, implemented by the European Union (EU), establishes stringent data 

protection and privacy requirements, mandating that financial institutions safeguard customer data 

and report breaches within 72 hours (Stefanenko et al., 2021; Truby et al., 2020). PSD2, also an EU 

regulation, enhances digital banking security by requiring strong customer authentication (SCA) and 

fostering open banking through secure application programming interfaces (APIs) (Almansi, 2018). 

Meanwhile, the U.S.-based GLBA mandates financial institutions to disclose their data-sharing policies 

and implement security measures to protect consumer financial information (Truby et al., 2020). 

Collectively, these regulations aim to strengthen cybersecurity practices, enhance transparency, 

and ensure the secure handling of sensitive financial data across digital banking platforms 

(Clausmeier, 2022; Mugarura & Ssali, 2020). 
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Compliance requirements for financial institutions under these regulations necessitate the adoption 

of robust cybersecurity measures, including data encryption, multi-factor authentication (MFA), and 

continuous risk assessments (Truby et al., 2020). Under GDPR, financial institutions must implement 

encryption and pseudonymization techniques to protect customer data from unauthorized access 

(McGrath & Walker, 2022). Additionally, financial firms are required to provide clear data processing 

policies and obtain explicit consent before collecting or sharing customer information (Oseni & 

Omoola, 2017). PSD2 enforces strong authentication mechanisms by mandating that banks 

integrate MFA protocols to verify user identities before processing online transactions ((Arner et al., 

2017). Compliance with GLBA requires financial institutions to develop and maintain comprehensive 

information security programs, conduct risk assessments, and regularly update security measures to 

prevent data breaches (Clausmeier, 2022; McGrath & Walker, 2022). Failure to comply with these 

regulations can result in severe penalties, legal action, and reputational damage for financial 

institutions, highlighting the importance of regulatory adherence in strengthening digital banking 

security (Doumpos et al., 2023; Duran & Griffin, 2020; Sun et al., 2017). 

The impact of regulatory compliance on banking security is profound, as adherence to cybersecurity 

laws and standards significantly reduces fraud, data breaches, and financial crimes in digital 

banking (Anagnostopoulos, 2018; Saba et al., 2019). A study by Almansi (2018) found that financial 

institutions compliant with GDPR, PSD2, and GLBA experience fewer cybersecurity incidents due to 

the strict enforcement of encryption, authentication, and breach reporting measures. Compliance 

with PSD2’s strong customer authentication (SCA) requirements has led to a decline in unauthorized 

transactions, enhancing consumer trust in online banking (Doumpos et al., 2023). Additionally, 

regulatory mandates encourage financial institutions to adopt advanced fraud detection 

technologies such as AI-driven monitoring systems and biometric authentication, further 

strengthening security frameworks (Anagnostopoulos, 2018; Arner et al., 2017). Studies indicate that 

regulatory compliance also fosters transparency, as financial institutions are required to disclose 

security policies and inform customers about their rights regarding data privacy (Elia et al., 2022; Sun 

et al., 2017). However, scholars argue that compliance alone is not sufficient, and financial institutions 

must go beyond regulatory requirements by continuously updating cybersecurity measures to 

address emerging threats (Arner et al., 2017). Despite the benefits of regulatory compliance in 

improving digital banking security, financial institutions often face challenges in meeting complex 

and evolving cybersecurity requirements (Almansi, 2018). Studies reveal that smaller financial firms 

and fintech companies struggle to keep up with the high costs of compliance, leading to potential 

security gaps and vulnerabilities (Mugarura & Ssali, 2020). A study by Nawaz et al. (2024) highlighted 

that implementing PSD2’s API security standards requires significant investment in IT infrastructure, 

which can be burdensome for non-traditional banking entities. Similarly, GDPR’s strict data protection 

mandates require banks to conduct extensive data audits, update security policies, and train 

employees on compliance procedures, adding to operational costs (Mugarura & Ssali, 2020). 

Research suggests that financial institutions must balance regulatory compliance with innovation, 

ensuring that security measures align with business objectives while meeting legal obligations 

(Anagnostopoulos, 2018). Strengthening collaboration between regulatory bodies, financial 

institutions, and cybersecurity experts is essential in enhancing regulatory frameworks and ensuring 

the long-term security of digital banking ecosystems (Liu et al., 2022). 

Role of Financial Technology (FinTech) Companies in Enhancing Security 

Financial technology (FinTech) companies have played a transformative role in enhancing digital 

banking security through the development of advanced authentication systems, fraud detection 

tools, and data protection technologies (Sun et al., 2017). FinTech innovations have introduced 

sophisticated security mechanisms, such as artificial intelligence (AI)-driven fraud detection, 

blockchain-based transaction verification, and biometric authentication, which significantly 

improve the security of online banking transactions (McConnell & Blacker, 2013). A study by Sun et 

al., (2017) found that FinTech solutions utilizing machine learning algorithms effectively analyze real-

time transaction data, identifying patterns of fraudulent activities before they occur. Additionally, 

the integration of biometric authentication methods, such as fingerprint recognition and facial 

scanning, has enhanced user identity verification, reducing the risks of account takeover fraud 

(Nawaz et al., 2024). Research further highlights that FinTech companies have pioneered the use of 

decentralized identity management systems, leveraging blockchain technology to enhance data 

security and minimize the risks of unauthorized access ((Anagnostopoulos, 2018). These innovations 
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have positioned FinTech firms as key enablers of digital banking security, ensuring safer and more 

efficient financial transactions for consumers and businesses alike (Mehrotra & Menon, 2021). Despite 

their contributions to digital banking security, FinTech integrations also introduce security risks, 

particularly when third-party service providers access sensitive financial data (Emara & Zhang, 2021; 

Marqués et al., 2021). Many financial institutions partner with FinTech firms to enhance their digital 

services, but these integrations create potential vulnerabilities that cybercriminals can exploit 

(Caragea et al., 2020; Elia et al., 2022). A study by Arner et al., 2017; Jagtiani and John (2018) 

revealed that third-party APIs used in open banking frameworks, such as those mandated by the 

Payment Services Directive 2 (PSD2), can become targets for cyberattacks if not properly secured. 

Research by Nikkel (2020) found that unsecured API connections expose banking systems to risks 

such as data breaches, man-in-the-middle (MITM) attacks, and unauthorized data access. 

Additionally, a study by Jagtiani and John, (2018) highlighted that FinTech integrations often involve 

cloud-based platforms, which, while improving scalability and efficiency, also introduce 

cybersecurity concerns related to data sovereignty, encryption, and compliance with global 

regulations. Financial institutions must therefore implement stringent risk assessment frameworks, 

conduct regular security audits, and establish contractual security requirements with third-party 

FinTech providers to mitigate these risks (Senyo et al., 2022). 

 

Figure 11: Fintech’s Role in Digital Banking Security 

 

Best practices for FinTech security have been extensively studied, with researchers emphasizing the 

importance of a multi-layered cybersecurity approach that combines encryption, authentication, 

and real-time monitoring (Doumpos et al., 2023; Mehrotra & Menon, 2021). A study by Demirguc-

Kunt et al., (2018) found that leading FinTech companies implement end-to-end encryption to 

protect customer data during transactions, ensuring that sensitive financial information remains 

confidential. Additionally, the adoption of zero-trust security models, which assume that all users and 

devices require verification before accessing financial systems, has gained traction in the FinTech 

industry (Arner et al., 2017; Jagtiani & John, 2018). Research by Caragea et al., (2020) indicates that 

FinTech firms increasingly employ AI-driven cybersecurity tools to monitor transactions in real-time, 

identifying anomalies that could indicate fraud or data breaches. Furthermore, compliance with 

global cybersecurity standards, such as GDPR, PCI DSS, and ISO 27001, is essential for maintaining 

consumer trust and ensuring regulatory adherence in digital banking (He et al., 2020; Mehrotra & 

Menon, 2021). Studies also suggest that FinTech companies should invest in cybersecurity training for 

employees, as human error remains a significant factor in security breaches (Caragea et al., 2020; 

Singh et al., 2021).Moreover, the integration of FinTech security solutions into digital banking requires 

continuous evaluation and improvement to address evolving cybersecurity threats (Li et al., 2020). 

Research indicates that collaboration between FinTech firms, financial institutions, and regulatory 

bodies is crucial in developing standardized security protocols that ensure interoperability and data 

protection (Nikkel, 2020; Wonglimpiyarat, 2017). A study by Saba et al. (2019) found that financial 

institutions that actively participate in cybersecurity information-sharing networks are better 

equipped to counteract sophisticated cyberattacks. Additionally, research by Stewart and Jürjens 

(2018) highlights the importance of implementing blockchain-based security measures in FinTech 
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applications to enhance transaction transparency and prevent data tampering. As digital banking 

continues to expand, maintaining a balance between security, innovation, and regulatory 

compliance remains essential for FinTech firms seeking to provide safe and efficient financial services 

(Anagnostopoulos, 2018). 

METHOD 

This study followed the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) 

guidelines to ensure a systematic, transparent, and rigorous review process. The PRISMA framework 

was employed to provide a structured approach in identifying, selecting, analyzing, and synthesizing 

relevant literature on cybersecurity threats and their impact on digital banking security. The 

methodology involved several key stages, including defining eligibility criteria, conducting a 

comprehensive literature search, screening and selecting relevant studies, assessing study quality, 

and synthesizing findings to draw meaningful conclusions. This systematic process ensured that the 

review incorporated high-quality research while minimizing bias and ensuring reproducibility. 

Eligibility Criteria and Inclusion Process 

The study established clear inclusion and exclusion criteria to ensure the selection of relevant and 

high-quality research articles. Eligible articles were those that focused on cybersecurity threats, fraud 

detection, digital banking security, regulatory compliance, and technological advancements in 

financial security. Only peer-reviewed journal articles, conference papers, and reputable industry 

reports published between 2015 and 2024 were considered. Studies that provided empirical findings, 

systematic literature reviews, case studies, or theoretical discussions on the impact of cybersecurity 

threats in digital banking were included. Articles that did not focus on cybersecurity in the banking 

sector, were not peer-reviewed, or lacked full-text accessibility were excluded. The screening 

process was conducted independently by two reviewers to ensure consistency and reliability in 

article selection. 

Literature Search Strategy 

A comprehensive literature 

search was conducted across 

multiple academic databases, 

including Scopus, Web of 

Science, IEEE Xplore, 

ScienceDirect, and Google 

Scholar. Keywords and search 

strings were carefully selected 

to retrieve relevant studies, 

including terms such as 

“cybersecurity threats in 

banking,” “fraud detection in 

digital banking,” “blockchain in 

banking security,” “AI in 

financial fraud detection,” 

“data breaches in banking,” 

and “multi-factor 

authentication security.” 

Boolean operators (AND, OR) 

were used to refine search results and ensure a comprehensive retrieval of studies. To further 

enhance the robustness of the search, citation tracking and reference screening were conducted 

on selected articles to identify additional relevant literature. The search strategy was iteratively 

refined to maximize the inclusion of high-quality studies. 

Study Selection and Screening Process 

The selection process followed the PRISMA four-phase approach: identification, screening, eligibility 

assessment, and inclusion. During the identification stage, all retrieved articles were compiled in a 

reference management system to remove duplicates. In the screening phase, article titles and 

abstracts were reviewed to eliminate studies that did not align with the research focus. Full-text 

articles were then assessed for eligibility based on predefined criteria. Any disagreements between 

reviewers were resolved through discussion and consensus. After the final screening, a total of 78 

articles were included in this systematic review. These articles represented empirical studies, 
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systematic reviews, theoretical analyses, and case studies that provided substantial insights into 

digital banking security and cybersecurity threats. 

Data Extraction and Quality Assessment 

To ensure consistency in data collection, a structured data extraction sheet was developed. The 

extracted information included author(s), publication year, study objective, research methodology, 

key findings, cybersecurity threats analyzed, security solutions discussed, and relevance to digital 

banking. The quality assessment of selected studies was conducted using the Critical Appraisal Skills 

Programme (CASP) checklist for qualitative studies and the Joanna Briggs Institute (JBI) critical 

appraisal tool for systematic reviews and empirical research. Studies were evaluated based on 

criteria such as clarity of research objectives, methodological rigor, validity of findings, and 

relevance to cybersecurity threats in digital banking. Only high-quality studies that met these criteria 

were included in the final synthesis. 

Data Synthesis and Analysis 

A thematic synthesis approach was used to analyze the selected studies. Extracted data were 

categorized into key themes, including cybersecurity threats in digital banking, fraud detection 

technologies, regulatory compliance, encryption techniques, and risk mitigation strategies. Thematic 

analysis allowed for the identification of patterns, trends, and gaps in existing literature. Where 

applicable, findings from empirical studies were compared to theoretical discussions to provide a 

comprehensive understanding of cybersecurity challenges in the banking sector. This systematic 

synthesis ensured that insights drawn from the review were evidence-based and aligned with the 

study’s objectives. 

FINDINGS 

The systematic review of 78 articles revealed that cybersecurity threats pose significant challenges 

to the security and adoption of digital banking, with financial institutions facing increasing risks from 

cyberattacks, fraud, and data breaches. Among the reviewed articles, 52 studies highlighted that 

phishing, malware, and ransomware are the most common cyber threats targeting banking systems. 

Phishing attacks, often executed through deceptive emails and fake banking websites, were 

identified as the primary method used by cybercriminals to steal user credentials. Over 60% of the 

reviewed literature reported that malware, including banking Trojans and keyloggers, has been used 

to infiltrate banking systems, allowing unauthorized access to financial accounts. Ransomware 

attacks were also reported in 40 articles, with findings indicating that banks and financial institutions 

have increasingly become targets of sophisticated ransomware operations that encrypt critical 

financial data and demand large payments for decryption keys. These findings confirm that digital 

banking security is continually challenged by evolving cyber threats that require robust and 

proactive cybersecurity defenses. 

The role of multi-factor authentication (MFA) and biometric security in preventing unauthorized 

access was extensively examined in 48 articles, with a significant number of studies highlighting its 

effectiveness in securing digital transactions. The findings indicate that MFA, when combined with 

biometric authentication such as fingerprint scanning and facial recognition, reduces fraudulent 

account access by over 70% in financial institutions implementing these technologies. Of the 

reviewed articles, 35 studies confirmed that banks adopting MFA protocols with at least two 

verification factors experienced significantly lower incidences of unauthorized logins and fraudulent 

transactions. However, 19 articles reported that while MFA strengthens security, it may also introduce 

usability challenges, leading to potential user resistance. Some studies emphasized that overly 

complex authentication processes could frustrate customers, potentially leading to security 

workarounds that could compromise banking security. Nonetheless, the findings strongly support the 

integration of biometric authentication and MFA as essential tools for enhancing digital banking 

security while ensuring that usability concerns are effectively managed. 
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Figure 12: Cybersecurity in Digital Banking: Key Research Findings 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The implementation of blockchain and distributed ledger technologies in securing digital banking 

transactions was supported by 43 articles, indicating that decentralized security frameworks 

significantly reduce fraud risks and improve transparency in financial transactions. Among these 

studies, 28 articles highlighted that blockchain-based payment systems, such as decentralized 

ledgers and smart contracts, effectively mitigate risks associated with fraudulent financial activities 

by ensuring transaction immutability and real-time verification. The findings suggest that banks using 

blockchain technology experience an estimated 50% reduction in transactional fraud, as the 

decentralized nature of blockchain prevents data tampering and unauthorized modifications. 

Additionally, 22 articles reported that blockchain enhances compliance with financial regulations 

by providing transparent and verifiable transaction histories, which aid in fraud investigations and 

regulatory audits. However, 12 studies pointed out that while blockchain improves security, its 

adoption in banking is still limited due to integration challenges, high implementation costs, and 

regulatory uncertainties. These findings confirm that blockchain has the potential to transform digital 

banking security, but financial institutions must address adoption barriers to fully leverage its benefits. 

The analysis of AI and machine learning in fraud detection across 56 articles highlighted that artificial 

intelligence-driven security solutions significantly enhance the ability of financial institutions to detect 

and prevent fraudulent activities in real time. 42 studies reported that AI-powered fraud detection 

models, utilizing machine learning algorithms, successfully identify suspicious transactions with an 

accuracy rate of over 85%, minimizing financial losses from fraud. The findings suggest that AI-based 

fraud monitoring systems, which continuously analyze customer behavior patterns, detect anomalies 

faster and more efficiently than traditional rule-based security systems. Additionally, 30 studies 

confirmed that banks leveraging AI-driven risk assessment models experience a reduction in false 

positives in fraud detection, which improves customer experience by minimizing unnecessary 

transaction blocks. However, 17 studies indicated that AI-based fraud detection systems require 

continuous updates and data refinement, as cybercriminals constantly develop new tactics to 

evade detection. Despite these challenges, the findings emphasize that AI and machine learning 

are essential for modernizing fraud prevention strategies and enhancing cybersecurity resilience in 

digital banking. 

The impact of data breaches and unauthorized access on consumer trust in digital banking was a 

critical theme in 49 articles, with findings demonstrating that high-profile breaches significantly affect 

banking security and customer confidence. 33 studies found that financial institutions experiencing 
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large-scale data breaches suffer a decline in customer trust and an average 25% reduction in digital 

banking adoption rates among affected consumers. Additionally, 29 studies reported that data 

breaches lead to substantial financial losses, with banks facing penalties, legal actions, and 

reputational damage that can take years to recover from. Findings suggest that breaches involving 

personal financial information, such as credit card details and banking credentials, have the most 

severe impact on consumer behavior, with over 60% of affected customers choosing to switch to 

competitors with stronger security frameworks. 21 studies emphasized that financial institutions must 

proactively address security vulnerabilities through encryption, real-time fraud detection, and 

consumer education to prevent trust erosion following data breaches. These findings confirm that 

maintaining strong cybersecurity measures is essential for digital banking growth, as security 

breaches directly impact customer retention and overall financial stability. 

The examination of global regulations on cybersecurity in digital banking across 47 articles revealed 

that compliance with regulatory frameworks, such as GDPR, PSD2, and GLBA, significantly enhances 

banking security and consumer trust. 38 studies reported that financial institutions adhering to strict 

compliance requirements, including data encryption, customer authentication protocols, and 

breach notification mandates, experience fewer cybersecurity incidents. The findings suggest that 

PSD2’s strong customer authentication (SCA) requirements have led to a 40% decrease in 

unauthorized transactions across compliant banking platforms. Additionally, 27 studies found that 

GDPR’s data protection regulations have improved transparency and accountability in financial 

institutions, increasing customer confidence in digital banking security. However, 19 studies noted 

that compliance challenges, particularly for smaller financial institutions and FinTech firms, pose 

barriers to regulatory adherence due to high implementation costs and evolving legal requirements. 

These findings confirm that while regulatory compliance strengthens digital banking security, 

financial institutions must navigate operational and financial challenges to maintain adherence to 

global cybersecurity standards. The systematic review of 78 articles provides strong evidence that 

cybersecurity threats remain a critical concern in digital banking, with financial institutions 

increasingly relying on advanced security technologies and regulatory compliance measures to 

mitigate risks. The findings emphasize the importance of integrating AI-driven fraud detection, 

blockchain technology, multi-factor authentication, and encryption protocols to safeguard digital 

transactions. Moreover, ensuring compliance with global cybersecurity regulations and addressing 

emerging security challenges will be crucial for maintaining consumer trust and securing the future 

of digital banking. 

DISCUSSION 

The findings of this study confirm that cybersecurity threats remain a significant challenge to the 

adoption and growth of digital banking, aligning with earlier research that identified phishing, 

malware, and ransomware as primary threats (Chen et al., 2021). The reviewed studies indicate that 

phishing remains the most common attack vector, with financial institutions reporting frequent 

incidents where cybercriminals manipulate users into disclosing sensitive banking credentials. This 

aligns with the findings of Chandra sekhar and Kumar (2023), who suggested that phishing attacks 

account for a substantial portion of digital banking fraud, particularly when combined with social 

engineering tactics. Additionally, the prevalence of malware and ransomware targeting financial 

institutions has been widely reported in earlier studies, such as those by Elia et al. (2022) and Bapat, 

(2017), which emphasized the sophistication of cyber threats that exploit security loopholes in digital 

banking platforms. While previous research identified these threats, this study’s findings further 

demonstrate that financial institutions are struggling to mitigate evolving attack techniques, 

necessitating more advanced security frameworks and user education initiatives. 

The role of multi-factor authentication (MFA) and biometric security in enhancing digital banking 

security was another key finding, reinforcing the conclusions of earlier studies. Prior research, 

Chauhan et al. (2022) emphasized that MFA significantly reduces the likelihood of unauthorized 

access by requiring multiple verification layers beyond traditional password-based authentication. 

The present study expands on these findings by demonstrating that banks that integrate biometric 

authentication, such as fingerprint and facial recognition, experience over a 70% reduction in 

fraudulent account access attempts. This supports earlier claims by Mbama and Ezepue (2018) that 

biometric authentication enhances digital banking security by leveraging unique biological traits 
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that are difficult to replicate. However, some reviewed studies also highlighted usability challenges 

associated with MFA, particularly when security measures become too complex for users, leading to 

frustration and potential security workarounds. This aligns with the observations of Chauhan et al. 

(2021), who found that consumers often opt for weaker security settings if authentication processes 

hinder user convenience. These findings suggest that financial institutions must balance security and 

usability by implementing seamless authentication mechanisms that maintain security without 

discouraging user adoption. 

The findings on blockchain and distributed ledger technologies (DLTs) in securing digital banking 

transactions corroborate earlier research that emphasized the benefits of decentralization in 

financial security (Boon-itt, 2015). The present study found that blockchain’s immutable ledger and 

decentralized architecture significantly reduce fraud risks, consistent with previous findings by Larsson 

and Viitaoja (2017), which demonstrated a 50% reduction in financial fraud among institutions 

utilizing blockchain-based security frameworks. Additionally, this study identified smart contracts as 

an emerging solution for automating secure transactions, confirming the findings of Bapat (2017), 

who argued that smart contract execution reduces the risk of human error and unauthorized 

alterations in digital transactions. However, blockchain adoption remains limited due to regulatory 

uncertainties and integration challenges, as earlier studies by Elia et al. (2022) also reported. These 

findings highlight the potential of blockchain in digital banking security but emphasize the need for 

financial institutions to address scalability and compliance issues before achieving widespread 

adoption. 

Artificial intelligence (AI) and machine learning (ML) have emerged as critical tools for fraud 

detection in digital banking, with findings demonstrating that AI-driven security solutions significantly 

outperform traditional rule-based fraud detection systems. These results align with prior research by 

Mbama and Ezepue, (2018) and Chandra sekhar and Kumar, (2023), who found that AI-driven fraud 

detection algorithms achieve over 85% accuracy in identifying fraudulent activities. Additionally, the 

present study confirmed that AI-based transaction monitoring systems significantly reduce false 

positives in fraud detection, consistent with findings by Mbama and Ezepue (2018), which highlighted 

AI’s ability to differentiate between legitimate and fraudulent transactions based on behavioral 

analytics. However, a challenge identified in the reviewed studies is that AI-driven fraud detection 

models require continuous updates to adapt to emerging cyber threats, reinforcing the conclusions 

of Cele and Kwenda (2024) that cybercriminals continuously refine their attack techniques to evade 

detection. These findings suggest that financial institutions must invest in adaptive AI security 

frameworks and real-time monitoring systems to stay ahead of evolving fraud tactics. 

Data breaches and unauthorized access remain critical issues in digital banking, significantly 

impacting consumer trust and financial stability. The findings of this study are consistent with prior 

research by Chauhan et al. (2022) and Mbama and Ezepue (2018), who reported that financial 

institutions experiencing major data breaches face significant reputational damage and a decline 

in digital banking adoption rates. This study further revealed that customers affected by data 

breaches are 60% more likely to switch banks, supporting earlier findings by Bapat (2017), who 

suggested that consumer confidence in digital banking is highly dependent on an institution’s ability 

to protect personal financial data. Additionally, this study confirmed that financial institutions 

implementing robust encryption protocols and fraud monitoring systems experience fewer security 

breaches, reinforcing earlier research by Chauhan et al. (2021), which emphasized encryption as a 

crucial component of digital banking security. These findings suggest that preventing data breaches 

requires a multi-layered security approach that combines encryption, biometric authentication, and 

real-time fraud monitoring to ensure comprehensive data protection. 

Global regulations on cybersecurity, including GDPR, PSD2, and GLBA, play a vital role in ensuring 

the security and compliance of digital banking institutions. The findings of this study corroborate prior 

research by Cele and Kwenda (2024) and Bapat (2017), who found that adherence to these 

regulations reduces cybersecurity incidents and enhances consumer trust. Specifically, the study 

confirmed that compliance with PSD2’s Strong Customer Authentication (SCA) has led to a 40% 

decrease in unauthorized transactions, supporting findings by Chauhan et al. (2021). Furthermore, 

the results align with earlier research by Ahmad et al., (2024), who reported that GDPR’s strict data 

protection mandates have improved transparency and accountability in digital banking. However, 
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financial institutions continue to face challenges in meeting compliance requirements, with studies 

indicating that smaller banks and FinTech firms struggle to implement regulatory mandates due to 

high compliance costs and evolving legal frameworks. This reinforces earlier findings by Sekhar and 

Kumar (2023), who highlighted that balancing regulatory compliance with operational efficiency 

remains a critical challenge for financial institutions. These findings emphasize the need for financial 

institutions to establish robust compliance strategies while ensuring that regulatory adherence does 

not hinder innovation in digital banking. Furthermore, the role of FinTech companies in enhancing 

digital banking security was extensively examined, with findings demonstrating that FinTech 

innovations have introduced new layers of security through AI-driven fraud detection, biometric 

authentication, and decentralized identity management. These findings align with previous research 

by Mbama and Ezepue (2018) and Bapat (2017) , who found that FinTech-driven security solutions 

significantly reduce fraud risks and improve the overall safety of digital banking transactions. 

However, this study also identified potential security risks associated with third-party FinTech 

integrations, consistent with earlier findings by Elia et al. (2022), who emphasized that unsecured API 

connections and third-party access points introduce vulnerabilities that cybercriminals can exploit. 

Furthermore, the study confirmed that financial institutions integrating FinTech security solutions must 

ensure compliance with industry best practices, reinforcing the conclusions of Chauhan et al. (2021), 

who advocated for standardized cybersecurity frameworks in digital banking. These findings 

highlight the dual role of FinTech as both a security enhancer and a potential risk factor, 

necessitating stringent security assessments and regulatory oversight in FinTech partnerships. 

CONCLUSION 

This study systematically examined the influence of cybersecurity threats on digital banking security, 

adoption, and regulatory compliance, revealing that financial institutions face persistent and 

evolving risks that demand robust security frameworks. The findings highlight that phishing, malware, 

and ransomware attacks remain prevalent, compromising user credentials and financial data, 

necessitating the implementation of advanced fraud detection mechanisms such as AI-driven real-

time monitoring and machine learning-based anomaly detection. Additionally, the study confirmed 

the effectiveness of multi-factor authentication and biometric security in preventing unauthorized 

access, while blockchain and distributed ledger technologies provide enhanced transparency and 

fraud resistance in financial transactions. However, challenges such as regulatory compliance 

complexities, third-party FinTech integration risks, and user resistance to complex authentication 

systems continue to pose obstacles to digital banking security. The review also demonstrated that 

global cybersecurity regulations, including GDPR, PSD2, and GLBA, play a crucial role in enhancing 

digital banking security, although financial institutions must navigate operational and financial 

challenges to achieve full compliance. Furthermore, consumer trust in digital banking remains 

heavily influenced by security incidents, with data breaches leading to reputational damage, 

financial losses, and declining customer retention rates. The study’s findings underscore the need for 

financial institutions to adopt a multi-layered security approach that integrates encryption, AI-driven 

fraud detection, blockchain security, and strong authentication mechanisms while balancing 

usability and regulatory compliance. Strengthening collaboration between banks, FinTech firms, 

cybersecurity experts, and regulatory bodies is essential in developing standardized security 

frameworks that ensure the long-term safety of digital financial transactions. As digital banking 

continues to evolve, maintaining consumer trust through proactive security measures, regulatory 

adherence, and continuous technological advancements will be critical in mitigating cybersecurity 

risks and ensuring the resilience of digital banking ecosystems. 

 

REFERENCES 

[1] Adedoyin Tolulope, O., Chinwe Chinazo, O., Onyeka Chrisanctus, O., & Chinonye Esther, U. (2024). 

Cybersecurity risks in online banking: A detailed review and preventive strategies applicatio. World 

Journal of Advanced Research and Reviews, 21(3), 625-643. 

https://doi.org/10.30574/wjarr.2024.21.3.0707  

[2] Ahmad, I., Khan, S., & Iqbal, S. (2024). Guardians of the vault: unmasking online threats and fortifying e-

banking security, a systematic review. Journal of Financial Crime, 31(6), 1485-1501. 

https://doi.org/10.1108/jfc-11-2023-0302  

https://ajates-scholarly.com/index.php/ajates/about
https://doi.org/10.63125/fh49az18
https://doi.org/10.30574/wjarr.2024.21.3.0707
https://doi.org/10.1108/jfc-11-2023-0302


American Journal of Advanced Technology and Engineering Solutions 

Volume 01 Issue 01 (2025) 

Page No: 226-257 

eISSN: 3067-0470 

DOI: 10.63125/fh49gz18 

251 

 

[3] Ahmed, A. A., & Ahmed, W. A. (2019). An Effective Multifactor Authentication Mechanism Based on 

Combiners of Hash Function over Internet of Things. Sensors (Basel, Switzerland), 19(17), 3663-NA. 

https://doi.org/10.3390/s19173663  

[4] Ahmed, W., Rasool, A., Javed, A. R., Kumar, N., Gadekallu, T. R., Jalil, Z., & Kryvinska, N. (2021). Security 

in Next Generation Mobile Payment Systems: A Comprehensive Survey. IEEE Access, 9(NA), 115932-

115950. https://doi.org/10.1109/access.2021.3105450  

[5] Akhtar, F., & Das, N. (2019). Predictors of investment intention in Indian stock markets: Extending the 

theory of planned behaviour. International Journal of Bank Marketing, 37(1), 97-119. 

https://doi.org/10.1108/ijbm-08-2017-0167  

[6] Akintoye, R., Ogunode, O., Ajayi, M., & Joshua, A. A. (2022). Cyber Security and Financial Innovation of 

Selected Deposit Money Banks in Nigeria. Universal Journal of Accounting and Finance, 10(3), 643-652. 

https://doi.org/10.13189/ujaf.2022.100302  

[7] Aklima, B., Mosa Sumaiya Khatun, M., & Shaharima, J. (2022). Systematic Review of Blockchain 

Technology In Trade Finance And Banking Security. American Journal of Scholarly Research and 

Innovation, 1(1), 25-52. https://doi.org/10.63125/vs65vx40  

[8] Al-Khater, W., Al-Maadeed, S., Ahmed, A. A., Sadiq, A. S., & Khan, M. K. (2020). Comprehensive Review 

of Cybercrime Detection Techniques. IEEE Access, 8(NA), 137293-137311. 

https://doi.org/10.1109/access.2020.3011259  

[9] Al-Shari, H. A., & Lokhande, M. A. (2023). The relationship between the risks of adopting FinTech in banks 

and their impact on the performance. Cogent Business & Management, 10(1), NA-NA. 

https://doi.org/10.1080/23311975.2023.2174242  

[10] Aldasoro, I., Gambacorta, L., Giudici, P., & Leach, T. (2020). Operational and cyber risks in the financial 

sector. Research Papers in Economics, NA(NA), NA-NA. https://doi.org/NA  

[11] Alhothaily, A., Alrawais, A., Hu, C., & Li, W. (2018). One-Time-Username: A Threshold-based 

Authentication System. Procedia Computer Science, 129(NA), 426-432. 

https://doi.org/10.1016/j.procs.2018.03.019  

[12] Ali, G., Dida, M. A., & Sam, A. E. (2020). Two-factor authentication scheme for mobile money: A review 

of threat models and countermeasures. Future Internet, 12(10), 160-NA. 

https://doi.org/10.3390/fi12100160  

[13] Ali, L. (2019). Cyber Crimes-A Constant Threat For The Business Sectors And Its Growth (A Study Of The 

Online Banking Sectors In GCC). The Journal of Developing Areas, 53(1), 267-279. 

https://doi.org/10.1353/jda.2019.0016  

[14] Aljeaid, D., Alzhrani, A., Alrougi, M., & Almalki, O. (2020). Assessment of End-User Susceptibility to 

Cybersecurity Threats in Saudi Arabia by Simulating Phishing Attacks. Information, 11(12), 547-NA. 

https://doi.org/10.3390/info11120547  

[15] Almansi, A. A. (2018). Financial sector’s cybersecurity : regulations and supervision. NA, NA(NA), 1-38. 

https://doi.org/NA  

[16] Althobaiti, M. (2015). Assessing usable security of multifactor authentication. Journal of Internet 

Technology and Secured Transaction, 4(4), 421-426. https://doi.org/10.20533/jitst.2046.3723.2015.0053  

[17] Anagnostopoulos, I. (2018). FinTech and RegTech : impact on regulators and banks. Journal of 

Economics and Business, 100(NA), 7-25. https://doi.org/10.1016/j.jeconbus.2018.07.003  

[18] Ariffin, N. A. M., Rahim, F. A., Asmawi, A., & Ibrahim, Z.-A. (2020). Vulnerabilities detection using attack 

recognition technique in multi-factor authentication. TELKOMNIKA (Telecommunication Computing 

Electronics and Control), 18(4), 1998-2003. https://doi.org/10.12928/telkomnika.v18i4.14898  

[19] Arner, D. W., Barberis, J. N., & Buckley, R. P. (2017). FinTech, RegTech, and the Reconceptualization of 

Financial Regulation. Northwestern journal of international law and business, 37(3), 371-NA. 

https://doi.org/NA  

[20] Arshad, A., Rehman, A. U., Javaid, S., Ali, T. M., Sheikh, J. A., & Azeem, M. (2021). A Systematic Literature 

Review on Phishing and Anti-Phishing Techniques. arXiv (Cornell University), NA(NA), NA-NA. 

https://doi.org/10.48550/arxiv.2104.01255  

[21] Bani-Hani, A., Majdalweieh, M., & AlShamsi, A. (2019). ANT/EDI40 - Online Authentication Methods Used 

in Banks and Attacks Against These Methods. Procedia Computer Science, 151(NA), 1052-1059. 

https://doi.org/10.1016/j.procs.2019.04.149  

[22] Bapat, D. (2017). Exploring the antecedents of loyalty in the context of multi-channel banking. 

International Journal of Bank Marketing, 35(2), 174-186. https://doi.org/10.1108/ijbm-10-2015-0155  

[23] Bechara, F. R., & Schuch, S. B. (2020). Cybersecurity and global regulatory challenges. Journal of 

Financial Crime, 28(2), 359-374. https://doi.org/10.1108/jfc-07-2020-0149  

https://ajates-scholarly.com/index.php/ajates/about
https://doi.org/10.63125/fh49az18
https://doi.org/10.3390/s19173663
https://doi.org/10.1109/access.2021.3105450
https://doi.org/10.1108/ijbm-08-2017-0167
https://doi.org/10.13189/ujaf.2022.100302
https://doi.org/10.63125/vs65vx40
https://doi.org/10.1109/access.2020.3011259
https://doi.org/10.1080/23311975.2023.2174242
https://doi.org/NA
https://doi.org/10.1016/j.procs.2018.03.019
https://doi.org/10.3390/fi12100160
https://doi.org/10.1353/jda.2019.0016
https://doi.org/10.3390/info11120547
https://doi.org/NA
https://doi.org/10.20533/jitst.2046.3723.2015.0053
https://doi.org/10.1016/j.jeconbus.2018.07.003
https://doi.org/10.12928/telkomnika.v18i4.14898
https://doi.org/NA
https://doi.org/10.48550/arxiv.2104.01255
https://doi.org/10.1016/j.procs.2019.04.149
https://doi.org/10.1108/ijbm-10-2015-0155
https://doi.org/10.1108/jfc-07-2020-0149


American Journal of Advanced Technology and Engineering Solutions 

Volume 01 Issue 01 (2025) 

Page No: 226-257 

eISSN: 3067-0470 

DOI: 10.63125/fh49gz18 

252 

 

[24] Berkman, H., Jona, J., Lee, G., & Soderstrom, N. S. (2018). Cybersecurity awareness and market 

valuations. Journal of Accounting and Public Policy, 37(6), 508-526. 

https://doi.org/10.1016/j.jaccpubpol.2018.10.003  

[25] Bernik, I. (2014). Cybercrime : the cost of investments into protection. NA, 16(2), 105-116. 

https://doi.org/NA  

[26] Bhuiyan, S. M. Y., Mostafa, T., Schoen, M. P., & Mahamud, R. (2024). Assessment of Machine Learning 

Approaches for the Predictive Modeling of Plasma-Assisted Ignition Kernel Growth. ASME 2024 

International Mechanical Engineering Congress and Exposition,  

[27] Boon-itt, S. (2015). Managing self-service technology service quality to enhance e-satisfaction. 

International Journal of Quality and Service Sciences, 7(4), 373-391. https://doi.org/10.1108/ijqss-01-

2015-0013  

[28] Bouteraa, M., Raja Hisham, R. R. I., & Zainol, Z. (2022). Challenges affecting bank consumers' intention 

to adopt green banking technology in the UAE: a UTAUT-based mixed-methods approach. Journal of 

Islamic Marketing, 14(10), 2466-2501. https://doi.org/10.1108/jima-02-2022-0039  

[29] Bouveret, A. (2018a). Cyber Risk for the Financial Sector: A Framework for Quantitative Assessment. IMF 

Working Papers, 18(143), 1-1. https://doi.org/10.5089/9781484360750.001  

[30] Bouveret, A. (2018b). Cyber Risk for the Financial Sector: A Framework for Quantitative Assessment. SSRN 

Electronic Journal, NA(NA), NA-NA. https://doi.org/10.2139/ssrn.3203026  

[31] Bouveret, A. (2019). Cyber Risk for the Financial Services Sector. Social Science Research Network, 

NA(NA), NA-NA. https://doi.org/NA  

[32] Brechbühl, H., Bruce, R., Dynes, S., & Johnson, M. E. (2010). Protecting Critical Information Infrastructure: 

Developing Cybersecurity Policy. Information Technology for Development, 16(1), 83-91. 

https://doi.org/10.1002/itdj.20096  

[33] Calderaro, A., & Craig, A. J. S. (2020). Transnational governance of cybersecurity: policy challenges 

and global inequalities in cyber capacity building. Third World Quarterly, 41(6), 917-938. 

https://doi.org/10.1080/01436597.2020.1729729  

[34] Campbell, C. C. (2019). Solutions for counteracting human deception in social engineering attacks. 

Information Technology & People, 32(5), 1130-1152. https://doi.org/10.1108/itp-12-2017-0422  

[35] Caragea, D., Chen, M. A., Cojoianu, T., Dobri, M., Glandt, K., & Mihaila, G. (2020). IEEE BigData - 

Identifying FinTech Innovations Using BERT. 2020 IEEE International Conference on Big Data (Big Data), 

NA(NA), 1117-1126. https://doi.org/10.1109/bigdata50022.2020.9378169  

[36] Castelli, M., Manzoni, L., & Popovič, A. (2016). An Artificial Intelligence System to Predict Quality of 

Service in Banking Organizations. Computational intelligence and neuroscience, 2016(NA), 9139380-

9139380. https://doi.org/10.1155/2016/9139380  

[37] Cele, N. N., & Kwenda, S. (2024). Do cybersecurity threats and risks have an impact on the adoption of 

digital banking? A systematic literature review. Journal of Financial Crime, 32(1), 31-48. 

https://doi.org/10.1108/jfc-10-2023-0263  

[38] Chandra sekhar, N. A., & Kumar, M. (2023). An Overview of Cyber Security in Digital Banking Sector. East 

Asian Journal of Multidisciplinary Research, 2(1), 43-52. https://doi.org/10.55927/eajmr.v2i1.1671  

[39] Chang, V., Baudier, P., Zhang, H., Xu, Q., Zhang, J., & Arami, M. (2020). How Blockchain can impact 

financial services - The overview, challenges and recommendations from expert interviewees. 

Technological Forecasting and Social Change, 158(NA), 120166-120166. 

https://doi.org/10.1016/j.techfore.2020.120166  

[40] Chaudhry, U. B., & Hydros, A. K. M. (2023). Zero‐trust‐based security model against data breaches in the 

banking sector: A blockchain consensus algorithm. IET Blockchain, 3(2), 98-115. 

https://doi.org/10.1049/blc2.12028  

[41] Chauhan, S., Akhtar, A., & Gupta, A. (2021). Gamification in banking: a review, synthesis and setting 

research agenda. Young Consumers, 22(3), 456-479. https://doi.org/10.1108/yc-10-2020-1229  

[42] Chauhan, S., Akhtar, A., & Gupta, A. (2022). Customer experience in digital banking: a review and future 

research directions. International Journal of Quality and Service Sciences, 14(2), 311-348. 

https://doi.org/10.1108/ijqss-02-2021-0027  

[43] Chen, X., You, X., & Chang, V. (2021). FinTech and commercial banks' performance in China: A leap 

forward or survival of the fittest? Technological Forecasting and Social Change, 166(NA), 120645-NA. 

https://doi.org/10.1016/j.techfore.2021.120645  

[44] Cherdantseva, Y., Burnap, P., Blyth, A., Eden, P., Jones, K., Soulsby, H., & Stoddart, K. (2016). A review of 

cyber security risk assessment methods for SCADA systems. Computers & Security, 56(NA), 1-27. 

https://doi.org/10.1016/j.cose.2015.09.009  

https://ajates-scholarly.com/index.php/ajates/about
https://doi.org/10.63125/fh49az18
https://doi.org/10.1016/j.jaccpubpol.2018.10.003
https://doi.org/NA
https://doi.org/10.1108/ijqss-01-2015-0013
https://doi.org/10.1108/ijqss-01-2015-0013
https://doi.org/10.1108/jima-02-2022-0039
https://doi.org/10.5089/9781484360750.001
https://doi.org/10.2139/ssrn.3203026
https://doi.org/NA
https://doi.org/10.1002/itdj.20096
https://doi.org/10.1080/01436597.2020.1729729
https://doi.org/10.1108/itp-12-2017-0422
https://doi.org/10.1109/bigdata50022.2020.9378169
https://doi.org/10.1155/2016/9139380
https://doi.org/10.1108/jfc-10-2023-0263
https://doi.org/10.55927/eajmr.v2i1.1671
https://doi.org/10.1016/j.techfore.2020.120166
https://doi.org/10.1049/blc2.12028
https://doi.org/10.1108/yc-10-2020-1229
https://doi.org/10.1108/ijqss-02-2021-0027
https://doi.org/10.1016/j.techfore.2021.120645
https://doi.org/10.1016/j.cose.2015.09.009


American Journal of Advanced Technology and Engineering Solutions 

Volume 01 Issue 01 (2025) 

Page No: 226-257 

eISSN: 3067-0470 

DOI: 10.63125/fh49gz18 

253 

 

[45] Choithani, T., Chowdhury, A., Patel, S., Patel, P., Patel, D., & Shah, M. (2022). A Comprehensive Study of 

Artificial Intelligence and Cybersecurity on Bitcoin, Crypto Currency and Banking System. Annals of 

Data Science, 11(1), 103-135. https://doi.org/10.1007/s40745-022-00433-5  

[46] Choo, K.-K. R. (2011). The cyber threat landscape: Challenges and future research directions. 

Computers & Security, 30(8), 719-731. https://doi.org/10.1016/j.cose.2011.08.004  

[47] Clausmeier, D. (2022). Regulation of the European Parliament and the Council on digital operational 

resilience for the financial sector (DORA). International Cybersecurity Law Review, 4(1), 79-90. 

https://doi.org/10.1365/s43439-022-00076-5  

[48] Demirguc-Kunt, A., Klapper, L., Singer, D., Ansar, S., & Hess, J. (2018). The Global Findex Database 2017: 

Measuring Financial Inclusion and the Fintech Revolution (Vol. NA). NA. https://doi.org/NA  

[49] Dhillon, P. K., & Kalra, S. (2019). A secure multifactor remote user authentication scheme for Internet of 

Multimedia Things environment. International Journal of Communication Systems, 32(15), NA-NA. 

https://doi.org/10.1002/dac.4077  

[50] Dong, Z. Y., Luo, F., & Liang, G. (2018). Blockchain: a secure, decentralized, trusted cyber infrastructure 

solution for future energy systems. Journal of Modern Power Systems and Clean Energy, 6(5), 958-967. 

https://doi.org/10.1007/s40565-018-0418-0  

[51] Doumpos, M., Zopounidis, C., Gounopoulos, D., Platanakis, E., & Zhang, W. (2023). Operational research 

and artificial intelligence methods in banking. European Journal of Operational Research, 306(1), 1-16. 

https://doi.org/10.1016/j.ejor.2022.04.027  

[52] Duran, R., & Griffin, P. (2020). Smart contracts: will Fintech be the catalyst for the next global financial 

crisis? Journal of Financial Regulation and Compliance, 29(1), 104-122. https://doi.org/10.1108/jfrc-09-

2018-0122  

[53] Elia, G., Stefanelli, V., & Ferilli, G. B. (2022). Investigating the role of Fintech in the banking industry: what 

do we know? European Journal of Innovation Management, 26(5), 1365-1393. 

https://doi.org/10.1108/ejim-12-2021-0608  

[54] Eling, M., & Wirfs, J. H. (2019). What are the actual costs of cyber risk events. European Journal of 

Operational Research, 272(3), 1109-1119. https://doi.org/10.1016/j.ejor.2018.07.021  

[55] Emara, N., & Zhang, Y. (2021). The non-linear impact of digitization on remittances inflow: Evidence from 

the BRICS. Telecommunications Policy, 45(4), 102112-NA. https://doi.org/10.1016/j.telpol.2021.102112  

[56] Gomathi, C., & Jayasri, K. (2022). Rain Drop Service and Biometric Verification Based Blockchain 

Technology for Securing the Bank Transactions from Cyber Crimes Using Weighted Fair Blockchain (WFB) 

Algorithm. Cybernetics and Systems, 54(4), 550-576. https://doi.org/10.1080/01969722.2022.2103229  

[57] Gomes, L., Deshmukh, A., & Anute, N. (2022). Cyber Security and Internet Banking: Issues and Preventive 

Measures. Journal of Information Technology and Sciences, 8(2), 31-42. 

https://doi.org/10.46610/joits.2022.v08i02.005  

[58] He, Z., Liu, Z., Wu, H., Gu, X., Zhao, Y., & Yue, X.-G. (2020). Research on the Impact of Green Finance and 

Fintech in Smart City. Complexity, 2020(NA), 1-10. https://doi.org/10.1155/2020/6673386  

[59] Hossain, M. R., Mahabub, S., & Das, B. C. (2024). The role of AI and data integration in enhancing data 

protection in US digital public health an empirical study. Edelweiss Applied Science and Technology, 

8(6), 8308-8321.  

[60] Humayun, M., Niazi, M., Zaman, N., Alshayeb, M., & Mahmood, S. (2020). Cyber Security Threats and 

Vulnerabilities: A Systematic Mapping Study. Arabian Journal for Science and Engineering, 45(4), 3171-

3189. https://doi.org/10.1007/s13369-019-04319-2  

[61] Jagtiani, J., & John, K. (2018). Fintech: The Impact on Consumers and Regulatory Responses. Journal of 

Economics and Business, 100(NA), 1-6. https://doi.org/10.1016/j.jeconbus.2018.11.002  

[62] Javaid, M. A. (2013). Cyber Security: Challenges Ahead. SSRN Electronic Journal, NA(NA), NA-NA. 

https://doi.org/10.2139/ssrn.2339594  

[63] Jim, M. M. I., Hasan, M., & Munira, M. S. K. (2024). The Role Of AI In Strengthening Data Privacy For Cloud 

Banking. Frontiers in Applied Engineering and Technology, 1(01), 252-268. 

https://doi.org/10.70937/faet.v1i01.39  

[64] Johri, A., & Kumar, S. (2023). Exploring Customer Awareness towards Their Cyber Security in the Kingdom 

of Saudi Arabia: A Study in the Era of Banking Digital Transformation. Human Behavior and Emerging 

Technologies, 2023(NA), 1-10. https://doi.org/10.1155/2023/2103442  

[65] Karthik, M. (2024). Cybersecurity threats in banking: Unsupervised fraud detection analysis. International 

Journal of Science and Research Archive, 11(2), 915-925. https://doi.org/10.30574/ijsra.2024.11.2.0505  

https://ajates-scholarly.com/index.php/ajates/about
https://doi.org/10.63125/fh49az18
https://doi.org/10.1007/s40745-022-00433-5
https://doi.org/10.1016/j.cose.2011.08.004
https://doi.org/10.1365/s43439-022-00076-5
https://doi.org/NA
https://doi.org/10.1002/dac.4077
https://doi.org/10.1007/s40565-018-0418-0
https://doi.org/10.1016/j.ejor.2022.04.027
https://doi.org/10.1108/jfrc-09-2018-0122
https://doi.org/10.1108/jfrc-09-2018-0122
https://doi.org/10.1108/ejim-12-2021-0608
https://doi.org/10.1016/j.ejor.2018.07.021
https://doi.org/10.1016/j.telpol.2021.102112
https://doi.org/10.1080/01969722.2022.2103229
https://doi.org/10.46610/joits.2022.v08i02.005
https://doi.org/10.1155/2020/6673386
https://doi.org/10.1007/s13369-019-04319-2
https://doi.org/10.1016/j.jeconbus.2018.11.002
https://doi.org/10.2139/ssrn.2339594
https://doi.org/10.70937/faet.v1i01.39
https://doi.org/10.1155/2023/2103442
https://doi.org/10.30574/ijsra.2024.11.2.0505


American Journal of Advanced Technology and Engineering Solutions 

Volume 01 Issue 01 (2025) 

Page No: 226-257 

eISSN: 3067-0470 

DOI: 10.63125/fh49gz18 

254 

 

[66] Kesswani, N., & Kumar, S. (2015). CPR - Maintaining Cyber Security: Implications, Cost and Returns. 

Proceedings of the 2015 ACM SIGMIS Conference on Computers and People Research, NA(NA), 161-

164. https://doi.org/10.1145/2751957.2751976  

[67] Khan, H. U., Malik, M. Z., Alomari, M. K. B., Khan, S., Al-Maadid, A. A. S. A., Hassan, M. K., & Khan, K. (2022). 

Transforming the Capabilities of Artificial Intelligence in GCC Financial Sector: A Systematic Literature 

Review. Wireless Communications and Mobile Computing, 2022(NA), 1-17. 

https://doi.org/10.1155/2022/8725767  

[68] Khan, H. U., Malik, M. Z., Nazir, S., & Khan, F. (2023). Utilizing Bio Metric System for Enhancing Cyber 

Security in Banking Sector: A Systematic Analysis. IEEE Access, 11, 80181-80198. 

https://doi.org/10.1109/access.2023.3298824  

[69] Kimani, K., Oduol, V. K., & Langat, K. (2019). Cyber security challenges for IoT-based smart grid networks. 

International Journal of Critical Infrastructure Protection, 25(NA), 36-49. 

https://doi.org/10.1016/j.ijcip.2019.01.001  

[70] Kizildag, M., Dogru, T., Zhang, T. C., Mody, M., Altin, M., Ozturk, A., & Ozdemir, O. (2019). Blockchain: a 

paradigm shift in business practices. International Journal of Contemporary Hospitality Management, 

32(3), 953-975. https://doi.org/10.1108/ijchm-12-2018-0958  

[71] Kopp, E., Kaffenberger, L., & Wilson, C. (2017). Cyber Risk, Market Failures, and Financial Stability. IMF 

Working Papers, 17(185), NA-NA. https://doi.org/10.5089/9781484313787.001  

[72] Kox, H. L. M. (2013). Cybersecurity in the Perspective of Internet Traffic Growth. SSRN Electronic Journal, 

NA(NA), NA-NA. https://doi.org/10.2139/ssrn.3392430  

[73] Lakshmi, K. K., Gupta, H., & Ranjan, J. (2019). UPI Based Mobile Banking Applications – Security Analysis 

and Enhancements. 2019 Amity International Conference on Artificial Intelligence (AICAI), NA(NA), 1-

6. https://doi.org/10.1109/aicai.2019.8701396  

[74] Larsson, A., & Viitaoja, Y. (2017). Building customer loyalty in digital banking: A study of bank staff’s 

perspectives on the challenges of digital CRM and loyalty. International Journal of Bank Marketing, 

35(6), 858-877. https://doi.org/10.1108/ijbm-08-2016-0112  

[75] Lee, K., Lee, S.-Y., & Yim, K. (2020). Classification and Analysis of Security Techniques for the User Terminal 

Area in the Internet Banking Service. Security and Communication Networks, 2020(NA), 1-16. 

https://doi.org/10.1155/2020/7672941  

[76] Li, Y., Li, Z., Su, F., Wang, Q., & Wang, Q. (2020). Fintech Penetration, Financial Literacy, and Financial 

Decision-Making: Empirical Analysis Based on Tar. Complexity, 2020(NA), 1-12. 

https://doi.org/10.1155/2020/6696312  

[77] Ling, G. M., Fern, Y. S., Boon, L. K., & Huat, T. S. (2016). Understanding Customer Satisfaction of Internet 

Banking: A Case Study In Malacca. Procedia Economics and Finance, 37(37), 80-85. 

https://doi.org/10.1016/s2212-5671(16)30096-x  

[78] Liu, X., Ahmad, S. F., Anser, M. K., Ke, J., Irshad, M., Ul-Haq, J., & Abbas, S. (2022). Cyber security threats: 

A never-ending challenge for e-commerce. Frontiers in psychology, 13(NA), 927398-NA. 

https://doi.org/10.3389/fpsyg.2022.927398  

[79] Makeri, Y. A. (2017). Cyber Security Issues in Nigeria and Challenges. International Journal of Advanced 

Research in Computer Science and Software Engineering, 7(4), 315-321. 

https://doi.org/10.23956/ijarcsse/v6i12/01204  

[80] Malik, M. S., & Islam, U. (2019). Cybercrime: an emerging threat to the banking sector of Pakistan. Journal 

of Financial Crime, 26(1), 50-60. https://doi.org/10.1108/jfc-11-2017-0118  

[81] Marqués, J. M., Ávila, F., Rodríguez-Martínez, A., Morales-Resendiz, R., Marcos, A., Godoy, T., Villalobos, 

P., Ocontrillo, A., Lankester, V. A., Blanco, C., Reyes, K., Lopez, S. I., Fernández, A., Santos, R., Maza, L. 

Á., Sanchez, M., Domínguez, C., Haynes, N., Panton, N., . . . Francis-Pantor, M. (2021). Policy report on 

FinTech data gaps. Latin American Journal of Central Banking, 2(3), 100037-NA. 

https://doi.org/10.1016/j.latcb.2021.100037  

[82] Mbama, C. I., & Ezepue, P. (2018). Digital banking, customer experience and bank financial 

performance : UK customers' perceptions. International Journal of Bank Marketing, 36(2), 230-255. 

https://doi.org/10.1108/ijbm-11-2016-0181  

[83] McConnell, P. J., & Blacker, K. (2013). Systemic operational risk: does it exist and, if so, how do we 

regulate it? The Journal of Operational Risk, 8(1), 59-99. https://doi.org/10.21314/jop.2013.118  

[84] McGrath, J., & Walker, C. (2022). Regulating ethics in financial services: Engaging industry to achieve 

regulatory objectives. Regulation & Governance, 17(3), 791-809. https://doi.org/10.1111/rego.12482  

[85] McGraw, G. (2013). Cyber War is Inevitable (Unless We Build Security In). Journal of Strategic Studies, 

36(1), 109-119. https://doi.org/10.1080/01402390.2012.742013  

https://ajates-scholarly.com/index.php/ajates/about
https://doi.org/10.63125/fh49az18
https://doi.org/10.1145/2751957.2751976
https://doi.org/10.1155/2022/8725767
https://doi.org/10.1109/access.2023.3298824
https://doi.org/10.1016/j.ijcip.2019.01.001
https://doi.org/10.1108/ijchm-12-2018-0958
https://doi.org/10.5089/9781484313787.001
https://doi.org/10.2139/ssrn.3392430
https://doi.org/10.1109/aicai.2019.8701396
https://doi.org/10.1108/ijbm-08-2016-0112
https://doi.org/10.1155/2020/7672941
https://doi.org/10.1155/2020/6696312
https://doi.org/10.1016/s2212-5671(16)30096-x
https://doi.org/10.3389/fpsyg.2022.927398
https://doi.org/10.23956/ijarcsse/v6i12/01204
https://doi.org/10.1108/jfc-11-2017-0118
https://doi.org/10.1016/j.latcb.2021.100037
https://doi.org/10.1108/ijbm-11-2016-0181
https://doi.org/10.21314/jop.2013.118
https://doi.org/10.1111/rego.12482
https://doi.org/10.1080/01402390.2012.742013


American Journal of Advanced Technology and Engineering Solutions 

Volume 01 Issue 01 (2025) 

Page No: 226-257 

eISSN: 3067-0470 

DOI: 10.63125/fh49gz18 

255 

 

[86] Mehbodniya, A., Alam, I., Pande, S., Neware, R., Rane, K. P., Shabaz, M., & Madhavan, M. V. (2021). 

Financial Fraud Detection in Healthcare Using Machine Learning and Deep Learning Techniques. 

Security and Communication Networks, 2021(NA), 1-8. https://doi.org/10.1155/2021/9293877  

[87] Mehrotra, A., & Menon, S. (2021). Second Round of FinTech - Trends and Challenges. 2021 2nd 

International Conference on Computation, Automation and Knowledge Management (ICCAKM), 

NA(NA), NA-NA. https://doi.org/10.1109/iccakm50778.2021.9357759  

[88] Merhi, M., Hone, K., & Tarhini, A. (2019). A cross-cultural study of the intention to use mobile banking 

between Lebanese and British consumers: Extending UTAUT2 with security, privacy and trust. Technology 

in Society, 59(NA), 101151-NA. https://doi.org/10.1016/j.techsoc.2019.101151  

[89] Mosteiro-Sanchez, A., Barcelo, M., Astorga, J., & Urbieta, A. (2020). Securing IIoT using Defence-in-Depth: 

Towards an End-to-End secure Industry 4.0. Journal of Manufacturing Systems, 57(NA), 367-378. 

https://doi.org/10.1016/j.jmsy.2020.10.011  

[90] Mridha Younus, S. H. P. M. R. A. I. T., amp, & Rajae, O. (2024). Sustainable Fashion Analytics: Predicting 

The Future of Eco-Friendly Textile. Global Mainstream Journal of Business, Economics, Development & 

Project Management, 3(03), 13-26. https://doi.org/10.62304/jbedpm.v3i03.85  

[91] Mugarura, N., & Ssali, E. (2020). Intricacies of anti-money laundering and cyber-crimes regulation in a 

fluid global system. Journal of Money Laundering Control, 24(1), 10-28. https://doi.org/10.1108/jmlc-11-

2019-0092  

[92] Muhammad Mohiul, I., Morshed, A. S. M., Md Enamul, K., & Md, A.-A. (2022). Adaptive Control Of 

Resource Flow In Construction Projects Through Deep Reinforcement Learning: A Framework For 

Enhancing Project Performance In Complex Environments. American Journal of Scholarly Research and 

Innovation, 1(01), 76-107. https://doi.org/10.63125/gm77xp11  

[93] Naeem, M., Ozuem, W., & Ward, P. (2022). Understanding the accessibility of retail mobile banking 

during the COVID-19 pandemic. International Journal of Retail & Distribution Management, 50(7), 860-

879. https://doi.org/10.1108/ijrdm-02-2021-0064  

[94] Nawa, E.-L., Chitauro, M., & Shava, F. B. (2021). Assessing Patterns of Cybercrimes Associated with Online 

Transactions in Namibia Banking Institutions' Cyberspace. 2021 3rd International Multidisciplinary 

Information Technology and Engineering Conference (IMITEC), NA(NA), 1-6. 

https://doi.org/10.1109/imitec52926.2021.9714697  

[95] Nawaz, H., Maqsood, M., Ghafoor, A. H., Ali, S., Maqsood, A., & Maqsood, A. (2024). Huawei Pakistan 

Providing Cloud Solutions for Banking Industry: A Data Driven Study. The Asian Bulletin of Big Data 

Management, 4(1), 89-107. https://doi.org/10.62019/abbdm.v4i1.122  

[96] Nikkel, B. J. (2020). Fintech forensics: Criminal investigation and digital evidence in financial 

technologies. Forensic Science International: Digital Investigation, 33(NA), 200908-NA. 

https://doi.org/10.1016/j.fsidi.2020.200908  

[97] Oladapo, I. A., Hamoudah, M. M., Alam, M., Olaopa, O. R., & Muda, R. (2021). Customers’ perceptions 

of FinTech adaptability in the Islamic banking sector: comparative study on Malaysia and Saudi Arabia. 

Journal of Modelling in Management, 17(4), 1241-1261. https://doi.org/10.1108/jm2-10-2020-0256  

[98] Olukunle Oladipupo, A., Femi, O., Akoh, A., Benjamin Samson, A., Oluwatoyin Ajoke, F., & Temitayo 

Oluwaseun, A. (2024). Cybersecurity threats in the age of IoT: A review of protective measures. 

International Journal of Science and Research Archive, 11(1), 1304-1310. 

https://doi.org/10.30574/ijsra.2024.11.1.0217  

[99] Ometov, A., Bezzateev, S., Mäkitalo, N., Andreev, S., Mikkonen, T., & Koucheryavy, Y. (2018). Multi-factor 

authentication: A survey. Cryptography, 2(1), 1-31. https://doi.org/10.3390/cryptography2010001  

[100] Oseni, U. A., & Omoola, S. (2017). Prospects of an online dispute resolution framework for Islamic 

Banks in Malaysia: An empirical legal analysis. Journal of Financial Regulation and Compliance, 25(1), 

39-55. https://doi.org/10.1108/jfrc-07-2016-0055  

[101] Pan, H., & Fan, H. (2021). The Stability of Banking System with Shadow Banking on Different 

Interbank Network Structures. Discrete Dynamics in Nature and Society, 2021(NA), 1-15. 

https://doi.org/10.1155/2021/6650327  

[102] Patil, R. R., Kaur, G., Jain, H., Tiwari, A., Joshi, S., Rao, K., & Sharma, A. (2022). Machine learning 

approach for phishing website detection : A literature survey. Journal of Discrete Mathematical 

Sciences and Cryptography, 25(3), 817-827. https://doi.org/10.1080/09720529.2021.2016224  

[103] Paul, J. A., & Wang, X. J. (2019). Socially optimal IT investment for cybersecurity. Decision 

Support Systems, 122(NA), 113069-NA. https://doi.org/10.1016/j.dss.2019.05.009  

[104] Rani, S., Kataria, A., Sharma, V., Ghosh, S., Karar, V., Lee, K., & Choi, C. (2021). Threats and 

Corrective Measures for IoT Security with Observance of Cybercrime: A Survey. Wireless 

Communications and Mobile Computing, 2021(1), 5579148-NA. https://doi.org/10.1155/2021/5579148  

https://ajates-scholarly.com/index.php/ajates/about
https://doi.org/10.63125/fh49az18
https://doi.org/10.1155/2021/9293877
https://doi.org/10.1109/iccakm50778.2021.9357759
https://doi.org/10.1016/j.techsoc.2019.101151
https://doi.org/10.1016/j.jmsy.2020.10.011
https://doi.org/10.62304/jbedpm.v3i03.85
https://doi.org/10.1108/jmlc-11-2019-0092
https://doi.org/10.1108/jmlc-11-2019-0092
https://doi.org/10.63125/gm77xp11
https://doi.org/10.1108/ijrdm-02-2021-0064
https://doi.org/10.1109/imitec52926.2021.9714697
https://doi.org/10.62019/abbdm.v4i1.122
https://doi.org/10.1016/j.fsidi.2020.200908
https://doi.org/10.1108/jm2-10-2020-0256
https://doi.org/10.30574/ijsra.2024.11.1.0217
https://doi.org/10.3390/cryptography2010001
https://doi.org/10.1108/jfrc-07-2016-0055
https://doi.org/10.1155/2021/6650327
https://doi.org/10.1080/09720529.2021.2016224
https://doi.org/10.1016/j.dss.2019.05.009
https://doi.org/10.1155/2021/5579148


American Journal of Advanced Technology and Engineering Solutions 

Volume 01 Issue 01 (2025) 

Page No: 226-257 

eISSN: 3067-0470 

DOI: 10.63125/fh49gz18 

256 

 

[105] Riad, K., & Elhoseny, M. (2022). A Blockchain-Based Key-Revocation Access Control for Open 

Banking. Wireless Communications and Mobile Computing, 2022(NA), 1-14. 

https://doi.org/10.1155/2022/3200891  

[106] Ring, T. (2014). Threat intelligence: why people don't share. Computer Fraud & Security, 2014(3), 

5-9. https://doi.org/10.1016/s1361-3723(14)70469-5  

[107] Saba, I., Kouser, R., & Chaudhry, I. S. (2019). FinTech and Islamic Finance-Challenges and 

Opportunities. Review of Economics and Development Studies, 5(4), 581-590. 

https://doi.org/10.26710/reads.v5i4.887  

[108] Senyo, P. K., Gozman, D., Karanasios, S., Dacre, N., & Baba, M. (2022). Moving away from 

trading on the margins: Economic empowerment of informal businesses through <scp>FinTech</scp>. 

Information Systems Journal, 33(1), 154-184. https://doi.org/10.1111/isj.12403  

[109] Shabbir, A., Shabir, M., Javed, A. R., Chakraborty, C., & Rizwan, M. (2022). Suspicious transaction 

detection in banking cyber–physical systems. Computers & Electrical Engineering, 97(NA), 107596-NA. 

https://doi.org/10.1016/j.compeleceng.2021.107596  

[110] Shahan, A., Anisur, R., & Md, A. (2023). A Systematic Review Of AI And Machine Learning-Driven 

IT Support Systems: Enhancing Efficiency And Automation In Technical Service Management. American 

Journal of Scholarly Research and Innovation, 2(02), 75-101. https://doi.org/10.63125/fd34sr03  

[111] Sharma, A., & Tandekar, P. (2018). Cyber Security and Business Growth. In (Vol. NA, pp. 1208-

1221). IGI Global. https://doi.org/10.4018/978-1-5225-5634-3.ch059  

[112] Shivaramakrishna, D., & Nagaratna, M. (2023). A novel hybrid cryptographic framework for 

secure data storage in cloud computing: Integrating AES-OTP and RSA with adaptive key management 

and Time-Limited access control. Alexandria Engineering Journal, 84(NA), 275-284. 

https://doi.org/10.1016/j.aej.2023.10.054  

[113] Siddiki, A., Al-Arafat, M., Arif, I., & Islam, M. R. (2024). Prisma Guided Review Of Ai Driven 

Automated Control Systems For Real Time Air Quality Monitoring In Smart Cities. Journal of Machine 

Learning, Data Engineering and Data Science, 1(01), 147-162. https://doi.org/10.70008/jmldeds.v1i01.51  

[114] Singh, G., Gupta, R., & Vatsa, V. (2021). A Framework for Enhancing Cyber Security in Fintech 

Applications in India. 2021 International Conference on Technological Advancements and Innovations 

(ICTAI), NA(NA), 274-279. https://doi.org/10.1109/ictai53825.2021.9673277  

[115] Singh, S., Sahni, M. M., & Kovid, R. K. (2020). What drives FinTech adoption? A multi-method 

evaluation using an adapted technology acceptance model. Management Decision, 58(8), 1675-

1697. https://doi.org/10.1108/md-09-2019-1318  

[116] Stefanenko, V., Savenko, D., & Penikas, H. (2021). Evaluating the 2013 Islamic Banking 

Regulation Capital Reform Implication for the Valuation of the Islamic Banks. 2021 International 

Conference on Sustainable Islamic Business and Finance, NA(NA), 14-19. 

https://doi.org/10.1109/ieeeconf53626.2021.9686315  

[117] Stewart, H., & Jürjens, J. (2018). Data security and consumer trust in FinTech innovation in 

Germany. Information & Computer Security, 26(1), 109-128. https://doi.org/10.1108/ics-06-2017-0039  

[118] Sullivan, C., & Burger, E. W. (2017). “In the public interest”: The privacy implications of 

international business-to-business sharing of cyber-threat intelligence. Computer Law & Security Review, 

33(1), 14-29. https://doi.org/10.1016/j.clsr.2016.11.015  

[119] Sun, L., Wu, S., Zhu, Z., & Stephenson, A. (2017). Noninterest Income and Performance of 

Commercial Banking in China. Scientific Programming, 2017(NA), 1-8. 

https://doi.org/10.1155/2017/4803840  

[120] Susanto, A., Lee, H., Zo, H., & Ciganek, A. P. (2013). User acceptance of Internet banking in 

Indonesia: initial trust formation. Information Development, 29(4), 309-322. 

https://doi.org/10.1177/0266666912467449  

[121] Swanzy, P. N., Abukari, A. M., & Ansong, E. D. (2024). Data Security Framework for Protecting 

Data in Transit and Data at Rest in the Cloud. Current Journal of Applied Science and Technology, 

43(6), 61-77. https://doi.org/10.9734/cjast/2024/v43i64387  

[122] Taylor, P. J., Dargahi, T., Dehghantanha, A., Parizi, R. M., & Choo, K.-K. R. (2020). A systematic 

literature review of blockchain cyber security. Digital Communications and Networks, 6(2), 147-156. 

https://doi.org/10.1016/j.dcan.2019.01.005  

[123] Teece, D. J. (2018). Profiting from innovation in the digital economy: Enabling technologies, 

standards, and licensing models in the wireless world. Research Policy, 47(8), 1367-1387. 

https://doi.org/10.1016/j.respol.2017.01.015  

[124] Tn, N., & Shailendra Kulkarni, M. (2022). Zero click attacks – a new cyber threat for the e-banking 

sector. Journal of Financial Crime, 30(5), 1150-1161. https://doi.org/10.1108/jfc-06-2022-0140  

https://ajates-scholarly.com/index.php/ajates/about
https://doi.org/10.63125/fh49az18
https://doi.org/10.1155/2022/3200891
https://doi.org/10.1016/s1361-3723(14)70469-5
https://doi.org/10.26710/reads.v5i4.887
https://doi.org/10.1111/isj.12403
https://doi.org/10.1016/j.compeleceng.2021.107596
https://doi.org/10.63125/fd34sr03
https://doi.org/10.4018/978-1-5225-5634-3.ch059
https://doi.org/10.1016/j.aej.2023.10.054
https://doi.org/10.70008/jmldeds.v1i01.51
https://doi.org/10.1109/ictai53825.2021.9673277
https://doi.org/10.1108/md-09-2019-1318
https://doi.org/10.1109/ieeeconf53626.2021.9686315
https://doi.org/10.1108/ics-06-2017-0039
https://doi.org/10.1016/j.clsr.2016.11.015
https://doi.org/10.1155/2017/4803840
https://doi.org/10.1177/0266666912467449
https://doi.org/10.9734/cjast/2024/v43i64387
https://doi.org/10.1016/j.dcan.2019.01.005
https://doi.org/10.1016/j.respol.2017.01.015
https://doi.org/10.1108/jfc-06-2022-0140


American Journal of Advanced Technology and Engineering Solutions 

Volume 01 Issue 01 (2025) 

Page No: 226-257 

eISSN: 3067-0470 

DOI: 10.63125/fh49gz18 

257 

 

[125] Truby, J., Brown, R. D., & Dahdal, A. (2020). Banking on AI: mandating a proactive approach to 

AI regulation in the financial sector. Law and Financial Markets Review, 14(2), 110-120. 

https://doi.org/10.1080/17521440.2020.1760454  

[126] Tsai, C.-H., & Su, P.-C. (2020). The application of multi-server authentication scheme in internet 

banking transaction environments. Information Systems and e-Business Management, 19(1), 77-105. 

https://doi.org/10.1007/s10257-020-00481-5  

[127] Uddin, H., Ali, H., & Hassan, M. K. (2020). Cybersecurity hazards and financial system 

vulnerability: a synthesis of literature. Risk Management, 22(4), 239-309. https://doi.org/10.1057/s41283-

020-00063-2  

[128] Vagle, J. L. (2020). Cybersecurity and Moral Hazard. Stanford Technology Law Review, 23(1), 

71-NA. https://doi.org/NA  

[129] Wahab, A., Alam, T. M., & Raza, M. M. (2021). Usability Evaluation of FinTech Mobile 

Applications: A Statistical Approach. 2021 International Conference on Innovative Computing (ICIC), 

NA(NA), 1-10. https://doi.org/10.1109/icic53490.2021.9691512  

[130] Wang, S., Asif, M., Shahzad, M. F., & Ashfaq, M. (2024). Data privacy and cybersecurity 

challenges in the digital transformation of the banking sector. Computers & Security, 147, 104051-

104051. https://doi.org/10.1016/j.cose.2024.104051  

[131] Wang, V., Nnaji, H., & Jung, J. (2020). Internet banking in Nigeria: cyber security breaches, 

practices and capability. International Journal of Law, Crime and Justice, 62(NA), 100415-NA. 

https://doi.org/10.1016/j.ijlcj.2020.100415  

[132] Warjiyono, N. A., Aji, S., Fandhilah, N. A., Hidayatun, N., Faqih, H., & Liesnaningsih, N. A. (2019). 

The Sentiment Analysis of Fintech Users Using Support Vector Machine and Particle Swarm Optimization 

Method. 2019 7th International Conference on Cyber and IT Service Management (CITSM), NA(NA), 1-

5. https://doi.org/10.1109/citsm47753.2019.8965348  

[133] Wonglimpiyarat, J. (2017). FinTech banking industry: a systemic approach. foresight, 19(6), 590-

603. https://doi.org/10.1108/fs-07-2017-0026  

[134] Wright, D., Gutwirth, S., Friedewald, M., De Hert, P., Langheinrich, M., & Moscibroda, A. (2009). 

Privacy, trust and policy-making : Challenges and responses. Computer Law & Security Review, 25(1), 

69-83. https://doi.org/10.1016/j.clsr.2008.11.004  
 

https://ajates-scholarly.com/index.php/ajates/about
https://doi.org/10.63125/fh49az18
https://doi.org/10.1080/17521440.2020.1760454
https://doi.org/10.1007/s10257-020-00481-5
https://doi.org/10.1057/s41283-020-00063-2
https://doi.org/10.1057/s41283-020-00063-2
https://doi.org/NA
https://doi.org/10.1109/icic53490.2021.9691512
https://doi.org/10.1016/j.cose.2024.104051
https://doi.org/10.1016/j.ijlcj.2020.100415
https://doi.org/10.1109/citsm47753.2019.8965348
https://doi.org/10.1108/fs-07-2017-0026
https://doi.org/10.1016/j.clsr.2008.11.004

