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Abstract: The advancement in the healthcare sector is entering into a new era in the form of
Health 4.0. The integration of innovative technologies like Cyber-Physical Systems (CPS), Big
Data, Cloud Computing, Machine Learning, and Blockchain with Healthcare services has led to
improved performance and efficiency through data-based learning and interconnection of
systems. On the other hand, it has also increased complexities and has brought its own share of
vulnerabilities due to the heavy influx, sharing, and storage of healthcare data. The protection of
the same from cyber-attacks along with privacy preservation through authenticated access is one
of the significant challenges for the healthcare sector. For this purpose, the use of blockchain-
based networks can lead to a considerable reduction in the vulnerabilities of the healthcare
systems and secure their data. This chapter explores blockchain's role in strengthening healthcare
data security by answering the questions related to what data use, when we need, why we need,
who needs, and how state-of-the-art techniques use blockchains to secure healthcare data. As a
case study, we also explore and analyze the state-of-the-art implementations for blockchain in
healthcare data security for the COVID-19 pandemic. In order to provide a path to future
research directions, we identify and discuss the technical limitations and regulatory challenges
associated with blockchain-based healthcare data security implementation.

Keywords: Blockchain, Healthcare, Cyber-Security, Authentication, Decentralized networks,
Data security, Data integrity, Trusted data sharing.

1 Introduction

With the advancements in technology, various tools and methodologies exist that facilitate the
healthcare sector's efficient and effective functioning. The influx of large volumes of data
coming from healthcare-related Internet of Things (loT) based devices further catalyzes the
functioning. For example, 10T devices provide a way to transform hand-written diagnostic and
other related reports into digital reports. They also provide a way to make the storage and sharing
of such reports convenient with different stakeholders (such as patients, doctors, pharmaceutical
suppliers, health insurance people, and healthcare administrators). On top of this, analytics on
healthcare-related data paves the way for many related services to co-exist. For example, in the
case of a pandemic like COVID-19, the vaccine's development is based on the available genetic
data (Le et al., 2020), while the use of Remdesivir for treatment is based on clinical trial data
(Beigel et al., 2020). Further, as another example, in (Brown et al., 2020), the authors propose



using smartphones to capture and analyze cough sounds for identifying potential infection with
COVID-19. Apart from this, analysis of the day-to-day healthcare data provides policymakers
necessary inputs to make policies.

A significant healthcare data component comprises the Electronic Healthcare Records (EHR)
(Stafford & Treiblmaier, 2020). EHR contains private medical diagnosis information of a patient.
Apart from EHR, there are various other types of healthcare data. These include: (a) personal
health record (PHR) (Bietz et al., 2016) that contains the data such as the physiological health
parameters and allergies information of the patient, (b) pharmaceutical/medicine data that
includes information on the manufactured medications and its clinical trial data (Burbidge et al.,
2001), (c) health insurance data that comprises of information related to the insurance policy of
the patient, payment information and data on the availed insurance-related services (Moulis et
al., 2015), and (d) data generated and used for research in healthcare such as those of cough
sounds for COVID-19 detection(Brown et al., 2020) and X-ray images for pneumonia
classification (Stephen et al., 2019). Such immense data help doctors gain more understanding
about their patients and provide better healthcare services to them. Nonetheless, different
stakeholders exploit different healthcare data for (a) enhancing their services, such as
pharmaceutical representatives influencing doctors (Fugh-Berman & Ahari, 2007) or (b) doing
illegal activities such as drug abuse (Berenson & Rahman, 2011).

A major challenge with such healthcare data is to ensure its security from various cyber-attacks
such as unauthorized access and tampering. In (Kumar & Walker, 2017), the authors provide in-
depth analysis of: (a) what threats exist (such as EHR in hospitals are not being well protected)
for the healthcare data, (b) how many people and organizations providing healthcare services are
affected by the breach (such as Athena group hack), and (c) the behavior responsible for the
success of such attacks (such as the habit of personal Internet surfing and social media access on
workplace computers along with low cybersecurity awareness). Security of the healthcare data
has recently been the focus of many policymakers due to various cyber-attack incidents, such as
the one on the University of Vermont (UVM) Medical Centre and the Ryuk ransomware attack
in October 2020. In (Dyrda, 2020), the author provides an analysis of the significant cyber-
attacks that happened in 2020 on healthcare data and reiterates the necessity of data security
education and awareness among the people working in the healthcare sector.

As the threats to such data increase, preventive measures and research to improve healthcare data
security are highly critical. One viable solution for improving healthcare data security is to use
Blockchain technology, which ensures the integrity, immutability, and traceability of the data.
Blockchain technology was first introduced in 2008 (Nakamato, 2008) with the introduction of
Bitcoin as an alternative to the existing centralized banking and payment structures. Here, the
author presented blockchain as a decentralized ledger with the capability of storing the
transaction records in blocks that are serially and sequentially connected. Blockchain operates as
a decentralized peer-to-peer network, where the participants (or the nodes in the network) carry



out transactions, transaction verification, and mining, and willing participants have a copy of the
blockchain stored with them, providing redundancy.

In healthcare, applications of blockchain technology are in the field of data management and
sharing (HOlbl et al., 2018), pharmaceutical supply chain management (Khezr et al., 2019), and
secure medical data storage; and log management (De Aguiar et al., 2020). In (Shi et al., 2020),
the authors survey and discover the research opportunities regarding the collaboration of
blockchain technology with other emerging technologies such as big data, machine learning, and
loT. In (Tariq et al., 2020), the authors examine blockchain technology’s role in the data security
of resource-constrained medical loT devices. The authors identify that such devices are
vulnerable to attacks such as forgery and data tampering. They also survey blockchain-based
solutions that address the security issues faced by the healthcare systems. In (Hardin & Kotz,
2019), the authors provide an analysis of the challenges faced during the implementation of
blockchain technology in healthcare systems in terms of security parameters such as integrity,
confidentiality, access control, and interoperability. The authors identify that such technology
benefits for healthcare security come with their own sets of challenges, such as deciding on data
requirements and individual privacy. In (Radanovi¢ & Liki¢, 2018), the authors explore the
opportunities for blockchain technology in medicine and argue that such technology can mitigate
the shortcomings related to different types of data such as EHR. They also provide a discussion
on the benefits of blockchain technology not only with respect to data security but also with
respect to other factors such as processing time reduction, cost reduction, and transparency. Note
that, henceforth, in this chapter, we refer to blockchain technology as blockchain.

In terms of healthcare data security, all the aforementioned work focuses on the solutions for
securing EHR data. Pharmaceuticals, administration, and health insurance are also useful as the
organizations relevant to these components are part of the healthcare domain and are actively
involved in sharing, accessing, and using the generated data. Healthcare data security also
encompasses protecting information such as medical diagnosis data, health insurance data,
pharma supply chain data, and biomedical research data.

In this chapter, we assess the role of the blockchain in strengthening healthcare data security
through the fundamental questions: why, what, who, when, and how, i.e., 4W and 1H. More
specifically, we answer why we need a blockchain for the security of healthcare data? What
(Which type) are the healthcare data areas we need a blockchain for implementing? Who (Which
organizations and individuals) need a blockchain for protecting their healthcare data? When do
we need a blockchain for the security of healthcare data, and how to implement a blockchain for
the same?

Based on the above questions, our key contributions through this chapter are:
e Survey: Using the 4W1H methodology, we present an understanding on what data, when
we need, why we need, who needs, and how state-of-the-art techniques use blockchains



to secure healthcare data. We also identify the gaps present in the state-of-the-art methods
related to the implementation of blockchain in healthcare data from the security
perspective and survey them. We also provide a survey of technical and regulatory
challenges faced in the process of implementation of blockchain-based healthcare data
security systems. We identify that a proper user interface for the blockchain-based
systems is warranted. Also, the immutability of data on the blockchain is in direct
contention with the right to be forgotten, which comes under the right to privacy.

e Application-Specific: We explore blockchain's role towards healthcare data security in
pandemic situations like COVID-109.

e Research-Perspectives: Based on the survey, we provide prospective future research and
development directions that can benefit authorities and researchers in the field.

The remaining chapter is organized as follows. First, via section 2, we provide an understanding
of the healthcare data types and their managing institutions. Then, in section 3, we provide
services that are rendered using such healthcare data. In section 4, we discuss and explain the
different security issues present when using conventional healthcare data storage and
management systems. In section 5 and section 6, we provide the security parameters required for
healthcare data protection and an overview of healthcare-relevant blockchain functionalities and
advantages, respectively. In section 7, we discuss the functionality of different state-of-the-art
blockchain-based solutions that enable data security. In sections 8 and 9, we present various
technical limitations and regulatory challenges that exist while implementing a blockchain-based
solution for healthcare data security, respectively. In section 10, as a case study, we study how
blockchains can help in achieving data security in the case of a pandemic such as COVID-19. In
the end, in section 11, we present the conclusion and perspective to future research directions.

2 Types of healthcare data systems and managing institutions

The healthcare data is a pool of all the information relevant to the organizations and people
associated with the healthcare sector. Before we discuss blockchain implementation for
healthcare data security, we provide the details of the healthcare sector data. This section
provides a brief discussion on the different categories of data associated with the healthcare
sector and their managing institutions. In the healthcare sector, the data systems operate through
the functionalities comprising the generation, access control, and individual health data storage.

We broadly categorize the healthcare data into three categories: personal data, pharmaceutical
data, and insurance-based data. We further classify personal data into patient data and healthcare
professional data. Among the patient data, the most common and frequently generated patient
records are the Electronic Health Records (EHRs) (Hayrinen et al., 2008). An EHR contains
personal details, physiological health parameters, medical history, laboratory-generated medical
test results, and pharmaceutical prescription data of a patient. Healthcare institutions such as
hospitals and clinics generate EHR data based on the healthcare professionals' and laboratories’



diagnoses. Specialist third-party companies and vendors generally do the storage and
management of the EHRs, while the healthcare institutions and professionals are their clients
(Mandl & Kohane, 2012).

Other than EHRs, Personal Health Records (PHRs) are the records generated and owned by the
patients (Win et al., 2006) where each patient provides access to his PHR information based on
the need. A PHR is usually generated using smartphones and various other 1oT-based wearable
medical devices. It contains information on the general well-being of a patient, including data
about blood pressure, heart rate, body temperature, allergies, vaccination history, and previous
surgeries. PHRs pave the way for remote assistance and decrease the response time in case of an
emergency. The healthcare professionals render their advice to the patients based on the data
available in both EHR and PHR. PHR data is managed by the individuals themselves with the
help of specialized third-party tools. For example, the use of smartphone-based applications,
web-based storage services (such as HealthVault (Sunyaev et al., 2010)), and specialized
software for data storage (Carrion et al., 2011).

In the personal data category, another type of data is the information about the healthcare
professionals, administrative staff, and researchers (Fugh-Berman & Ahari, 2007). This data
contains personal details, professional qualifications, work timings, and the details of their
professional tasks. The data encompassing these details is vital for the smooth day-to-day
operations of healthcare organizations. The respective institutions to which the person is
affiliated manage the storage and management of such personal information.

Besides the personal data, the data on pharmaceuticals is also vital. The pharmaceutical data
have different attributes, such as those related to clinical trial data, medication manufacturing
information, and pharma supply chain data containing the distribution information. The clinical
trial data is essential for the invention of new treatment methods in the form of medications and
vaccines. The medication manufacturing information includes the medication's composition,
information related to side effects and allergies, and clinical trial data for research and
development activities. In addition, data on manufacturing date, expiry date, and dosage
information for manufactured medications is also critical. The information on medications for
various ailments is essential for doctors to proceed with treatment. On the other hand, the supply
chain is also a crucial part of the pharmaceutical industry. The supply chain data is essential in
the distribution of raw material and the final product. It constitutes information such as the list of
distributors, quantity, distribution, product storage, and transportation-related condition
information. Such pharmaceutical data is stored and managed by the pharmaceutical companies
either by themselves or through specialist third-party organizations.

For smooth processing of patient treatment, health insurance information and the related data
are also essential (Pitacco, 2014). Such data is usually shared between insurance companies and
hospitals. This data contains both health and financial information of a patient along with the



information on availed insurance facilities. More specifically, it includes details such as personal
details, medical history, and insurance plan preference. Such data is stored and managed by
insurance companies.
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Figure 1: Healthcare Data Types

In summary, in this section, we discussed different healthcare data types (summarized in Figure
1: Healthcare Data Types) and the institutions that store and manage the same. Here, we see that
the scope of healthcare data goes beyond just the medical diagnosis reports and personal health
information and involves data belonging to pharma, health insurance, and details of healthcare
professionals.

3 Healthcare data related services

In section 2, we detailed different healthcare data categories. Since the healthcare data goes
beyond just the medical reports and the personal health information, the related services also go
beyond diagnosis by doctors and medical tests. The scope of these services is diverse. They
range from individual patients via diagnosis to organizational and national level via healthcare
resource deployment. Apart from this, the functioning of the services related to healthcare



research programs, pharmaceutical distribution, and health insurance procedures require diverse
healthcare data as a vital input. The healthcare data-related services are broadly classified as
medical-related services, distribution services, and commercial activity-related services. In this
section, we discuss such healthcare data-related services in detail.

The most significant healthcare service (medical-related service) based on the healthcare data is
the patient diagnosis and treatment plan. The doctors affiliated to a hospital or operating in an
individual capacity assisted by nurses primarily provide such services (Hayrinen et al., 2008).
The doctors thus require data from the sources such as EHRs and PHRs to prescribe treatment
through methods such as medication and surgery.

Healthcare Research and Development (R&D) plays a vital role in developing healthcare-
related services (medical-related services) based on healthcare data. Apart from the primary
task of diagnosis, doctors and other researchers contribute to the healthcare research activities
based on their domain expertise and daily experience (such as mobile health applications, as in
(Brown et al., 2020)). For the pharmaceutical companies, research for new medications is an
essential component of their operations, along with clinical trials for new medications. These
trials generate large quantities of data vital to the discovery of new forms of medication and
treatment. Data such as EHR and pharmaceutical research data in the healthcare domain are
essential for improving the medication for various ailments, healthcare monitoring devices, and
even the guidelines related to daily functioning lifestyle (Koh & Tan, 2005). Also, healthcare
data is an essential input for artificial intelligence (Al) based research in the healthcare domain.
For example, the use of surgical robots, which find their utility through minimally invasive and
precise incisions during the surgery process (Bergeles & Yang, 2014). Another example is the
application of IBM Watson, a supercomputer for clinical decision support systems (M. N.
Ahmed et al., 2017). In addition to new treatments, healthcare data aids the research on
discovering new diseases, bacteria, and viruses.

In addition to the data described in section 2, the aforementioned services also contribute a
significant amount of healthcare data (Dash et al., 2019). In (Dash et al., 2019), the authors
discuss the commercial big data analytics services platforms operating in the healthcare sector,
such as Ayasdi®, IBM Watson Health? , and Enlitic,® that use and generate a significant amount
of healthcare data for both medical-related and commercial services. These platforms provide
services in a number of applications such as healthcare monitoring, prediction, knowledge,
and recommendation systems (Bahri et al., 2019).

! Ayasdi Care is a software package for healthcare solutions with respect to providing efficient data-based
patient care strategies for doctors and hospitals.

2 |BM Watson Health combines human experts and Al to help healthcare researchers provide patient care
decisions based on big data analytics.

% Enlitic company uses deep learning algorithms on clinical data to help radiologists with iliness diagnosis.
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Figure 2: Healthcare Data related Services. Here, color encoding represents the three classes:
medical-related services (red), distribution services (green), and commercial activity related
(blue).

Apart from such services, there are services related to the supply chain in the healthcare sector
and resource deployment. The EHR and PHR data of different patients from a specific
geographical region consolidates to provide an overview of the health conditions prevailing in
that region. Healthcare institutes and professionals deploy their resources to perform medical-
related services based on the requirement deduced from the local EHR and PHR data (Landry et
al., 2016). For example, the overwhelming number of patients due to community transfer of
COVID-19 prompted an increase in intensive care units (ICU) capacity. The doctors and nursing
staff were redeployed to provide medical services such as critical care units with immediate
training (Lee et al., 2020). In another similar approach, in Ethiopia, the government deployed
medical staff based on healthcare data such as child immunization, child mortality rate, maternal
mortality rate, and presence of skilled manpower in different areas of the country
(Teklehaimanot & Teklehaimanot, 2013). The resource deployment's objective was to achieve
the results according to the World Health Organization’s (WHO) Millennium development goals.
The consolidated EHR and PHR data, along with pharmaceuticals manufacturing data, is an
essential input for the pharmaceutical companies for the distribution services, marketing,
manufacturing, sales, and distribution for healthcare-related products (Jaberidoost et al., 2013).

Another commercial activity service related to the healthcare sector is the Health Insurance
Service (Pitacco, 2014). Different health insurance-related decisions such as premium amount,
healthcare insurance plan, and whether to offer insurance or not for a patient is based on his/her
healthcare data components such as medical history, ailments, allergies, and previous claim
history.



In summary, in this section, we classified various healthcare data-related services into three
classes (also summarized in Figure 2 using different color codes). We further identify that
doctors play an essential role in diagnosis services. The non-medical professionals also form a
significant part of the healthcare workforce and are involved in various other related services. All
the aforementioned services require storage of different types of healthcare data as well as
sharing amongst themselves. As such services are essential and critical, it is important that the
healthcare-related organizations, which are both public and private, receive accurate data and
take proper measures to secure the data they generate.

4 Security issues in conventional Healthcare data storage systems

In sections 2 and 3, we discussed different healthcare data types and the services built using
them, respectively. Due to the sensitive nature of the data involved, its security is of utmost
importance. As there is a significant increase in healthcare data generation, the data storage
systems have transformed from paper-based record keeping to cloud-based storage. However,
there are still security issues that are storage-centric, device-centric, and services-centric. In
(Filkins, 2014), the author analyzed the cyber threat to healthcare organizations in terms of the
level of compromise and malicious traffic. Most of such malicious activities mainly affect
healthcare providers such as hospitals (72%), health insurance (6.9%), and pharmaceuticals
(2.9%). The total cost of the compromised healthcare data, including the factors such as
recovery, legal actions, and new security investments, was more than 142 million dollars in 2013
for the US healthcare sector. The compromise in PHR and health insurance data resulted in the
loss of 12 billion dollars for 2 million US citizens in 2013. The main factors behind the
compromise of healthcare data were identified as unsecured medical devices network, storage,
and lack of data security awareness among general citizens. We discuss the security issues and
challenges faced towards healthcare data storage and management as we proceed.

The storage-centric security issues arise primarily due to centralized storage and management by
healthcare-related organizations and are further classified into vulnerabilities and threats. A
significant security limitation with respect to centralized healthcare data storage systems is the
vulnerability due to a single point of control. Since the healthcare data also consists of
personal and critical information of a patient and healthcare professionals, such control points are
always on the cyber-criminals target. Stealing such healthcare data and selling it illegitimately
for financial gains is the prime motivation for cyber-criminals (Fugh-Berman & Ahari, 2007)
(Hathaliya & Tanwar, 2020). A successful cyber-attack on the control point can compromise the
data integrity and confidentiality of all the associated systems.

Ambiguity in the patient data ownership causes privacy-related issues and the problem of
unauthorized access to stored data. For example, an EHR, although generated by the hospitals
and the doctors, concerns a patient. Currently, such data is also managed by specialist third-party
companies (Mandl & Kohane, 2012). Thereby it raises an issue of who owns the data (doctors,



hospitals, or patients). Similarly, the patients' health insurance data is managed either by the
insurance companies themselves or through specialist cloud-based storage companies. This
brings up the privacy issue related to who owns the data (insurance companies or patients) and in
what sense the data can be used. The ownership decisions related to healthcare data, such as
access control, access rights, and modification privileges, are a significant issue affecting the
security and privacy of healthcare data storage systems (Huda et al., 2009).

Due to such vulnerabilities, cloud-based healthcare data storage systems are under constant
threat of various cyber-attacks. The attempt to gain unauthorized access is through different
methods such as Denial-of-Service (DoS) attacks, password attacks, malware attacks, and social
engineering attacks (Dogaru & Dumitrache, 2017). Attackers perform the Denial-of-Service
attacks (Hussain et al., 2003) to shut down a hospital’s network by flooding it with false
requests. Similarly, attackers do a social engineering attack (Krombholz et al., 2015) to carry out
insurance fraud and steal patient records through a careless insider. Further, attackers steal the
passwords (Raza et al., 2012) through techniques such as brute force and phishing to gain
unauthorized access to patient’s healthcare records. Moreover, in the malware attack (Spence et
al., 2018), the attackers plant malicious code in either the healthcare data storage systems or
medical devices to disrupt the functioning. A significant malware attack was the wannacry
ransomware attack (Hsiao & Kao, 2018) which took place worldwide. It locked the files in the
systems which were using the older Windows operating system and demanded payment of
bitcoin cryptocurrency to unlock them. Since the beginning of the COVID-19 outbreak, the
attackers have performed several similar attacks on hospitals (Muthuppalaniappan & Stevenson,
2021). In (Seh et al., 2020), the authors analyze financial losses suffered by the USA's healthcare
sector due to data breaches owing to these attacks. They report that, in the last 15 years, around
249 million people were affected due to different data breach incidents. In 2019, 2013 incidents
were reported in 86 countries. The average cost of a healthcare data breach is 6.45 million dollars
worldwide, with cost in the USA being highest around 15 million dollars, according to an IBM
report (Alder, 2019). Such a large-scale financial loss prompts proper measures to secure the
healthcare system.

Apart from the attacks from the outside of the healthcare system, malicious insiders are also a
significant issue threatening healthcare data security (Hathaliya & Tanwar, 2020). The attempt
for unauthorized access to medical information is either carried out by someone inside the
system or from outside the system taking advantage of a careless insider. An insider with the
required credentials but not the authorization to see the healthcare data can misuse his/her
privilege.

Apart from the storage-related issues, there are threats to healthcare data due to vulnerabilities
present in specialized or related healthcare devices (such as CT scanners, X-ray machines,
and MRI machines (Dogaru & Dumitrache, 2017) and those involved in mobile health or more
commonly known as mHealth). A major device-centric security issue related to healthcare data



protection is the vulnerability of such devices and the data generated using them. For example,
the procedure to send the data involves connecting these devices to the cloud, where the
aggregated information is stored and managed (Plachkinova et al., 2015). On top of, these
devices are vulnerable to potential network-based attacks, such as false data injection attacks (M.
Ahmed & Ullah, 2018), Denial of Service attack, and medjacking attack (Djenna & Eddine
Saidouni, 2018). The individuals using these devices to record and send their physiological and
healthcare data generally lack awareness about cybersecurity, making their device and data
vulnerable. In (Kawamoto, 2017), the author analyses the incidents of data breaches in loT
devices through a survey where about 47.2% of the respondents from the healthcare sector
accepted data breaches from their medical 10T devices.

In addition to the storage and device-related data security challenges, service-centric issues also
cause healthcare data threats. Several issues arise in the big data analytics-based services in the
healthcare domain (Abouelmehdi et al., 2018). These issues are due to parallel data storage and
analysis across multiple servers. The computations on the same also run parallelly at multiple
clusters. The compromise of even one such cluster can lead to wrong analysis (Gahi et al., 2016).
Therefore, in addition to storage, the vulnerability of computational analysis algorithms is
also a significant security issue.

In addition to medical data security issues, the protection of pharmaceutical supply chain data is
also challenging. The pharmaceutical products are distributed to hospitals, clinics, and medical
stores through a wide network of supply chains. For pharmaceutical companies, the protection of
their supply chain information to prevent pharmaceutical counterfeiting is a significant
challenge (Coustasse et al., 2010). The data on manufactured medications, including
composition, manufacturing date, expiry date, and supply information, is vulnerable due to a
single point of its storage and access. Pharmaceutical companies must mitigate the risks of data
breach attempts from outside as well as inside the system to ensure the smooth operation of
their services (Jaberidoost et al., 2013). Any breach of the product distribution information
enables the activities such as stealing for misuse and counterfeiting of the drugs (Urciuoli et al.,
2013). Therefore, the protection of pharmaceutical supply chain information is essential for the
healthcare sector's proper functioning. The same applies to the companies producing biomedical
devices for hospitals and doctors.

This section discussed healthcare data-related security issues around various healthcare affiliated
organizations and their tasks (also summarized in Figure 3). We identify that the healthcare
sector's vulnerabilities related to data security can either be storage-based, device-based, or
services-based. The storage-based vulnerabilities arise primarily due to centralized control, while
the device-based vulnerabilities owe their presence to the security resource-constrained
specialized medical devices. The services-related vulnerabilities occur due to reasons such as
parallel data storage and computation requirements. To mitigate the security threats caused by
vulnerabilities, in the next section, we describe security parameters that are essential.
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Figure 3: Healthcare Data Security Issues

5 Types of security parameters vis-a-vis healthcare sector

The security of healthcare data is essential for the stakeholders in the healthcare sector. The
overall healthcare data protection encompasses a range of security parameters such as access
control, data integrity, and traceability (Hardin & Kotz, 2019). In this section, we describe these
parameters in detail.

An essential security parameter in the healthcare sector is access control to preserve healthcare
data privacy (Abouelmehdi et al., 2017). The medical records of a particular patient should be
accessed only by doctors who are involved in the treatment of the individual in question. Apart
from the doctors, healthcare organizations' administrative staff access patient data from time to
time for billing and insurance-related processing. Different countries have different data privacy
laws, such as the HIPAA act in the USA specifically for healthcare data, general data protection
laws like Personal Information Protection and electronic documents act in Canada, and General



Data Protection Regulation (GDPR) in European Union. These laws mandate the organizations
storing healthcare data to get the concerned person's consent through a disclosure form before
using his/her data and enforce the data privacy. They make access control of the healthcare data
essential so that any unauthorized access can be prevented (Dagher et al., 2018). Therefore, the
healthcare data storage and management systems should have proper access control measures to
comply with the privacy laws enforced in the country in which they operate. The same applies to
healthcare insurance companies, medical research organizations, pharmaceutical companies
trying to access the medical data for their functioning and research activities. The consent of a
patient for healthcare data access is also essential in such cases to prevent its misuse.

Currently, many patients consult different doctors across multiple hospitals either for different
ailments or for taking a second opinion for the same condition. Further, various healthcare-
related organizations collaborate for different data-related services. For example, the
collaboration between the University of Oxford and AstraZeneca pharmaceutical company for
developing a vaccine for prevention against COVID-19 (Mullard, 2020). Such aspects need a
common platform where data is secure, interoperable, and has proper access control (Iroju et
al., 2013).

In addition to access control, preserving data integrity is an essential parameter for healthcare
data security (Pandey et al., 2020). Data integrity refers to the process of maintaining the
accuracy and reliability of data over its entire utility cycle. In the healthcare domain, this
includes maintaining the accuracy and integrity of the healthcare data, which, if lost, is
catastrophic. Thus, the authorities should regulate any unauthorized modification in the
healthcare data.

To identify the source of data in healthcare data storage and management systems, traceability
and auditability (Hardin & Kotz, 2019) of the stored information are essential security
parameters. Every day, a considerable amount of healthcare data either gets created or updated.
Even after the proper measures, some of this data might be unauthorized and malicious. For
instance, someone with credentials to access the healthcare data storage systems inserts incorrect
information in the records file. Therefore, a secure healthcare data storage system must have the
provisions for identifying the source of each new entry and modification in it.

Finally, protection against cyber-attacks is the most significant security parameter for
healthcare data storage and management systems. There are several security threats to the
healthcare sector in the form of cyber-attacks discussed in section 4. The objective of such
attacks is diverse, including stealing data through unauthorized access, corrupting the data,
making the network inaccessible, or causing system malfunctioning. Any successful attack
causes a significant amount of damage due to the sensitive nature of the data. Therefore, the
healthcare data management systems must be robust enough to thwart such attacks successfully.



In this section, we summarized the various security parameters that are essential while creating
the healthcare data storage and management systems. The access control for healthcare data
management systems should be strictly requirements-based such as doctors for diagnosis,
administrative staff for billing to preserve healthcare data privacy. A proper design for inter-
organizational operability should be there for the smooth operating of healthcare-related services
without compromising on data security. Besides, healthcare organizations must have adequate
auditing mechanisms for their stored data. Finally, the system must be robust enough to resist
outsider as well as malicious insider attacks successfully. As we proceed, we discuss
blockchain's utility in implementing these parameters for data security in the healthcare sector.

6 Blockchain components and properties for improvement in data security

Blockchain technology is based on decentralized networks introduced initially as a channel for
cryptocurrency generation and payments (Nakamato, 2008). A blockchain is a distributed ledger
consisting of data stored in the form of blocks sequentially linked to each other through hash
values of block data. Once the data gets recorded on the ledger, it is hard to modify it due to its
immutability property. It prevents unauthorized modification as well as provides for
traceability of healthcare data. There is no centralized storage of the blockchain data. Instead,
each participating node in the decentralized network maintains a copy of the blockchain stored
with it. At present, many applications use blockchain technology, including healthcare
(Engelhardt, 2017). The use of blockchain in the healthcare sector has the potential to improve
the transparency and security of healthcare data (Agbo et al., 2019).

The security of a blockchain network is linked to the permission level for new participants.
Based on the permission rules for new participants joining, there are two categories of a
blockchain-enabled platform: permissionless and permissioned blockchain (Wust & Gervais,
2018). In a permissionless blockchain, any person is allowed to join and transact with other
users without any pre-authentication and a central authority. For permissionless blockchains,
there is no single point of control, and hence the scenario of system malfunctioning due to the
failure of a centralized administrator is not present. The blockchain for bitcoin cryptocurrency
was the first instance of a permissionless blockchain (Nakamato, 2008). A permissionless
blockchain is always public. On the other hand, a permissioned blockchain is for a single group
or organization only. Here a central authority is present for the tasks such as providing
permission to join, assigning roles, and granting privileges to the network’s nodes. However, the
other operations are carried out internally without interference from the authority. For example,
Walmart Canada uses a permissioned blockchain for food supply chain management (Smith et
al., 2020) using the Hyperledger Fabric framework (Androulaki et al., 2018). Since the number
of nodes able to participate is limited in number, the time required to verify data and create a
block is lesser than a permissionless blockchain. A permissioned blockchain is either a private
permissioned blockchain or a public permissioned blockchain. A private permissioned
blockchain has the criteria for entry as well as roles and specified tasks for each user. On the



other hand, a public permissioned blockchain (Ruiz, 2020) has entry criteria but no
discrimination over access. An example of a public-permissioned blockchain is Alastria (Ibafiez
& Moccia, 2020), a non-profit multi-sector blockchain-based organization. A permissioned
blockchain between multiple organizations is a consortium blockchain (A. Zhang & Lin, 2018).

The blockchain participants carry out the addition of new data in the form of blocks to the
agreed-upon blockchain through the consensus protocol. The objective is to get rid of a single
controlling authority with respect to decisions related to healthcare data storage and
management. A proper consensus protocol should be resilient enough to function correctly
against the issues such as failure of nodes, malicious nodes, delay in communication, and data
corruption. In a consensus mechanism, a participant is selected either through a competition like
solving a puzzle or through a randomized selection process. In (Xiao et al., 2020), the authors
provide a detailed survey on consensus protocols in the blockchain. Among these protocols,
Proof of Work (PoW) is the first significant consensus procedure (Nakamato, 2008). In this
case, the participant nodes compete amongst themselves to find the solution to a cryptographic
puzzle through a brute-force-based process. In another consensus protocol, Proof of stake (PoS),
a node is selected from a group of validators for the block formation with selection probability
depending on cryptocurrency units staked into the network (Saleh, 2021). Both PoW and PoS
work in both permissionless and permissioned blockchains. Practical byzantine fault tolerance
(PBFT) (Hao et al., 2018) and the Raft consensus protocol (Ongaro, D.; Ousterhout, 2014) are
the consensus mechanisms designed only for the permissioned and consortium blockchain
platforms with the property of byzantine fault tolerance (Castro & Liskov, 2002). Their
functioning involves one node selected as the leader to initiate the block formation based on the
feedback from the rest of the follower nodes regarding the validity of transactions. The objective
is to reach a consensus with the correct information despite the malicious and faulty nodes
present and sending false information. The blockchain-based networks use several other methods
such as Proof of Authority (PoA), Proof of capacity (PoC), and Tendermint.

Another critical function of the blockchain is hashing of the data through hash algorithms. A
hash algorithm converts a data string of any length into a fixed output of binary data. For
blockchain, the hash algorithms used are SHA-256 (Gueron et al., 2011) and ethash (Han et al.,
2019). It is nearly impossible to predict the input data from the hashed output. In a blockchain,
each block has the previous block hash value stored as part of its data. The property of hash-
based linking of blocks makes it difficult to alter the block data by predicting the ever-
increasing chain of hash values. Apart from this, blockchain also uses public-key cryptography
to create node addresses and digitally signing transactions. Some of the encryption techniques
used for transactions in blockchain networks are elliptic curve cryptography (Hankerson et al.,
2006), zero-knowledge proof (Partala et al., 2020), and ring signatures.

Blockchain technology is constantly evolving since its introduction. A significant stage in
evolution is the conception of blockchain 2.0 through the Ethereum blockchain platform.



Blockchain 2.0 identifies and implements blockchain as a programmable decentralized trust
platform (Kehrli, 2016) by introducing Smart Contracts (Ulieru, 2016). Smart contracts are
self-enforceable autonomous programs containing predefined conditions for executing a
transaction on Ethereum Virtual Machine. Smart contracts provide an agreement between the
nodes participating in blockchain transactions. Once they get added to the blockchain, no one is
able to modify them. When a smart contract is called for carrying out a transaction, each
validating node executes it to verify the transaction's correctness and reach a consensus. Due to
verification by each node, a smart contract should be deterministic and verifiable. The conditions
executed through smart contracts get recorded as transactions during addition into the
blockchain.

As discussed in section 4, there are different types of services such as medical diagnosis,
conducting medical tests, and administrative tasks in healthcare. The assigning of different roles
and privileges to the participating nodes based on which service they carry out is essential in this
case. Therefore, permissioned blockchains are deemed more suited for healthcare data security.
While implementing blockchain in the healthcare sector for data security, one requires several
initialization operations. One such operation is assigning predefined roles and privileges to the
entities such as doctors, staff, and patients. In addition to initialization, there are tasks related to
the functioning after implementation, such as adding, modifying, and accessing healthcare data.

By defining healthcare data access control through smart contracts, blockchain enables patient
ownership and control over his/her data. A patient is able to see the history of his data
concerning the activities such as addition and access of the records. In addition to patients, if the
different hospitals use blockchain for inter-organizational interaction and sharing of healthcare
data, it enables a secure standard format for efficient processing of healthcare-related services.
The integration of hospitals with pharmaceutical and health insurance companies through
blockchain provides a secure platform for efficiently carrying out services such as medication
distribution chain and insurance claim processing.

Estonia is one of the first countries that is officially incorporating blockchain in its healthcare
sector functioning (Heston, 2017) to ensure data security and its ease of availability for patients.
For doing so, Estonia collaborates with Guardtime (a private data security company) to secure its
citizens’ health records through blockchain. The government-authorized entities do the
decentralized storage. Auditing is error-free due to the blockchain's immutability property.
Within the blockchain, the medical researchers get anonymized data rewards in exchange for
mining services.

Next, we answer the fundamental questions related to what, who, when, and why (4W)
blockchain technology. We first answer “what” and “why” questions. For securing the
healthcare data such as EHR, PHR, pharmaceutical data, health insurance data, and data
generated by the services (discussed in section 3), blockchain technology is one solution.



Blockchains provide access control, integrity, traceability, and immutability to the healthcare
data, which is currently missing from the traditional healthcare system that usually stores the
data in a centralized manner. The healthcare institutions such as hospitals, clinics,
pharmaceutical companies, and health insurance companies that manage data should implement
blockchain-based solutions and are thus the ones who need blockchain to secure the healthcare
data they are storing and the data their services are generating. Finally, we answer the “when”
question. To carry out healthcare-related services, the people involved, such as doctors, staff
members, and patients, perform different tasks such as uploading, modifying, and accessing
healthcare data components. When used in the healthcare sector, blockchain securely performs
these tasks, leading to improved healthcare data security.

In a blockchain, copies of data get distributed across the nodes of the network. This distribution,
along with immutability, creates the problem of maintaining the privacy of data. The blockchain
embedded encryption technique enables user privacy, but it does not guarantee the data's privacy.
In the healthcare segment, as the data contains the medical history, diagnostic information, and
medical test reports in the form of text and images, it has a large volume and is sensitive. For this
reason, as a solution, only lightweight values such as hashes, pointers, and metadata are stored
on the ledger. Additionally, to enable privacy protection in a blockchain-based healthcare
data storage system, different encryption and authentication techniques are used on top of
blockchain-provided encryption.

This section discussed the advantages of blockchain and its properties vital in establishing
healthcare data security. The immutability of blockchain prevents any unauthorized modification
of healthcare data. The ability to operate without a centralized authority by establishing a general
majority-based consensus procedure provides for a transparent functioning of the healthcare
sector. Proper use of smart contract functionality enforces the security parameters, such as access
control for the healthcare-related services, inter-organizational operability of healthcare
organizations, and traceability of healthcare data. In the next section, we answer how different
state-of-the-art approaches implement blockchain for improving healthcare data security.

7 Blockchain for improvement in healthcare data security

In this section, we survey different proposed systems that implement blockchain to improve
healthcare data security through its inherent properties and functionalities.

In (Zhuang et al., 2020), the authors propose a permissioned blockchain framework for creating a
patient-centric health information exchange system with an objective to provide patients the
control of their data. In the proposed system, the EHR reports are encrypted and stored on the
respective hospital's servers, while their hash values are stored on the ledger to prevent
tampering. The hospital administrators also create the pointers to each patient’s EHR data
referred to as touchpoints and store them on the ledger. The patient provides data access to a
doctor by adding him/her to the “allowed list” through the smart contract. Any mismatch



between the stored records and their hash values on the blockchain gets marked. Like (Zhuang et
al., 2020), in (Shahnaz et al., 2019), the authors use the permissioned blockchain and smart
contracts to secure healthcare records by defining access rules. The EHR data is stored using
the interplanetary file system (IPFS) protocol (Benet, 2014), while the ledger stores the hash
values of the EHRs. In the proposed system, smart contracts define patient, doctor, and
administrator roles in the healthcare network and implement the health records' storage and
management functions. A blockchain transaction in the proposed system defines the roles,
adding, viewing, updating, and deleting health records. The administrator provides entry to the
doctors in the system through a transaction. Once assigned as a doctor, a node performs the
transactions related to adding, viewing, and updating the EHR data. The access control for the
transaction activities is directly related to the defined roles. Any form of unauthorized tampering
traces back to the user who performed the said transaction.

Similarly, in (Shen et al., 2020), the authors propose a system for the secure sharing of
collaborative healthcare data. The system consists of three stakeholders, third-party, data owners,
and miners operating on a consortium blockchain. Here, the third-party is referred to as the
entities that perform data analysis-related tasks based on the requests and charge for them. The
requested data is stored on the blockchain by the owners and accessed by the authorized third-
party. The data owners and miners receive their share of services’ generated revenue through
smart contracts and a revenue model based on the Shapley value method (An et al., 2019). It
provides for a secure and predefined incentive mechanism for healthcare data analysis services.
In another similar work, in (Qiao et al., 2020), the authors propose a solution for the secure
sharing of medical data between organizations from different regions using cross-chain
communication between multiple consortium medical blockchains.

In addition to organization-centric data security, blockchain technology is also used for secure
storage and management solutions for home-based healthcare monitoring devices. In (Li et
al., 2020), the authors propose ChainSDI (Chain software-defined infrastructure), combining
permissioned blockchain with SDI for healthcare to ensure regulation compliance by medical
institutions. The compliance system is used for patient-generated sensor data from wearable
devices in addition to EHR data. The authors claim that their system is compliant with the US
government's Health Insurance Portability and Accountability Act (HIPAA). In the proposed
system, the stakeholders are the admins that manage the data storage, data user (e.g., researcher),
and patients. Their system invokes direct communication between a patient and the data user for
access rights. The admin nodes verify whether the data user and patient are on the list registered
on the blockchain. The admin node grants a data user’s request to access data after receiving
approval from the concerned patient. All these activities are enabled through smart contracts and
get recorded on the ledger as transactions.

Third-party independence is another parameter using which healthcare data security is
improved. In (S. Wang et al., 2019), the authors combine blockchain with attribute-based



encryption and cloud storage to enable PHR sharing without relying on a third-party. The
hash values of encrypted PHR data get stored on the blockchain, along with index linking to the
patients' 1D and data stored in the smart contract. The stakeholders of the system are patients,
users, and cloud server organizations. The PHR data stored is encrypted using attribute-based
encryption (Bethencourt et al., 2007). When a user requests a patient for data access, the patient
generates attribute-based keys according to user requirements. This key enables the user to
access the required data stored on the server. Therefore, it allows the patients to have
requirement-based access control on their data without relying on a third-party.

Similarly, in (Madine et al., 2020), the authors propose a system for patient-controlled secure
PHR management without dependence on the third-party. Their solution works on both
permissioned and permissionless blockchains and uses an IPFS system for data storage. The
patients, doctors, hospitals, and other healthcare-related organizations are registered on the
blockchain as nodes through a controller smart contract. The request and permission for
accessing records are enabled through smart contracts and get stored as transactions on the
ledger. The system enables the patient to generate a symmetric key used to encrypt his/her PHR
data. Then the blockchain-provided public key is used to encrypt the symmetric key. While
granting access, the patient’s private key is combined with the doctor's public key to generate a
re-encryption key. This re-encryption key is used to encrypt the symmetric key. The symmetric
key is then obtained using the doctor’s blockchain-provided private key followed by the doctor
accessing the requested data. Therefore, the proposed system provides an extra layer of data
privacy and enhances security. The hash values of PHR are stored on the blockchain, and any
unauthorized change gets detected. Similarly, in (Meena et al., 2019), the authors propose a
hyperledger fabric-based healthcare ecosystem consisting of hospitals, insurance companies,
pharmacies, and patients. The objective is to establish the patient’s control over his/her data. A
vital component of the proposed system is maintaining user and data privacy while forwarding
the shared data in a computationally efficient manner through a proxy re-encryption algorithm.

Besides the techniques mentioned above, there are often emergencies when a patient is not in
his/her senses to provide consent for access to PHR data. In such a case, access to the same is
critical for emergency response staff and doctors involved in treatment, thereby needing secure
temporary access for emergency cases. In (Rajput et al., 2019), the authors propose a
Hyperledger fabric-based emergency access control management system (EACMS) for such
situations. In EACMS, the patients grant emergency rights for access of their data to emergency
doctors through smart contracts at the time of registration in the system. In EACMS, there are
three registered stakeholders: a patient, a doctor, and an emergency doctor (ED), apart from the
system administrator. Here a doctor is referred to as the regular doctor. During an emergency, the
administrator assigns a registered ED to the concerned patient. After verifying the authenticity,
the tasks done by ED, such as accessing patient records and doing modifications, are recorded as
transactions on the blockchain and are immutable. There is no dependence on a third-party for



emergency access procedures in the proposed system as the registered patients have already
defined the access policy through the smart contract.

In (Y. Wang et al., 2019), the authors propose a consortium-based blockchain along with cloud-
assisted storage of EHRs to prevent unauthorized access. Their proposed system has four
stakeholders, the data owners (DO), which are patients; data providers (DP), which are doctors;
cloud servers (CS); and data requesters (DR). The health records are encrypted and uploaded on
the cloud by DP after getting authorization from the concerned DO. The DP creates the
keywords and index of data and stores them on the blockchain. The DR requests data through the
keywords provided by the DP to locate the relevant EHR index on the blockchain. Then DO
authorizes the access request.

Besides access control and data management, blockchain also finds its usage for securing
mutual communication between patients and data sharing between doctors from different
hospitals (Liu et al., 2019). Here, a typical transaction stored on the blockchain consists of the
medical data shared along with the granter and requester node's ID. In the approach, there are
three stakeholders: the system manager, hospitals, and the users such as doctors and patients.
This solution uses an improved version of delegated proof of stake (DPo0S) consensus. In the
consensus mechanism, the doctors act as delegates in DPoS while the hospital server acts as
verifier supernode. For each doctor, a score based on shared records' authenticity is also
calculated and stored on the ledger.

Apart from the access control, secure inter-organization authentication is an essential
parameter for secure sharing of healthcare data because patients often visit multiple doctors and
hospitals for either different ailments or to get a second opinion. In (Yazdinejad et al., 2020), the
authors propose a public blockchain-based authentication system for distributed hospital
networks. The hospital nodes act as validators and perform the task of adding members such as
staff and patients to the blockchain and generating encryption keys for them. The creating and
sharing of the keys are done based on the authentication of the concerned patient’s device MAC
address. The same encryption keys get used for migration across the hospitals. The transaction
data recorded on the blockchain includes the patient health data linked with the registration
information. Such a mechanism removes the dependency on the third-parties as well as decreases
the time required for authentication.

Note that the solutions mentioned above do not consider the direct participation of medical
devices in sharing the data. In (Zghaibeh et al., 2020), the authors propose SHealth, which
overcomes this limitation and allows direct participation of medical devices. SHealth is a private
multi-layered Hyperledger based blockchain system. Here, the nodes are classified into five
groups based on the privileges. Group 1 includes partners as the government, while group 2
consists of providers such as hospitals and pharmacies. Group 3 comprises all individual users
such as doctors, nurses, and patients. While nodes that belong to group 4 and group 5 nodes are



the addresses of stored records and loT terminals, respectively. User privileges assigning and full
data storage are done by nodes in group 1, while group 2 nodes maintain the blockchain and
participate in the consensus process. The group 3 nodes are the service consumer nodes and use
smart contracts related to health records access. All the stakeholders access the relevant data
without compromise on authenticity. Patients also use smart contracts for requests and queries
related to appointments, prescriptions, and medical history. The proposed system enables the
confidentiality of the activities such as doctor visitation and enables secure and smooth data
portability among healthcare organizations.

In (Nguyen et al., 2019), the authors discuss the security of medical data exchanging through
mobile devices by enabling blockchain-based transactions. In the proposed system, the mobile
data (i.e., EHR, PHR, wearable devices data) gets stored in a distributed IPFS file system. The
patient nodes are provided with an area ID based on their location, while each area has an EHR
manager node. The blockchain stores the tuple (containing patient ID, patient area ID,
transaction type, and mobile data hash). The transaction types involve uploading, modification,
and access of EHR data. Smart contracts define and enable the functioning of these transactions.
In the proposed system, admin nodes provide access to the EHR manager nodes and define their
access roles. EHR managers upload encrypted EHR data of their patients in the IPFS file system
after receiving data. The data storing process gets recorded as the transactions.

Other than the access control, the interaction between wearable devices and associated
smartphone applications also needs to be secured. In (Tomaz et al., 2020), the authors provide
a lightweight non-interactive zero-knowledge proof authentication mechanism for resource-
constrained mobile healthcare devices. The proposed blockchain-based system shares medical
data for remote health monitoring along with the provision of attribute-based encryption for
patient-controlled data privacy. The metadata of health records is stored on the blockchain, while
the authenticity of accessing nodes is established through smart contracts.

In (J. Xu et al., 2019), the authors propose a blockchain-based solution called Healthchain for
protecting the privacy of large-scale health data uploaded through medical 10T devices. It
consists of two sub-blockchains, Userchain, which is public, and Docchain, which is a
consortium blockchain. The Docchain records doctors’ diagnoses and contains the transactions
regarding the same. The userchain records the transactions related to uploading medical loT
devices data and accessing own diagnosis records. The transactions on these chains include data
from 10T devices, keys for access control, and doctors' diagnoses. It protects the interest of
patients by keeping the information confidential and ensuring accountability through record
keeping.

The healthcare sector is regarded as an essential service. The healthcare data is sensitive and
crucial for the smooth functioning of medical facilities. Such aspects cause the healthcare data
storage and management systems to be constantly under attack from outside as well as inside the



system. The objective of such attacks varies from data theft to denial-of-service. The threat is
much more severe in the case of medical 10T device networks. In (Meng et al., 2020), the authors
propose a blockchain-based solution for protection against malicious attacks. Here, they focus
on collaborative Intrusion Detection Systems (IDS) based trust management for preventing
insider attacks. Each user has the IDS system installed on its device, having traffic monitor
components, communication components, and a blacklist of malicious nodes. In the proposed
system, there are two layers: the medical smartphone network (MSN) layer and the chain layer.
The MSN layer deals with the interaction of smartphone devices with centralized storage. The
chain layer consists of a consortium blockchain that helps users upload the unwanted and
malicious feature/data packets information. Based on the provided information, the central server
calculates dynamic trust values through Bayesian inference (Sun et al., 2006). Based on the trust
values, each user can record its own blacklist of malicious nodes. The data recorded on the
blockchain is immutable, and hence the list of malicious nodes cannot be manipulated by
anyone.

In (Zhu et al., 2020), the authors propose a solution to prevent counterfeiting medication
information in the supply chain. Here, blockchain technology is used to track the medication
distribution within the nodes comprising manufacturers, distributors, pharmacies, hospitals,
doctors, and regulators. If an issue gets detected at any stage of the supply chain, it is traced to
the source of origin using the blockchain's stored information.

In another solution targeting malicious activities (Saldamli et al., 2020), the authors use
blockchain for insurance fraud detection. The authors point out the lack of coordination
between health insurance companies with respect to data sharing and show that most of the
financial loss is due to instances of fraud claims through fake healthcare information. In
(Saldamli et al., 2020), the authors propose linking insurance claims data using BigchainDB to
create a distributed database on blockchain concepts. For the patients, they propose two different
identifications, patient ID and billing ID. The billing ID is linked to a patient ID and is unique for
each healthcare service the patient has availed. Whenever a health insurance company processes
a claim with respect to a billing 1D, it gets recorded on the ledger. Then the amount in the claims
file and billing file is compared to check for authenticity of the insurance claim. Due to
blockchain data's immutability, it is impossible to avail insurance for the same billing ID twice.
However, the proposed work assumes that the billing information generated from the healthcare
service provider is authentic. Therefore, the development of methodology of verifying medical
bills" authenticity is a potential future research problem.

We provide a summary of the blockchain-based solutions for healthcare data security in Table 1.
In Table 1, we summarize and discuss the specific issues present in the state-of-the-art solutions.
Besides the specific issues, there are general blockchain-based limitations that are common
across all the proposed solutions. We discuss those limitations in the next section. In summary,
in this section, we discuss how blockchain technology is applied to achieve healthcare data



security. The use of blockchain enables security-based functionalities such as access control,
inter-organizational operability, and preventing counterfeiting. Regarding user and data privacy,
proposed blockchain-based systems use additional data encryption techniques for enabling
privacy preservation.
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in other countries.

(Rajput et
al., 2019)

The system assumes that the
person given access to PHR
data in case of emergency is
not malicious.

(Y. Wang et
al., 2019)

The computational
performance  of  smart
contract algorithms depends
on the length of EHR data
keywords (pointers) stored
on the blockchain.

(Zghaibeh et
al., 2020)

A new node joins through a
bureaucratic procedure that
involves government nodes
physically  verifying the
candidate against a
government database. A
patient can get his/her health
record updated through a
partner, which refers to a
health insurance
organization.

(Liu et al.,
2019)

Medical data to be shared
must be lightweight due to
on-chain sharing.

(Tomaz et
al., 2020)

The proposed system works
on the assumption that the
initial device registration is
done in a secure
environment.

(J. Xu et al.,
2019)

P+C

The system assumes that any
adversary working to crack
the encryption key has
limited computing power.
Also, the off-chain channel
between patients and
medical 10T devices is
assumed to be secure.

(Meena et
al., 2019)

The money transfer is done
outside the network, while
the insurance and pharmacy-




related bills are stored on the
ledger.

(Yazdinejad
et al., 2020)

Patient control over his/her
healthcare data is not
present.

(Meng et al.,
2020)

The impact of external
attacks such as DoS on the
system is not considered.
Also, the experiment and
analysis are done with a very
limited number of nodes.

(Zhu et al.,
2020)

PP,

The proposed system
assumes that the medication
information uploaded on the
blockchain is authentic, and
each node is honest.

(Saldamli et
al., 2020)

The blockchain technology
used (BigchainDB) does not
have a stable version and

community support.

Table 1: List of Proposed state-of-the-art blockchain-based solutions for healthcare data
security. Here, P,: Private blockchain, Py: Public blockchain, C.: Consortium based
blockchain, C.C.: Cross Consortium based blockchain, -: “no mention of™, /: only hashes
and transactions stored on-chain, 7: only shared data and transactions stored on-chain, and
“7”: all data and transactions stored on-chain.

8 Technical limitations in the implementation of blockchain in healthcare

For healthcare data security, blockchain's use provides a significant edge over cloud-based data
storage and management systems. However, its implementation in the healthcare sector has
several challenges and limitations. Some of these challenges are generic, i.e., applicable to
blockchain regardless of the application, while some are healthcare-sector specific. This section
discusses the technological limitations in the current blockchain-based systems concerning the
healthcare sector.

The scalability issues for the large networks are one of the blockchain technology's functional
limitations (Yli-Huumo et al., 2016). This issue is much more severe in the case of healthcare
data storage. In the healthcare sector, the data generated is much more in volume than financial
transaction data due to the presence of images such as X-Ray and CT scans (Esposito et al.,
2018). Storage of such a large amount of data at every node is cumbersome. To resolve such an
issue, in (Xia et al., 2017), the authors propose to store only partial data such as metadata, hash
values, and pointers on the blockchain while other data on the servers.

Apart from scalability, another issue is healthcare data privacy (Nawari & Ravindran, 2019). As
a blockchain operates in a distributed network, each node stores a copy of the ledger. However, it



is not in the interest of a patient to have copies of his/her medical diagnosis reports shared across
the network. Therefore, the issue of data privacy is also one of the reasons for a blockchain-
based hybrid data storage system in the healthcare sector. However, even if whole data is not
shared across the network, the transaction information linked to the nodes’ ID is available for
everybody on the blockchain. Therefore, the blockchain by itself cannot protect the privacy of
activities carried out by nodes. As we discussed in the previous section, several encryption
techniques are applied in addition to blockchain-based encryption to achieve user privacy.
Various policies related to access control are defined in state-of-the-art blockchain-based
systems to address data privacy limitations. Although these policies get embedded into the
system through storage on the blocks, there is no way to enforce them within the network
without functionalities outside the blockchain properties (Hardin & Kotz, 2019). To handle such
limitations, some nodes are given more privileges than the rest by giving them administrative
powers. Such a requirement of providing some nodes more privilege than the others is one
reason why most of the proposed frameworks for healthcare data security are based on
permissioned blockchains. This leads to centralization within the blockchain-based networks
(Nawari & Ravindran, 2019).

Apart from the overall functionality limitations, there are also specific limitations associated
with various consensus algorithms used in blockchain (S. Zhang & Lee, 2020), which are
generic and equally applicable to blockchain in healthcare applications. The proof of work needs
computational resources, which in most cases is outside the scope of individual patients as well
as some small hospitals. The requirement of computational resources works against the principle
of participants' equality, even for the permissioned blockchains. For the PBFT consensus used in
Hyperledger blockchain, the large number of messages required to be sent between the nodes
causes network congestion. Nowadays, patients send their personal healthcare data recorded
through various medical 10T devices and smartphones. The requirements for full participation
force these resource-constrained devices to be mere spectators in the blockchain networks.
Similarly, proof of stake consensus favors financially strong healthcare institutions. The
disadvantage of such favor gives disproportionate power to big institutions with respect to
discretion regarding inclusion or exclusion of certain transactions.

The functions like access control, privacy, recording, modification, and seeing the healthcare
data get executed through smart contracts. Smart contracts play an essential role in the
automation of tasks. However, there are several smart contract limitations (Zou et al., 2019)
that directly affect the functioning of healthcare data security. Once a smart contract gets
recorded on the blockchain, no one can change its code. Due to this, the developers need to
check for vulnerabilities before deploying. Anytime these contracts are called to execute a task,
every validating node runs it to verify the transactions. It again creates a privacy issue as every
node has access to all the data used by the code. Therefore, extra care must be taken while
developing a smart contract in deciding how much data and the encryption keys to provide.



Due to the above limitations, there are several security risks associated with blockchains, such
as double spending (a participant creates a parallel transfer of the same data to two different
participants leading to an invalid transaction), 51% attacks (occur when a participant or a group
controls most computational resources and tries to tamper with the blockchain data), and risks
associated with encryption techniques used in blockchain (Nawari & Ravindran, 2019). The risks
related to the encryption techniques are due to the progress of computational technology. For
instance, quantum computing's fast progress has the potential to make current blockchain
encryption techniques obsolete against quantum attacks (Fernandez-Carames & Fraga-Lamas,
2020).

In this section, we discussed the technology-related limitations of blockchain implementation for
healthcare data security. These include the blockchain's limitations in general and the constraints
due to the healthcare data structure and functioning. The two main issues are scalability and data
privacy, for which additional measures such as hybrid storage model and re-encryption of data
are additionally applied, as discussed in the previous section.

9 Regulatory challenges for blockchain in healthcare data security

Apart from the technology-based limitations, there are several legal and regulatory challenges
while applying blockchain to improve healthcare data security. From the perspective of
governments and their relevant departments, there are many issues to be resolved.

A significant one amongst these is related to the issue of privacy. If an individual patient or an
organization decides to leave the blockchain-based network, their previous data can not get
erased due to its immutability property. It goes against the structure of the “right to be
forgotten” granted under privacy rights in most countries (Gabison, 2016). This right explicitly
enables an individual to get his/her data removed in the event of opting out of the organization. It
creates a regulatory challenge for the stakeholders involved.

Blockchain-based healthcare data storage systems are not yet officially standardized (Yeoh,
2017). The different state-of-the-art systems get adopted by the organizations following their
requirements. The healthcare organizations using blockchain have their specific data storage
format, encryption techniques, and consensus algorithms. It leads to interoperability issues
across the blockchains, causing it to become difficult for hospitals and other healthcare
organizations to collaborate. It becomes an issue for the patients due to the need to migrate their
data across the chains. Therefore, standard guidelines for blockchain operations are warranted.

There is also the issue of jurisdiction for permissionless blockchains that go beyond national
boundaries (Yeoh, 2017). It is a general issue of blockchain but is equally affecting healthcare as
any other sector. In the systems operating through permissionless blockchains, a patient can get a
diagnosis from a doctor of different countries, and the information gets stored on the ledger. The
jurisdiction regarding ownership of healthcare data, payment information, and taxation is not



defined for such cases. Although only the metadata or hash values get stored on the blockchain
in most cases, the issue of ownership is still present. To avoid this issue, most of the proposed
systems run on permissioned blockchains. However, even for permissioned blockchains, a clear
regulatory code specifying the laws of functioning, data ownership, compliance, etc., is
warranted for most nations. It reduces blockchain to an experimental and assisting technology
for existing healthcare data management systems.

A significant issue in the way of widespread adaptation of blockchain for healthcare data security
is the lack of training and awareness (Kramer, 2019). From the perspective of healthcare
organizations such as hospitals, they have their share of concerns regarding the adoption of
blockchain for data security. For migrating to the blockchain, the patients, doctors, and
administrative staff need to undergo training to learn the secure usage for data storage and
access. With the technology still evolving, the proper user interfaces for blockchain-based
systems are still not in place, making it challenging for non-technical personnel to adjust to its
functioning. The stakeholders must learn about the security aspects like the use of encryption
keys, calling proper smart contract functions, and protection of their information to ensure data
security. Hence, adequate training is essential for the widespread adoption of blockchain.

Overall, the healthcare organizations, government departments, and blockchain developing
organizations need to coordinate amongst themselves for making blockchain a mainstream
technology in healthcare.

10 Blockchain role in pandemics like COVID-19 for large-scale data security and
management

In current times, all the nations are struggling to cope with the pandemic caused by coronavirus
disease (COVID-19), known as severe acute respiratory syndrome coronavirus-2 (SARS-CoV-
2). It first got detected in the Wuhan region of China in December 2019. Since then, it has found
its way into almost all nations worldwide due to its infectious nature of spreading through close
contact and respiration. It was declared a worldwide pandemic by the WHO in March 2020
(Kalla et al., 2020). At the time of writing, the total detected infections had crossed 100 million
worldwide, causing more than 2 million deaths. It has caused an unprecedented strain on the
economies worldwide, with the healthcare sector being most affected. To counter and wipe out
the virus, efforts are being made on all fronts in healthcare, including emergency services,
treatment facilities, medication, and research on dealing with such pandemics through
vaccination. All the mentioned fields require dealing with the data for their functioning. The data
includes the components, such as patient's health records, data on hospital resources, information
on persons infected with coronavirus, research data for developing medication and vaccines. The
security of this data generated on such a large-scale is a challenge for governments, healthcare
organizations, and research laboratories. In this regard, blockchain performs a key role in
managing the COVID-19-related healthcare data.



A significant application where blockchain finds its use is contact tracing for COVID-19. A
patient’s anonymity is preserved using blockchain-generated IDs while alerting the persons who
were in close contact through Bluetooth-based technology. For this purpose, the authors in (H.
Xu et al., 2021) propose a blockchain-based contact tracing solution named BeepTrace.

The traceability property also provides for tracking passenger movements. To facilitate the same,
a blockchain-based solution for issuing immunity certificates has been proposed (Hasan et al.,
2020). Using smart contracts, it issues medical passports for people resulting in a negative in the
COVID-19 medical test. Combined with an interplanetary file system, it ensures the security of
patient data. Since blockchain data is immutable, it cannot be manipulated by either of the
stakeholders. Apart from this, by using smart contracts, the procedure for health insurance
approval is made faster with lower processing costs.

A Dblockchain-based app Civitas (Wright, 2020), is used in Canada to control the impact of
COVID-19. It maps people to blockchain to find out whether they are in quarantine or not. It also
aids with the ideal time to go out of the house for essential tasks.

Besides, blockchain also aids in research for finding medication and vaccines to prevent and treat
coronavirus disease. Currently, the medical records for COVID-19 are managed by each
healthcare institution independently. In (Yu et al., 2021), the authors provide a blockchain-based
secure data sharing platform for carrying out collaborative medical research and clinical trials.
The hospitals and medical research institutions are the nodes in the decentralized network. All
data is attached to blockchain-based pseudonyms instead of real-world identities to protect the
patient's privacy.

Overall, blockchain plays a vital role in ensuring the security of healthcare-data-related
operations for pandemic situations. It prevents information manipulation and provides the
patients with the control of their data without relying on an independent third-party.

11 Conclusion and Perspective on Future Research Directions

The decentralization of systemic functioning has become a major objective for healthcare
systems to achieve complete security, privacy, and accountability for the relevant data. The use
of blockchain-based peer-to-peer networks plays a significant role in accomplishing the same.
The requirement of cryptographic verification and majority consensus before adding new
blockchain blocks brings transparency and joint accountability in the healthcare system where
sensitive patient data is involved. It has several benefits to the patients in terms of monitoring the
access and use of their data. It also streamlines the operations of doctors, healthcare institutions,
and medical research centers in terms of acquiring the relevant information by removing the
bottlenecks associated with the system's centralized functioning. For the security of the data,
blockchain puts the responsibility on all the stakeholders through individual encryption and
removes the need for a trusted third-party.



However, none of the proposed blockchain-based networks functioning in the healthcare sector
are entirely decentralized. These systems have interference in the form of administrative nodes,
which warrants the research required to achieve pure decentralization for full transparency.
Blockchain-based systems in the healthcare sector also need a sustainable incentive generation
scheme and sharing for the miners/validators to keep the network running. Specific to the
healthcare sector, it is currently cumbersome to store all the data on the blockchain. Besides, data
privacy is equally crucial. Therefore, instead of storing all healthcare data, only the metadata and
hash values are stored on the blockchain. For data privacy in such conditions, additional data
encryption gets applied above the blockchain-provided encryption. With the requirement of
continuous research on scalability and encryption techniques, blockchain-based networks can
play a vital role in data security for next-generation healthcare systems. Apart from the
technology-based challenges, there are regulatory questions such as jurisdiction regarding
ownership of healthcare data and a standard inter-organizational functioning format requirement.

Technologically, we need an overhaul in the blockchain structure and functioning, specific to the
healthcare sector's data types, functioning hierarchy, and security issues. Our recommendation
for the researchers and developers working towards achieving healthcare data security through
blockchain is to first collaborate with the policymakers, healthcare organizations, and different
stakeholders on a large-scale (e.g., country-scale) to understand the ever-changing global needs
rather than providing healthcare data security solutions for a specific organization with a
particular need. As we understand, data privacy is a significant issue to be addressed to achieve
healthcare data security. It warrants the need to incorporate additional privacy measures within
blockchain architecture. One research direction that researchers could focus on is to modify the
blockchain architecture to include a privacy module. Besides, blockchain functioning is
computationally expensive. Developing countries or third-world countries lack the resources for
such a large-scale implementation of blockchain. Another research direction is to develop a
resource-efficient blockchain that could guarantee the privacy of healthcare data as well. Also, a
properly defined incentive scheme is required for the miners/validators to motivate them towards
active participation. These incentives could be altruistic or financial aid from the government.
The researchers could look into different incentive schemes and revenue sharing models. Finally,
the acceptance of blockchain for healthcare data security depends on the people's willingness to
adopt it as a solution. Therefore, proper training and awareness among the stakeholders are
required for it to become a success.
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