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Digital Resistance during COVID-19: A Workflow Management System of Contactless 

Purchasing and Its Empirical Study of Customer Acceptance 

Abstract 

The COVID-19 pandemic has stimulated the shift of work and life from the physical to a more 

digital format. To survive and thrive, companies have integrated more digital-enabled elements 

into their businesses to facilitate resilience, by avoiding potential close physical contact. 

Following Design Science Research Methodology (DSRM), this paper builds a workflow 

management system for contactless digital resilience when customers are purchasing in a store. 

Customer behavior, in coping with digital resilience against COVID-19, is illustrated and 

empirically tested, using a derivative model in which the constructs are from classical theories. 

Data was collected from individual customers via the Internet, and 247 completed questionnaires 

were examined. 

The findings show that response costs have a positively significant effect on customers’ 

behavioral intention to adopt digital resilience, while self-efficacy plays a negative role on 

customers’ behavioral intention. The findings reveal that, during the COVID-19 pandemic, 

customers are more concerned about health issues and put more effort into the deployment of 

digital resilience to mitigate the consequences of the virus. These results indicate that, even 

beyond the performance of technology itself, another factor (the health issue) can play the key 

role in customers’ acceptance of digital resilience. 
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INTRODUCTION 

Until the end of September 2020, the cumulative number of confirmed cases of COVID-19, 

worldwide, stood at 34.1 million. The number of deaths, at that point in time, was 1.02 million1. 

The COVID-19 pandemic has caused dramatic damage and has thoroughly changed 

organizations’ operating modes, as well as people’s lives and habits. Close physical contact is the 

major reason given for the fast spread and infection of COVID-19 (Guan et al., 2020; Wu & 

McGoogan, 2020; Sohrabi et al., 2020). As one effective measure, digital resilience is being 

deployed, and it is quickly being improved to its highest level, in order to mitigate the influence 

of the pandemic. Both companies and individuals hold virtual meetings instead of face-to-face 

ones. Since the inception of COVID-19, the popular virtual communication and conference 

software called ZOOM’s stock price has skyrocketed to the price of $559 on October 16, 2020, 

up from around $70 in January 2020.  

Close physical contact2 happens among people every day; contact is unavoidable. Walmart 

provides three types of grocery shopping: purchasing at a local store (conventional), ordering 

online with pickup (blended), and ordering online with delivery (e-commerce). It is important to 

continue to offer the conventional purchasing style, since many customers still prefer to select 

their food themselves or because certain categories of food are not available when using the 

other two purchasing styles. Because of these, there is an urgent need for businesses to assist 

their customers in avoiding potential close physical contact. This study focuses on the first 

purchasing style, conventional purchasing, by designing a digital resilience workflow 

 
1 Source: (WHO) https://covid19.who.int, (CDC) https://www.cdc.gov/coronavirus/2019-ncov/index.html, and 
(Johns Hopkins Coronavirus Resource Center) https://coronavirus.jhu.edu/map.html. Accessed on September 30, 
2020. 
2 Close physical contacts refer to contacts that are within 2 meters (6 feet) for over 15 minutes. 



management system that helps customers avoid potential close physical contacts when they are 

purchasing in a store. This robust and applicable digital infrastructure will enhance companies’ 

resilience in fighting against the virus and will assist in making more profitable businesses, as 

well. 

As the groundwork of information systems, digital resilience describes an organization’s 

capability to deal with unexpected disruptions, in order to continue doing business and to be 

successful after the emergency. Digital resilience has the potential to change not only an 

organization’s operating modes, but also people’s behavior and habits. When they are trying to 

mitigate the influences of the COVID-19 pandemic, companies, for their businesses to benefit, 

need to deploy more resiliency-related digital techniques; individual customers, for their health, 

need to cope with these resiliency-related digital strategies to avoid potential infection. 

Information systems is an important discipline that can be used to explore insights that can help 

to resolve the many issues caused by the unexpected COVID-19 disruptions. Digital resilience 

can be achieved through information systems’ integration of high technology with advanced 

devices. A well-designed digital resilience workflow management system can sustain businesses’ 

continuity and can mitigate the impact of COVID-19. Our research lies mainly in helping 

information systems to find a way to accelerate digital resilience during the COVID-19 period.   

This study articulates three objectives: 

First, it should be noted that design science is a distinguished and classical methodology among 

the IS disciplines. This paper uses the framework of Design Science Research Methodology 

(DSRM) not only to identify the critical problem of potential close physical contact in the 

COVID world, but to define the objectives of the proposed workflow management system by 

flowchart using the epidemiological SIR model, to design and to illustrate the digital resilience 



flow of contactless purchasing by using the Petri net workflow management system, and to 

assess the feasibility of the workflow management system by using behavioral theories 

associated with empirical study.  DSRM is considered an interdisciplinary methodology 

composed of design science and empirical research, in this paper.  

Second, the workflow management system described herein is built to embed digital resilience, 

in order to allow businesses the chance to help their customers avoid potential close physical 

contact when they are making a purchase in a store. Digital resilience is a must-have tool for a 

business’ continuity and performance, especially in the event of an emergency. The proposed 

workflow system offers good guidance that a company can follow, so that it can continue to be 

successful despite unexpected disruptions – having previously invested in digital resilience, and 

having facilitated digital resilience into its enterprise management system. 

Last but not least, depending on the workflow management system of contactless purchasing, the 

feasibility of the proposed workflow management system should be considered. This workflow 

depicts the human behaviors of considering, recognizing, coping, behaving, and using digital 

resilience to prevent potential close physical contacts under the COVID-19 pandemic. If 

customers are reluctant (or are not able) to adopt digital resilience measures when making a 

purchase in a store, the company can still effectively change and successfully implement digital 

resilience to keep its customers away from potential infection. This paper describes an empirical 

examination that considers what factors most relate to customers’ intention to cope with digital 

resilience in a store, and we found two factors that have different impacts on customers’ 

intention. The response cost (facilitating conditions) is positively associated with customers’ 

digital resilience adoption, and self-efficacy (facilitating conditions) is negatively associated with 

customers’ digital resilience adoption. COVID-19 has changed people’s behavior and habits, not 



only when making a purchase in a store but also when accomplishing many other daily activities, 

e.g., wearing masks and hand sanitizing. 

The overall infrastructure of this study (Appendix 3. Figure A1) follows the main steps of 

Design Science Research Methodology (DSRM) (Hevner et al., 2004; Peffers et al., 2007; 

Vandenbosch & Higgins, 1995; Carvalho, 2020): (1) problem identification and motivation, (2) 

definition of the objectives for a solution, (3) design and development of the model, (4) 

demonstration of the model, and (5) evaluation of the model. We use DSRM to propose a Petri 

net workflow management system that guides customers away from potential close physical 

contact when they are making a purchase in a store. Also, an empirical test is constructed to 

illustrate the feasibility of the proposed digital resilience workflow management system, showing 

how well individual customers will cope with these digital resilience methods when they are 

used to mitigate the threat of the COVID-19 pandemic. 

PROBLEM IDENTIFICATION AND MOTIVATION OF DIGITAL RESILIENCE  

The first step of DSRM is to identify problem and motivation. The Novel COVID-19 is a 

coronavirus that is similar to SARS-CoV and MERS-CoV (Lai et al., 2020; Shereen et al., 2020; 

He, Deng, & Li, 2020). The difference is that COVID-19 spread all across the globe, as a 

pandemic, within a short six-month period, causing huge impacts on people’s lives and on 

society (Li et al., 2020; Chan et al., 2020).  In this paper, the epidemiological SIR model is 

employed to explore the reason why so many people have become infected. The main reason 

appears to be the close physical contact between infected (symptomatic and asymptomatic) and 

susceptible people.  

The SIR Model 



In general, the SIR model consists of three compartments (Figure 1.), susceptible (S), infectious 

(I), and removed (R). S describes the people who are susceptible to the disease. At the beginning 

of the pandemic, S equals to the total population in a certain area. I describes the people who are 

infectious. The infectious people have the disease, and they can infect others. R (or removed) 

describes the people who have caught the disease and who have now either recovered from it or 

have died. These recovered people are immune to the disease. Thus, the removed people are 

those who are not infectious anymore (Chen et al., 2020; Lin et al., 2020).  

 

In the SIR model, several assumptions are used to simplify the real-world phenomenon of 

COVID-19. Explanations of the variables of SIR model are addressed in Appendix 2. (Table 

A1). 

(1) The total population (TP) remains constant during the pandemic. It means that the rate of 

change of the susceptible population plus the rate of change of the infectious population plus the 

rate of the removed population must be zero. The total population (TP) is given by (S+I+R). 

TP = S + I + R = 𝐼଴ + 𝑆଴ 

d/dt (S+I+R) = (- γ * I * S) + (γ * I * S – α * I) + (α * I) = 0 

This will be the same constant value for all the possible values of time. The initial value will be 

the starting point: the value of the total population at the beginning of the pandemic. As time 

progresses, it will not change. It will always equal the initial value.  

Figure 1. The Spread Process of COVID-19 by SIR Model 

Susceptible Infectious Removed

γ α



(2) The transmission rate (γ) is proportional to the contact between the susceptible and the 

infectious people. And γ occurs at a constant rate. The transmission rate (γ) will decrease as more 

people become infectious. 

(3) The removed rate (α) is a constant rate. It could be a death rate or a recovery rate, or it could 

be the composite of the death and recovery rates.  

(4) The contact ratio (q) is the fraction of the population that comes into contact with an infected 

individual during the period when they are infectious, q = γ / α.     

(5) The basic reproductive ratio (𝑅଴) is the reciprocal of the contact ratio (q), 𝑅଴ = α / γ. This 

ratio indicates that there will be an epidemic if 𝑅଴ > 1 

(6) The initial number of susceptible people is 𝑆଴, the initial number of infectious people is 𝐼଴, 

and the initial value of removed people is 0. 

The rate of change of the number of susceptible people over time:  

 dS/dt = - γ * I * S (1) 

The rate of change of the number of infectious people over time: 

 dI/dt = γ * I * S – α * I (2) 

The rate of change of the number of removed people over time: 

 dR/dt = α * I (3) 

These three differential equations are for the three compartments of people of the population. 

Equation (1) indicates that the number of susceptible people is going to change according to the 

number of contacts between susceptible and infectious people. Equation (2) indicates that the 

number of infectious will increase because of the contact between people who have either 

recovered or died as a result of the disease spread. Equation (3) indicates that the rate of removed 



people is going to increase at the constant rate, depending on how many infectious people there 

are.  

The SIR model assumes that susceptible people will transfer to other states with a certain 

probability of infection, according to the development pattern of COVID-19. The dynamic model 

of "susceptible-infectious-removed" can predict the trend of COVID-19 within a certain range, 

geographical area, or time segment. 

Evaluating the Importance of Contact Ratio (q) 

The initial number of susceptible people is 𝑆଴, the initial number of infectious people is 𝐼଴, and 

the initial value of removed people is 0. The following equation is the initial point of COVID-19. 

 S+I+R = 𝐼଴ + 𝑆଴ (4) 

Next, we investigate and discuss three important issues of COVID-19 based on the SIR model: 

the severe spread, the potential maximum number of infectious people, and the potential number 

of infected people by the end of the pandemic. All three problems are related to the contact ratio 

(q).   

The Severe Spread of COVID-19 

The initial number of infectious people at the beginning of the outbreak is given by 𝐼଴. The 

question is whether or not the number of infectious people will grow. If the number of infectious 

people starts to grow, the disease will spread throughout the population. Here, we focus on 

Equation (2), the rate of change of infectious people over time. S is smaller than its initial value 

(S ≤ 𝑆଴). In the context of the disease, at the beginning of the outbreak, everyone in the total 

population theoretically was susceptible to the disease, especially since it was a Novel 

Coronavirus, i.e., one that had never been seen before.  



Since S ≤ 𝑆଴, we have 

 dI/dt < I (γ * 𝑆଴ - α) (5) 

An epidemic will occur if the size of I increases from the initial value of infectious people (𝐼଴). 

In the very real situation of COVID-19, it became clear that the number of infectious people was 

increasing very quickly. For the other part of Equation (γ𝑆଴-a), if this term is positive, there will 

be a spread of the disease. It means, 

 𝑆଴ > α / γ (6) 

The basic reproductive ratio 𝑅଴ = α / γ. This ratio indicates that there will be an epidemic if 𝑅଴ > 

1. This ratio represents the secondary infections in the population caused by one initial primary 

infection. In other words, if one person has the disease,  𝑅଴ will show how many infections, on 

average, that person is likely to cause. This current coronavirus is an ongoing outbreak that we 

have never seen before. The reproductive ratio, as described in the research, is estimated to be 

more likely 2 to 4 (Chen et al., 2020; Li et al., 2020). COVID-19 is an epidemic that spreads 

quickly. Therefore, avoiding potential close physical contact is an effective way to reduce the 

contact ratio and to decrease the number of infected people. 

The Potential Maximum Number of Infectious of COVID-19 

There is a known lack of appropriate and effective approaches to detection and diagnosis in the 

early stages of any disease outbreak, especially in unknown epidemics like COVID-19. 

Knowledge of the precise estimate of the number of people infected is essential, in order to be 

able to judge the severity of the epidemic and to make corresponding decisions. A common 

method used is to estimate the number of infections based on the proportion of outflowing 



people in a certain area. The early report from Northeastern University (Chinazzi et al., 2020) 

made a similar relevant analysis. 

Knowing the number of infected people is very helpful when it comes to planning how to 

distribute health resources and how to implement anti-COVID measures. In Equations (1) and 

(2), 

 dI/dS = (γIS – aI)/(- γ IS) = -1 + a/ γ s (7) 

The contact ratio q = γ / a, we have 

 I + S -1/q * lnS = 𝐼଴ + 𝑆଴ - 1/q * ln𝑆଴ (8) 

The maximum will occur, when S = 1/q. Substituting this value into the equation (8),  

 𝐼ெ஺௑ = 𝐼଴ + 𝑆଴ – 1/q (1 + ln(q𝑆଴)) (9) 

The maximum number of infectious people (𝐼ெ஺௑) is the maximum number of people that will 

have the disease at a given time. The term (1/q (1 + ln(q𝑆଴))) depends on the parameter q, the 

contact ratio. In the outbreak of COVID-19, the value of q is high; the disease is very easy to 

transmit. Many susceptible people are becoming infected when encountering potential close 

physical contact with infectious people, especially since COVID-19 has a relatively long 

incubation period, during which its symptoms might not yet have appeared. Avoiding potential 

close physical contact separates the susceptible from the infectious people, in order to reduce the 

quantity of overall infectious (both symptomatic and asymptomatic) people. 

The Potential Number of Infected People by the End 

How can we know that the pandemic is at its end? The number of infectious people will go down 

to zero. This, in the future, will signal the end of the outbreak. Let us rearrange to find the size of 



the removed people (R), those who have either recovered or died, at the end of the pandemic. 

The total number of people who have caught the disease by the end is,  

 R(end) =𝐼଴ + 𝑆଴ - S(end) (10) 

Based on Equation (8), the removed people or the size of the removed population at the end of 

the epidemic is, 

 S(end) -1/q * ln(S(end)) = 𝐼଴ + 𝑆଴ - 1/q * ln(𝑆଴) (11) 

If the value of q is sufficiently large, most of the population will not catch the disease. In the case 

of COVID-19, if there is a large value of q, the potential maximum number of infectious people 

at any given time is almost equal to the whole population, in theory. 

In summary, the contact ratio (q) appears in the answers to all three key questions. It is 

impossible to stop the spread of COVID-19 that has already occurred; what we can do is reduce 

the number of people who will get infected (𝐼ெ஺௑). It is practical to isolate the susceptible people 

from the infectious people. This is exactly why we need to avoid potential close physical contact.  

In reality, grocery shopping has become one of the major channels to explore, during the 

COVID-19 era. Our study depicts a workflow management system to solve the issue of potential 

close physical contact when a customer is making a purchase in a store. The proposed workflow 

management system will contribute to the IS community’s fight against the COVID-19 

pandemic. 

DEFINITION OF THE OBJECTIVES OF DIGITAL RESILIENCE MEASURES 

The second step of DSRM is to interpret the objectives of a solution. Administrative authorities 

have suggested several policies to be taken against COVID-19, such as staying at home, avoiding 

gatherings or parties, closing stores and places to shop, etc. However, people cannot escape their 



need for groceries. There are different groups of personnel at grocery stores; this leads to a 

complicated COVID-19 infection network fraught with potential close physical contacts. To 

mitigate infection, a store can deploy anti-COVID measures; digital resilience is one of the most 

effective ways to avoid potential physical contact.  
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Our goal is to mitigate the influence of the COVID-19 pandemic, specifically by focusing on 

avoiding close physical contacts between a business and its customers, by the use of digital 

resilience. A flowchart (Figure 2.) illustrates how a customer can avoid potential physical 

contact when making a purchase in a store. The detailed procedure and the relevant activities in 

this digital resilience system are described and explained in the next section. 

DESIGN OF DIGITAL RESILIENCE WORKFLOW MANAGEMENT SYSTEM 

Workflow Management System of Avoiding Contact 

A Petri net workflow (Salimifard & Wright, 2001; Xu et al., 2009) is built to help customers 

avoid close potential physical contact in a store. The proposed workflow management system 

consists of five major procedures: the Entering Procedure (EP), the Purchasing Procedure (PuP), 

the Payment Procedure (PaP), the Delivery Procedure (DP), and the Customer Service Procedure 

(CSP), as well as six role players, the Customer (C), the Sensor Checking System (SC), the 

Purchasing Monitoring System (PM), the Payment Assistant System (PA), the Delivery Assistant 

System (DA), and the Customer Service System (CS). 

Each role player is represented by a labeled Petri net (LPN) model, and all LPN models are 

combined as the complete workflow management system. The system includes five interactive 

transactions: the interactions between C and SC in EP, between C and PM in PuP, between C 

and PA in PaP, between C and DA in DP, and between C and CS in CSP. Within the entire 

process, many digital resilience-enabled devices and sensors are available to assist customers. 

From a customer behavioral perspective, companies can recognize which factors are likely to 

impact their customers’ intention and can adjust accordingly. 

Labeled Petri Net Workflow Management System 



The proposed labeled Petri net model is constructed based on previous studies (Van der Aalst, 

1998 & 2000; Xu et al., 2009). We constructed a labeled Petri net model (LPN) and a labeled 

workflow net (LWN). LPN represents each role player, and LWN represents the complete 

system. Transitions are divided into three categories: In, Out, and Inner transitions. The In 

Transition refers to “receiving a message from a partner via network”; the Out Transition refers 

to “sending a message to a partner via network”; and the Inner Transition “contains all inner 

activities” (Du, Jiang, & Zhou, 2009; Du et al., 2009). In the proposed workflow management 

system, customer and the five assistant systems are partners, and all messages and relevant 

activities are interacted between these six role players throughout the system. All messages and 

activities are recorded in the system for further analysis. 

Definition 1. A labeled Petri net (LPN) is composed of 7 tuples,  

LPN = (P, T, F, 𝑀଴, 𝜑, 𝑆௟, 𝐹௟). 

Criteria: 

(1) P is a finite set of places.  

(2) T is a finite set of transitions. T = 𝑇ூ௡ U 𝑇ை௨௧ U 𝑇ூ௡௡௘௥. The three categories (In, Out, and 

Inner) are mutually exclusive in a workflow system.  

(3) F ⊆ (P×T) ∪(T×P), which refers to a set of directed arcs (relations) connecting Places to 

Transitions and Transitions to Places.  

(4) (P, T, F) represents a Petri net. 

(5) M: P → {0,1} is a marking function. 𝑀଴ is the initiation marking. 



(6) 𝜑 is the set of messages between customers and business. Each message is defined as the 

form of [(msg, Sender, Receiver)]; msg is the name of a specific message or task.  

(7) (M, 𝜑) is a state of LPN. (𝑀଴, 𝜑଴) is an initial state, where 𝜑଴ is a non-empty set.  

(8) 𝑆௟ is a finite set of activity labels, e.g., Greek or Arabic. 

(9) 𝐹௟: T→ 𝑆௟ is defined as a labeling or weight function. 

Definition 2. LWN = (P, T, F, 𝑀଴, 𝜑, 𝑆௟, 𝐹௟) = LPN. 

Labeled workflow net (LWN) is an LPN, if and only if 

(1) P consists of a source place i, which is a non-empty set. 

(2) P consists of outcome places 𝑂௜, which is a non-empty set. 

DEMONSTRATION OF DIGITAL RESILIENCE WORKFLOW MANAGEMENT 

SYSTEM 

In the proposed LWN, P (𝑃ଵ, 𝑃ଶ, … , 𝑃ଶ଴ ) is place that is expressed by a circle. The 𝑇ூ௡ and 𝑇ை௨௧  

transitions are represented by rectangles with exchanged messages. The 𝑇ூ௡௡௘௥ transition is 

represented by a solid rectangle. The terminal goal is G = {M (𝑂ଵ) =1; M (𝑂ଶ) =1; M (𝑂ଷ) =1}. 

Specifically, M (𝑂ଵ) =1 indicates that a customer’s access to a store has been denied because the 

customer has failed a physical temperature check. M (𝑂ଶ) =1 indicates that a customer’s access 

to a store has been denied because the customer has refused to wear a mask. M (𝑂ଷ) =1 indicates 

that a customer has successfully finished a purchasing process in a store with the assistance of 

the digital resilience workflow management system, which has provided store access check (the 

store’s customer capacity, the customer’s temperature, and the wearing of a mask); purchasing 

process assistance (crowd density, one-way direction); self-payment system (cash, card, or App 



Pay); delivery assistance (a self-delivery system); and customer service (a self-customer service 

system). Messages are exchanged between the customers and the business. (Access, C, B) means 

that a store receives an access request from a customer; Out (N_Tem, SC, C) means that the 

Sensor Checking System sends a message of a customer’s temperature fail from SC to C. More 

detailed explanations of the messages are shown in Appendix 2 (Table A2). 

In the proposed workflow management system, there are three terminal goals: 𝑂ଵ, 𝑂ଶ, and 𝑂ଷ. 

Only 𝑂ଷ consists of all the possible digital resilience-enabled purchasing processes. Both 𝑂ଵ and 

𝑂ଶ deny access to a store because of a temperature check failure or no mask wearing, 

respectively. Let us have a detailed look at 𝑂ଷ from the starting point i. The complete workflow 

system (Figure 3.) includes the five procedures mentioned above.  

In the first procedure, Access, the interaction between C and SC in EP involves several sensors 

and protocols. Since the COVID-19 pandemic is severe, every customer is required to follow 

three access checks: the store capacity check ([(Cap, SC, C)]), the body temperature check 

([(Temp, SC, C)]), and the mouth and nose mask check ([(Mask, SC, C)]). Here is the order: 

first, a customer requests access to a grocery store ([(Access, C, B)]). If that store already has its 

maximum number of customers inside, as a safety issue, the customer ([(Y_Cap, B, C)]) is told 

to wait to enter until another customer finishes shopping. If a store does not have its maximum 

number of customers, the customer ([(N_Cap, B, C)]) will be allowed to enter if the customer 

satisfies the temperature ([(Y_Tem, SC, C)]) and mask wearing ([(Y_Mas, SC, C)]) 

requirements. Any customer will be denied entry to a store if the customer is reluctant either a) to 

check his/her body temperature or b) to wear a mask ([(N_Mas, SC, C)]). If a customer has a 

temperature check and shows a temperature that is above the normal range, the customer 

([(N_Tem, SC, C)]) will be denied access to the store. All three activities would be monitored 



and controlled by digital devices, with notice and instructions sent to the customer. It is 

voluntary that customers complete extra anti-infection measures, such as hand sanitizing, cart 

cleaning, and wearing gloves, etc. 

 



In the second procedure, Purchasing, the interaction between C and PM in PuP, digital resilience 

measures will assist and warn customers ([(Pur, PM, C)]), all throughout the store, if a certain 

area has a dense crowd or if the customer has not followed the correct direction during shopping. 

Customers can also install the related App to track and to instantly obtain useful information.  

In the third procedure, Payment, the interaction between C and PA in PaP, there is no personal 

assistant. What the customer ([(Pay, C, PA)]/ [(Pay, PA, C)]) needs to do is adopt a self-assistant 

system to scan and pay for his/her items by cash or by card. Another potential digital resilience 

measure is that a customer can use his/her own cell phone to scan and pay through a payment 

App. 

In the fourth procedure, Delivery, the interaction between C and DA in DP, a customer 

([(Y_Deli, C, DA)]) can use a digital device to process a delivery if the customer needs some of 

the items to be delivered.  If there is no request from the customer ([(N_Deli, C, DA)]) to deliver 

anything, the customer will be directed to the final step: Customer Service. 

In the fifth procedure, Customer Service, the interaction between C and CS in CSP, many types 

of contactless service can be implemented, such as a voice assistant, a virtual assistant, an App 

assistant, a message assistant, etc. If the customer ([(Y_Ser, C, CS)]) needs customer service, the 

system will assist him/her. If not, the system will finish all of its possible assisting and the 

customer’s purchasing will end at 𝑂ଷ. 

EMPIRICAL ANALYSIS AND RESULTS 

The feasibility of this digital resilience workflow management system is critical; specifically, we 

consider whether or not customers will accept measures of digital resilience toward slowing the 

COVID-19 pandemic when they are making a purchase in a store. The behavior of customers 



regarding digital resilience can be tested by a theoretical model (Figure 4.). Will customers 

adopt digital resilience when purchasing? If they accept and obey digital resilience procedures, 

what factors will impact their intention to use those digital resilience measures? A derivative 

model based on four classical theories, the Theory of Reasoned Action (TRA), the Technology 

Acceptance Model (TAM), the Unified Theory of Acceptance and Use of Technology (UTAUT), 

and the Protection Motivation Theory (PMT), was constructed (Fishbein and Ajzen, 1975; 

Rogers, 1975; Bandura, 1986; Davis, 1989; Venkatesh et al., 2003).  

 

Regarding specific details (Appendix 2. Table A3.), perceived usefulness (PU, performance 

expectancy) and perceived ease of use (PEOU, effort expectancy) are derived from TAM (Davis, 

1989); subjective norm (SN, social influence) is from TRA (Fishbein & Ajzen, 1975); response 

Figure 4. Research Model
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cost (RC, facilitating conditions) and self-efficacy (SE, facilitating conditions) are from UTAUT 

(Venkatesh et al., 2003; Bandura, 1986); perceived vulnerability (PV, threat appraisals) and 

perceived severity (PS, threat appraisals) are from PMT (Rogers, 1975); and behavioral intention 

(BI) is from TRA (Fishbein & Ajzen, 1975). It is assumed that the selected variables (constructs) 

will reflect customers’ behavior towards the digital resilience forced upon them by the threat of 

COVID-19. 

Hypotheses 

Performance Expectancy and Intention to Use  

In UTAUT, performance expectancy refers to “the degree to which an individual believes that 

using the system will help him or her to attain gains” (Venkatesh et al., 2003; Venkatesh, Thong, 

& Xu, 2012). Performance expectancy is also referred to as perceived usefulness, extrinsic 

motivation, job-fit, relative advantage, or outcome expectations (Davis, 1989; Moore & 

Benbasat, 1991; Thompson et al., 1991; Segars & Grover, 1993; Gefen & Straub, 1997; Wu & 

Lederer, 2009). Similarly, Davis (1989) defines perceived usefulness as “the degree to which a 

person believes that using a particular system would enhance his or her job performance.” 

In our model, digital resilience is the technology that can help to keep a customer from catching 

the virus. If digital resilience works, and if customers believe that digital resilience works, 

customers will prefer to adopt these digital resilience measures. Perceived usefulness (TAM) is 

regarded as an indicator of performance expectancy (Chau, 1996; Tam & Ho, 2006; Hess, 

McNab, & Basoglu, 2014). If customers believe that adopting digital resilience can mitigate the 

threat of COVID-19, they will be more likely to follow the proposed digital resilience measures. 

In UTAUT, a user’s performance expectancy plays a positive role on BI; the same relation is 



found between perceived usefulness and behavioral intention in TAM (Davis, 1989; Moore & 

Benbasat, 1991; Hess, McNab, & Basoglu, 2014). Thus, the first hypothesis is,  

H1: Perceived usefulness is positively associated with behavioral intention. 

Effort Expectancy and Intention to Use 

Effort expectancy describes “users’ opinion of the effort associated with the use of a technology” 

(Venkatesh et al., 2003). It also referred to as perceived ease of use (PEOU), that is, “the degree 

to which a person believes that using a particular system would be free of effort” (Davis, 1989; 

Sharma, Yetton, & Crawford, 2009).  

PEOU is an important variable that influences customers’ intention to adopt digital resilience 

when purchasing in a store. In both TAM and UTAUT, PEOU and BI have a positive relation 

(Moore & Benbasat, 1991; Venkatesh et al., 2003; Venkatesh, Thong, & Xu, 2012; Hess, 

McNab, & Basoglu, 2014). Our targeted participants are ordinary customers, and we follow the 

same thinking as the previous studies. Thus, the second hypothesis is, 

H2: Perceived ease of use is positively associated with behavioral intention. 

Social Influence and Intention to Use 

Social influence is “the degree to which an individual perceives that important others (e.g., 

family and friends) believe he or she should use the new system” (Venkatesh et al., 2003; 

Venkatesh, Thong, & Xu, 2012). It also called a subjective norm and a social factor (Moore & 

Benbasat, 1991; Thompson et al., 1991). In TRA, it is “the person’s perception that most people 

who are important to him think he should or should not perform the behavior in question” 

(Fishbein & Ajzen, 1975). 



The subjective norm has a strong relation with intention to use. It has been empirically proven 

that elders are more impacted than others by social influence before they make the decision to 

use a specific technology (Venkatesh et al., 2003). It is claimed that people who are older than 60 

are more likely to be infected by COVID-19 (He, Deng, & Li, 2020; Zheng et al., 2020; Grant et 

al., 2020); in practice, many people of other ages become infected as well, especially people in a 

population-intense environment, e.g., a grocery store, a hospital, etc. Thus, the third hypothesis 

is, 

H3: Subjective norm is positively associated with behavioral intention. 

Facilitating Conditions and Intention to Use 

The term Response Costs refers to the resources (the time and effort) that customers spend on 

learning and facilitating digital resilience measures when they are making a purchase in a store. 

Usually, if customers need to expend more resources to deploy a certain technology, they will 

probably ignore the technology. A higher cost means a lower, or no, intention to use the 

technology. This is a negative relation between the response costs and the behavioral intention 

(Rogers, 1975). 

The costs related to adopting digital resilience include time, learning, and other efforts. If the 

digital resilience process takes a lot of effort, the customer will become reluctant to accept or to 

follow it. Or, if learning how to follow the digital resilience techniques is not easy, the customer 

will behave in the same way. However, COVID-19 is a world-wide epidemic that has seriously 

impacted people’s health; therefore, even though adopting digital resilience will take more effort, 

people still will tolerate it, and then will reap the benefit of it. We make the claim that the 

relation is opposite to the previous study (Venkatesh et al., 2003). Thus, the fourth hypothesis is,  



H4: Response costs are positively associated with behavioral intention. 

Another important factor of the facilitating conditions is self-efficacy, which is “people's 

judgments of their capabilities to organize and execute courses of action required to attain 

designated types of performances. It is concerned not with the skills one has but with judgments 

of what one can do with whatever skills one possesses” (Bandura, 1986).  

In the proposed model, self-efficacy describes a customer’s estimation of his or her ability to 

learn and deploy digital resilience measures when making a purchase in a store. Through the 

implementation of the digital resilience measures that has been forced upon businesses by 

COVID-19, the individual customer is not confident that he or she is avoiding potential close 

physical contact.  A strong relationship between self-efficacy and behavioral intention, regarding 

technology acceptance, has been established (Compeau & Higgins, 1995; Venkatesh et al. 2003). 

Thus, the fifth hypothesis is, 

H5: Self-efficacy is negatively associated with behavioral intention. 

Threat Appraisals and Intention to Use 

In PMT, threat appraisal is represented by perceived vulnerability and perceived severity 

(Rogers, 1975). Perceived vulnerability is “the probability that one will experience harm”, 

whereas perceived severity is “the degree of harm from misconduct behavior” (Rogers, 1975). 

From the threat protection point of view, these two factors are the intrinsic motivations that 

individuals behaviorally intend to use in order to take actions against an extrinsic factor, i.e., 

COVID-19. 

Under the COVID-19 pandemic, an individual is exposed to the virus and to other relevant 

impacts, and thus, individual has a high probability of becoming infected if there are no effective 



response measures taken. The two perceived factors are strong facilitators of developing digital 

resilience and of preventing individuals from potential close physical contact with infectious 

people.  Based on the extant study, both the perceived vulnerability and the perceived severity 

play significant positive roles in behavioral intention (Thompson, Higgins, & Howell, 1991; 

Johnston & Warkentin, 2010; Boss et al., 2015). Thus, the sixth and seventh hypotheses are, 

H6: Perceived vulnerability is positively associated with behavioral intention.  

H7: Perceived severity is positively associated with behavioral intention. 

Descriptive Statistics 

Similar to the previous research, the demographics used in the current study were age, gender, 

education level, and work experience. In total, we collected 813 participants’ questionnaires. 247 

participants’ responses were deemed complete and qualified for the empirical test. The 

completion rate was 30.38%. Among the 247 participants, the number of females was 137 

(55.47%) and the number of males was 110 (44.53%). About 87.04% (n=215) of the completed 

surveys were from participants over 30 years old, and 31.23 % (n=77) of the participants held a 

bachelor’s degree or higher.  About 70.04% (n=173) of the completing participants had at least 

three years of work experience. 

Data Analysis and Results 

A five-point Likert Scale (Beal and Dawson, 2007) was used for all items (Appendix 1. Survey 

Items), (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, and (5) strongly agree. The 

survey was distributed via the Internet. Our study investigated customer behavior toward 

adopting digital resilience. Formative constructs were assessed, based on the overall structure 

and constructs, as well (Gefen, Rigdon, & Straub, 2011; Lowry & Gaskin, 2014). PLS was the 



appropriate method to use to investigate the reflective and formative constructs of the proposed 

casual relation (Chin, Marcolin, & Newsted, 2003; Hair, Ringle, & Sarstedt, 2011; Henseler, 

Hubona, & Ray, 2016). Partial least squares (PLS) provided robust and relatively accurate 

statistical results (Lowry & Gaskin, 2014). Measurement model and structural model 

assessments were illustrated and were discussed, according to the statistical measures and the 

related thresholds (Appendix 2. Table A4).  

Measurement Model Assessment 

Reliability and Validity Analysis. The overall reliability of reflective constructs was good. CR 

(composite reliability) and AVE (average variance extracted) were the two measures of 

assessment used. The thresholds of CR and AVE were 0.70 and 0.50, respectively (Kline, 2015; 

McKnight, Choudhury, & Kacmar, 2002). In the proposed model, the constructs had good CRs 

(from 0.815 to 0.978, Table 1.) and AVEs (from 0.723 to 0.916, Table 2.). Moreover, self-

efficacy (facilitating conditions) did not have CR or AVE, since SE was treated as a formative 

construct in the model. 

Convergent Validity Analysis. Depending on factor loadings (Table 1.), three items were 

excluded for the low loadings (<0.70): the first item of response costs RC1 (0.541), the first item 

of perceived vulnerability PV1 (0.569), and the first item of perceived severity PS1 (0.434). 

After modification, the CR and the AVE of RC increased to 0.819 and 0.897 at the significant 

level of p<0.01; the CR and the AVE of PV increased to 0.815 and 0.753 at the significant level 

of p<0.001; and the CR and the AVE of PS increased to 0.874 and 0.778 at the significant level 

of p<0.001. The model was adjusted to a good convergent validity with all factors’ loadings 

greater than 0.70 (Chin, Marcolin, & Newsted, 2003; Hair, Ringle, & Sarstedt, 2011; Henseler, 

Hubona, & Ray, 2016).  



Table 1. PLS Loadings and Cross-Loadings 
Constructs & 

Factors 
Factor 

1 
Factor 

2 
Factor 

3 
Factor 

4 
Factor 

5 
Factor 

6 
Factor 

7 
Factor 

8 
VIF 

Performance 
Expectancy 
(CR= .912) 

PE 1 .829 -.036 -.252 .012 .007 .040 -.020 .107 2.017 
PE 2 .901 .097 -.070 -.109 .126 .093 -.103 .141 2.444 
PE 3 .909 .033 -.129 -.041 -.000 .023 -.028 .069 3.034 

Effort 
Expectancy 
(CR= .978) 

EE 1 .015 .923 -.019 -.056 .023 -.118 .046 -.128 2.973 
EE2 .075 .917 -.037 -.075 -.040 -.065 .090 -.074 2.705 
EE 3 -.004 .716 .005 -.014 .033 -.068 .028 -.063 1.104 
EE 4 .064 .882 -.054 -.070 .023 -.133 .077 -.185 2.647 

Social 
Influence 
(CR= .837) 

SN 1 -.225 -.048 .736 -.064 .080 -.103 .002 .035 1.324 
SN 2 -.109 -.022 .952 -.031 -.025 -.220 .048 .078 1.324 

Response 
Cost 
(CR= .819) 

(RC1) -.003 -.142 .016 (.541) .082 .067 -.168 .028 1.386 
RC 2 -.085 -.097 -.036 .721 -.034 .025 -.085 .090 1.502 
RC 3 -.043 -.018 -.048 .934 .061 -.006 -.025 .198 1.276 

Self-Efficacy 
(CR= NA) 

SE 1 .022 .033 .032 .034 .926 .151 -.150 -.183 2.944 
SE 2 .068 -.011 -.047 -.021 .815 .252 -.142 -.134 1.760 
SE 3 .093 .011 .025 .089 .913 .179 -.151 -.169 2.824 

Perceived 
Vulnerability 
(CR= .815) 

(PV 1) .096 -.125 -.110 -.015 .246 (.569) -.079 .044 1.602 
PV 2 .040 -.225 -.097 -.019 .196 .915 -.070 .252 2.076 
PV 3 .071 .081 -.289 .050 .140 .807 -.177 .196 1.383 

Perceived 
Severity 
(CR= .874) 

(PS1) .020 .058 .114 -.132 .083 -.008 (.434) -.053 1.538 
PS 2 -.148 -.026 .007 -.089 -.126 -.184 .753 .075 1.762 
PS3 -.020 .096 .067 -.074 -.123 -.090 .967 .221 1.861 

Behavioral 
Intention 
(CR= .919) 

BI 1 .141 -.096 -.008 .263 -.198 .215 .163 .876 2.545 
BI 2 .129 -.091 .088 .073 -.185 .165 .220 .839 2.243 
BI 3 .080 -.175 .116 .141 -.116 .281 .238 .950 3.325 

Notes:  
1. CR is Composite Reliability. 
2. SE is a formative construct, to which CR is not applicable. 
3. Numbers in BOLD represent Loadings of each factors. 
4. Information in BOLD within “()” represents deleted factor. 

 

Discriminant Validity Analysis. Regarding discriminant validity: all viable correlations were 

less than the related square roots of the AVEs, indicating that the proposed model has a good 

discriminant validity (Chin, Marcolin, & Newsted, 2003; Hair, Ringle, & Sarstedt, 2011). 

Another measure for discriminant validity is the HTMT (Heterotrait-Monotrait Ratio of 

Correlations). Its threshold is 1; the lower, the better (Henseler, Hubona, & Ray, 2016). All 



HTMTs of constructs were below 1, indicating that the constructs had good discriminant 

validity, as well.  

Table 2. Correlation and AVEs 
 1 2 3 4 5 6 7 8 
1. BI .791        
2. PE .129* 

(.141) 
.775       

3. EE -.138 
(.126) 

.044 
(.068) 

.916      

4. SI .073* 
(.120) 

-.164* 
(.263) 

-.034 
(.054) 

.723     

5. RC .182* 
(.191) 

-.061* 
(.088) 

-.061 
(.136) 

-.046* 
(.095) 

.897    

6. SE -.188* 
(NA) 

.051* 
(NA) 

-.024 
(NA) 

.023* 
(NA) 

.047* 
(NA) 

NA   

7. PV .251** 
(.262) 

.068** 
(.101) 

-.112 
(.213) 

-.208** 
(.307) 

.011** 
(.081) 

.183** 
(NA) 

.753  

8. PS .233** 
(.177) 

-.067** 
(.094) 

.066 
(.082) 

.038** 
(.110) 

-.065** 
(.234) 

-.162** 
(NA) 

-.135** 
(.188) 

.778 

Notes:  
1. *ρ <0.01; **ρ < 0.001. 
2. Numbers in the “()” represent HTMT (Heterotrait-Monotrait Ratio). 
2. Diagonal elements in BOLD are AVEs (Average Variance Extracted) and off-
diagonal elements are correlations. 
3. SE is a formative construct to which AVE and HTMT are not applicable. 

 

Additionally, the collinearity of constructs was checked by VIF (Variance Inflation Factor) 

(Final Column of Table 1.). Most of the factors’ VIFs were below 3. Only PE3’s (performance 

expectancy) VIF was 3.034, and BI3’s (the third factor of behavioral intention) VIF is 3.225.  

Any VIF below 3.000 is good, and below 3.300 is acceptable (Dormann et al., 2013; Kock & 

Lynn, 2012). Thus, the results of the VIFs indicated that there was no issue of collinearity. 

Formative Factor Assessment. The statistical results revealed that self-efficacy could be treated 

as a formative construct (Petter, Straub, & Rai 2007; Cenfetelli & Bassellier, 2009) in the model. 

Two primary parameters, p-value and VIF, were used. The p-values of the three factors, SE1, 



SE2, and SE3, were 0.000, 0.007, and 0.001, respectively, at the significant level of p<0.01. The 

VIFs were 2.944, 1.760, and 2.824, respectively. Good p-values indicated that the three factors 

had significant effects on the latent variable. The VIFs indicated that there was no overlapping in 

the model. 

Structural Model Assessment 

Overall Model Fit. Two indexes, SRMR (Standardized Root Mean Square Residual) (Hu & 

Bentler, 1998 & 1999; West, Taylor, & Wu, 2012) and the NFI (the Normed Fit Index or the 

Bentler and Bonett Index) (Bentler, 1990), were used to evaluate the overall fit of the model. 

Specifically, the SRMR of 0.074 was lower than the threshold of 0.08; and the NFI = 0.957, 

which is closer to 1. These results indicated that the proposed model had a good fit, overall. 

 



Model and Hypotheses Testing. The path coefficients (β) were used to assess the relations 

between independent variables (different factors) and the dependent variable (BI). Except for 

effort expectancy, all the others had a significant effect (positively or negatively) on behavioral 

intention (Figure 5.). In detail, for H1, performance expectancy had a significant positive effect 

on behavioral intention (β = .182, t = 1.509) at the significant level of p<0.01. For H3, the 

subjective norm had a significant positive effect on behavioral intention (β = .176, t = 1.446) at 

the significant level of p<0.01. For H4, response costs had a significant positive effect on 

behavioral intention (β = .220, t = 1.585) at the significant level of p<0.01. For H5, self-efficacy 

had a significant negative effect on behavioral intention (β = -.228, t = 2.491) at the significant 

level of p<0.01. For H6, perceived vulnerability had a notable significant positive effect on 

behavioral intention (β = .339, t = 2.754) at the significant level of p<0.001. For H7, perceived 

severity had a significant positive effect on behavioral intention (β = .267, t = 2.174) at the level 

of p<0.01. For H2, effort expectancy did not have a significant effect on behavioral intention (β 

= -.102, t =.937). Overall, all the valid factors can explain the percentage of variance of 

behavioral intention. 

MAJOR FINDINGS 

Four classic theories, TRA, TAM, UTAUT, and PMT, serve as the foundation for the proposed 

model of digital resilience acceptance (Benbasat & Barki, 2007). The derivative model is a good 

fit of digital resilience acceptance under the unexpected disruption, since it not only explains 

whether customers will accept the digital resilience measures deployed by companies, but it 

clarifies to what extent those factors will impact customers’ intention to adapt digital resilience. 

The proposed derivative model is a framework for investigating customer behavioral intention to 

adopt digital resilience caused by an exogenous factor, i.e., the COVID-19 pandemic. Using 



empirical tests, we found important and convincing results, as shown in the following table 

(Table 3.)  

Table 3. Summary of Major Findings 

Hypotheses Path Coefficient Significant Level Supported 

Differences from Previous Studies 

H2: PEOU→BI -0.102 nsρ > 0.1 NO 

H4: RC→BI 0.230 *ρ <0.01 YES 

H5: SE→BI -0.239 *ρ <0.01 YES 

Similarities as Extant Research 

H1: PU→BI 0.179 *ρ <0.01 YES 

H3: SN→BI 0.172 *ρ <0.01 YES 

H6: PV→BI 0.335 **ρ < 0.001 YES 

H7: PS→BI 0.232 **ρ < 0.001 YES 

Notes: 

*ρ <0.01; **ρ < 0.001; nsρ > 0.1. 

 

In the proposed model, threat appraisals play a more important role in customers’ intention to 

adopt digital resilience than performance expectancy and social influence do. Perceived 

vulnerability plays the strongest role, with a 33.5% effect at the significant level of p<0.001; 

perceived severity has a 23.3% effect at the significant level of p<0.001; response efficacy has a 

lower 17.9% effect at the significant level of p<0.01; and subjective norm has a 17.2% effect at 

the significant level of p<0.01. During the COVID-19 pandemic, threat appraisals have impacted 

customers’ behavioral intention to a relatively deeper extent. Digital resilience is one of the 

approaches that is helping customers avoid potential close physical contact and is helping 

businesses mitigate the influences of COVID-19. 



Regarding the extant research findings on customer technology acceptance (Venkatesh et al., 

2003), the facilitating conditions appear to differently affect customers’ behavioral intention to 

adopt digital resilience. Specifically, response costs show a 23.0% positive effect at the 

significant level of p<0.01, and self-efficacy shows a 23.9% negative effect at the same 

significant level. The COVID-19 pandemic has engendered a new type of digital resilience 

workflow. At the early stage of the pandemic, it is reasonable to expect that customers might feel 

uncomfortable and might make efforts to execute digital resilience-enabled measures. It is a 

transitional phenomenon that COVID-19 is changing customers’ behavior and habits. Digital 

resilience is the tool that is assisting customers to adapt to the disruptions. Customers are 

reporting that they feel more confident and are finding new technologies more convenient as 

their digital resilience-enabled habits change. Thus, regarding the ongoing health issue, 

customers are still following digital resilience measures, although customers need to put more 

effort into them.  

This shows that the effort expectancy (the perceived ease of use) does not have a significant 

effect on behavioral intention at any of the three significant levels of p<0.001, P<0.01, and 

p<0.05. The testing model excludes the construct of effort expectancy for precise analysis. 

PEOU is not applicable to professional or well-educated personnel who are adequately 

competent and who are capable of dealing with a specific technology. In other words, PEOU has 

an insignificant impact on behavioral intention (Gefen & Straub, 1997; Hu et al. 1999; 

Venkatesh &Morris, 2000; Venkatesh, Thong, & Xu, 2012). Effort expectancy should be an 

important indicator of customers’ behavioral intention towards digital resilience, but not in a 

direct relationship. The moderating effects between effort expectancy and behavioral intention 



may play important roles. The effects of the demographic features of customers (age, gender, 

education level, and work experience) could also be investigated in future research. 

THEORETICAL CONTRIBUTIONS 

This study is a good attempt to present a workflow management system of digital resilience to 

mitigate consequences of the COVID-19 pandemic by integrating the two major research 

paradigms of information systems: design science and behavioral research. First, the structure 

and the context of this paper are based on DSRM (Design Science Research Methodology). That 

methodology is suitable to use in identifying a practical problem (the potential close physical 

contacts of customers during purchasing in a store), in building a workflow management system 

to help businesses’ customers avoid potential close physical contacts, and in empirically 

evaluating the feasibility of the system (whether or not customers will adopt digital resilience 

when making a purchase, and what factors impact customers’ behavioral intention). DSRM is an 

appropriate measure, both theoretical and indirect, to use in mitigating the influence of the 

unexpected disruptions.   

Second, the study proposes a derivative model of customer digital resilience acceptance from the 

four classical theories of TRA, TAM, UTAUT, and PMT. It collaboratively puts technology 

(digital resilience) acceptance, threat protection (from the COVID-19 epidemic), and behavioral 

intention (customer behavior toward digital resilience) into one model in order to investigate the 

way in which the exogeneous factor (COVID-19) influences customers’ intentions and habits. 

The acceptance of digital resilience is a mixed behavior of technology adoption and threat 

protection. The model can be regarded as a bridge between customer behavior (protection 

motivation and technology acceptance) and the influence of an exogenous factor (the COVID-19 

pandemic) through the implementation of digital resilience. It is a good attempt at using IS 



behavioral theory to investigate the interactive reasonings between customer behavior (the 

endogenous factor) and the COVID-19 pandemic (the exogenous factor). The study reveals the 

way in which the exogenous factor changes customers’ behavior and habits, as well as the way in 

which individual customers potentially conduct and mitigate the consequences of the unexpected 

disruptions. 

LIMITATIONS AND FUTURE RESEARCH 

While our paper focuses on the ways in which customers can accept digital resilience measures 

taken to counter the risks of COVID-19, another important angle to consider is the employees’ 

prospects for digital resilience. A real-life example happened at Walmart’s “Order Online & 

Pickup.” Walmart had already made a digital resilience effort; the App indicated that when a 

customer arrived to make a pickup, he or she should “Roll Up” the vehicle’s windows to protect 

the driver and the employee from potential infection. However, as happens often, neither the 

employees nor the customers obeyed this principle, because it was easier to open the window for 

communication between employees and customers. Nevertheless, during the COVID-19 

pandemic, we must learn to tolerate the inconvenience of avoiding potential close physical 

contact. Employees need to be trained and must follow the policy of digital resilience in order to 

avoid any potential close physical contact. Businesses must learn how to monitor and manage 

their employees’ behavior regarding digital resilience. Otherwise, digital resilience may not 

perform well in mitigating COVID-19 influences or other unexpected disruptions. 

Previous studies have explored the behavioral model’s relationship to moderating effects, such as 

age, gender, education level, work experience (Compeau & Higgins, 1995; Venkatesh et al., 

2003). But different groups of people have addressed the COVID-19 pandemic with different 

thinking, recognition, and behaviors. It will be valuable to investigate the way in which people 



behave heterogeneously; then, companies can accompany that information as they work to 

improve the performance of their workflow management system in satisfying their customers’ 

requests. The relationship between effort expectancy and behavioral intention is vague. The 

moderating effects may strengthen the relationship between effort expectancy and behavioral 

intention.  

The evaluation of DSRM used in this study was to assess the feasibility of the proposed digital 

resilience workflow management system by employing empirical tests on factors that impact 

customers’ intention to adopt digital resilience, not on the productivity of the workflow 

management system. Future research could assess the effectiveness and productivity of ways to 

improve the entire workflow management system.  

MANAGERIAL IMPLICATIONS 

This study seeks to construct reliable measures for organizations as they implement digital 

resilience and as they work to prevent their customers’ contracting COVID-19 by helping the 

customers to avoid potential close physical contact. On the basis of the epidemiological SIR 

model, it is clear that close physical contact is a major reason why so many people became 

infected; in fact, it is the major reason why COVID-19 spread all over the world so rapidly. The 

avoidance of any potential close physical contact is an effective way to protect the susceptible 

from the infectious people. Although the authorities closed many local stores, grocery stores 

remain open for necessary daily needs. Digital resilience is the key measure that can assist a 

local store in implementing anti-COVID measures by setting up a contactless purchasing 

environment. In this way, potential close physical contact can be greatly reduced, and the store’s 

customers will be safer.    



Second, our study presents a workflow management system that solves a real problem: the 

avoidance of potential close physical contact in stores. The system could be a good example for 

companies that are seeking to facilitate their own digital resilience measures in order to mitigate 

the influences of COVID-19, especially in places with the potential for many people to gather, 

e.g., schools, hospitals, etc. The proposed workflow management system could easily be adjusted 

to fulfill the various standards and requirements of both organizations and individuals. 

Third, the proposed workflow management system is a foundational framework, since it is clear 

that emerging technologies will be employed to improve organizations’ digital capability. Many 

will look to implement the proposed workflow management system on a broad IoT (Internet of 

Things) platform integrated with both AI (artificial intelligence) and blockchain technology. IoT 

offers the potential to implement digital resilience to all of the devices within the system for 

information sharing, data storage, and performance estimation (Xu, He, & Li, 2014). AI could 

improve digital resilience by making the workflow management system more intelligent and 

automatic (Lu, 2019a), and blockchain technology offers a strong, decentralized platform that 

can provide security and privacy-preserving auditing for processing digital resilience (Lu, 

2019b).  

CONCLUSIONS 

A digital transformation has never been more urgently needed than it is now, following the 

unexpected disruptions from COVID-19. For a company to succeed in this world of 

unprecedented constraints upon its customers, it needs to empower enterprise information 

systems, to optimize operational activities, to foster the new culture of a hybrid work 

environment, and to engage its customers in new ways, intelligently and virtually transforming 

products and services with new business models. Digital resilience has the potential to help 



companies maintain their business performance and continuity in the COVID-19 world. 

Customers can adopt digital resilience to protect themselves from the threat of potential infection 

while completing necessary daily tasks. This study shows that customers are more willing to 

adopt digital resilience that is implemented by companies (e.g., grocery stores).  

This study designs a digital resilience workflow management system that specifically focuses on 

protecting a business’ customers from the infection of COVID-19 by assuring their avoidance of 

potential close physical contact with other shoppers. Another critical point is the customers’ 

acceptance of digital resilience. Our findings demonstrate that the COVID-19 pandemic has 

forced customers to form new grocery shopping habits by using the digital resilience-enabled 

contactless method of grocery shopping. The institution of appropriate digital resilience-enabled 

measures is necessary a) to reduce the contact ratio (q) of COVID-19 and b) to keep customers 

both healthy and safe. It is expected that the more digital resilience-enabled companies will offer 

more competitive advantages that will both prevent the further dissemination of COVID-19 and 

will attract more customers for them, during the pandemic. 
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APPENDIX 1. SURVEY ITEMS 

Digital resilience refers to “the phenomena of designing, deploying, and using information 

systems to quickly recover from or adjust to major disruptions from such shocks”3. Under the 

threat of the COVID-19, an organization (company) can conduct digital resilience measures in 

management information systems to secure individual’s (customer) health. As a customer, you 

need to do grocery in a store. The store builds a digital resilience environment for the entire 

process to help you avoid potential close physical contacts. For example, at the main entrance, 

you are required to wear mask and check temperature. Both activities will be implemented 

automatically by sensors that are designed and controlled by a digital resilience-evolved 

workflow management system. What you need to do is to follow the procedure to cooperate, 

otherwise, you will be denied accessing to the store. The following questions will be used to 

estimate how you think about digital resilience measures and to what extent that you would like 

to conduct digital resilience to prevent yourself and others from the potential infection of 

COVID-19.   

Demographic Information 

1. Please select your age scope 

    (1) 20-30, (2) 30-40, (3) 40-50, (4) 50-60, (5) Above 60 

 
3 MISQ Special Issue on Digital Resilience (2020).  
Website: https://www.misq.org/skin/frontend/default/misq/pdf/CurrentCalls/DigitalResilience.pdf. 



2. Please select your gender 

    (1) Male, (2) Female 

3. Please select your education level 

    (1) Below high school, (2) High school, (3) Junior College, (4) Bachelor, (5) Above 

4. Please select your working experience length 

    (1) Less than 1 year, (2) less than 3 years, (3) 3-5 years, (4) 5-10 years, (5) more than 10 years 

Perceived Usefulness (Performance Expectancy) (Davis, 1989; Venkatesh et al., 2003; 

Johnston et al., 2010) 

PE1. Digital resilience measures are suitable for protecting COVID-19 infection. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

PE2. Digital resilience measures are effective to protect COVID-19 infection. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

PE3. When adopting with digital resilience measures, I believe that protecting COVID-19 

infection is more likely to be guaranteed. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

Perceived Ease of Use (Effort Expectancy) (Davis, 1989; Venkatesh et al., 2003; Bhattacherjee 

et al., 2007) 

EE1. Learning to obey digital resilience measures against COVID-19 will be easy for me. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 



EE2. I can easily become skillful at using digital resilience measures against COVID-19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

EE3. I can understand and follow digital resilience measures to do what I should do to fight 

against COVID-19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

EE4. Overall, digital resilience measures against COVID-19 are easy to use. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

Subjective Norm (Social Influence) (Fishbein and Ajzen, 1975) 

SN1. People who influence my behavior think that I should adopt with digital resilience to 

prevent myself from COVID-19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

SN2. People who are important to me think that I should adopt with digital resilience to prevent 

myself from COVID-19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

Response Costs (Facilitating Conditions) (Venkatesh et al., 2003; Johnston et al., 2010; Lee et 

al., 2009; Yang et al., 2009) 

RC1: I have to spend effort on learning how to use digital resilience measures against VOCID-

19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 



RC2: Adopting with digital resilience measures against COVID-19 will change my lifestyle.  

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

RC3: Adopting with digital resilience measures against COVID-19 make me feel inconvenience. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

Self-Efficacy (Facilitating Conditions) (Bandura, 1986, Venkatesh et al., 2003; Johnston et al., 

2010; Lee et al., 2009) 

SE1: It is easy for me to use digital resilience measures against VOCID-19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

SE2: I have the capability to use digital resilience measures against VOCID-19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

SE3: I can use digital resilience measures without much effort. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

Perceived Vulnerability (Threat Appraisals) (Roger, 1975; Johnston et al., 2010) Please 

answer the following questions in terms of these problems: (1) getting confused for not being 

familiar with digital resilience measures against COVID-19; (2) having little knowledge about 

digital resilience against COVID-19 or self-care of COVID-19. 

PV1. I am at risk for suffering the stated problems. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

PV2. It is likely that I will suffer the stated problems. 



    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

PV3. It is possible for me to suffer the stated problems. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

Perceived Severity (Threat Appraisals) (Roger, 1975; Johnston et al., 2010) Please answer the 

following questions in terms of these problems: (1) getting confused for not being familiar with 

digital resilience measures against COVID-19; (2) having little knowledge about digital 

resilience against COVID-19 or self-care of COVID-19. 

PS1: If I suffered the stated problems, it would be severe. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

PS2: If I suffered the stated problems, it would be serious. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

PS3: If I suffered the stated problems, it would be significant. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

Behavioral Intention (Fishbein and Ajzen, 1975; Venkatesh et al., 2003; Johnston et al. 2010) 

BI1. I intend to adopt with digital resilience measures to protect myself from COVID-19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

BI2. I predict I will use digital resilience measures to protect myself from COVID-19. 

    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

BI3. I plan to use digital resilience measures to protect myself from COVID-19. 



    (1) strongly disagree, (2) disagree, (3) neutral, (4) agree, (5) strongly agree 

 

APPENDIX 2. SUPPLEMENTAL TABLES 

Table A1. Main Variables and Explanations 

SIR Model Workflow Management System 

Variable Description Variable Description 

q The contact ratio i The starting place 

I Infectious  B Business/Company 

𝐼଴ The initial value of infectious C Customer 

𝐼ெ஺௑ The maximal number of infectious F A set of directed arcs 

R Removed 𝑂௜ A terminal goal (𝑂ଵ, 𝑂ଶ, 𝑂ଷ) 

𝑅଴ The initial value of removal 𝐹௟ A labeling or weight function 

S Susceptible P A finite set of places. 

𝑆଴ The initial value of susceptive T A finite set of transitions 

TR Total Population 𝑀଴ The start marking 

α The removal rate 𝑆௟ A finite set of activity labels 

γ The rate of increase in the infectious φ A set of messages 

 

Table A2. Explanations of Messages between Customer and Business 
Message Notification Explanation 

[(Access, C, B)] Access represents 
access. 

In (Access, C, B) means a store receives request 
of access from a customer. 

[(Cap, B, C)] Cap represents store 
capacity check. 

Out (Cap, B, C) means a store sends capacity 
check to a customer. 

[(Temp, SC, C)] Temp represents 
customer body 
temperature check. 

Out (Temp, SC, C) means Sensor Checking 
System sends temperature check to a customer. 

[(Mask, SC, C)] Mask represents 
customer wearing 
mask check. 

Out (Mask, SC, C) means Sensor Checking 
System sends mask check message to a customer. 

[(N_Cap, B, C)] N_Cap represents a 
store isn’t full. 

In (N_Cap, B, C) means a store sends a message 
of it is not full to customer. 



[(Y_Cap, B, C)] Y_Cap represents a 
store is full. 

In (Y_Cap, B, C) means a sore receives a 
message of it is full. 

[(N_Tem, SC, 
C)] 

N_Tem represents 
temperature check 
fails. 

In (N_Tem, SC, C) means Sensor Checking 
System receives a message of temperature fails. 
Out (N_Tem, SC, C) means Sensor Checking 
System sends a message of temperature fails to a 
customer. 

[(Y_Tem, SC, 
C)] 

Y_Tem represents 
temperature check 
passes. 

In (Y_Tem, SC, C) means Sensor Checking 
System receives a message of temperature passes 
from a store. 

[(N_Mas, SC, 
C)] 

N_Mas represents no 
wearing mask. 

In (N_Mas, SC, C) means Sensor Checking 
System receives a message of mask check fails.  
Out (N_Mas, SC, C) means Sensor Checking 
System sends a message of maks check fails to a 
customer. 

[(Y_Mas, SC, 
C)] 

Y_Mas represents 
wearing mask. 

In (Y_Mas, SC, C) means Sensor Checking 
System receives a message of mask check passes. 

[(Pur, C, PM)] Pur represents 
purchasing procedure. 

In (Pur, C, PM) means Purchasing Monitoring 
System receives a message of purchasing from a 
customer. 

[(Pur, PM, C)] Pur represents 
purchasing procedure. 

Out (Pur, PM, C) means Purchasing Monitoring 
System sends a message of purchasing to a 
customer. 

[(Pay, C, PA)] Pay represents 
payment procedure. 

In (Pay, C, PA) means Payment Assistant System 
receives a message of payment from a customer. 

[(Pay, PA, C)] Pay represents 
payment procedure. 

Out (Pay, PA, C) means Payment Assistant 
System sends a message of payment to a 
customer. 

[(N_Deli, C, 
DA)] 

N_Deli represents no 
delivery request. 

Out (N_Deli, C, DA) means a customer sends a 
message of no delivery to Delivery Assistant 
System. 

[(Y_Deli, C, 
DA)] 

Y_Deli represents 
requesting delivery. 

In [(Y_Deli, C, DA)] means Delivery Assistant 
System receives a message of delivery from a 
customer. 

[(N_Ser, C, CS)] N_Ser represents no 
customer service 
request. 

Out [(N_Ser, C, CS)] means a customer sends a 
message of customer service to Customer Service 
System. 

[(Y_Ser, C, CS)] Y_Ser represents 
requesting customer 
service. 

In [(Y_Ser, C, CS)] means Customer Service 
System receives a message of customer service 
from a customer. 



Notes:  
1. The format of an exchanged message is: (Msg, Sender, Receiver).  
2. Msg is the key message, Sender or Receiver is one of the six role players.  
3. In represents a receiving message from sender to receiver, Out represents a sending 
message from sender to receiver. 

 

Table A3. Constructs, Theories, Definition, and Reference 
Constructs Theory Definition Origin 

Perceived 
Usefulness 

TAM “The degree to which a person believes that using a 
particular system would enhance his or her job 
performance”. 

Davis, 1989 

Perceived 
Ease of Use 

TAM “The degree to which a person believes that using a 
particular system would be free of effort”. 

Davis, 1989 

Subjective 
Norm 

TRA “The person’s perception that most people who are 
important to him think he should or should not 
perform the behavior in question”. 

Fishbein and 
Ajzen, 1975 

Facilitating 
Conditions 
(RC) 

UTAUT Costs “in the environment that observers agree 
make an act easy to accomplish”. 

Venkatesh, et 
al., 2003 

Facilitating 
Conditions 
(SE) 

UTAUT Self-efficacy is that “People's judgments of their 
capabilities to organize and execute courses of 
action required to attain designated types of 
performances. It is concerned not with the skills one 
has but with judgments of what one can do with 
whatever skills one possesses”.  

Bandura, 
1986, 
Venkatesh, et 
al., 2003 

Threat 
Appraisals 
(PV) 

PMT Perceived vulnerability is “the probability that one 
will experience harm”. 

Rogers, 1975 

Threat 
Appraisals 
(PS) 

PMT Perceived Severity is “the degree of harm from 
misconduct behavior”. 

Rogers, 1975 

Behavioral 
Intention  

TRA “An individual’s positive or negative feelings 
(evaluative affect)” about performing the target 
behavior. 

Fishbein and 
Ajzen, 1975 

 

Table A4. Statistical Measures, Parameters, and Interpretations (Alphabetical) 
Measure Threshold Results and Interpretations 



AVE  
(average variance extracted) 

>0.50 Range is between 0.815 and 0.978. Good 
reliability. 

CR  
(composite reliability) 

>0.70 Range is between 0.723 and 0.916. Good 
reliability. 

HTMT (Heterotrait-
Monotrait Ratio of 
Correlations) 

<1.0 All HTMTs of constructs are below 1 indicating 
that the constructs have good discriminant 
validity. 

Loadings >0.70 Most factors’ loadings are greater 0.70. The 
model has a good convergent validity. 

NFI (Normed Fit Index or 
Bentler and Bonett Index) 

Closer to 1 SRMR is 0.074 indicating a good fit. 

SRMR (Standardized Root 
Mean Square Residual) 

<0.08 NFI = 0.957 indicating a good fit. 

VIF (Variance Inflation 
Factor) 

<3 or 
<3.3 

There is no collinearity issue, because most VIFs 
are less than 3, others are below 3.3. 

 

APPENDIX 3. DSRM PROCESS MODEL 

 

Identify Problem & 
Motivation

Communication

Evaluation

Demonstration

Design & 
Development

Define Objectives 
of a Solution

Epidemiological Compartment SIR Model

Publication

Empirical Test on Customer Acceptance

Workflow Management System

Workflow Management System

Mental Process and Flowchart 

Figure A1. DSRM Process Model


