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Defining Resilience

“The term ‘resilience’ means the ability to prepare for and adapt to changing
conditions and withstand and recover rapidly from disruptions. Resilience includes the
ability to withstand and recover from deliberate attacks, accidents, or naturally
occurring threats or incidents.” —

Resilience definition from Presidential Policy Directive-21

Sandia adds two words: “system” and “measure.”

“Without some numerical basis for assessing resilience, it would be
iImpossible to monitor changes or show that community resilience has
improved. At present, no consistent basis for such measurement exists...”

-Disaster Resilience: A National Imperative, National Academy of Sciences




Resilience Analysis Approach is Threat Based, ) =
Rigorous, and Quantifiable —
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Conceplual Framework for Developing
Resilience Metrics for the Electricity, Oil,
and Gas Sectors in the United States
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2016 Electric Subsector Coordinating Council visit to Sandia

2016 DOE visits to Sandia (Liz Sherwood Randall, Pat Hoffman, John Ostrich)
2008 EMP Commission report; 2017 revitalization of commission

DOD and DHS policy drivers

May 2017 US Senate hearings (Murkowski)
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HEARINGS AND BUSINESS MEETINGS

Home / Hearings / Hearings and Business Meetings

May 04 2017

Hearing to examine the threat posed by
electromagnetic pulse and policy optlons to protect
energy infrastructure and to improve capabilities for
adequate system restoration.

366 Dirksen 10:00 AM

The hearing will be held on Thursday, May 4, 2017, at 10:00 a.m. in Room 366 of the Dirksen
Senate Office Building in Washington, DC.

@® Sen. Lisa Murkowski
Chairman

Senate Committee on Energy and Natural Resources
@® The Honorable Cheryl LaFleur

Chairman
Federal Energy Regulatory Commission
® The Honorable Newt Gingrich

Chairman of the Board
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Sandia Has a Long History in Characterizing
Electromagnetic Pulse (EMP)

Sandia's primary mission is ensuring the U.S. nuclear arsenal is safe,
secure, and reliable in all operating environments

« Normal Operating Environments
« Electromagnetic Radiation (DC to >50GHz)
« Electrostatic Discharge
* Nearby Lightning

e Abnormal Environments
« Direct Strike Lightning (200kA, multi-pulse)
» Contact with Unintended Electric Power

 Hostile Environments
* Nuclear Weapon Fratricide / Counter-Measures
* High Power Microwaves

High Power High Power Lightning Submarine Nuclear fratricide/

adars Microwaves Communications . B-field degaussin counter-measures
Electrostatic Discharge g g
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Susceptibility of Utility and Power System Equment
* High Power Transformers (HIGHEST PRIORITY)
* Protective Switches and Relays

» SCADA and other control equipment

Two Primary coupling mechanisms:
» Directly through radiated fields

e Through coupling on transmission and distribution lines

BOTTOM LINE: We do not fully understand the vulnerabilities
of the grid network nor of its individual components — but
EHV transformers are believed to be the most critical
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- " . EMP hardened assetqg

@ ~ Environments
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£ m Failure S Nt i spaat )
£2 lil Analysis - ppaes “Alar Milti :
° |j] m Design New Component Materials Modular Multi-Layered Modeling
> to Withstand EMP Effects Approach
R&D R&D R&D
- Large scale coupling modeling with - Develop Wide Band-Gap EMP arrestor - Baseline assessment of EMP Effects w/ Large
significant number of unknowns Scale Stochastic, AC Dynamic Optimization

- LCST Polymers for thermal

- Component response and failure management during E3/GMD

estimation to EMP waveforms

- Risk mitigation by Tech Deployment,
Operational Mitigation & Optimal Restoration
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» Focus: coupling to power lines and effects F“z:::
Per-unit-length Electromagnetic
Model
e Challenges E ﬁ |
« Large scale electromagnetic calculations 1(x) E; I(x + Ax)
* Many boundary conditions unknown — D —
+ +
 Analysis approach V) #‘) Ko Vit o2)
« Simplified grid representations o o

* Formulating coupling estimates and bounds

« Solutions leveraging analytic analysis, full
wave simulations, ATLOG, and Xyce

Large Scale, Simplified
Electromagnetic Grid Model

* QOutputs: conducted environment definitions

This task enables the first large-scale, high-fidelity grid coupling estimates for
grid impact assessment
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« Single line simulation comparisons to
validate coupling calculations

» Decay length assertions from Atlog to be
corroborated in Xyce

L.
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e 2-wire example cases

 Currents decoupled for balanced geometry, coupled for unbalanced geometry

* Model decay lengths of interest

A\ G
y y
T @ @ @
y <~ Ih ' Ih
21 X
A4
Conducting Ground Conducting Ground
Balanced Geometry Unbalanced Geometry
Diff tial 14
|I\(/T(r)edr; a I, = (cﬁzﬁ +c_e'zﬁ)ae S Re\/T1 = Re\/(Y -Y. )(z-2,)
_1ﬂ
Common T 7 \ 210 _
Mode 12:((:+e\/T+C_e \/T) 15 Re\/TZ—Re\/(Y +Ym)(Z+Zm)
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Task 1: Important takeaways

Conducted Environments as a Function of Incidence Angle

Focus: coupling to power lines and effects
Challenges

Large scale electromagnetic calculations; Many boundary conditions unknown
Analysis approach

Simplified grid representations; Formulating coupling estimates and bounds ; Solutions leveraging analytic analysis, full wave simulations,
ATLOG, and Xyce

! For ¢ = (1 degrees
E™ costsin o e

. ===t ;2»  *  Analysis on a single, infinite length wire
e MIL-STD-464C EMP waveform
ﬁ * Maximum coupling near grazing incidence (/33 rad)
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First order calculations show peak environments of order MV and kA for E1
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Impact of Single Line Decay Length

 Calculate termination voltage for varying 35001 —
line lengths \
| im
- Convergence to infinite results indicates £ 2000f ) S —
an effective coupling decay length 1:[]: \ S
M /L E., <00 N
=500

0 200 400 600 800 1000

Tune (ns)

= 1520. 93
1478.30 2. 80
/L 1437.21 5.50
1338.00 12.03
960.46 36.85
526.04 65.41

oV convergence for lines =2 2 km T
peak 8 E=yVdt/z

. peak
* Energy convergence for lines 25 km °

Local voltages and currents are a function of distributed sources within a few
km for single line coupling analyses
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« Modeling arbitrary line height transition for comparison with full-wave simulation
 Additional case studies to be performed with representative substation layouts
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Sandia’s Electromagnetic Pulse (EMP) Facilities

Unigue EM Test/Experiment Capabilities are Required for our Mission Space

oW FIIF FEED c!ﬂl'l'tll COMDUCTOR E M ES FaCi I ity

6 W § CW (100 kHz - 250

_, MHz)
FEED TRANSITION 125V/m

.. §  EMP (Lns risetime)
A 250 kV/m

Mode-Stir Chamber R

COMPUTER-CONTROLLED

§ CW (220 MHz - 40 GHz) CAPPARATUS.

Extreme Lightning
Simulator
§ 200 kA peak

§& Two pulse w/
continuing current
(600 A)

Gigahertz Transverse ElectroMagnetic (GTEM)
§ CW (DC-1GHz)>130V/m
§ EMP (1 ns risetime) > 130 kV/m, HPM
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Our Approach: Three Integrated Tasks

N
/ Task 2

Material & Device Innovation

EMP hardened assets

Avalanche
Breakdown in a
Wide Band-Gap

diode

Temgperalurne

Design New Component Materials
to Withstand EMP Effects

R&D

- Large scale coupling modeling with
significant number of unknowns

- Component response and failure
estimation to EMP waveforms

R&D

- Develop Wide Band-Gap EMP arrestor
- LCST Polymers for thermal

management during E3/GMD

R&D

- Baseline assessment of EMP Effects w/ Large
Scale Stochastic, AC Dynamic Optimization

- Risk mitigation by Tech Deployment,

Operational Mitigation & Optimal Restoration
o

n EPI2lTos Alamos

HATIOMAL LABDRATORY
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Thrust 2: Materials and Device Development

Goal: Develop breakthrough materials and devices to enable new EMP-resilient grid
hardware, focusing on protection of large EHV transformers.

_FMP . existing protections

Motivation: Conventional grid 5 2 .
protections are effective a% N N\ proposed protections
“medium” timescales. slgle

AERE GMD
New technologies are needed to HE -
protect at the very short and very = = controls

long timescales of EMP

Timescale of EMP pulse

Conventional protections are effective at medium timescales. New technologies
will protect against waveforms at the very short and very long timescales of

Approach: EMP.

 Development of EMP arrestors that can respond to . LesTpolymer
extremely voltage transients on time scales as short g
as <1 ns. HIl . '
- % | 3 ‘:phasﬂ‘s >
* Develop advanced materials for transformers that Hl sar=tor
will mitigate thermal stresses, reducing probability o, Lphese Avalanche
; ; T 1 [, S breakdown in
of failure during “slow” GMD events % Polymer EMP arrestor




Characterize performance limitations protection devices to real
EMP-type insults (with Thrust 1)

EMP Arrestor

Breakthrough Understanding, Materials, Design Required for E1 Protection

@

Development of transformational grid protection technology requires a staged approach...

Understand fundamental limitations on
energy relaxation times in GaN and
other materials for optimal devic-
design

Develop low-cost, low-inductance
packaging technologies that can be readily

scaled for high voltages and currents

N

-n
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T

1
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X
1

%

Sandia
National

Laboratories



Sandia
National
Laboratories

Cellulose hydrolytic degradation rate doubles for every 6°C
increase in temperature

primary coil secondary coil

"

core saturation
winding-to-winding
short

tharmal strasses” :
degrada insulation

- internal partial
discharge

“"‘_ﬂi_jt

Ao Ny
e A

winding insulation transformer oil

[transformer ks immersed)

_____image from Leibfreid, 2008;.CEIDP

. : : D insulati indi
Core saturation leads to long periods of high egraded insulation on copper windings

thermal stress

This work will develop LCST polymer technologies for
mitigation of GMD thermal stresses.

These technologies will dramatically reduce the sensitivity
of EHV power transformers to long duration thermal
exposures during GMD events.



Task 2: important takeaways: ().

LCST Polymers for Transformer Protection

“Keeping the operating temperature as low as possible is the best means of prolonging the life of
transformers... life can be decreased to half for every 6-7°C rise in [hotspot] temperature....” (1)

» (Goal is to prevent GMD event from damaging r' ﬂhﬂ:"—' LCST*;WW"‘EL ]
; : : [ Condenses, improve
transformers through heating of windings. | tharmal conduction in soiid
 Transformers use liquid dielectric oils to provide W, = .'I
constantly refreshing surface to prevent long term 5 ||
dielectric breakdown seen in solid dielectric E -.
coatings v y
= W o
« Solids have higher thermal conductivities though E H“m_j! phanE-#*”
and would be beneficial during temperature - > TR LCST
excursions. < 1 phase
« LCST polymer solutions could give the best of both below LCST: poor thermal

worlds. conduction in liquid phase

% Polymer

(1) Oommen, T.V.; Prevost, T.A.; IEEE Electrical Insulation Magazine, Mar/Apr. 2006, 22(2), p. 5-13
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 Using a Ni-chrome wire, we

can heat quickly and capture T=0sec
polymer precipitation
dynamics.

 Precipitation is nearly T=1sec

Instantaneous and by 1
second, the volume of
polymer precipitated is

about the same as the wire T =15 sec
volume
* By 15 seconds, the polymer e —nll
precipitated is about 15 Reward:
times the volume of the o
wire. Any heat dissipation extends transformer

life.
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Our Approach: Three Integrated Tasks

Task 3
Optimal Resilience Strategies

Optimized Technology
Investment

= = \ \ Restoration Modeling
* P 5

SN Interdependent
\ Infrastructures Model
— EMP Effects and Optimized
\ Operational Mitigations
Modular Multl Layered Modeling
Approach
R&D R&D R&D

- Large scale coupling modeling with
significant number of unknowns

: - Baseline assessment of EMP Effects w/ Large
- Develop Wide Band-Gap EMP arrestor

P P Scale Stochastic, AC Dynamic Optimization
- LCST Polymers for thermal

. - Risk mitigation by Tech Depl t,
management during E3/GMD S v Bl

Operational Mitigation & Optimal Restoration
o

n EPI2lTos Alamos

HATIOMAL LABDRATORY

- Component response and failure
estimation to EMP waveforms

23
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Task 3: Operation Planning and Optimization

e Task 3.1: dynamic simulation to understand grid-level effects of component
failure

* Augment/implement models in existing simulation frameworks, e.g. PSLF

» Task 3.2: study optimization scalability for active control of power system
dynamics

» Uses same underlying physics/equations in an optimization framework

EMP

Devices
Breaking,
Protection

Tripping, ...

Probabilistic
Outage Profile,
Steady State

=

Dynamic \

Optimization for
Active control

Stable, efficient, with
known optimal ‘
stability margins.

>/

Stable but
inefficient,
Margins
Unknown

Stable,
Margins
Unknown

Is this Optimization Possible and Scalable
to Large Power Systems.
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Task 3 — Verification and Validation

Verification

* Leverage verification of optimization solvers and
modeling software

* Internal review of software implementations

* Regularly test model and solver behavior
 Unit tests of individual components, system
integration tests, sanity tests

 Compare variance and confidence interval of
uncertainty modeling and assess solution quality

Validation

 Leverage peer-review of equations describing power grid physics
 Steady-state equations and equations describing dynamic response

» Assessment of both synthetic and historical scenarios (e.g. 1989 Hydro Quebec blackout)
 Evaluate robustness of solutions to scenario generation variability

o Comparison with trusted power grid models
 Evaluation of differences to detect errors and understand dynamic behaviors

» Review by domain experts
» Assessment of solution behavior and optimization trade space

1989 Quebec blackout



* |EEE reliability
test system

* Developed in
1996 with 74
buses

* Used in multiple
publications
focused on
reliability of

electric grids.

* Power flow
system
published, but no
dynamic model

@
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National
Laboratories
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Cascading Outage Model

* Power flow model — developed based on IEEE paper

h

Sl

* Dynamic model — newly developed to allow for a very stable base model. Model
parameters are based on WECC standards and average WECC model settings

Dynamic model includes: models plotting
« Custom datarecording model ¢ Generator over/under voltage relays * Bus voltage meter models for
models plotting
» Generator models
.« Exciter models e Under frequency load shed relays  Current meter models for
models transmission lines and transformers
« Governor models for plotting

* Line and transformer over current
« Synchronous condenser models protection relay models * Power meter models for all buses
for plotting

« Generator under/over frequency * Frequency meter models for
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Example scenario

D
o

Example scenario has generator
protection relays fail which cause 8
generators to trip offline.

U1
©
<)

S
©
o

Scenario_huge_gen_trip2_res Scenario_huge_gen_trip2_res
—Bus101 voltage

11 |
2 e W
—Bus206 voltage

1 L —Bus311 voltage
r/ Bus114 voltage
—Sys Freq Power Weighted |] M —Bus218 voltage

Ul
©
N

Frequency (Hz)

The generator loss causes alarge 59 [ J
u nder_freq uen Cy event. | | —Sys‘Freq In?rtia W?ighted 0.95 I | | | —]3:118323 \‘foltage ]
0 5 10 15 20 25 0 5 10 15 20 25
Time (s) Time (s)

This is rectified by an ~11% load

shed throughout all 3 areas of the 09
RTS-96 test system.
\\
08
Each load is 1.0 per unit in normal
operation, after the scenario only
~89% of the load is still served.




DAE Model B from “Power System Dynamics and ) .

Stability”, Sauer, Pai, Chow

The Optimization Model Under Development Includes:
e Generator Differential Equations
 Algebraic Stator Equations

* Network Power flow Equations

Network Equations

Differential Equations

The network equations are
dd;

Fa (862) LaVisin(d; — 0:)+ LgiVi cos(8; — ;) + Pri(Vi)
duw; o Ty E:;-ifqé {qu' = Xé,-] Difw; —w,) Z _
72 v v A v A i v (8.63) - kzl ViVl cos(f; — O — k) =0 (8.15)
dE’. E. X s 5 s
Lo _ Lo Ka—Xy)y | Ea (8.64) IiVicos(d; — 6:)— IVisin(d; — 6;) + Qui(V))
o Tioi Tios Lo n
dEr  _ Epa  Ka . = ) ViWiYisin(8;, — 0 — ay) =0
dt Ta | Ty refs V) (8.65) k=1
fori=1,...,m. i=12,...,m (8.16)
Stator Algebraic Equations n
=L AT 15V - . —
The stator algebraic equations are Pri(Vi) kzl ViViYik cos(f — Ok — auk) 0 (8.17)
in(d; — 6 = -
Visin(6; = 00) + Rulss = Xqilys = 0 (8.66) Qui(Vi) — . ViViYisin(s — 0 — ) = 0 (8.18)
‘E;{ -V Coﬁ(at - 5{) - Rm'fqt' - Xé?-fdf =0 (357) k=1

fori=1,...,m. fori=m<1,...,n.
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Summary

 Future grid’s resiliency is of critical importance to nation’s interests.

* The problem is complex, not completely understood, and will require integrated
work across multiple technical fields.

 As the outcome of this project, we will

Create deeper detailed understanding of vulnerabilities, failure modes and
consequences;
Develop technological solutions to harden critical infrastructure of the grid;

Develop operational and optimization solutions to improve grid resilience.

Threats Resilient Grid

- : P 24d
il == ?’__I.?'—ri.'
. il e
el TPy 1 _‘L"‘-..P .
&4 A A
_ N

New Materials System of
and Device Systems

Development Simulation
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Thank you !

Dr. Olga Lavrova,

Principal Member of Technical Staff
Sandia National Laboratories
olavrov@sandia.gov

Phone: (505) 845-3166
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