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Abstract

This paper presents highlights from the workshop Boundaries of
Disinformation held on Chalmers University of Technology in December
2020, organized by RISE, Research Institutes of Sweden. It addressed
the phenomenon of disinformation, its historical and current forms.

The discussion at the workshop was between the following researchers:

Al: Max Tegmark (MIT)

Democracy: Daniel Lindvall (Independent Researcher, Sociology, Uppsala
University)

Epistemology: Asa Wikforss (Stockholm University. Book: Alternative facts)
Ethics: Gordana Dodig-Crnkovic (Chalmers University of Technology)

Human Computer Interaction: Wolfgang Hofkirchner (Vienna University of
Technology)

Law: Chris Marsden (University of Sussex) and Susanne Stenberg (RISE)
Philosophy: Joshua Bronson (RISE)



Disinformation under
Digitalization and Hyperconnectivity

Digitalization ...makes content creation and dissemination easy

avoiding the traditional gatekeeping mechanisms of
publishers, (predefined) media, (existing)
institutions, universities and governments.

(Joshua Bronson and Susanne Stenberg, RISE)

THE QUESTION IS: CAN WE ESTABLISH NEW
GATEKEEPERS whowoulp

* tell the difference between managing disinformation and censoring

e establish relationship between facts and disinformation?

e find out if and when information can be traced

e establish the possibilities and limits of Al solutions to disinformation

* increase media literacy in our radically changing digital landscape

* help framing laws to protect freedom of expression while guarding against disinformation



Phenomenon of Disinformation
is Old and Omnipresent

Historical examples of disinformation are many:

https://blogs.scientificamerican.com/anthropoloqgy-in-practice/three-historical-
examples-of-fake-news/ Three Historical Examples of "Fake News”

War- and political propaganda and counterpropaganda.

We meet information and disinformation on a daily basis on both micro- meso- and
macro- (global) scales.

What is new?

Information/Content production is out of control

Information/ Content producers cluster around shared interests and support all sorts
of ideas


https://blogs.scientificamerican.com/anthropology-in-practice/three-historical-examples-of-fake-news/
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Figure 3: 7 Categories of Information Disorder (Credit: Claire Wardle, First Draft)

https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v2.pdf
Understanding and Addressing the Disinformation Ecosystem
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FALSENESS

Misinformation

Unintentional mistakes
such as innaccurate
photo captions, dates,

statistics, translations, or
when satire is taken
seriously.

Disinformation

Fabricated or deliberately
manipulated audio/visual
content. Intentionally
created conspiracy theo-
ries or rumours.

TYPES OF INFORMATION DISORDER

INTENT TO HARM

Malinformation

Deliberate publication of
private information for
personal or corporate
rather than public inter-
est, such as revenge porn.
Deliberate change of
context, date or time of
genuine content.

https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v2.pdf p.9

Understanding and Addressing the Disinformation Ecosystem


https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v2.pdf%20p.9

Figure 5: The Three Elements of Information Disorder

Actor Type: Official / Unofficial

Level of Organisation: None / Loose / Tight / Networked

Type of Motivation: Financial / Political / Social / Psychological
Level of Automation: Human / Cyborg / Bot

Intended Audience: Members / Social Groups / Entire Societies
Intent to Harm: Yes / No

Intent to Mislead: Yes / No

Message reading: Hegemonic / Oppositional / Negotiated
Interpreter Action taken: Ignored / Shared in support / Shared in opposition

https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v2. pdf
Understanding and Addressing the Disinformation Ecosystem
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Unmediated communication

Not only general public /”ordinary people” have got voice that can reach
around the globe, but also politicians can directly tweet to their followers
circumventing democratic gatekeepers.

Phenomenon of “informational bubbles”

Social networks, electronic web-based media, digital platforms, web bots -
provide dangerous ways for disinformation to uncontrollably develop.



Automated means and Al for fighting disinformation
bring their own challenges

https://www.europarl.europa.eu/RegData/etudes/STUD/2019/624278/EPRS_S
TU(2019)624278 EN.pdf Automated tackling of disinformation

The question:Who watches the watchers?

(Quis custodiet ipsos custodes? - Roman poet Juvenal from his Satires (Satire
VI, lines 347-348)).
- an issue discussed already by Plato in the Republic.


https://www.europarl.europa.eu/RegData/etudes/STUD/2019/624278/EPRS_STU(2019)624278_EN.pdf

Ethical Aspects of Disinformation

We can think in terms of classical ethical theories

Utilitarianism

Disinformation as way of communication is detrimental for society at large, gains
only those who control it.

Kantian ethics (deontology)

Disinformation goes against Categorical Imperative: Act according to the maxim
that you would wish all other people to follow, as if it were a universal law.

Virtue ethics
Falsehood and intent to harm are vices.

Value-based human-centric ethics

Desinformation shows lack of: respect for human dignity and human rights,
freedom, democracy, equality and the rule of law, transparency, fairness,, etc.

10



Unlike majority of classical ethical theories which are typically micro-ethics,
Information Ethics is macro-ethics. Instead of being exclusively interested in
individual subjects, it is rather focused on the level of social systems and their
interplay with lower organizational levels.

Moral judgments vitally depend on the information about what is the case
and what is understood as the desirable state of affairs. Moral responsibility
increases for an agent who gets progressively more informed.

Information streams in the Infosphere can both enrich and pollute the
informational environment.

As a macroethics, |E can help us see general patterns and processes and
understand their workings. That understanding of mechanisms will hopefully
improve our skills in understanding the dangers and the benefits of ICT-
enhanced societies.
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COGNITIVELY, WE ALL HAVE BIASES
IN SEARCH FOR INTERSUBJECTIVE

Meta-Tool Usage And Creation

Imagine trying to compate as a farmer without the invention
of the plough or fertilizer. Tools allow you to do new things
and to get more done with fewer resources. However, just
learning the tool of the day is limiting because tools go

Learning How To Learn obsolete quickly. However, understanding how to use tools Goal Setting

in general is a skillset that will stay with you forever. Hiwe a1 the wrong gos!, i 1o amaurd
ger Y ¥ 3 of strategy or efficiency will help. Good
Learning how to leamn leads to a double / stratogy will only help us get to the
exponential where you get 10x the value / wrong place faster,
for each hour you spend learning. O
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adapt to any environment quicker than

Cause & Effect

s
others and find batter paths to your 53 Our world is ruled by a complex set of cause & effect interactions.
goals. i} People who are more advanced with cause & effect are able to get
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Scientific Method

The scientific method is a set

of principles and methods

that have led to the greatest O o
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Problem-Solving (o)

Py O —Compound Interest

One of the most important models of
cause & offect to know is a positive
foedback loop. Positive foedback loops
lead to power law curves. Most people
think linearly and systematically
undervalue the power of consistently
doing small things that add up over-time
(ie - investing in health, learning, and
money). The best investors in the world
understand and leverage the power of
compound interest.

Network Building
Networks appear everywhere; networks
in our brain, networks of friends,
networks of people in an industry, etc.

o
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Behavior Change

Cognitive Biases

The most important tool we have is our mind. However, our mind has
well-documented biases that lead to us making irrational thoughts. By
understanding and counteracting iases, we can increase the

quality of our decisions, and therefore our destiny.

Copyright Michael Simmons. Medium.com/@michaeldsimmons



Boundaries of Disinformation under
Digitalization and Hyperconnectivity

...makes content creation and dissemination easy

avoiding the traditional gatekeeping mechanisms of
publishers, (predefined) media, (exising)
institutions, universities and governments.

(Joshua Bronson and Susanne Stenberg)

CAN WE ESTABLISH NEW GATEKEEPERS
WHO WOULD
* tell the difference between managing disinformation and censoring

e establish relationship between facts and disinformation?

e find out if and when information can be traced

e establish the possibilities and limits of Al solutions to disinformation

* increase media literacy in our radically changing digital landscape

* help framing laws to protect freedom of expression while guarding against disinformation



Conclusion: Open Questions

e WHO DECIDES WHAT IS “THE CASE"? ("THE FACT"/"THE TRUTH")
o WHAT IS "AUTORITATIVE/ TRUSTWORTHY INFORMATION"?
e WHO ARE AUTORITIES AND FOR WHAT?

e BALANCE BETWEEN INDIVIDUAL FREEDOM AND SOCIETAL
INSTITUTIONALIZED THINKING (AUTHORITY VS. FREEDOM)

e MOVING TOWARDS MORE TRUTH-BASED SOCIETY IS ABOUT
e NOT ONLY HOW (Al, MEDIA LITERACY, ETC)

e BUT ALSO WHY (PHILOSOPHY, ETHICS, LAW, CRITICAL THINKING, ETC)
WHICH IS A QUESTION FOR DEMOCRACIES TO DECIDE*.

e THERE IS HUGE WORK IN FRONT OF US ON ADDRESSING THOSE
"POLICY VACUUMS" (James Moor) WHERE VARIETY OF STAKEHOLDERS
MUST COLLABORATE.

*In sciences we have a related question of SCIENCE vs. PSEUDOSCIENCE
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EXTRA MATERIALS

People have already addressed this question
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DISINFORMATION-CONCEPT MAP
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DISINFORMATION-CONCEPT MAP
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Figure 1. Disinformation concept map
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